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[bookmark: _Toc69994640]1. Introduction
This Report will show the research that was conducted on Computer Forensic tools; the tools that were researched in the Report are: EnCase, Forensic Toolkit (FTK), Autopsy, Volatility, and Write blockers; after researching these tools, a comparison table was made to determine the differences within the tools which contains information such as Features, Strengths and Weaknesses. Also, within this Report, we were given a case study to use our methodology to provide the forensic professional's steps within the investigation. 
[bookmark: _Toc69994641]2. Computer Forensic Tools
[bookmark: _Toc69994642]2.1. EnCase
EnCase is one of the popular commercial forensic tools that’s designed around forensics and security. EnCase is mainly used as an acquisition tool, but the tool offers other uses such as disk imaging, data analysis and more. EnCase displays the information within clusters allowing for ease of use while analysing the data; it also shows the discovered files metadata which could hold vital information that could be potentially used within an investigation; professional forensic examiners and law enforcement mainly use this tool to be able to retrieve any data from sized devices that could be any use within a case or investigation. EnCase is well-known for its software integrity for each imaging of storage devices; the software will do its own integrity scan, which will use the MD5 Hash function to keep the integrity of the evidence image. [1]

[bookmark: _Toc69994643]2.2. Forensic Toolkit (FTK)
The forensic toolkit, also known as FTK, is a popular acquisition tool within computer forensics; this tool allows for creating forensic images of devices that provide evidence within a case or investigation. FTK is also a commercial forensic tool with a yearly subscription; it also has a free product called FTK Imager, which is some basic features of the FTK toolkit. [1] FTK claims to have one of the fastest forensic tools available, allowing professionals to handle extensive storage imaging; FTK is also proud of their ease of use GUI that will enable beginners to learn faster, a popular feature within the FTK toolkit is the web viewer, which allows for professionals to be able to view documents or files within the FTK toolkit this saves the professional time working on cases because they do not manually need to find and aspect the files, it all can be done live on the FTK application. [2] 

[bookmark: _Toc69994644]2.3. Autopsy
Autopsy is similar to other forensic tools as it has most core features offered by commercial tools; the advantage Autopsy has over other forensic tools is for the software being open source, this means that the software is free to use and allows for source code so it can be modified if the professional needed something added or a bug within the software caused it problems with its work then the software can be updated without waiting for a bug fix by the original developers, as said previously Autopsy has most core features that are offered by commercial tools such as keyword searching, timeline analysis and more. [3] Autopsy report system allows for the results to be generated in different formats such as HTML, XLS and Body files; HTML and XLS are primarily used for the results in what has got from keyword hits, installed programs and web history, and Body file is typically used for timeline analysis with more information that’s not shown in the other file types as well as the results that are shown in different file types. [4]

[bookmark: _Toc69994645]2.4. Volatility 
Volatility is a forensic tool but its different to most forensic tools; this is because most forensic tools are for examining and analysing storage devices and getting information stored on the storage devices, but Volatility is different as in which it is used for memory forensics; Volatility is an open-source forensic tool which is made to analyse the data that is stored in RAM (Random Access Memory) this tool uses memory dumps to get information that could be vital information within a case, these contain software, applications or more this can also be virtual machine dumps, this software is good at getting information that was recently stored in RAM, Volatility supports most operating systems and devices, and scans through the memory to find processes, it also scans through internet protocols to find running TCP and UDP connections. [5]

[bookmark: _Toc69994646]2.5. Write Blockers
A Write blocker is used within Computer Forensics to keep the integrity of the data; this is done by making the hard drive read-only; this will prevent any data from getting overwritten, which keeps the integrity of the data, this allows for computer forensic professionals to inspect the data without damaging the potential evidence.
There are two types of write blocks hardware and software, which are different slightly but have the same outcome of blocking any data to be written on the device; computer forensic professionals typically attend to use the software versions of write blocks as these have more ease of use which the interfaces that the software provides which allows blocking data easier for the device, also they tend to be more fasters and affordable which makes it more beneficial to use for the computer forensic professionals. 
Write blockers are a computer forensic tool required within the field of work; these keep the data integrity allowing for the data recovered from the device to be acceptable for evidence within a case. [6]

2.6. Comparison Tables
	Features
	EnCase
	FTK
	Autopsy
	Volatility
	Write Blockers

	Commercial or Open Source
	Commercial
	Commercial
	Open Source
	Open Source
	Commercial and Open-Source

	Ease of use GUI
	✓
	✓
	✓
	✖
	✓

	Reporting
	✓
	✓
	✓
	✓
	✖

	Multi-user
	✓
	✓
	✓
	✖
	✖

	Timeline Analysis
	✓
	✖
	✓
	✖
	✖

	Decryption Support
	✓
	✓
	✖
	✖
	✖

	Anti-virus / Malware 
	✓
	✓
	✖
	✖
	✖




	Forensic Tool
	Features
	Strengths
	Weaknesses

	EnCase
	1. Enhanced indexing, which allows for faster and more advanced index searches. 

2. Easy Reporting, which allows for the professionals to create custom reports for the current case. 

3. Encryption Support, which allows for the recovery of data that has been encrypted without any damage to evidence. 

4. Timeline Analysis allows the professional to look at when files or data were created or downloaded; this is good when investigating a specific time zone. [7]
	1. Support for acquisition across multiple devices, encase allows for imaging on various devices such as phones, Windows, Linux, and DOS machines. 

2. Ease of use, encase has a user-friendly interface allowing for ease of use during the investigations. 

3. Decryption, encase has built-in support for most encryption methods, allowing for the restoration of data to be examined.

4. Scripting compatibility, encase has scripting compatibility, allowing advanced professionals to create scripts for more ease of use. [8]
	1. Encase has poor imaging, making it harder to use other third-party software; this can cause problems within an investigation in which different departments use different forensic tools. 

2. Encase is a commercial tool, which means it is expensive because of the need to pay for a subscription.

	FTK
	1. Web Viewer allows for access to case files whilst the computer forensic professional works on the case in real-time. 

2. Anti-virus/Anti-malware support allows the forensic professional to scan the computer for any malware or viruses within FTK; this will be used on systems that might have been compromised. 

3. FTK supports documents to be opened within FTK, allowing for ease of use and accelerating the acquisition process. [2]
	1. Speed, FTK claims to be one of the fastest forensic tools that allow for quick searches, more reliable and valid results.

2. Case log, while working through the current case, FTK will supply a log of the case you are currently working on; this will log any actions taken on the application. 

3. Decryption, FTK supports decryption of devices that have been encrypted; this supports most encryption types. [9]
	1. Timeline analysis, FTK does not have a timeline analysis feature; this feature would allow the user to gather data corresponding to a specific time zone; this is a standard feature on most alternative tools. 

2. FTK is a commercial tool, which requires a subscription to have access to the toolkit. 

	Autopsy
	1. Multi-user cases allows for many forensic professionals to contribute to an active investigation.

2. Timeline Analysis displays files and data corresponding to the date and time created, downloaded, or opened. [10]

3. Registry Analysis allows the forensic professional to scan the registry to see recently accessed documents and devices connected to the current device. 

4. Multiple Reporting file outputs allows for different ways of exporting the active case or investigation results. [4]
	1. Autopsy is an open-source project, and this means that the software is free and does not require any subscription.

2. Autopsy supports third-party plugins; this allows for external features and plugins, allowing for easier use of the software.

3. Autopsy has regular commits, which means the open-source software is under active development with bugs and problems getting fixed. [11]
	1. Autopsy only supports Windows with slight support with Linux with older versions or using CLI. 





	Volatility
	1. Volatility has scripting support; this allows for professionals to make scripts allowing for more ease of use. 

2. Wide coverage of file formats, allows for professionals to use a various type of formats that contains RAM dumps, this can be from crash dumps to virtual machine dumps. [12]
	1. Volatility is an open-source project; this allows experienced professionals to enhance the software; also, it means that the software is free and does not require a subscription. 

2. Volatility has fast and efficient algorithms allowing for faster results; they claim that their algorithms and speeds are faster than competitors.  

3. Multi-platform allowing for the software to be installed and used on Windows, Linux and MAC operating systems; it can be run on all operating systems that support python. 

	1. Volatility Forensic tool is only limited to memory forensics; this means the software was built with the only focus on memory. 




[bookmark: _Toc69994648]3. Case Study – Task 2
[bookmark: _Toc69994649]3.1. Policy and Procedures 
Policies and Procedures are an essential aspect of all job roles, but within Computer Forensics with highly sensitive data or classified data, Policies and Procedures are incredibly strict this is to reduce the risk to the sensitive data or classified data; most Policies and Procedures will be put in place, but the company that the forensic professional will be working for will have the policies and procedures in place for the forensic professional, an example of a policy and procedure for computer forensic professional could be the preservation of restored data, due to the highly sensitive data once it is recovered the preservation of the data will need to be secured, so that no breaches of the data occurs, this can be done by using an external drive that is encrypted this will ensure the security of the data. Another example could be the integrity of the data; as most forensic investigations could be due to criminal offences, the integrity of the data and evidence will need to be kept safe otherwise, it could be tampering with evidence that could be used within a case, so all actions need to be following official process and documented correctly and carried out with the assumption that the evidence could be used within a court of law. [13]

[bookmark: _Toc69994650]3.2. Assignment
The Assignment stage within an investigation might be one of the vital components within an investigation; this is where the forensic professional will examine the current situation and determine what evidence might be achieved from the sized devices and whether the integrity of the devices will be effected within the acquisition stage, within the investigation Barry Lynch would need to gather information on where the potential designs were stored on Rob’s computer, After confirming a possible location for the designs, Barry would need to document the evidence (Designs) that he will be recovering and how he’d preserve the data once retrieving the designs, these are highly sensitive information which could cost the company millions, Barry would need to follow the current Policies and Procedures in place for preserving the designs which will need to be documented within the Report, Barry would need to preserve the recovered data on some encrypted device following the policies and procedures of the company. Barry might want to try and find evidence that confirms Rob sabotaged the designs when leaving the company; this could be evidence of destroying the designs or any email, social media that would contain any agreement that Rob might have with the designs. [14]

[bookmark: _Toc69994651]3.3. Acquisition 
The Acquisition stage within an investigation is one of the critical stages within the investigation; this stage will require the forensics professional to do extensive documentation on each step taken on the device; this is done to preserve the device's integrity and evidence. Barry Lynch needs to document the chain of custody; the actions are taken throughout the Acquisition stage, information about the data, evidence lists and how the data will be preserved. After Barry has completed the documentation, He will be required to create an exact copy of the drive for data acquisition; once finished, he can then assess the current situation of the device ready for the recovery of designs; if Barry has complete all the steps leading up, he can attempt to recover the data; first, he will start with the inserting the image into the forensic tool (within this example FTK Imagers will be used), Once the forensic image of the device is available Barry will be required to go to the location that the file was deleted from, then go within the “unallocated space” folder this is where all unallocated data/space of the drive is, recently deleted files will still be within this folder if the data have not been written over, once the design is found, Barry will be required to export the file, which he will then preserve the recovered data correctly according to the companies policies and procedures. After successfully preserving the recovered data, Barry would harvest any other potential evidence on the drives that could implement Rob sabotaging the company and the design research; all the data should be verified to ensure the integrity of the data is intact. [15]

[bookmark: _Toc69994652]3.4. Examination
The Examination stage of an investigation is where the forensic professional will look over retrieved data and evidence that was recovered from the forensic image; these could be recovered files or files that contain evidence; firstly with the data, the forensic professional would need to verify all data and information, to make sure that it is all the same recovery and the integrity of the data is intact this will be done with MD5 hash functions this will determine if the files recovered are the same that was on the devices. Barry would need to verify the design with MD5 Hash and would need to have a CEC employee verify the designs that were recovered from Rob’s computer; once the designs have been verified, Barry will need to complete the documentation of evidence such as chain of custody and what files and information that was recovered, Barry would also need to document any actions taken during the investigation, if Barry recovered any more evidence against Rob sabotaging the companies designs this evidence would need to be verified with the MD5 hash and will need to be reviewed to see if there any incriminating evidence that a case could be opened.
After all the files have been reviewed and verified, Barry will produce the evidence for a report. [16]

[bookmark: _Toc69994653]3.5. Reporting 
The final process of an investigation is the documenting and report stage; this is where the forensic professional will create a report containing all information throughout the investigation; this is typically done within one extensive report which will contain multiple documents within, this document will contain information about hardware and software of the devices, a record of all actions that the forensic professional made, chain of custody, evidence preserved, evidence information with hash and metadata. Any case logs these are some examples of records that will be needed to document within the report; Barry will be required to fulfil a full professional forensic report with all the information, evidence and chain of custody that was obtained from the investigation; Barry will also need to submit a report on the findings of evidence that supports, the theory that Rob sabotaged the designs and had intent to distribute the designs to competitors. 
The evidence should be labelled and documented with dates and times, and applications that were used. For example, if Rob confirmed the distribution of the designs via email, evidence of emails between the parties involved. [17]



[bookmark: _Toc69994654]3.6. Forensics Report
A Forensic Report is a report that a Forensic Professional completes after the processes of the investigation; the report will contain documentation that the Forensic Professionals would have documented; these reports can contain the chain of custody, actions taken, tools used, information about evidence, information about recovered data, evidence explanations, and summary of the investigation in general, the report will also have the suggestion from the Forensic Professional themselves. These reports could be used within a court of law as evidence within a case if a criminal offence was committed; Barry would have conducted a forensic report for CEC during the Reporting stage of the investigation he would have given context what he achieved during the investigation and other information and evidence against Rob’s attempt to sabotage the companies designs. The following report is a professional forensic report that George Ndirangu carried out on behalf of the company Parker Randall EA; the investigation that the report was carried out on was a fraud case; this report shows a sample of how forensic reports are laid out and conducted, within the report by George some information is redacted due to sensitive information corresponding to the investigation. [18]
The Forensic Report can be found in Appendix 5.1 or as an Additional file called “Sample Forensic Report”.
[bookmark: _Toc69994655]3.7. Forensic Invoice
An Invoice is used to list the service a business/person provides to a client which requires the payment for the current service; An Sample Invoice was created which contains the services that would be within an average forensic invoice; it also contains the price and tax that the client will need to pay for the service that was completed. Barry would need to create an Invoice to CEC for the services he supplied to the company; this was the recovery of designs and the Forensic report. The Sample Invoice was created to go with the case study; it contains the forensic professional and the client's information and the services carried out within the case study; the prices are an estimate of potential forensic services but not valid forensic service prices. 
The Forensic Invoice can be found in Appendix 5.2.
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5. Appendix
[bookmark: _5.1._Forensics_Report][bookmark: _Toc69994658]5.1. Forensics Report
The file can be clicked on within word if this is unavailable; another copy will be submitted under additional files named “Sample Forensic Report”. [18]
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B eions INVOICE
#1

Date: Apr 1, 2021
oite Due Dat 22,2021
Ms Dee Rod e bt Apr 22,
CEC Mobile Manufacturing Company Balance Due: £18,000.00
Swansea, Wales ¢ .

Forensic Analysis 1 £10,00000  £10,000.00
Recovery of Data 1 £5,000.00 £5,000.00
Sub Total £15,000.00

Tax (20%) £3,000.00

Total: £18,000.00




