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Abstract – As the Internet continues to advance, the need for network security increases. Tevel Cyber Corps Private Limited has requested a live penetration test of their website: https://tevelcyber.com/. Utilising Hyper-V software to run Kali Linux OS, several scans were conducted to isolate vulnerabilities and document findings, including potential threats and solutions. Areas of interest were identified, such as the use of SSL protocol for securing connection between server and client. It was noted in RFC 6176 and 7568 that SSL has several vulnerabilities and is therefore less secure than TLS. Therefore, it was recommended that protocols should be changed to TLS for added security. By undertaking nikto scans, the potential for BREACH attacks was identified. In response, it was found that the use of non-adaptive fixed-dictionary for data compression would mitigate the risk and reduce successful BREACH attacks. Further security vulnerabilities, such as XSS, SQL injection and outdated plugins were revealed. To mitigate these vulnerabilities, it was recommended that: HttpOnly and Secure flags should be used for XSS; for SQL injection, proper application design in areas where user input is required; and guarding against outdated plugins requires all software to be kept up to date.	Comment by Carlene Campbell: 
An excellent written abstract
Key words – Security, Kali Linux, Penetration Test, Tevel Cyber, Vulnerabilities, Scanning.
[bookmark: _Toc536136930]I Introduction
The Internet has continued to evolve over the years and has become an instrumental aspect of everyday life, company infrastructure and even military and healthcare [1] [2]. As more and more devices become connected, this leads to an increase in network and data vulnerability within companies and any network infrastructure with a connection to the Internet [1] [3]. This leads to increased responsibility for network security managers as they must consider potential threats that may harm network performance, as well as compromise the integrity of network data [1] [4]. Data leakage and data loss are common types of security risk involved, especially within wireless network designs such as cloud computing [4]. However, network security is a major aspect of all forms of network architecture [1] [3]. As such, it is vital that network security professionals keep up to date with technology trends, operating system vulnerabilities and patches, software vulnerabilities and solutions to existing software problems, and the cost associated with security breaches and potential fix costs.
As a result, a task was given to perform Black Box Penetration Testing on an active website belonging to Tevel Cyber Corps Private Limited. Web services are vulnerable to several attacks, such as Denial of Service (DoS), that can affect the integrity, authenticity and confidentiality of information, as well as the availability of web services [3] [5]. Other threats include attacks such as XSS, which is ranked third in the OWASP Top 10 Vulnerabilities [6]. Penetration Testing of web applications is a method of searching for security vulnerabilities and problems of a web application [7]. White-box methods range from analysis to dynamic monitoring of instrumented code, while Black-Box approaches generate inputs and observe responses [6]. Black-Box methods replicate the appearance of an external attacker, therefore are useful for testing defences set in place to prevent attacks [6].
As such, this report will utilise Penetration Testing software to conduct Black Box testing on https://tevelcyber.com/ in order to find any potential vulnerabilities. This paper will discuss the following: 
· A brief list of the guidelines and testing exclusions given by Tevel Cyber Corps Private Limited.
· A look at the penetration platform and software used within the tests. 
· Penetration Test tools used to conduct various scans.
· Scans conducted including any vulnerabilities found, as well as potential threats which could arise from these vulnerabilities.
· Solutions to prevent potential attacks, which includes any configuration changes, software and hardware updates, as well as defence strategies to avoid potential attacks.
[bookmark: _Toc536136931]II Guidelines and Testing Exclusion
Tevel Cyber Corps Private Limited has given consent to perform live Penetration Testing on their website. However, they have given a list of rules and exclusions in order to prevent any web services from becoming compromised. 
Guidelines for penetration testing include:
· Not modifying any contents in the website, encouraging vulnerability reports only.
· Provide detailed descriptions of any vulnerabilities and exploit methodology, including any information required in order to replicate and validate the vulnerability.
· Avoid privacy violations, causing damage to data and interruption or degradation of web services.
· No modifying or accessing any data belonging to Tevel Cyber.
· No using vulnerabilities (reported or not yet reported) to discover further vulnerabilities.
Furthermore, they have requested the following exclusions from the Penetration Testing process:
· In no scenario are penetration testers permitted to access, download or modify any data located in any account not registered to them
· Executing or attempting any form of Denial of Service (DoS) attacks.
· Knowingly posting, transmitting, uploading, linking, sending or storing any form of malicious software into the website.
· No testing that would result in sending of unsolicited or unauthorised junk mail, spam, pyramid schemes or other forms of duplicated messages.
· Testing third party applications, websites or services that are linked to the main Tevel Cyber service.
These rules and exclusions were given in order to maintain their web services to both customers and employees, ensuring the availability of their data to all consumers. However, due to the exclusions requested, this leads to the penetration testing process becoming focused purely on vulnerability scanning. From these scans several potential attacks will be discussed based on any vulnerabilities found or theorised.
[bookmark: _Toc536136932]III Platform and Software Tools
Penetration Testing was conducted using Kali Linux Operating System (OS) [8]. Kali Linux is an Open Source OS which can be utilised to exploit the vulnerabilities of a system or network [8] [9]. The main design of Kali is digital forensics and penetration testing [8] [9]. Kali Linux is preinstalled with numerous penetration testing programs [9]. Such programs include nmap, wpscan, recon-ng, wireshark etc. [9]. 
Nmap is a network port scanning tool which has the ability to perform TCP based scans instead of UDP based scans [9] [10]. It is also possible to scan areas of interest using nmap, allowing for scanning of specific network sections [10]. Nmap is a free and open source utility, primarily focusing on network discovery and security auditing [10] [11]. IP addresses are used to determine what hosts are available within the network [11].
WPScan is a free black box WordPress vulnerability scanner [12]. WordPress is an online open source website creation tool, therefore, WPScan can be useful penetration test tool to discover if a specific website utilises WordPress, as well as other potential vulnerable plugins. 
Cross-Site Scripting (XSS) has become been listed within the top 10 most dangerous attack, according to a survey by OWASP [13]. An attacker performs an XSS attack by injecting carefully made malicious code through the input parameters at the client-side [13]. Recon-ng is a reconnaissance tool similar to Metasploit [14]. There are a number of scans available within recon-ng, including the ability to scan for XSS vulnerabilities [14]. 
Other vulnerability scanning tools such as nikto are also present within kali [15] [16]. Nikto is a web scanner that tests web applications and servers for dangerous files, outdated software and other such issues [16]. Due to nikto being an Open Source scanning software, and performing comprehensive tests for multiple items, including dangerous files, it is a useful tool for reconnaissance and locating vulnerabilities, while being readily available [15] [16].
Scanning for potential SQL injections was also conducted using an SQL injector scanner [17]. SQL injection vulnerabilities are a common vulnerability known to hackers and consistently appear top of the list of security vulnerabilities [16]. Some security firms state that SQL injection is one of the more severe vulnerability [16]. This is because of the damage that can be inflicted to a system using this form of attack [16]. Therefore, scanning for this vulnerability is necessary in order to protect against potential threats.
As mentioned, these programs come pre-installed within Kali Linux, making this platform an ideal choice for conducting vulnerability scans [8] [9]. However, in order to run Kali Linux, a virtual machine was created using Hyper-V [18]. Hyper-V allowed the use of a Kali Linux OS without the need for a standalone device. This allowed the OS to be run from any machine with the Hyper-V software present. Other virtualisation options include Oracle VirtualBox, which operates in an identical manner to Hyper-V. Initially, Oracle VirtualBox was utilised to perform the penetration testing scans. However, certain scans did not operate as expected which required a switch in software in order to complete the scan. This issue was discovered while attempting an OS scan, using nmap [10], where the scan could not identify the OS of the target. Instead, Oracle VirtualBox was flagged as the scan believed it to be the OS in use at the target destination. 
[bookmark: _Toc536136933]IV Scans, Vulnerabilities and Improvements
This section will cover scans conducted using the previously mentioned software, as well as any findings discovered from the scans. Scans utilised in these tests fall under three categories, namely:
· Information Gathering, which are scabs used to discover information such as open ports, devices etc. These are also known as reconnaissance tools and are typically the first step before launching any attack [19]. Acquiring detailed information improves accuracy, shortens execution time and allows attackers to bypass existing security measures [19].
· Vulnerability Analysis, which are scans used to identify possible vulnerabilities of a target network. Goals of these scans are to evaluate targets for weaknesses, identify vulnerable systems and map vulnerable systems and other findings [19].
· Web Application Analysis, which are scans used scan websites for vulnerabilities, including vulnerable plugins, as well as outdated software used within the site [19].
Firstly, it was necessary to discover the IP address of https://tevelcyber.com/, which can simply be discovered by issuing a ping command from the command prompt seen in Figure 1 below.
[image: ]
[bookmark: _Toc536136940]Figure 1: Ping to Discover IP Address
[bookmark: _Toc536136934]A. Information Gathering Scans, Results and Solutions.
Using the IP address, it was possible to utilise nmap to probe for open ports and determine service and version information, as well as detect the OS, using the command seen in Figure 2.
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[bookmark: _Toc536136941]Figure 2: nmap Port Scan Command
Figure 2 shows the command used to probe tevelcyber.com for open ports, where -A enabled OS and version detection, as well as script scanning and traceroute options, while -sV signalled to probe for open ports in order to determine service and version information.
[image: ]
[bookmark: _Toc536136942]Figure 3: nmap Ports Scanned
Figure 3 shows a list of open ports discovered via nmap, as well as the protocols associated with each port and the maximum number of available ports. It was discovered that ports used TCP protocol stack, which defines how to establish and maintain an exchange of data between devices [20]. This is an advantage nmap has over other port scanning tools, as it can perform scans through TCP protocols, in addition to being more reliable than other tools, such as Masscan [10]. TCP has certain vulnerabilities such as:
· Port Scanning, where spoofed IP packets with SIN flag set are utilised to discover which ports are open [20]. These can later be used to access a host system [20]
· Denial-of-Service (DoS) attack, where many packets are sent to a host or server [9] [20]. The rate of which prevents devices from responding to genuine traffic, thus degrading network performance [9] [20].
However, these ports being open is not unexpected as a number are required for specific connectivity, i.e. port 25 is for SMTP, which is used for email routing between mail servers. Using port 25 as an example again, it was discovered that the version used by tevel cyber for SMTP is Exim smtpd 4.91, seen below in Figure 4.
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[bookmark: _Toc536136943]Figure 4: Port 25 Details
Hostgator.com was also identified as the Secure Sockets Layer (SSL) and website hosting provider, as seen in Figure 4. SSL is one of two of the most widely deployed security protocols when a client and server require a secure exchange of data [21]. The second being Transport Layer Security (TLS) [21]. Online businesses utilise SSL and TLS to protect sensitive customer information and ensure that their information is not compromised [21]. 
It is possible to exploit the Renegotiation feature of SSL and TLS by performing a Man-in-the-Middle (MitM) Attack [22] [23]. In SSL and TLS, a client and server negotiate encryption algorithms and key information by handshake protocol [22]. Renegotiation is used to update algorithm and key information [22]. The vulnerability exists where an attacker can intercept the SSL and TLS communications using MitM attacks [22] [23]. 
Once intercepted, an attacker can combine their request with that of a legitimate user and send them to the server [22]. The user’s data is encrypted during the process; therefore, the attacker cannot read the information [22]. However, as the attacker does not alter the information, the server will interpret both the legitimate user’s request, and the attacker’s request, as coming from the same person, leading to the attacker’s request being accepted and processed [22].
It should be noted that SSL, both version 2.0 and 3.0, have been criticised by IETF due to vulnerabilities associated with this protocol [24] [25] [26]. As such, TLS has been designed to overcome vulnerabilities found in SSL, and therefore, TLS should be considered over SSL [24]. A combination of both can also be utilised until the usage of TLS becomes more familiar [24] [25] [26].
Rivest-Shamir-Aldeman (RSA) was identified as tevel cybers’ method of encryption, with a key length of 2048 bits. This is an algorithm-based encryption strategy and is considered as a consistent encryption method in public key cryptosystems [27] [28]. There are three steps in RSA algorithm: key generation, encryption and decryption [28].  RSA uses two keys, a public and private [27] [28]. Messages encrypted using a public key can only be decrypted with the private key [27] [28].
A weakness was discovered in the creation of RSA keys, known as the Return of Coppersmith’s Attack (ROCA) [29] [30]. This vulnerability is tracked as CVE-2017-15361 [29] [30]. The vulnerability comes from a software library used in cryptographic hardware used for RSA key generation, created by Infineon Technologies AG [29] [30]. This attack permits an attacker to target a public key and create a private key [29] [30]. The process takes time, however, it is possible for common key lengths, including 1024 and 2048 bits, to be targeted [29] [30]. Detection method involves finding the usage of a chip with a vulnerable library, by testing a public key generated against the ROCA flaw [29] [30].
One other aspect shown in Figure 4 is the authentication method utilised within the SMTP server. In this situation, the server utilises BASE64 method of authentication, depicted via “AUTH PLAIN” discovered by nmap [31] [32]. Despite the use of the word “plain”, usernames and passwords are not sent across the internet in plain text [32]. BASE64 is one of the more popular encoding methods for transmitting 8-bit byte codes [31]. While these forms of authentication can keep passwords secure over untrusted channels, they provide limited protection from MitM attacks without the use of an SSL style encryption [22] [23].
Other ports of note discovered via nmap are ports 53 and 80, which are the DNS and HTTP ports, respectively.
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[bookmark: _Toc536136944]Figure 5: Port 53 Details
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[bookmark: _Toc536136945]Figure 6: Port 80 Details
Figure 5 shows that Redhat Enterprise Linux 6 is used within the DNS with a bind version of 9.8.2rc1. Red Hat Enterprise Linux is an open source Linux Operating System development company. Their OS supports diverse workloads in physical, virtualised and cloud environments [33].
Figure 6 shows the HyperText Transfer Protocol (HTTP) port running the TCP protocol with a version of nginx 1.14.1. Nginx 1.14.1 was released on 6/11/2018 to fix vulnerabilities in HTTP/2 (CVE-2018-16843, CVE-2018-16844) and MP4 module (CVE-2018-16845), which lead to excessive memory consumption and processing specifically crafted mp4 file might result in process memory disclosure [34]. This version used is slightly out of date, with the 1.14.2 stable version being released on 4/12/2018 [34]. However, this is ultimately unlikely to affect overall security, as the update simply fixed minor bugs in certain OSs.
The OS was also identified utilising nmap, seen below in Figure 7.
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[bookmark: _Toc536136946]Figure 7: nmap Operating System Scan
Figure 7 shows the OS reported is Linux based, specifically 2.6.x, between 2.6.24 and 2.6.36. The inability to properly narrow down findings is unsurprising as the scan could not find specific ports in specific conditions to find more reliable results.
Another Information Gathering scan conducted was using recon-ng. As mentioned, this tool possesses the ability to scan for XSS vulnerabilities. XSS is a security bug affecting web applications which allows attackers to inject malicious code into HTML pages that are displayed to users [13] [35]. This code changes the behaviour of the website and can be used to steal a user’s private data [35]. XSS occurs due to security flaws in client-side scripting languages, such as JavaScript and HTML [35]. There are three forms of XSS attacks: Persistent or Stored, Non-persistent or Reflected, and DOM-Based [13] [35]. Persistent attacks are when attackers inject malicious code into the web form, which is then saved in the database [35]. Reflected and DOM based XSS attacks, the attacker requires a user to visit their malicious web page or click a malicious link [35]. As such, scanning for this vulnerability to ensure proper security measures are in place is important.
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[bookmark: _Toc536136947]Figure 8: Open XSS Module in Recon-ng
Recon-ng possesses several modules for many different scans. In this scenario, to enable recon-ng’s XSS vulnerability scan, the command seen in Figure 8 must be imputed. From there, the scan involves simply setting a target and running the scan, seen in Figure 9.
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[bookmark: _Toc536136948]Figure 9: Recon-ng XSS Scan Results
As seen in Figure 9, the XSS scan was run using xssposed module within recon-ng after setting https://tevelcyber.com as the target. However, this scan showed no XSS vulnerability on tevel cybers website.
[bookmark: _Toc536136935]B. Vulnerability Analysis Scans, Results and Solutions.
The nikto scanning tool was used as a form of vulnerability analysis. As mentioned, nikto scans websites for dangerous files and outdated software [16].
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[bookmark: _Toc536136949]Figure 10: Nikto Scan Results
Results of the nikto scan, seen in Figure 10, both confirm previous observations as well as note new bits of information. Firstly, this scan shows the server running nginx 1.14.1, which reinforces results found from the nmap scan, specifically port 80 HTTP section. Furthermore, nikto also confirms the use of SSL shown in the nmap scan but notes that the HTTP Strict-Transport-Security (HSTS) header is not defined. HSTS header is among the first HTTP response headers [36]. Its used for additional security in communication between web server and web browser, and between devices communicating in Internet of Things (IoT) networks [36]. 
Several uncommon headers were identified, namely: x-proxy-cache, x-acc-exp and x-robots-tag. However, these do not reveal any vulnerability within the website.
It was noted that the Content-Encoding header is set to “deflate”. This means that the server may be vulnerable to the BREACH attack. The Browser Reconnaissance and Exfiltration via Adaptive Compression of Hypertext (BREACH) attack is a compression side-channel attack that targets information compressed in HTTP response bodies [37]. This attack can be utilised in order to extract login credentials, login tokens, email addresses and other personal or sensitive information from SSL-enabled websites [37] [38]. 
HTTP compression is the process of compressing server-side responses before sending them to the client [37] [38]. Compression is typically performed through the DEFLATE algorithm [37]. This algorithm uses a combination of LZ77 algorithm and Huffman coding [37]. The adaptive compression-dictionary used in DEFLATE algorithm, which allows the algorithm to develop a compression-dictionary based on the information that is to be compressed, is the main reason the BREACH attack is possible [37]. Even when compressed and encrypted, the length of the compressed data is still visible [37]. 
Therefore, during the BREACH attack, an attacker injects his guesses of the secrets into the HTTP response bodies [37]. These guesses are plaintext words injected into the HTTP request [37]. Thanks to the nature of the adaptive compression-dictionary, the attacker can measure how much of the attacker-injected bytes are contained in the sensitive pieces of data within the system [37].
Several possible mitigation methods against BREACH attacks are available, such as:
· Disabling HTTP compression [37].
· Randomising secrets per request [37].
· Masking Secrets [37].
· Length Hiding [37].
· Rate-limiting the requests [37].
· [bookmark: _Hlk536132064]Using non-adaptive fixed-dictionary for compression [37].
Disabling compression is not advised as it can lead to high overhead in communication [37]. Utilising the non-adaptive fixed-dictionary for compression method may be the best method of countering BREACH attacks, as attacker injected guesses cannot affect the dictionary; therefore, the data will be compressed if it matches, while a mismatch would result in the data not being compressed [37].
Despite earlier scans conducted with recon-ng showing no XSS vulnerability, the scan conducted using nikto discovered an XSS vulnerability with Ilohamail 0.8.10, while noting that previous versions of this contain other non-descript vulnerabilities. Ilohamail is a webmail system written in PHP licensed under General Public License. Nikto scan noted that this may allow attackers to execute arbitrary commands on the server. This would allow an attacker to initiate further attacks against users. It is recommended to replace Ilohamail with an alternative product to guarantee data integrity.
It was also noted that FormMail was discovered, and that many versions of FormMail have remote vulnerabilities. These include file access, information disclosure and email abuse. FormMail is an open source web server CGI script that captures and processes form contents and typically emails them to one, or many, recipients. It is advised that either FormMail be restricted as much as possible or a more secure solution found to replace this software.
One final observation from the nikto scan is that cookies are created without the use of “Secure” and “HttpOnly” flags. The secure flag is set by the application server when sending new cookies to the user within a HTTP response [39]. Purpose of this flag is to prevent cookies from being observed by unauthorised groups [39]. Setting secure flags prevents browsers from transmitting cookies over unencrypted channels [39]. HttpOnly flags mitigate the risk of client-side scripts accessing the protected cookies [40]. This flag is optional but prevents cookies from being accessed client-side; therefore, even if an XSS flaw exists, browsers will not reveal cookies to third parties [40]. The addition of these flags within tevel cybers communications would increase security of transmissions, as well as mitigate the risk of any XSS attacks.
[bookmark: _Toc536136936]C. Web Application Analysis Scans, Results and Solutions
For web-based application analysis, the wpscan tool was utilised to identify the presence of WordPress and any other vulnerable plugins [12]. 
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[bookmark: _Toc536136950]Figure 11: WPScan Command
Figure 11 shows the command used in order to identify WordPress and other plugins. The enumerate vp causes the scan to list all vulnerable plugins identified, while the ignore-main-redirect and force commands were utilised to circumvent the websites redirect function and to force the scan to proceed.
One small note found from this scan can be seen in Figure 12 below.
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[bookmark: _Toc536136951]Figure 12: WPScan Server Result
This has been discovered via both nmap and nikto scans, as well as via this wpscan, further reinforcing the accuracy of the information.
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[bookmark: _Toc536136952]Figure 13: WordPress Version
Figure 13 shows that WordPress version 4.9.9 is in use, identified by the wpscan. There are more advanced versions available [41]; however, these are very recent releases and are unlikely to affect security now but should be considered in the future.
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[bookmark: _Toc536136953]Figure 14: wordpress-seo plugin
One final note of interest from the WPScan is the detection of an outdated plugin which possesses a vulnerability known as Race Condition [42]. The version identified is version 7.8; however, the most up to date version is 9.4. Race Condition is a vulnerability where a software expects an operation to happen in a certain order and should this order be changed; the result is an opening where an attack can happen [42]. It is recommended that this plugin be updated to at least version 9.2 where this issue is fixed. However, updating fully to 9.4 would be more advised.
The final scan conducted was to determine if https://tevelcyber.com/ is vulnerable to SQL injections. This scan was conducted using SQL injection scanner online tool [17]. Kali was not used for this scan as most scans would breach the rules and restrictions set by Tevel Cyber; therefore, an alternative method was required. Results of this scan are seen in Figure 15 below and within the appendices.
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[bookmark: _Toc536136954]Figure 15: SQL Injection Scan Results
Figure 15 shows that an SQL injection attack is possible. SQL injection is a widespread security issue in web applications [43] [44]. The process involves an attacker altering SQL statements in order to gain access to the SQL database [43] [44]. Attackers can change query statements by modifying or altering input data [43] [44]. Therefore, the intended purpose of SQL queries gets altered and the database executes actions that are unintended and often harmful [43] [44]. The vulnerability occurs if the user input is incorrectly filtered for string literal escape characters implanted in SQL statements [43] [44]. SQL injection attacks can be mitigated by ensuring proper application design, especially in areas which require user input to run queries or commands [43] [44].
[bookmark: _Toc536136937]V Conclusion	Comment by Carlene Campbell: 
Very good conclusion but it would be good to have a sub heading outlining recommendation and or future work.
The Internet has evolved over the years and as a result, several issues have arisen, namely in security related aspects. Tevel Cyber Corps Private Limited requested a penetration test on their network web server, https://tevelcyber.com/. There were several guidelines and exclusions given to ensure continued operation of their network infrastructure. However, this did limit how thoroughly the penetration test could be. Despite this, several scans were done using Kali Linux OS running from a virtual machine. 
[bookmark: _Hlk536131932]Nmap scans yielded large amount of data, including open ports, the network utilising TCP protocol for communication, SSL security protocol and RSA encryption. Vulnerabilities found in SSL noted in RFC numbers 6176 and 7568 led to the recommendation of transitioning to TLS security protocols instead. Further information includes tevel cyber utilising Linux based operating systems and a TCP protocol of nginx 1.14.1. This was later confirmed using both nikto and wpscan.
Nikto noted several pieces of information, such as a vulnerability to the BREACH attack. Several countermeasures were identified, ultimately leading to the conclusion that using non-adaptive fixed-dictionary for compression would mitigate the risk with less network reconfiguration. It was also noted that HttpOnly and secure flags were not utilised. These flags help improve security by mitigating risks of XSS attacks.
WPScan identified version 4.9.9 of WordPress in use. Further research shows there are newer version, but these were only recently released in the month of January 2019. Therefore, it was decided that this ultimately would not impact security to a large degree right now but should be considered in the future. Other vulnerabilities discovered were an out of date plugin, which allowed for Race Condition attacks to be conducted, and the potential for an SQL injection attack. Race Condition can be mitigated simply by upgrading the version of wordpress-seo to at least version 9.2, where this vulnerability has been corrected. SQL injections can be prevented by ensuring proper application design, especially in areas which require user input.
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[bookmark: _Toc536136939]Appendices
These screenshots are larger versions of the ones used within the main report for a more detailed view. They are precise pieces of information from an overall scan conducted using Kali Linux and other scanning tools. The entire scans are not included, only the pieces of information that was used within the report are included.
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Figure 1: Ping to Discover IP Address
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Figure 2: nmap Port Scan Command
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Figure 3: nmap Ports Scanned
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Figure 4: Port 25 Details
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Figure 5: Port 53 Details
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Figure 6: Port 80 Details
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Figure 7: nmap Operating System Scan
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Figure 8: Open XSS module in Recon-ng
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Figure 9: Recon-ng XSS Scan Result
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Figure 10: Nikto Scan Results
[image: ]
Figure 11: WPScan Command
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Figure 12: WPScan Server Result
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Figure 13: WordPress Version
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Figure 14: wordpress-seo plugin
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Figure 15: SQL Injection Scan Results

	
                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Exceptional engagement with an extensive range of relevant and credible literature. Informed by the latest research.  High level of referencing skills consistently applied. (Grade mark: 100.00%)
	[bookmark: totalRIL]10
	[bookmark: markRIL]10

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]Exceptional mastery of a complex and specialised area of knowledge. An exceptionally critical awareness of current problems and insights. An outstanding of the concepts of the subject, well informed by current research. (Grade mark: 100.00%)
	[bookmark: totalKUS]10
	[bookmark: markKUS]10

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA][bookmark: _GoBack]Cost such as your consultancy time, timetable i.e. time plan taken to carry out  planning and testing, link analysis to your findings in other words, cost solution was not done. Overall exceptional critical evaluation/critique of the current research and testing carried out. 
Excellent conclusion but it would be good to have a sub heading outlining recommendation and or future work.
  (Grade mark: 85.71%)
	[bookmark: totalANA]35
	[bookmark: markANA]30

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]A range of advanced tools used to gather information and launched attack to tests for vulnerabilities on Tevel Cyber Corps Private Limited site.  Results of the actual test was provided with discussions with additional output/information in appendix.  Nature of how it was done, application used and protocol involved was discussed.  (Grade mark: 97.14%)
	[bookmark: totalPAD]35
	[bookmark: markPAD]34

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Can communicate with an exceptionally high level; Flow, professionally done, excellently presented. (Grade mark: 100.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]10

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]94%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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image1.png
root@kali:~# ping tevelcyber.com
PING tevelcyber.com (192.185.39.52) 56(84) bytes of data.

64 bytes from ns8202.hostgator.com (192.185.39.52): icmp_seq=
64 bytes from ns8202.hostgator.com (192.185.39.52 icmp_se ms
64 bytes from ns8202.hostgator.com (192.185.39.52 icmp_se ms
64 bytes from ns8202.hostgator.com (192.185.39.52 icmp_seq=4 ttl=42 time=161 ms
~C

-- tevelcyber.com ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 8ms

rtt min/avg/max/mdev 160.225/161.827/163.847/1.417 ms

root@kali:~# [

ms
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root@kali:

# nmap -v -A -sV 192.185.39.52
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Scanning tevelcyber.com (192.185.39.52) [1€00 ports]
Discovered open port 587/tcp on 192.185.39.52
Discovered open port 116/tcp on 192.185.39.52
Discovered open port 993/tcp on 192.185.39.52
Discovered open port 143/tcp on 192.185.39.52
Discovered open port 995/tcp on 192.185.39.52
Discovered open port 21/tcp on 192.185.39.52
Discovered open port 443/tcp on 192.185.39.52
Discovered open port 53/tcp on 192.185.39.52
Discovered open port 25/tcp on 192.185.39.52
Discovered open port 80/tcp on 192.185.39.52
Discovered open port 8080/tcp on 192.185.39.52
Discovered open port 3366/tcp on 192.185.39.52
Discovered open port 2222/tcp on 192.185.39.52
Discovered open port 26/tcp on 192.185.39.52
Discovered open port 465/tcp on 192.185.39.52
Discovered open port 119/tcp on 192.185.39.52
Discovered open port 8443/tcp on 192.185.39.52
Discovered open port 563/tcp on 192.185.39.52
Completed SYN Stealth Scan at 21:57, 40.11s elapsed (1000 total ports)
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25/tcp  open smtp Exim smtpd 4.91
| smtp-commands: gator4101.hostgator.com Hello cpc132914-bary5-2-0-cust251.know.cable.v|
irginm.net [80.6.236.252], SIZE 52428800, BBITMIME, PIPELINING, AUTH PLAIN LOGIN, START
TLS, HELP,
| _ Commands supported: AUTH STARTTLS HELO EHLO MAIL RCPT DATA BDAT NOOP QUIT RSET HELP
ssl-cert: Subject: commonName=*.hostgator.com
Subject Alternative Name: DNS:*.hostgator.com, DNS:hostgator.com
Issuer: commonName=avast! Web/Mail Shield Root/organizationName=avast! Web/Mail Shiel

|

|

|

d

| Public Key type: rsa

| Public Key bits: 2048

| Signature Algorithm: sha256WithRSAEncryption

| Not valid before: 2018-10-02T00:00:00

| Not valid after: 2020-10-01T23:59:59

| MDS: 1298 foba 1bef 439b 237c 815d 6b3f aze7
| SHA-1: 576f 3522 54e0 9176 9092 9935 fld5 016e 833d débd
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53/tcp open domain ISC BIND 9.8.2rcl (RedHat Enterprise Linux 6)
| dns-nsid:
|_ bind.version: 9.8.2rcl-RedHat-9.8.2-0.68.rcl.el6
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80/tcp  open http nginx 1.14.1
| _http-favicon: Unknown favicon MD5: D41D8CD98F00OB204E9800998ECF8427E

|

=

|

[
I

|

||
|H

http-methods:
Supported Methods: GET HEAD POST OPTIONS
http-robots.txt: 1 disallowed entry
/
http-server-header: nginx/1.14.1
http-title: 404 Error
Requested resource was /404.html
http-trane-info: Problem with XML parsing of /evox/about
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root@kali:~# nmap -0 192.185.39.52

Starting Nmap 7.70 ( https://nmap.org ) at 2019-61-21 10:48 UTC
Nmap scan report for ns8202.hostgator.com (192.185.39.52)

Host is up (0.00063s latency).

Not shown: 995 filtered ports

PORT STATE SERVICE

80/tcp  open http

443/tcp open https

3128/tcp open squid-http

8080/tcp open http-proxy

8888/tcp open sun-answerbook

Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 closed port
Device type: general purpose

Running: Linux 2.6.X

05 CPE: cpe:/o:linux:linux_kernel:2.6

05 details: Linux 2.6.24 - 2.6.36

05 detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 17.47 seconds
root@kali:~#
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[recon-ng] [default] > use recon/domains-vulnerabilities/xssposed




image9.png
[recon-ng] [default][xssposed] > set source https://tevelcyber.com/
SOURCE => https://tevelcyber.com/
[recon-ng] [default] [xssposed] > run

HTTPS: //TEVELCYBER. COM/

[*] No vulnerabilites found.
[recon-ng] [default] [xssposed] > [
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root@kali:~# nikto -host https://tevelcyber.com/
- Nikto v2.1.6

+ Target T 192.185.39.52
+ Target Hostname:  tevelcyber.com
+ Target Port 443

+ SSL Info: Subject: /CN=tevelcyber.com

Ciphers: ECDHE-RSA-AES256-GCM-SHA384

Issuer: /C=US/O=Let's Encrypt/CN=Let's Encrypt Authority X3
2019-01-21 21:23:19 (GMTO

+ Server: nginx/1.14.1

+ Cookie PHPSESSID created without the secure flag

+ Cookie PHPSESSID created without the httponly flag

+ Uncommon header 'x-proxy-cache’ found, with contents: MISS tevelcyber.com

+ Uncommon header 'x-acc-exp' found, with contents: ©

+ Uncommon header 'link' found, with contents: <https://tevelcyber.com/wp-json/>; rel
r.com/>; rel=shortlink
.
i
5
.
5
.

"https://api.w.org/", <https://tevelcybe

The site uses SSL and the Strict-Transport-Security HTTP header is not defined.
Uncommon header 'x-robots-tag' found, with contents: noindex, follow
Entry '/wp-admin/' in robots.txt returned a non-forbidden or redirect HTTP code (302)
“robots.txt" contains 2 entries which should be manually viewed
The Content-Encoding header is set to "deflate" this may mean that the server is vulnerable to the BREACH attack.
Web Server returns a valid response with junk HTTP methods, this may cause false positives
+ /cgi-sys/formmail.cgi: The remote CGI reveals its version number, which may aid attackers in finding vulnerabilities in the
script.
+ Uncommon header 'x-proxy-custom' found, with contents: WP Block
+ /cgi-sys/formmail.pl: Many versions of FormMail have remote vulnerabilities, including file access, information disclosure a
nd email abuse. FormMail access should be restricted as much as possible or a more secure solution found
+ /webmail/blank.html: IlohaMail ©.8.10 contains an XSS vulnerability. Previous versions contain other non-descript vulnerabil
ities.
/securecontrolpanel/: Web Server Control Panel
/webmail/: Web based mail package installed
/cgi-sys/Count.cgi: This may allow attackers to execute arbitrary commands on the server
0SVDB-3233: /mailman/listinfo: Mailman was found on the server.
0SVDB-2117: /cpanel/: Web-based control panel
0SVDB-3092: /cgi-sys/FormMail-clone.cgi: Default CGI, often with a hosting manager. No known problems, but host managers all
ow sys admin via web
+ 0SVDB-3092: /img-sys/: Default image directory should not allow directory listing.
+ ERROR: Error limit (20) reached for host, giving up. Last error: Total transaction timed out
+ Scan terminated: 19 error(s) and 22 item(s) reported on remote host
+ End Time: 2019-01-21 22:52:14 (GMT@) (5335 seconds)

i
i
‘
‘
‘
‘
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root@kali:~# wpscan --url https://tevelcyber.com/ --enumerate vp --ignore-main-redirect
wp-content-dir wp-content

WordPress Security Scanner by the WPScan Team
Version 3.3.1
Sponsored by Sucuri - https://sucuri.net
@ Wpscan_, @ethicalhack3r, @erwan lr, @ FireFart
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[+] https://tevelcyber.com/

| Interesting Entries:

| - server: nginx/1.14.1

| - X-Acc-Exp: ©

| - X-Proxy-Cache: MISS tevelcyber.com
| Found By: Headers (Passive Detection)
| confidence: 100%
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[+] WordPress version 4.9.9 identified.
| Detected By: Rss Generator (Passive Detection)
| - https://tevelcyber.con/feed/, <generator>https://wordpress.org/?v=4.9.9</generato

r>

/aenerator>

- https://tevelcyber.com/comments/feed/, <generator>https://wordpress.org/?v=4.9.9<]
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[+] wordpress-seo
Location: https://tevelcyber.com/wp-content/plugins/wordpress-seo/
Last Updated: 2019-01-08T09:18:00.000Z
[!] The version is out of date, the latest version is 9.4

Detected By: Comment (Passive Detection)
111 1 vulnerability identified:

+
|

|

I

I

|

|

|

|

| [ Title: Yoast SEO <= 9.1 - Authenticated Race Condition
| Fixed in: 9.2

| References:

| - https://wpvulndb.com/vulnerabilities/9150
|

|

I

|

|

4

|

I

I

|

- https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-19370
- https://plugins. trac.wordpress.org/changeset/1977260/wordpress-seo
- https://www.youtube.com/watch?v=nL141dcDGCY
- http://packetstormsecurity.com/files/150497/
https://github.com/Yoast/wordpress-seo/pull/11502/commits/3bfa70a143f5ea3ee19
343a1703bb5caf1397fa

Version: 7.8 (6% confidence)
Detected By: Comment (Passive Detection)
- https://tevelcyber.com/, Match: 'optimized with the Yoast SEO plugin v7.8 -*
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%Pencesc-Tung

SQL Injection Scanner Report

+ https://tevelcyber.com/
Summary
Overallrisk level: Risk ratings: Scan information:
| hien | o I Senime 2000120214007
vasm: [3] Frshtme: 20180120 214907
e [ Seanauston 3mn0zee
wo: N
Findings
SQL Injection
Vulnerable Page Vulnerable Parameter Method  Attack Vector
Jacademia-collaboration/ query GET hitpsi/fteveleyber.com/academia-collaboration/?query=query327+AND#6271527%3D%27 13627+ —+
Icomments query GET hitpsi//teveleyber.comcommentsZquery=query 27 +AND+%271%275 305271527 +—+
> Dz
Risk description:

SQLinjection may be possible.

Recommendation:

Do not trust dlient side input, even if there is client side validation in place.

In general, type check all data on the server side.

If the application uses JDBC, use PreparedStatement or CallableStatement, with parameters passed by 7'

If the application uses ASP, use ADO Command Objects with strong type checking and parameterized queries.
If database Stored Procedures can be used, use them.

Do *not* concatenate strings into queries in the stored procedure, or use ‘exec, ‘exec immediate’, or equivalent funcrionality!
Do not create dynamic SQL queries using simple string concatenation.

Escape all data received from the client.

Apply  whitelist'of allowed characters, or a blacklist of disallowed characters in user input.

‘Apply the principle of leass privilege by using the least privileged database user possible.

In particular, avoid using the 'sa’ or ‘db-owner database users. This does not eliminate SQL injection, but minimizes its impact.

Grant the minimum database access that is necessary for the application.




