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[bookmark: _Toc165573080]Abstract 
The report covers the implementation of various roles and features into the Virtual Machines (VMs). After the implementation and testing of all the needed roles, there are still steps required to fully complete the tasks. The steps taken are all detailed within the implementation section, with PowerShell scripts used for testing. Finally, there is a technical and personal reflection included of the full NOSS work.  
[bookmark: _Toc165573081]Introduction
This report is a follow on from the VM creation and the research presentation, aiming to complete all the outstanding implementation required for the virtualised environments. 
[bookmark: _Toc165573082]Implementation
Beginning on the Swansea server as this was to be the Parent domain, various roles were added.
Most features were kept as default, but Remote Access had “DirectAccess and VPN (RAS)” and “Routing” added.
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[bookmark: _Toc165573042]Figure 1: Remote Access Additions
This was repeated on the London server.
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[bookmark: _Toc165573043]Figure 2: Servers with Roles Installed
Both servers had identical roles and features. Although not required it was believed that it could be beneficial in the future.
The server was promoted to a Domain Controller (DC) and assigned the forest. 
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[bookmark: _Toc165573044]Figure 3: Creating SW Forest
The forest was created as required, but an issue was encountered due to having the AD CS role installed. This was simply removed and then the issue was resolved.
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc165573045]Figure 4: AD CS Issue
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[bookmark: _Toc165573046]Figure 5: DC Checks Complete
After restarting, the server login screen shows the forest creation was successful. 
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[bookmark: _Toc165573047]Figure 6: View After DC Created
On both Swansea and London servers an ICMP inbound Firewall rule was created to ensure sure pings were allowed. 
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[bookmark: _Toc165573048]Figure 7: ICMP FW Rule
Through DNS manager the forward lookup zones were added. The details for both servers were added as new A records.
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[bookmark: _Toc165573049]Figure 8: A Records
Remaining in the manager, new zones were added to the Reverse Lookup Zones area.
Attempted adding PTR, however, the zone was incorrectly configured so was not possible. To troubleshoot the access permissions were adjusted and DNS was restarted. The issue was down to simple user error as the zone was created with the network portion of the IP as 10.1 when it should have been 10.1.0. The PTR was then able to be added for both domains.
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[bookmark: _Toc165573050]Figure 9: Reverse Lookup/PTR
On Routing and Remote access manager, static routes were added to cover the entire Swansea and London networks. 
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[bookmark: _Toc165573051]Figure 10: Static Routes
Pings were unsuccessful and so the IP configuration was reviewed. The configuration was incorrect based on the topology provided in the brief and so adjusted accordingly. The issue persisted and so routing, and DNS were deleted to restart the whole process in case of an incorrect configuration. 
Before creating the Child domain, all devices were renamed to a standard naming convention. WIN-SW/LD-DC/CLIENT.
The child domain was named ld-owen-noss as full stops are not allowed. 
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[bookmark: _Toc165573052]Figure 11: Child Domain Error
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[bookmark: _Toc165573053]Figure 12: Child Domain Created
When installing a second disk drive, the lettering could not follow the brief as a C and D drive were already in use and if things were adjusted it could have had a negative impact on critical files. The new disk drive was not showing in the device manager, but using the DiskPart utility feature showed that the drive was added. 
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It was found that the additional drive was being stored within the C drive. This drive was deleted.
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[bookmark: _Toc165573055]Figure 14: Deleted the 2nd Drive
Both clients added to the domain.
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[bookmark: _Toc165573056]Figure 15: Adding Client to Domain
The devices were found within Active Directory.
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc165573057]Figure 16: Clients in AD
The devices were removed from the domain and the steps repeated so that they could be added to the parent domain instead. Possibly worse for security controls, however, allows for deeper access for the time being.
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[bookmark: _Toc165573058]Figure 17: Both Clients in the Domain
It is worth noting that while on Active Directory, advanced settings were adjusted so that it was possible to view both parent and child domains on the server. 
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[bookmark: _Toc165573059]Figure 18: AD of both Domains
Reattempting the routing, the setup wizard was redone to ensure LAN routing was included. The dynamic routing protocol RIP was then added with both interfaces being connected.
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[bookmark: _Toc165573060]Figure 19: RIP Interfaces
The servers can now ping even though not within the same network. 
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[bookmark: _Toc165573061]Figure 20: Connection Attempt
The client devices could also be pinged from the servers of the other network. The clients could not ping the servers, and after troubleshooting by adjusting firewalls, allowed apps and static routes the issue had not been resolved. As NOSS is one organisation it may be worth in the future creating a large DHCP scope that covers the entire NOSS Network instead. 
Using the provided user list, a formula was created in the SamAccount field so that it could adjust the account names to the required format.
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[bookmark: _Toc165573062]Figure 21: User List
A PowerShell script was run to create the user accounts and add them into Active Directory. 
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[bookmark: _Toc165573063]Figure 22: Account Creation Script [1]
Accounts could now be found within Active Directory. 
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[bookmark: _Toc165573064]Figure 23: Users in AD
With users created and able to login, and the 2nd disk drive fixed and mounted correctly, the users were granted full access to the drive, and it was also shared with the Swansea network.
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[bookmark: _Toc165573065]Figure 24: 2nd Disk Drive
DHCP was configured as required, however, when attempting to authorise the scope an error message stated “Access is denied” even though the account is admin with all required permissions. 
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[bookmark: _Toc165573066]Figure 25: DHCP Error
London DHCP server does not work, so a scope covering the entire Swansea network was created on the Swansea DHCP server. This worked as intended and the Swansea PC was dynamically assigned the correct IP.
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DNS errors occurred and so was revisited.
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[bookmark: _Toc165573069]Figure 28: Reverse Lookup/PTR
The records were recreated to fix the error and to accommodate the IP changes that occurred.
The web server was created, along with a basic HTML and PHP file for the website. For this to work, the CGI module was added from the server roles and the module mapping area within IIS manager was adjusted. 
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[bookmark: _Toc165573070]Figure 29: IIS Manager & Website
There were multiple issues with the files configuration as the redirects did not work. To test the code in the files, the Administrator account was used to login.
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[bookmark: _Toc165573072]Figure 31: After Successful Login
Attempted to link with Active Directory for Windows Authentication, however, was unsuccessful. The authentication settings in IIS manager showed that just Windows Authentication was enabled, but the issue persisted. A PowerShell script was used to test LDAP which showed that it was correctly configured, however, the site still could not work with Active Directory.
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[bookmark: _Toc165573073]Figure 32: LDAP PowerShell Script [2]
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[bookmark: _Toc165573074]Figure 33: Updated Website View
To test the code, a ‘superuser’ account was created to bypass the LDAP login.
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[bookmark: _Toc165573075]Figure 34: SuperUser Login
The London DHCP server did not work as intended, however, when reviewing the IP configuration, it was found that DHCP started working, but there were conflicts making the servers assign the IPs to the incorrect clients. The Swansea DHCP scope was deleted, and the London DHCP scope was adjusted to accommodate the entire London range (10.2.0.1 – 10.2.0.254). This was implemented so that when NOSS expands, the London network can support the expansion with ease. 
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc165573076]Figure 35: Final IP Configuration
Final connectivity tests.
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[bookmark: _Toc165573077]Figure 36: Connectivity Results
The results of the tests showed that servers can now ping all devices within both networks, but the client devices are unable to ping each other or ping the servers. 
The last implementation step was enabling Remote Desktop on the London server. 
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[bookmark: _Toc165573079]Figure 38: RDP from Clients
RDP was successful other than on the Swansea PC due to an unknown issue. 
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Script 1: Name: Basic Configurations | Run at: London Server
[image: A computer screen shot of a computer screen

Description automatically generated]
Script 1: Name: Basic Configurations | Run at: Swansea Server
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Script 1: Name: Basic Configurations | Run at: London PC
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Script 1: Name: Basic Configurations | Run at: Swansea PC
[image: A computer screen shot of a computer screen

Description automatically generated]
Script 2: Name: Firewall Rules | Run at: London Server
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Script 2: Name: Firewall Rules | Run at: Swansea Server
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Script 3: Name: Appropriate Domain Controller Configuration in both Swansea and London Network | Run at: London Server (Child domain)
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Script 3: Name: Appropriate Domain Controller Configuration in both Swansea and London Network | Run at: Swansea Server (Parent domain)
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Script 4: Site to Site VPN with Persistent Connection between London & Swansea Network
Run at: London Server
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Script 4: Site to Site VPN with Persistent Connection between London & Swansea Network
Run at: Swansea Server
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Script 5: DNS Records - Appropriate A Records and reverse lookup zones
Run at: London Server
[image: A computer screen shot of a computer screen

Description automatically generated]
Script 5: DNS Records - Appropriate A Records and reverse lookup zones
Run at: Swansea Server
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Script 6: Creating User Accounts based on users_list_updated.xlsx 
Run at: London Server
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Script 7: User Accounts as per request - with first name with a dot and last name as SAM Account – *cannot fit in 1 screenshot*
Run at: London Server
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Script 8: Mount Second Disk Drive and Share Permissions (full permission for user list and READ only access for other users)
Run at: London Server
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Script 8: Mount Second Disk Drive and Share Permissions (full permission for user list and READ only access for other users)
Run at: Swansea Server
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Script 9: DHCP
Run at: London Server
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Script 10: Test Connection | Run at: Swansea Server *cannot fit in 1 screenshot*
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Script 11: Test Connection | Run at: London Server *cannot fit in 1 screenshot*
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[bookmark: _Toc165573084]Technical Summary Reflection
On reflection, the first stage of the tasks was simple compared as it only contained VM creation, assigning IPs and testing connectivity. As detailed in that report, connections were only possible within the networks. At the time I was unsure why, but now I know this was due to a lack of routing configured. 
The research presentation had no technical work involved; however, it is worth noting that this stage did provide an understanding of different features that I would later implement but did not help much with the technical side of the work. 
After realising the IP configuration was incorrect, this was adjusted, along with adding server roles. This was straightforward; however, the connectivity element was more difficult. Although an improvement from the first stages of the task, as through RIP implementation, the servers could now connect to the server and client outside of its network. There were still issues with the clients pinging the servers and the VPN did not get configured at all due to lack of technical understanding.
A major element of the assignment was creating the domains, and this was quite simple. Everything was set up relatively quickly and works as intended. Creating the second disk drive and adding the user accounts were both elements that were implemented with relative ease and I believe done correctly. The DNS, although seemed simple to set up, I did not understand what I was doing and so I am unsure if it has been implemented correctly. 
Before connectivity tests was DHCP configuration, which was simple, however, I encountered an unknown issue when doing so which may suggest a lack of technical understanding. This issue did get resolved and the service worked, although I am unsure how it was fixed. 
The final stages were sharing the disk drive, the IIS server and site and the RDP. All the steps completed prior did not help me when it came to attempting to implement these and so even though all of these had attempts made, most of the work was not completed. 
[bookmark: _Toc165573085]Personal Summary Reflection
As mentioned within the technical summary, there were multiple elements that did not work. Every element was attempted; however, some implementations were either left incomplete or were incorrect in some way. My knowledge and understanding are clearly lacking regarding virtualised environments and so if I was to ever do this again, there would be a lot more research and support needed to succeed. 
Having said that, it is worth mentioning that the assignment was too much work, with little support. After attempting to follow the support videos, features still did not work even when copying every step. Again, this in part can be put down to personal lack of knowledge, experience and understanding, but as it is not relevant to my current job role, I have not needed to practise any of this and so have not fully developed the required skills.
In conclusion, the assignment was extremely challenging on both technical and personal levels. Everything was attempted and plenty of time and effort went into the matter, however, overall, there is still a lack of understanding and expertise that has led to being disappointed as there is still work needed to fully complete some of the tasks. 
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