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Complete the following tasks:
	Task 1: Understanding DNS Resource Records.

	DNS is a system used to access network resources, in terms of mapping domain namespace names – to IP addresses.  It is therefore vitally important to keep these resources up to date.  Imagine a scenario whereby changes would affect your ability to host your website for example. 

When DNS records are entered manually, the administrator is responsible for ensuring that the resource records reflect any changes (in terms of the IP address - DNS mapping of the resource changing).

Within large networks this is a very time consuming task that could overwhelm the administrator. As a consequence manual updates are not a good solution.

We therefore need to create a system/method to allow DNS Clients to automatically maintain and update their own Resource Records in DNS.  

Dynamic and Manual Updates.

When we create, register and then update Resource Records in DNS, there are two approaches we can use; Dynamic and Manual.

We saw previously that Resource Records are stored in DNS Zone files.

Dynamic updates; is the process whereby DNS clients dynamically create, register and update their own records.  The records are stored in Zones maintained by DNS Servers.  These zones are configured to accept and process messages for dynamic updates.

Manual Updates – is where administrators manually create Resource Records in zones at the DNS Server by editing resource records in the Zone file.  

The process of Dynamic updates involves clients interacting with the DNS Server in order to update their own Resource Records.

As demonstrated in the lecture this involves a series of steps that initiates with the client
sending out a SOA QUERY ( a search for a SOA records) to the DNS Server that is authoritative over the Resource Record that the client wishes to register with.  

A series of steps then take place where the client verifies that this registration does not exist.  Finally the DNS client sends the dynamic update to register the resource record.  

[Complete this Task from the Low Number Server].

[Checking DNS resource records]

You will remember from lectures that resource records (database entries used for DNS name resolution operations) are stored in the zone files in the DNS servers in our network.  These database entries consist of many different types of records that each offer a unique function. To check the resource records in the network.

· Start  - Administrative Tools -DNS
· Click on the Primary Forward Lookup zone you have created previously.
· Note in the right hand part of the console window the existing records configured for the zone, make a note of these and explain their purpose.
· Right click on the forward lookup zone file created - choose properties
· Click on the SOA tab. We can now modify properties. 
· The SOA resource record contains important fields for managing DNS such as the the 
Primary Name server AUTHORITIVE for this zone as well as the person who to contact in the result of a problem occurring.  
· Specify a contact of adminstrator.nwtraders.msft - We don’t have an email server setup on our network domain, but if we did the convention is to replace the @ sign with a full stop.  Errors and other important log entry information can be sent as a notification to the specified users email address.   

[Manually creating DNS resource records].

Here we configure a Host Record for hostname resolution for our zone. This way any one sending a host name query for the website application (stored on the high number server) in our zone will have their query sucessfully resolved.
 
*1	Open the DNS Console - Start – Administrative Tools - DNS
*2	In the DNS Console Tree view – right click the Forward Lookup zone; server.nwtraders.msft (Where server is the High Number Server's Name e.g. glasgow.nwtraders.msft).
*3	Select New Host (A).
*4	Within the New Host dialog window – in the Name field, type: servername (Where servername) is the name of your high number server, so for example
E.g.

When working at Denver – you would type Vancouver into the New Host Name field.

*1	In the IP Address field type the IP Address of your High Number Server Partner/Private Network Connection.
*2	Choose Create associated Pointer Record.  This means that we will create an additional pointer record in a reverse zone for this host, based on the IP address – Name mapping information just created.
*3	Click the Add Host button to add this record to the Forward Lookup Zone.
*4	Click Ok
*5	Click Done
*6	Close the DNS Console.

[Complete this Task from the Low Number Server].

[Test the DNS service ]

· In the DNS console right click on the DNS Server - choose Properties
· Click on the monitoring tab - check on the option A simple query against this dns 
server.
· Choose the Test now button - note the results are displayed in the bottom part of the 
window under the test results section.  Note if recursion is enabled or forwarders are 
specified, you could also test queries to other DNS servers.                 
         

[Test the website]

We will now test whether we can access our website from other networks.  

Ask a member of another network to launch an Internet Browser (e.g. Internet Explorer)
         
              * Using the convention:
                                          http://servername.nwtraders.msft/aliasname/yourwebpage.html

· Where servername is the name of your High Number server, aliasname is the name of 
your virtual directory (created in the previous worksheet) and yourwebpage.html is the 
name of your webpage, enter the address in the address field. Is your page returned 
successfully?




	Task 2: Managing DNS in manual/dynamic configurations

	Using Dynamic Updates as a Solution when maintaining DNS in your Network.

There are a number of things we need to consider before choosing to use Dynamic Updates:

1.	DNS updates are supported in Primary DNS Zones.
2.	We need to decide whether we will use the DNS Clients (these use client side DHCP services) for dynamic updates or whether we will use a DHCP server for dynamic updates (where Down-level clients are present (older OS’s installed on clients)).

Recall that a dynamic DNS update is performed whenever a clients IP address is assigned or refreshed through DHCP.  We can also manually force a DNS update using appropriate DNS console commands.

[Complete this Task from the Low Number Server].

To Configure DNS Server to accept dynamic updates for Forward Lookup Zone:

*1	Open the DNS Console - Start – Administrative Tools - DNS
*2	In the console tree view – select the Primary Forward Lookup Zone computername.nwtraders.msft (where computer name is the name of the High number server in your network).
*3	Right click on this zone – choose Properties.
*4	Under the General category – from the Dynamic updates drop down list – choose Nonsecure and Secure.
*5	Click Ok and then Close DNS Console.

VERY IMPORTANT NOTE:

There are some serious security issues regarding the allowance of non-secure dynamic updates to the zone.  Any client can update a zone through more simple operations such as Inserting records into the zone, whilst changing existing zone records is possible, albeit a little more difficult to configure.

The main problem here is that a malicious user could insert records into the zone that could redirect clients to another system.  This attacker could then use this to steal data from systems amongst other things.  It is therefore very important that zones that allow non-secure dynamic updates should not be publically accessible (over the Internet).  Furthermore there should be no Server records within these zones.

Question: 

We have mentioned the use of both dynamically updatable zones and non updateable (disabled) zones.  Name two scenarios where these would be needed and explain why this would be the case? 

If we are using DHCP to dynamically update DNS Resource Records on behalf of a DNS client we need to configure the DNS Server to accept dynamic updates and the DHCP Server to Create Dynamic Updates on behalf of the client.

[Complete this Task from the low number Server].

To Configure DHCP Server to dynamically update Resource Records in DNS (on behalf of DHCP clients):

*1	Open the DHCP console – Start – Administrative Tools - DHCP
*2	In the DHCP Console view – choose your DHCP Console
*3	On the Action menu – click Properties
*4	Select the DNS tab – ensure that Enable DNS dynamic updates according to the settings below – is selected.
*5	Chose the option: Always dynamically update DNS A and PTR Records.
*6	On the DNS tab – ensure that the option Discard A and PTR Records when lease is deleted – is selected. (This ensures that DNS will not keep resource records for clients that no longer exist in the DHCP Scope).
*7	On the DNS tab – select the option Dynamically update DNS A and PTR records for DHCP clients that do not request updates.
*8	Choose Ok
*9	Close the DHCP Console.

[Testing dynamic updates]

[Complete this Task from the low number Server].

· Start – Administrative Tools – DHCP Console
· In the Console tree – click the Server
· Modify the existing scope – and instead of using the number .2 as the host address use a different host number your choice anything from .1 - .254.
· Choose ok and close the DHCP console.

[Complete this Task from the high number Server].

· Ensure that the classroom network connection is disabled on the High number server, but ensure the Partner/Private network connection is enabled.
· Choose start – run – cmd
· In the command console enter ipconfig/release.
· Then enter the command ipconfig/renew.
· Verify that you have received the updated IP address from the DHCP server.

[Complete this Task from the low number Server].

· Start – Administrative Tools – DNS
· Click to expand the server and then click on the Primary Forward Lookup zone created.
· From the right hand window, verify that the A record for the zone has been updated.  Does the record reflect the most recent changes.

[Manually updating DNS records]

[Complete this Task from the high number Server].

· Click Start – Control Panel and double click Network Connections.
· Choose the Partner Network Connection – and properties.
· Statically enter the original IP address we gave to this connection (192.168.xxx.2) where xxx is your network number (e.g. 101 or 102 or 103 etc etc).
· Choose ok to confirm the statically defined the IP address.
· Open the command prompt (Start – Run – cmd)
· Type in the following command:
· ipconfig /registerdns 
· You should get a notification informing you that any errors (usually clashes with other resource records in the zone) will be reported back to you in a set interval of time (typically 10 – 15 mins).

[Complete this Task from the low number server]

· Start – Administrative Tools – DNS
· Click to expand the server and then click on the Primary Forward Lookup zone created.
· From the right hand window, verify that the A record for the zone has been updated.  Does the record reflect the most recent changes?

[Record Maintenance: Efficient DNS server management using Record Scavenging].

When a dynamic DNS record is created or updated, it is assigned a time stamp.  If this stamp is older than the aging period when the scavenging process is run, the record is removed. Static records are never scavenged so you would need to manually remove them.  This is important as dynamic clients might not always unregister their records when they no longer use the network (this process is only usually done when the client is shut down properly).

A server that stores many unused dynamically added records is subject to performance degradation, excessive disk space usage and slower query times (since all records are checked when resolving queries).  Furthermore stale records cause problems in that they could return addresses that are no longer in use on the network and the inability of new systems to reuse names that are occupied by stale records.

[To enable DNS scavenging]

· Right click the server in the DNS console – choose properties.
· Enable the automatic scavenging of stale records checkbox – set the period to 28 days (let’s say we do a monthly checkup in our network).
· To set scavenging for the zone, right click on the Primary Forward Lookup zone you have created – choose Properties.
· Under the General tab – click on Aging
· Check on scavenge stale resource records.
· Leave the no refresh interval set to 7 days.  This limits the amount of time between clients trying to update the DNS server with changes.
· Leave the Refresh interval set to 7 days.
· When the client refreshes its data it increments the record by one, if the client is no longer in use, the increment does not occur and the record is marked for scavenging.
· Choose Yes from the dialog warning window.


We have seen thus far how to configure DNS Servers (including configuring properties and creating and managing DNS Zones).  We now need to ensure that DNS clients can register/create/update their own resource records in DNS and that they can use DNS to resolve queries.

Preferred and Alternate DNS Servers.

The preferred DNS Server is the server which immediately receives DNS queries sent from the DNS client.  This server is where DNS client Resource Records are updated from.

Alternate DNS Server is the subsequent Server that a DNS client will call upon if (a) because the preferred DNS server is unreachable (b) Because the preferred DNS Server cannot resolve DNS queries from clients because the DNS service has failed.

The Importance of DNS Suffixes.

You will remember that the DNS suffix is appended to the host name to form part of the Fully Qualified Domain Name (FQDN)


By not having the DNS Suffix properly configured on the client, we risk Name Resolution and updates not being able to function properly.

Suffix Selection Option – This option specifies that resolutions for unqualified names on this computer are limited to domain suffixes of the Primary DNS Suffix up to the Second Level domain;

E.g. Primary DNS Suffix is nwtraders.msft, we attempt to contact Server1.  Computer queries for Server1.nwtraders.msft in addition to suffixes configured in the Connection Specific Suffixes.

Append Parent Suffixes – This option allows resolutions for unqualified names on this computer, to be limited to domain suffixes of the Primary Suffix and Connection Specific Suffix 

Example:  You attempt to contact Server1, your Primary DNS Suffix is sales.south.nwtraders.msft.  The computer will query Server1.sales.south.nwtraders.msft to see if the query can be resolved (to see if it can establish the IP address for Server1).

If the query remains unresolved, the computer will query Server1.south.nwtraders.msft.  Finally if the query still remains unresolved the computer will query Server1.nwtraders.msft

The steps involved with applying suffixes:

User enters a Fully Qualified Domain Name, the DNS Resolver queries DNS by using this FQDN as follows:

1.	DNS Client Resolver (part of the DNS Client Service) sends query to the Primary DNS Server specified, using the Primary DNS Suffix.  
2.	If resolution is not successful, DNS Client Resolver appends each Connection Specific DNS Suffix.
3.	If there is still no success, DNS Resolver devolves the FQDN by appending the Parent Suffix of the Primary DNS Suffix name and the parent of that suffix, working through the FQDN until only two labels are left.
4.	Where the user has entered a domain suffix search list, the following process occurs.  Primary DNS Suffix and Connection specific domain name are ignored.  The primary DNS suffix name nor connection specific name are appended to the host name before the FDQN is submitted to DNS (as part of the query).
5.	What happens instead is that DNS Resolver appends each suffix from the domain search list, in order and submits this to the DNS Server.  The DNS will either find a match or reach the end of the list.

Configuring the DNS Client:

The DNS Client needs to be configured so that the client can use DNS Servers to resolve and update information related to its resource records.

In this scenario we have added 2 DNS Servers to our subnet.  We need to configure lab computers on the subnet to use a preferred and an alternate DNS Server.  We will configure DNS Client with the appropriate settings.

[Complete this Task from the low number Server].

To manually configure DNS Clients to use Preferred and Alternate DNS Servers:

*1	Ensure that you are logged on as Administrator onto NWTRADERS domain
*2	Choose Start – Settings – Control Panel.
*3	Double Click Network Connections
*4	Right click on the Classroom Network Connection
*5	On the General tab – select Internet Protocol (TCP/IP) click Properties
*6	In the TCP/IP properties dialog box – select Use the Following DNS Server Addresses
*7	In the Preferred DNS Server field – type the IP address of the Classroom Network Connection of your machine.
*8	In the Alternate DNS Server field – type the following IP address: 192.168.1.200
(This is the London Classroom Network Connection IP address, so if your client cannot resolve the query for resolution with the Preferred DNS Server, it will try to resolve it with London).
*1	Click the Advanced tab – Select the DNS category.  
*2	In the DNS Suffix for this connection field type: nwtraders.msft (This is the DNS suffix that will be attached to the Host Name for this computer).
*3	Click Ok
*4	In the Internet Protocol (TCP/IP) Properties dialog box – click Ok.
*5	Close any other windows that are left open.

[Complete this task from the High Number Server]

*1  Ensure that you are logged on as Administrator onto NWTRADERS domain
*2	Choose Start – Settings – Control Panel.
*3	Double Click Network Connections.
*4	Right click on the Private/Partner Network Connection.
*5	On the General tab – select Internet Protocol (TCP/IP) click Properties.
*6	In the TCP/IP properties dialog box – select Use the Following DNS Server Addresses.
*7  In the Preferred DNS Server field – type the IP address of the Partner Network Connection on the Low Number Server.
*8  In the Alternate DNS Server field - type the following IP address: 192.168.1.200
*9  Click the Advanced tab – Select the DNS category.  
*10	In the DNS Suffix for this connection field type: nwtraders.msft (This is the DNS suffix that will be attached to the Host Name for this computer).
*11	Click Ok
*12	In the Internet Protocol (TCP/IP) Properties dialog box – click Ok.
*13	Close any other windows that are left open.

[Complete this Task from both Servers].

*1	Log off at the Server
*2	Log back on using the following credentials:
*3	User Name: ComputerNameUser 
*4	Password: P@ssw0rd 
*5	Domain: NWTRADERS
*6	Choose Start – Run – cmd
*7	At the command prompt, type ipconfig
*8	For the Classroom Network Connection Interface; Take down the fields of interest that are displayed.

Example:

Here we will apply the knowledge we have acquired from the last 2 worksheets, to solve a practical real world example.

Previously in our company, a webserver named www.mywebserver held all the web documents for the dept webserver.  

Our administrator had decided that this Server was near the end of its’ shelf life, so the files will be moved onto the High Number Server in our network.  Which makes you wonder how bad this web server must have been?

At present the machines are configured to access the webserver using the hostname www.mywebserver but this server is now redundant.

We therefore need to create an Alias DNS Record for this Server, so that our clients can continue to associate accessing the webserver using the previous dns name.


[Complete this Task from the low number Server].

*1	Start – run – cmd
*2	At command prompt – type ping www.mywebserver
*3	Simple question: Note the command is unsuccessful, why is this?

To solve this problem first we need to create an Alias Name for www.mywebserver  

To do this we first need to create a Primary Forward Lookup Zone.  

We then need to use the FQDN of www.mywebserver.nwtraders.msft within our Primary Forward Lookup Zone.

We already have a Primary Forward Lookup Zone called server.nwtraders.msft (Where server is the Computer Name of the High Number Server in each of our networks.

[Complete this Task from the low number Servers].

*1	Open DNS Console – Start – Administrative Tools – DNS
*2	In the console tree view – select the Primary Forward Lookup Zone server.nwtraders.msft (where server is the Computer Name of the High Number Server e.g. glasgow.nwtraders.msft or miami.nwtraders.msft)
*3	Right click on this zone – choose New Alias (CNAME record).
*4	In the New Alias (CNAME) field; enter: www.mywebserver
*5	In the Fully Qualified Domain Name; enter the following:
*6	server.nwtraders.msft (Where server is the name of your High Number Computer. 


[Complete this Task from both Servers].

*1	Start – run – cmd
*2	At the command prompt type: ping mywebserver
*3	Verify ping command is unsuccessful
*4	Type ipconfig/all to view your DNS Suffix, make a note of it.
*5	At command prompt type: ping mywebserver.nwtraders.msft
*6	The ping command should be successful, but why is this?

	Task 3: Active Directory and DNS:  

	Another DNS Perspective: Active Directory Integrated Zones.

This is a DNS Zone that is stored within the Active Directory Service (AD Database).  When we configure Domain Controllers in Active Directory it is a requirement that DNS be installed. 

Zones are automatically created on a DNS server that is an Active Directory Domain Controller. We can either choose to make the Zone an Active Directory Integrated Zone or Non-Active Directory Integrated Zone.

Active Directory Integrated Zones use Active Directory to store the zone configuration information in the AD database instead of a single zone file.  Active Directory Multi-Master Replication means that other Domain Controllers automatically receive a copy of the file as part of the AD database when the Replication process occurs.

Replication takes care of updates (in oppose to using zone transfers). An AD service known as KCC (Knowledge Consistency Checker) will take care of updates by running automatic Site Replication (every 10 mins by default).

Remember in Non-Active Directory Integrated Zones, there is a single Master copy of zone data (Primary DNS Zone) and any number of additional copies (depending on the number of Secondary Zones) you have defined.

Task. 

Here we will base our work on a different scenario, each of our subnets will have a Domain Controller and a Member Server.  We will promote the Low Number Server – to be the domain controller and then join our other server to this newly created sub-domain.  

We will use Intra-Site Replication in this scenario, to represent the fact that we are all communicating over with each other over one Subnet the 192.168.1 network.

Complete this Task from the Low Number Server:

	We have to first remove ourselves from the nwtraders.msft domain; do this by right clicking on My Computer and under the Computer name tab – join a workgroup called test
	Choose Ok and restart the machine.
	When the machine restarts – choose Start - run
	Type in: dcpromo
	Essentially we will form a Parent – Child domain infrastructure where nwtraders.msft is the parent and each of your domain controllers (Low Number Server) represents your own subnet.
	Select Domain controller for a new domain, Click Next.

NB:  If we are asked at any stage to specify any DNS settings: choose Install and configure the DNS on this computer and set this computer to use this DNS server as its preferred DNS Server.

	Select Child domain in an existing domain tree. Click Next.
	The parent domain is nwtraders.msft
	The child domain is an appropriate name that represents your Subnet (a good convention may be to use a hybrid of both computer names something like VanDenver or SingBangalore etc, etc).
	You should see the FQDN emerge e.g. for Denver and Vancouver this would be something along the lines of VanDenver.nwtraders.msft
	Type in the appropriate network credentials (This must be a member of the domain administrators in the parent domain). 
	Username: nwtraders\administrator 
	password P@ssw0rd2
	Accept defaults for the remaining parameters; except Restore Mode Password: Use the Administrator account credentials here (User name: Administrator, Password: P@ssw0rd)
	Finish – Restart the Server.

	Start – Administrative Tools - Active Directory Users and Computers – Computers – > Right click on Computers folder – > New Computer – create a new computer account, the name allocated should be identical to the host name of the High Number Server.

Complete this Task from the High Number Server:

	Remove the server from the nwtraders domain; add it to a workgroup (the name for the workgroup is up to you) 
	Restart the machine
	When the machine restarts – join the new subdomain you just created (remember to use the correct DNS name)

[Multi-Master Replication: Forcing Updates to occur].

*1	The tool we will use is called Active Directory Sites and Services; so click on Start – Administrative Tools and Active Directory Sites and Services.
*2	By default all, of the domain controllers we have created will be put into a site called Default First Site Name – (if you expand the Sites folder, then click onto the Default-First-Site Name, you should see all the domain controllers created in our Tree Domain in here, they are in the Servers Folder.
*3	If you expand the Servers folder, in the tree view (left hand pane), you will be able to select any of the servers (e.g. xxx.nwtraders.msft, yyy.nwtraders.msft)
*4	Expand the domain controller for your domain (click on the NTDS settings, these show the details of the Intra site replication process.
*5	Right click on the NTDS settings – Choose Replicate Now to dynamically force replication to occur.  (Essentially this does not wait the default 10 minutes)

* NB: In order to check this you would need to create appropriate Forward & Reverse lookup zones again and check whether or not these settings are being maintained correctly by the chosen Primary and Secondary Lookup zones.  We will do this in the next section.


	Task 4:  DNS Server concerns.

	There are a number of threats to be concerned with when running the DNS service in our network.  The 3 prevalent attack mechanisms focus on three areas Server security, DNS Poisoning and Information Leaks.

Server Security involves in turn addressing 3 components of security:

· Physical security
· Operating system security concerns
· DNS Application security concerns

A compromised DNS server could allow an attacker to modify resource records in zones and redirect DNS clients to hostile systems.

This is the nature of DNS poisoning attacks or DNS spoofing.  These attacks target systems by inserting rogue records into zones that point clients to hostile systems.  Zones are commonly poisoned through dynamic updates,  Weak dynamic update security could enable an attacker to 
perform dynamic updates against the zone for the purpose of adding or modifying existing records.

Information leaks refer to the private network information being breached and viewable by public users.  Information leaks could occur during zone transfers, or through access to poorly secured internal zones.  This can be done using the NSLOOKUP utility.  To prevent information leaks, secure zone transfers should be in place and internal zones should not be accessible to external users.

[Complete this Task from the low number server].

[Restricting Zone Transfers to specified servers only]

· In the DNS Console - Right click on the Forward Lookup Zone – choose Properties
· Click the Zone Transfers tab – You should see the allow zone transfers checkbox enabled.
· Select ‘Only to the following servers’
· In the IP address field add the IP address of London.
· Remember it is usually practice only to copy Primary Forward Lookup zones to a secondary Lookup zone configured as a Secondary DNS Server.

[Setting ACL Permissions on DNS Zones]

· In the DNS console – Right click the Server – choose Properties.
· Click on the Security Tab.  
· The ACL (Access control list) shown here deals with DNS server operation in general.
· Right click on the Primary Forward Lookup zone - choose Properties
· Click on the security tab - here we can delegate permissions for the zone.
· Add the following user xxxxUser (where xxxx is the computer name of the Low Number Server in your domain) e.g. at Vancouver choose Vancouver user.
· Give this user minimal user rights so that they can only read records but not change any information in the zone.
· You should note that the administrator account, which is the one we have used for most service configuration is part of the domain admins group and has full control over the DNS service.  At present this is the account we are logged in with, verify that we can add new records and modify exising ones (you can do this by clicking on the Primary forward lookup zone you have created and click the Action menu)
· Log off the DNS server and login using the following account:

User name:  xxxxuser (where xxxx is the name of the low number server in your network)
Password:    P@ssw0rd
Domain:       nwtraders

Launch the DNS Console expand the Server name and click on the Primary Forward Lookup zone, verify that you cannot add new records to the zone or modify existing records.


[Prevention mechanisms for DNS poisoning attacks].

You will recall that poisoning refers to the insertion of invalid records into the zone or the DNS server cache.  

[Prevent insecure dynamic updates using Active Directory Integrated zones].

· We have reconfigured our Low number server as an Active Directory Domain Controller we can now configure more secure DNS zones for our portion of the domain.
· We can now remove any zones that were not Active Directory Integrated and create new more secure zones which act against DNS poisoning attacks and other attack mechanisms.
· Open the DNS Console
· In the DNS Console, click to expand the DNS Server, right click on Forward lookup zones and click New Zone
· At the Zone Type page – choose Primary Zone
· Ensure that the option to Store the zone in the Active Directory is checked on – click Next
· At the Active Directory Zone replication stage – you can take control of which domain controllers you want the data replicated to.  Note that secondary DNS servers (secondary zones) are not required with Active Directory Integrated zones, there is inherent security.
· At the Zone Name page, we need to type the DNS Name of the Zone that this server will be authoritative for type the following:
· Server.nwtraders.msft (Where Server is the hostname of your High Number Computer Name e.g. Glasgow would be glasgow.nwtraders.msft).
· At the dynamic updates page, ensure that Allow only secure dynamic updates is checked on (this is the default for AD integrated zones) – choose Next
· On completion of the New Zone – choose Finish.


Q).  How would we test this works?

[Prevent Cache Pollution]

· Right click the DNS Server - choose properties
· Click on the Advanced tab - Ensure that the Secure cache against pollution option is checked on.

NB:  Cache pollution occurs if we have a bad entry sent back to our DNS server during recursion.  If lots of other clients use our DNS server as their preferred DNS server there could be a large scale attack.  If we use a bad entry during the process of recursion, all clients would also be directed to this exploit system.

Q). Perform a simple investigation of the DNS Client utility NSLOOKUP.  Note you can access this in command prompt on server/client systems.  Tip ? gives you advanced options.

How could an attacker use such a tool against our DNS service & network?


	Task 5: Observational Tasks.

	
Q). What is the process involved when DNS Clients wish to dynamically update their own Resource Records? 

Q). What are the advantages/disadvantages of using Active Directory Integrated Zones or Non-Active Directory Integrated Zone.


Q). We have identified the use of Active Directory Integrated Zones to provide a more manageable (via Site Replication) and secure DNS system (using checks for Identify and permitted levels of access to the system).  With Security and Manageability in mind, investigate the terms Replication and Kerberos and briefly summarise how they are used to achieve Security and Manageability in Active Directory Service/Windows 2003 Server.
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