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“Rising health care costs. Changing patient demographics. Evolving consumer – service users and employees- expectations. New market entrants. Complex health and technology ecosystems. All these changes require Health Care stakeholders investing in advanced digital technologies” (2020 Global Health Care Outlook, 2020). 
Safety and security of residents is the prime consideration when selecting a care environment for elderly members of society with special needs. Care Homes security needs to be flexible; it needs to suit the needs of clinical and care staff and be practical for service users with differing physical or mental capacities. Unfortunately, systems that use mechanical keys often do not meet all the access needs that a modern care home may have.
Keeping all this in mind, the project of implementing CCTV cameras and a biometrics fingerprint system needs to be made for the care home that this report concerns. 















1. EXECUTIVE SUMMARY 
The report follows on from the DIP given on 6th December 2019 which identified the objectives of the project such as: installing CCTV and biometric fingerprint recognition system on entrance and exit doorways and stairways of The Lyndell House Psychiatric Nursing Home by the end January 2020, monitoring staff along with residents entrances and exits to promote safety and comply with the required care home standards. 
Findings from the report: 
· Proprietor, current manager who is retiring in January 2020, new manager, project coordinator, residents, employees and suppliers are the stakeholders that have the most power and are the more interested in the project.
· The main risk associated with implementing the project is: loss of privacy as staff will be able to view live images, danger of illegal sharing of recorded images of vulnerable resident and staff and incorrect storage or loss of data. Recognition by Biometric reader can be corrupted by illness or changes caused by damage to the epidermis of the fingers,
· 
Except enhancing service user’s safety, the advantages of the project for the company include:  
-Biometric Finger accountancy: more efficient and reducing admin time and eliminate situations where employees are leaving early, arriving late or are doing unauthorized overtime. Members of staff are unable to clock in for one another. It saves money on hardware and material costs. 
-CCTV system helps to ensure that everything running smoothly- is under control. The footage from security cameras it is an incredible source of information and can an evidence in case of dispute.  
Project is being in implementation phase and despite some changes in the time frame that had to be introduced due to the change of suppliers. The overall project duration should remain unchanged. The approximate project cost $ 3440. The time frame -74 days. The report is supported with literature  sources. 
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2: PROJECT DESCRIPTION AND BUSINESS CASE. 
This part of the report includes the explanation for what the project will entail, why it is necessary and what the benefits bring for the business. The business case includes some justification in relevant theoretical and applied research. A wide range of different sources has been used.
  
         2.1: PROJECT GOAL

The main aim of the project is enhancing the security and safety of vulnerable residents within Lyndell House. Lyndell House is a Nursing Home which specialises in the care of people with functional mental health needs who also have physical health needs and is situated in the Uplands area of Swansea.
The objectives of the project are:
· Installing CCTV and a biometric fingerprint recognition system (clock in and out terminal) on entrance, exit doorways and stairways by the end January 2020. 
· Monitor staff and residents entrances and exits to promote safety and comply with required care home standards.    

               2.2: JUSTIFICATION FOR PROJECT SELECTION AND RESULTING BENEFITS FOR THE ORGANIZATION.  

The business case for considering undertaking the project is primarily for the safety of Lyndell House residents. However, not only. In the past, the manager of the company received unconfirmed information that some of the staff members were leaving work early what potentially puts vulnerable adults at risk and exposes the company to financial losses. All residents have psychiatric disorders and mobility impairments, resulting in unpredictable behaviours putting them in high risk of confusion, falls and wondering aimlessly. The systems will help to prevent any harm to service users.  
In addition, the technology will benefit the business in many other ways. It will make accountancy more efficient and reduces admin time. One of the features of the biometric fingerprint recognition system is a terminal which can be used to print off an individual time sheet, overall working hours and allocated over time (Learner, 2020).  Recently, there have been mistakes in calculating working hours and pay-outs. Fingerprint recognition system will help in determining the accurate number of working hours members of staff (Kindt, 2013). Biometric credentials are unique for everyone and are unable to be duplicated or forged, fingerprints next to biometric eye scanner are the most accurate option to identify a worker. (Journal, 2020) When it is in place, it will eliminate situations where employees are leaving early, arriving late or are doing unauthorized overtime. Also, employees will not be unable to clock in for one another. This type of time theft can cost some companies tens of thousands of pounds every year. 
What else? Fingerprint-based system save money on hardware and material costs. If there are any upgrades to the system, they will come in the form of software-based upgrades, which reduces costs further. With terminal, there is also no need for reprogramming badges, assigning and changing employee’s passcode or maintaining inventory (Biometrics: authentication & identification (definition, trends, use cases, laws and latest news) - 2020 review, 2020). 

The complementary system in term of enhancing the security and safety of service users in the Lyndell House is the CCTV system. 
CCTV stands for Closed-Circuit Television (Cohen, Gattuso and MacLennan-Brown, 2016).It is a video system in which specifically placed cameras, in this case on entrance, exit doorways and stairways, record video images and transmit these to a monitor standing in Manager’s office and Proprietor House (Bunce, 2017).
 Keeping records of when employees are coming into and checking out of the workplace, as well as when deliveries are made or visitors enter the building, helps to ensure that everything running smoothly (Care Quality Commission, 2019) 
In addition, the CCTV will monitor staff activities. When it comes to settling disputes, footage from security cameras it is an incredible source of information. It protects against unjustified accusations of residents - which occurs as most patients have schizophrenia. And it can serve as potential evidence if any of the employee would abuse their power over any of the patients (Kleebauer, 2016). 
Finally, the project will bring advantages to stakeholders’ suppliers - BAY SECURITY Ltd. and CINT -MOTO company – (There was a change of suppliers, which will be discussed in more detail later in the report) will make profit from the sale and after sale maintenance contract. After successful installation of the systems and delivering proper service the company’s value will increase in the marketplace

.2.3: LEGAL REQUIREMETS OF THE PROJECT.

As the Health and Care sector is highly regulated, the project has to comply with legal framework (Jonhston, 2020) . Welsh Statutory Guidance for service providers (Statutory Guidance for service providers (Statutory Guidance, 2020), The Regulation and Inspection of Social Care in Wales and Care Home Standards 
All these documents include similar advice and requirements as they have been written based on the same legislations.  Key legal requirements (see Appendix 1). 
All legal requirements for the project were met and all require documents were prepared ( see Appendix 2-8)  before the project entered the implementation phase.
2.4: METHODOLOGY. 
The project is a design that mostly contains waterfall features (see Appendix 9). Every stage comes after the previous one.  It is one of the easiest models to manage, because of its nature, each phase has specific deliverables and a review process. It works well for small  projects where requirements are clear since the beginning. Among other characteristics features of that type of project is faster delivery and well documented process and results. (Špundak, 2014),
3: ENVIROMENTAL ANALISYS
This part of the report consists of an environmental analysis to identify the potential influence of aspects of the general and operating environments in that case the main stakeholders having the biggest power and are interested the most in the project (Aaltonen, 2011).
3.1: STAKEHOLDER ANALYSIS:
	STAKEHOLDER 
	STAKE IN PROJECT
	IMPACT 
	WHY ARE THEY NEEDED?
	PERCEIVED ATTITUDE
	STAKEHOLDER MANAGEMENT STRATEGY
	RESPONSIBILITY

	PROPRIETOR 
	Pays for the project. 

	HIGH
	Sponsor of the project. Business owner, one of the main recipients of the project benefits.
	Commitment to implementing project.
	Ring ones a week and ask if the project goes according to the plan. Negotiation contract terms.
	Chosen one of the suppliers.

	CURRENT MANAGER (retiring 30th January 2020)
	Writing company policy and ensuring that all legal requirements are met. ( along with Project Coordinator) 
	HIGH
	Signing the consents.
	Commitment to implementing project,
	Is present on every meeting. Has the power to change features of the project. Negotiation contract terms.
	Is responsible for all document preparations.

	NEW MANAGER
	
	MEDIUM
	Takes over responsibility from current manager. 
	Not much interest in the project. 
	Receiver of the information, not much involved. 
	Taking over care home management at the end of the month, responsible for ongoing monitoring. 

	PROJECT COORDINATOR
BARBARA SIMJAK
	Take participation in writing company and other require document. Supervising the project. 
	HIGH
	Signing the consents. Supervising project, ensuring that everything is going according to the plan. 
	Commitment to implementing project.
	Plan and run most of the meetings.
	Responsible for time project management and ensuring all documents are completed. 

	STAFF MEMBERS
	Users of the systems. (Fingerprint clock in ).
	HIGH
	Signing the consents.
	Positive approach. 
	Present on the compulsory meetings. Receivers of training. 
	-

	RESIDENTS
	Without their consents the project cant be implemented. 
	HIGH
	Signing the consents.
	Luck of interest in the project. 
	-
	-

	SUPLIERS: BAY SECURITY Ltd.
	Project contractors

	HIGH
	Supplying equipment and  installation.
	Commitment to implementing project.
	Negotiation contract terms.
	Fulfilling contract terms.
Supplying equipment, installation and monitoring.

	SUPLIERS: 
CINT -MOTO COMPANY 
	Project contractors

	HIGH
	Supplying equipment and  installation
	Commitment to implementing project.
	Negotiation contract terms.
	Fulfilling contract terms.



 Source: (Stakeholder Analysis toolkit, 2020).

3.2 RISK ASSOCIATED WITH PROJECT.
Every system has its limitations and brings risks, a biometrics identification and surveillance systems are not an exception.
The graph below presents risks associated with implementing the project.

Risk associated with implementing CCTV 

Risk associated with Biometric fingerprint recognition system



RISK ASSOCIATED WITH IMPLEMENTING BIOMETRIC FINGERPRINT MACHINE CLOCK IN:
· Recognition can be corrupted by illness. Some diseases make it difficult to place a finger straight, e.g. arthritis. CCTV footage is an evidence when employee comes and leaves work.
· Recognition can be corrupted by injury, Scratches, cuts at the tips of the fingers, abraded skin on the fingers can cause problems with identification. CCTV footage comes to the rescue, camera registers when employee comes and leaves work.
· Danger of theft of biometric data fingerprint reader. The biometric data is saved as an algorithm on the chip inside of the reader. There are options to save the fingerprint and remove it however, there in in no option to extract this information. 

RISK ASSOCIATED WITH IMPLEMENTING CCTV SYSTEM:

· Loss of privacy as staff and visitors are able to view live images. Cameras have been placed in places where the loss of privacy is the minimised. Visitors can only have access to the monitor in the nurses' office. However, the monitor is facing the wall, back to the entrance, which reduces the possibility of seeing the recording.
· Illegal sharing of recorded images of vulnerable resident and staff. The risk for obtaining the date online is very low since data transferring are encrypted. There are two recorders locked in a cabinet. No one except the manager and Proprietor have access to this footage. 
· Loss of privacy for patients who go out into the corridor without clothing. It was the main reason why the monitor in the nurse’s office is facing the wall, back to the entrance as it reduces the possibility of anyone seeing the recording. Low risk. Footage is kept up to 30 days. After this time is automatically deleted.
· Incorrect storage or loss of data. Very unlikely.  No one moves data. The backup of data is on the secured with 30 keys password on the server, locked in the cabinet, in Proprietor office, in his home. 

4: OPERATIONAL REQUIREMENTS.
Creating of the operational requirements document is necessary to make sure that all aspects necessary to achieve the project's goals have been taken into account, and nothing has been left out. This part of the report contains information on camera placement and fingerprint reader, necessary resources that can lead to project failure and project timeline.

4.1:  WIRELESS CCTV CAMERA SYSTEM AND BIOMETRIC FINGERPRINT TERMINAL ARRANGEMENT PLAN. 

The location of the cameras was carefully chosen 5th January (not facing service user’s bedrooms as required by Care Home regulations (see Appendix )  ) at a special meeting attended by the manager, project coordinator and company supplying and installing equipment.
Finally, 19th January 2020 there were installed and connected to the system:
· Three CCTV cameras outside the building.  The one at the front of the building - facing the main front door. Two at the back of the building. The one facing the garden, the other facing the entrance to the accounting office and the glass front door to the activity room.
· Four cameras inside of the care home. Two cameras on the ground floor, one on the first floor, one on the second floor. Cameras were located: at the staff entrance to the building and at the staff room while simultaneously watching the side exit to the garden. Cameras on the first and second floor are directed towards emergency exits.
· The first attempts to record images will be made on 13th January.
The first attempts to record images will be made on 13th January 2020.
The January 2020, Biometric fingerprint reader was placed on the wall by the door next to the dining room due to easy access and the same distance from the main door and staff door to the building. The reader has been connected with a cable to the computer located in the accounting office and to the manager's computer. Both the accountant and the manager have access to information on an ongoing basis who has logged in after coming to work, how long are they working and when they leave. The fully is fully working without any complications so far. 

4.2: NECESSARY RESOURSES.
· Equipment requirements: 
Technical specification of Biometric fingerprint reader.
[image: ]  · Includes:
· PC Software / TimeMoto Cloud Plus trial
· For up to 200 users / max. 200 fingerprints
· Reads fingerprints / RFID / PIN
· Ethernet and Wi-Fi connection
·               2.8'' TFT colour display
· GDPR Compliant
· Kit includes all cables needed


Source: (Time clock system tm-626 with rfid badge, Fingerprint or Pin, 2020)
Technical specification of cameras: 

[image: ]Indoor, Turbo HD Analog Camera -1080
· Model: DS-2CE56D5T-VFIT3 
· Video out: HD-TVI/CVBS (Dual)
· Image sensor: 1/3” progressive scan CMOS
· Min illumination lux Colour: 0.014 @ ƒ/1.4 B/W: 0 with IR
· Lens: 2.8 to 12 mm @ ƒ/1.4
· Horizontal Angle of view: 103° to 32.1°
· Pan/Tilt/Rotation: 0° to 360°/ 0° to 90°/0° to 360°
· Day/Night TRUE
· BLC/WDR: Yes
· Max. Image Resolution: 720TVL
· Vertical Synchronization: Internal 
· Ratings: IP66
· Operating Conditions (max.) -40° C to 60° C, humidity 90% (non-condensing)
· Power Requirements (max.) 12 VDC, 5 W

 Outdoor Bullet HD Analog Camera -1080
· Model: DS-2CE16D1T-IR
· Video out: HD-TVI
· Image sensor: 1/2.7” progressive scan CMOS 1/3” progressive scan CMOS (only 2.8 mm) 
· Min illumination lux Colour: Color: 0.01 @ ƒ/1.2 0 with IR 
· Lens: 2.8 mm, 3.6 mm, 6 mm option
· Horizontal Angle of view: 105.8° (2.8 mm), 84.3° (3.6 mm), 55.4° (6 mm)
· Pan/Tilt/Rotation : 0° to 360°/ 0° to 90°/0° to 360° 
· Day/Night TRUE
· BLC/WDR: Yes
· Max. Image Resolution: 1920 x 1080
· Vertical Synchronization: Internal 
· Ratings: IP66
· Operating Conditions; -40° C to 60° C, humidity 90% (non-condensing)
· Power Requirements: 12 VDC, 3 W















Bought packs also include:
• Easy Setup and free App to view CCTV live on 
your remote device
• Plug and play – Full kit includes all cables needed
• 3 Year DVR and Camera Warranty
· And DVR recorder. DVR Features:
· Up to 5MP recording on all channel.
· Advanced motion detection.
· Alert e-mail notification
· Easy app setup on phone/PC
H.265 Pro+/H.265 Pro/H.265 video compression

Source: (Product Quick Guide - Hikvision, 2015); (HIkvision, Network Dome Camera Installation Manual, 2010).

· People: 
· Barbara Simjak – project coordinator. She is responsible for making the draft project and making sure everything goes according to the planned schedule.
· The Proprietor – who has given permission for the project. The owner is a sponsor of the project. 
· The current manager. Responsibility of the manager was preparing all the required documents. The Company Policy and risk assessment have been done.   (see Appendix) Consents forms were also created. ( see Appendix ) . The constraints encountered by the time limit, due to the fact that the current manager is retiring this month and would like to bring the project to completion. And furthermore, Project Coordinator will be absent for over two weeks, since 14th January 2020 due to other obligations. 
· The new manager.
She will take over the responsibilities of Care Coordinator when during her absence. 
· The management, staff members and resident.
They had to sign the consent form required under the Data Protection Act (GDPR).  Some of the residents do not have capacity to make decision due to their health conditions. There are appointed people who had signed it on their behalf. There were no constraints related to the refusal of signing the documents.  The meeting was arranged to explain the necessity and importance of the project. It seemed that everyone was happy with the idea of installing CCTV and biometric fingerprint recognition system. 
· The planner supplier- the Peninsula Electrical Services Ltd. was going to provide necessary equipment, install the both systems and carry on regular service. Unfortunately, the service provider was unable to fulfil contract terms due to internal issues. Two another company were chosen. BAY SECURITY Ltd. which provided and installed the CCTV system has been carefully chosen based on good reputation in Swansea, longevity on the market and good financial report. 
Another small company CINT -MOTO COMPANY which provided and installed the biometric fingerprint clock in, has been chosen by a Proprietor. The company was recommended by his friend. 
Other resources: 
· The finance. 
The cost has been already approved by the Proprietor. The final cost increased as two companies were chosen which turned out more expensive. And yet, the project got a green light regardless as the its benefits outweigh the disadvantages. More financial details will be presented later in the report. 
· Technical equipment. 
 The suppliers have duty to repair or replace equipment- described in detail above, turns out faulty or will be lower quality than expected. Project includes, after sale monitoring and maintenance service. 

4.3: PROJECT TIMELINE. 

This part of the project consists detailed project timeline. 
The time frame of project has not been changed since DIP- Project Initiation Document and takes 74 days between 18th November 2019 and 31st January 2020. However, some changes were implemented. 
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Just before Christmas, the company which  was going install  the system announced that it would not be able to fulfill the contract. Within 4 days, new suppliers were selected and the contracts were signed.
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Project time
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The project time framework is quite rigid. The project could not be moved in time despite the fact that the Project Coordinator will be absent at the end of the implementing phase because the Home  Manager is leaving  work and the project should be completed before her  leaving.

5: FINANCIAL PROJECTIONS.

This part of work consists of detailed financial projections for the entire project based on internal company documents. However, they are not part of this report due to the fact that they contain confidential information.




Material cost: 
	TimeMoto Biometric Fingerprint system Kit  
	£ 550

	Outdoor CCTV system TV
	                               £    300

	Indoor CCTV system TV
	                               £    800

	3 monitors 
	                               £     450

	Installation packages in order: 
	                               £     350

	
	                               £     900

	Maintenance monthly flat fee (CCTV) 
	                                        90   

	Call out cost (opt.) £90(first 30 min on the side
	

	Total:
	                               £  3,440


		
As is presented above, the cost projection does not include Biometric Fingerprint system maintenance cost as it is optional and it had been refused by the Proprietor.  

6: RECOMMENDATIONS AND FINDINGS

On 13th January the project is being in implementation phase and despite some changes in the time frame that had to be introduced due to the change of suppliers. The overall project duration should remain unchanged. 
The conditions that must be met for the project to be a complete success:
· Equipment supplied must be good quality
· People taking active part in the project must fulfil their obligations assigned to them under the project and within the time frame.
· If there are any unforeseen changes. An alternative should be found quickly as it has been done with changing suppliers. 
The final cost of the project has exceeded the planned amount, however, the decision that it should go forward was taken because its benefits exceed the costs incurred.
Identified advantages of implementing the Biometric Fingerprint clock in system:
· Makes accountancy more efficient and reducing admin time as terminal allows to print off an individual time sheet, overall working hours and allocated over time.
· Helps better to determine the accurate number of working hours members of staff.
· Eliminate situations where employees are leaving early, arriving late or are doing unauthorized overtime. Members of staff are unable to clock in for one another.
· Fingerprint-based system save money on hardware and material costs. Any upgrades to the system, come in the form of software-based upgrades, which reduces costs further. With terminal, there is also no need for reprogramming badges, assigning and changing employee’s passcode or maintaining inventory.
The advantages of the implementing CCTV system:

· Keeping records of when employees are coming into and checking out of the workplace, as well as when deliveries are made or visitors enter the building, helps to ensure that everything running smoothly
· When comes to settling disputes, footage from security cameras it is an incredible source of information. It protects against unjustified accusations of residents - which occurs as most patients have schizophrenia. And it can serve as potential evidence if any of the employee would abuse their power over any of the patients. 
· Benefits for suppliers includes profit from the sale and after sale maintenance contract. After successful installation of the systems and delivering proper service the company’s value is increasing in the marketplace.

Finally, the project, is enhancing the security and safety of vulnerable residents within Lyndell House what is a primary goal of this project. 
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APPENDICES 
APPENDIX 1.

KEY LEGAL REQUIREMENTS AND UNDERTAKEN ACTIONS BY THE COMPANY TO MEET THESE REQUIREMENTS. 

1998 Data Protection Act 
The 1998 Data Protection Act (Data Protection Act 2018), protects people’s personal information in relation to the use of surveillance.  The Information Commissioner’s Office publishes a Data protection code of practice for surveillance cameras and personal information. This applies across the UK and to all types of organisation, not just the public sector (Sharma, 2019)
 For health and care settings, the key provisions of the Code advise that:
· There must be legitimate, necessary, proportionate and fair purpose for installing surveillance, in order to meet a pressing need. In case of this project, there it is. 
· The must be taken under consideration alternatives what means of dealing with the issue before company decide implement CCTV, what has been done.  
The legislation requires:
· Consulting with patients and residents, their families and staff about installing surveillance. Where someone doesn’t have capacity, authorised person must be informed. Consents form were created for the purpose of implementing CCTV system and Fingerprint recognition system (see Appendix 1) All forms have been signed. 
· Conducting privacy impact assessment and risk assessment to ensure they have looked at all privacy issues and the means of addressing them was necessary. This included thinking about what sensitive information is likely to be captured by the CCTV and who it could adversely affect. Also, about information gathered for need of implement fingerprint recognition system. Privacy notices have been distributed to patients, family members and staff members (see Appendix 2-4 ).  The assessments have been done, however they cannot be use as an appendix to this report as they include confidential information. 
· Conducting data protection impact assessment – for using Biometric fingerprint clock. It was done. 
· As using the surveillance in the workplace should interfere as little as possible with workers’ legitimate expectations of privacy the places of installing cameras were carefully chose. 
· The CCTV Policy was created (see Appendix 8).  The procedures for how they handle information gained from recordings including disclosure, storage, and disposal was included in CCTV Policy of the Lyndell House.  
· Providers must display notices warning visitors of nursing home that CCTV is in operation there. The signs have been put on the building wall. 
·  It should be made prominent and clear to staff when, how and why surveillance is taking place, and who they can contact about it. It has been done on the special organised meeting. This information is also included in CCTV Policy.
Human Rights Act. 
Among other things, the Act protects an individual’s right to a private and family life. (Human Rights Act 1998) The effect of the Act is consistent with the Data Protection Act.  
The Care Inspectorate in Wales produced guidance for health and care providers (Careinspectorate.Wales, 2020). 
The guidance also says that where surveillance is used by providers Care Inspectorate expects to see an evidence trail, in line with legal requirements, justifying the decision to use it, including what alternatives they considered, and what consultation they carried out. They have the power to access CCTV recordings. And they encourage members of the public to share any recordings which give cause for concern so that Care Inspectorate can take appropriate action (Phair, 2003).

















APPENDIX 2


PRIVACY NOTICE FOR FRIENDS AND RELATIVES

PLEASE ASK IF YOU WOULD LIKE THIS NOTICE IN LARGE PRINT


This is the privacy notice of Lyndell House.

As part of the services we offer we are required to process personal data about our staff, our residents and, in some instances, the friends or relatives of our residents and staff.  “Processing” can mean collecting, recording, organising, storing, sharing or destroying data.

We are committed to providing transparent information on why we need your personal data and what we do with it.  This information is set out in this privacy notice.  It will also explain your rights when it come to your data.

What data do we have?

As part of our work providing high quality care and support it might be necessary that we hold the following information on you:

   • Your basic details and contact information e.g. your name and address.

    • Images on CCTV Camera
    
Why do we have this data?

By law we need to have a lawful basis for processing your personal data.

We process your data because we have a legitimate business interest in holding next of kin and lasting power of attorney information about the individuals who use our service and keeping emergency contact details for our staff.

We may also process your data with your consent.  If we need to ask for your permission, we will offer you a clear choice and ask that you confirm to us that you consent.  We will also explain clearly to you what we need the data for and how you can withdraw your consent.

Where do we process your data?

So that we can provide high quality care and support we need specific data.  This is collected from or shared with:

1. You or your legal representative(s)
2. Third parties

We do this face to face, via telephone, via email, via post, via application forms.

Third parties are organisation we have a legal reason to share your data with.  These may include:

   • Other parts of the health and care system such as local hospitals, the GP, the pharmacy, social workers, clinical commissioning groups and other health and care professionals.

   • The Local Authority

   • The police or other law enforcement agencies if we have to by law or court order.

Your rights

The data that we keep about you is your data and we ensure that we keep it confidential and that it is used appropriately.  Your have the following rights when it comes to your data:

1. You have a right to request a copy of all the data we keep about you.  Generally, we will not charge for this service.
2. You have the right to ask us to correct any data we have which you believe to be inaccurate.  You can also request that we restrict all processing of your data while we consider your rectification request.
3. You have the right to request that we erase any of your personal data which is no longer necessary for the purpose we originally collected it for.  We retain our data in line with the Information Governance Alliance’s guidelines
(https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/management-code-of-practice-for-health-and-social-care-2016)
4. [bookmark: _Hlk517255605]You may also request that we restrict processing if we no longer require your personal data for the purpose we originally collected it for, but you do not wish it to be erased.
5. You can ask for your data to be erased if we have asked for your consent to process your data.  You can withdraw consent at any time – please contact us to do so.
6. If we are processing your data as part of our legitimate interests as an organisation or in order to complete a task in the public interest, you have the right to object to that processing.  We will restrict all processing of this data while we look into your objection.

You may need to provide adequate information for our staff to be able to identify you, for example, a passport or driver’s licence.  This is to make sure that data is not shared with the wrong person inappropriately.  We will always respond to your request as soon as possible and at the latest within one month.

If you would like to complain about have we have dealt with your request, please contact:

     Information Commissioner’s Office
     Wycliffe House
     Water Lane
     Wilmslow
     Cheshire
     SK9 5AF
     hhtps://ico.org.uk/global/contact-us/
APPENDIX 3

PRIVACY NOTICE FOR RESIDENTS 
PLEASE ASK IF YOU WOULD LIKE THIS NOTICE IN LARGE PRINT
As part of the service we offer we are required to process personal date about our staff, residents and, in some instances, the friends or relatives of our residents and staff.  “Processing” can mean collecting, recording, organising, storing, sharing or destroying data. This is Lyndell House’s Privacy Notice. We are committed to providing transparent information on why we need your personal data and what we do with it.  This information is set out in this privacy notice.  It will also explain your rights when it comes to your data. So that we can provide a safe and professional service we need to keep certain records about you.  We may record the following types of data about you: Your basic details and contact information e.g. your name, address, date of birth and next of kin.    Your financial details e.g. details of how you pay us for your care or your funding arrangements. We also record the following data which is classified as “special category”: -Health and social care data about you which might include both your physical and mental health data. Images on CCTV Camera We require this data so that we can provide high quality care and support.  By law we need to have a lawful basis for processing your personal data. 
Why do we have this data?
We process your data because we are required to do so in order to fulfil a contract that we have with you. We process your special category data because it is necessary for us to provide and manage social care services. We are required to provide data to our regulator, the Care Inspectorate of Wales (CIW) as part of our public interest obligations. We may also process your data with your consent.  If we need to ask for your permission, we will offer you a clear choice and ask that you confirm to us that you consent.  We will also explain clearly to you what we need the data for and how you can withdraw your consent. Where do we process your data?
So that we can provide you with high quality care and support we need specific data.  This is collected from or shared with:
You or your legal representative(s),
Third parties.
We do this face to face, via telephone, via email, via post, via application forms.
Third parties are organisation that we have a legal reason to share your data with.  These include:  
Other parts of the health and care system such as local hospitals, the GP, the pharmacy, social workers, clinical commissioning groups and other health and care professionals.The local authority.
Organisations we have a legal obligation to share information with i.e. for safeguarding, the CIW.
The police or other law enforcement agencies if we have to by law or court order.   
Your rights
The data that we keep about you is your data and we ensure that we keep it confidential and that it is used appropriately.  Your have the following rights when it comes to your data:
You have a right to request a copy of all the data we keep about you.  Generally, we will not charge for this service.
You have the right to ask us to correct any data we have which you believe to be inaccurate.  You can also request that we restrict all processing of your data while we consider your rectification request.
You have the right to request that we erase any of your personal data which is no longer necessary for the purpose we originally collected it for.  We retain our data in line with the Information Governance Alliance’s guidelines(https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/management-code-of-practice-for-health-and-social-care-2016)
You may also request that we restrict processing if we no longer require your personal data for the purpose we originally collected it for, but you do not wish it to be erased.
You can ask for your data to be erased if we have asked for your consent to process your data.  You can withdraw consent at any time – please contact us to do so.
If we are processing your data as part of our legitimate interests as an organisation or in order to complete a task in the public interest, you have the right to object to that processing.  We will restrict all processing of this data while we look into your objection.
You may need to provide adequate information for our staff to be able to identify you, for example, a passport or driver’s licence.  This is to make sure that data is not shared with the wrong person inappropriately.  We will always respond to your request as soon as possible and at the latest within one month.
If you would like to complain about how we have dealt with your request, please contact:
Information Commissioner’s Office
 Wycliffe House
     Water Lane
     Wilmslow
     Cheshire
     SK9 5AF
     hhtps://ico.org.uk/global/contact-us/

                   




APPENDIX 4
PRIVACY NOTICE FOR STAFF
Introduction
This is the privacy notice of Lyndell House.

As part of the services we offer we are required to process personal data about our staff, our residents and, in some instances, the friends or relatives of our residents and staff.  “Processing” can mean collecting, recording, organising, storing, sharing or destroying data.

We are committed to providing transparent information on why we need your personal data and what we do with it.  This information is set out in this privacy notice.  It will also explain your rights when it come to your data.


So that we can provide a safe and professional service we need to keep certain records about you.  We may record the following types of data about you:

   • Your basic details and contact information e.g. your name, address, date of birth, National Insurance number and next of kin.

   • Your financial details e.g. details so that we can pay you, insurance, pension and tax details.

    • CCTV camera images

    • Your fingerprint
 
   • Your training records.

We may also record the following data which is classified as “special category”:

   • Health and social care data which might include both your physical and mental health data – we will only collect this if is necessary to know as your employer, e.g. fit notes or in order to claim statutory maternity pay.

   • Criminal Record Data.

Why do we have this data?

We require this data so that we can contact you, pay you and make sure you receive the training and support you need to perform your job.  By law we need to have a lawful basis for processing your personal data.

We process your data because we are required to do so in our performance of a public task.

We process your special category data because

   • It is necessary due to social security and social protection law – we are required to perform Disclosure and Barring Service (DBS) checks on our staff.

   • It is necessary for us to process requests for sick pay or maternity pay.

   • We are required to provide data to our regulator, the Care Inspectorate of Wales (CIW) as part of our public interest obligations.

We may also process your data with your consent.  If we need to ask for your permission, we will offer you a clear choice and ask that you confirm to us your consent.  We will also explain clearly to you what we need the data for and how you can withdraw your consent.

Why do we process your data?

As your employer we need specific data.  This is collected from or shared with:

1. You or your legal representative(s)
2. Third Parties.

We do this face to face, via telephone, via email, via post, via application forms, via online timeclock management system and via images on CCTV.

Third parties are organisation we have a legal reason to share your data with.  These include:

   • Her Majesty’s Revenue and Customs (HMRC)
   • Our pension scheme – Smart Pension
   • Our external payroll provider
   • Organisations we have a legal obligation to share information with i.e. for safeguarding, the CIW
   • The police or other law enforcement agencies if we have to by law or court order.   


Your rights

The data that we keep about you is your data and we ensure that we keep it confidential and that it is used appropriately.  You have the following rights when it comes to your data:

7. You have a right to request a copy of all the data we keep about you.  Generally, we will not charge for this service.
8. You have the right to ask us to correct any data we have which you believe to be inaccurate.  You can also request that we restrict all processing of your data while we consider your rectification request.
9. You have the right to request that we erase any of your personal data which is no longer necessary for the purpose we originally collected it for.  We retain our data in line with the Information Governance Alliance’s guidelines
(https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/management-code-of-practice-for-health-and-social-care-2016)
10. You may also request that we restrict processing if we no longer require your personal data for the purpose that we originally collected it for, but you do not wish it to be erased.
11. You can ask for your data to be erased if we have asked for your consent to process your data.  You can withdraw consent at any time – please contact us to do so.
12. If we are processing your data as part of our legitimate interests as an organisation or in order to complete a task in the public interest, you have the right to object to that processing.  We will restrict all processing of this data while we look into your objection.

You may need to provide adequate information for our staff to be able to identify you, for example, a passport or driver’s licence.  This is to make sure that data is not shared with the wrong person inappropriately.  We will always respond to your request as soon as possible and at the latest within one month.

If you would like to complain about how we have dealt with your request, please contact:

     Information Commissioner’s Office
     Wycliffe House
     Water Lane
     Wilmslow
     Cheshire
     SK9 5AF
     hhtps://ico.org.uk/global/contact-us/






APPENDIX 6
	LYNDELL HOUSE LIMITED
	ISSUE 1

	
	DATE  

	COMPLAINTS POLICY
	



Introduction 

The aim of this policy is to 
· Make residents, their representatives, family, friends aware of how to complain
· To provide easy to use opportunities for them to register complaints
· To provide a named person who is responsible for the administration of the procedure
· To ensure responses are made to correct timescales
· Complaints are dealt with promptly, fairly and sensitively with due regard to the upset and worry that they can cause to both staff and residents of Lyndell House
· To ensure that residents and their representatives know where to take their complaint if they are not satisfied with the response of Lyndell House management

Complaints may be verbal or can be in writing and addressed to the Care Home’s Manager who is Mary Williams. If necessary, residents can request an independent advocate to assist with resolving a complaint. Where the complainant is a third party, and the complaint relates to someone else, the written consent of the resident is required. All complaints will be acknowledged within 2 days, and a written response issued within 28 days.

Verbal complaints-all complaints are taken seriously. Frontline staff who may receive a complaint may address the complaint straightaway, remaining calm and respectful and not making excuses or blaming other staff. If they cannot deal with it, then they should offer to inform the nurse in charge at that time who may escalate the complaint to the Home manager. If the suggested course of action is not acceptable, then the complaint should be put in writing to the Care Homes manager, Mary Williams.

Written complaints
All written complaints shall be recorded in the complaints book. Written acknowledgement will be sent in 2 days. 
When making your complaint please tell us:
Who you are and how you would prefer us to contact you
What went wrong
When and where it happened
What you would like us to do to resolve your complaint

On receipt of the complaint, an investigation will be commenced and within 28 days a full explanation will be provided either in writing or by arranging a meeting with the individuals concerned. 
Complainants will be informed of any delays due to the complexity of the investigation necessary.
If the complaint raises issues of a serious nature i.e. criminal matters, safeguarding matters, Lyndell House processes will be put on hold, as the complaint will be referred to the appropriate authorities for investigation.

If complainants remain unsatisfied with Lyndell Houses responses, then they may take their complaint to the Social services department of the Local Authority who have arranged their care. For most residents this will be

City and County of Swansea 
Common Access Point for Health and Social Care
This team deals with all initial enquiries and referrals relating to older people and adults with a physical disability.  At busy times, calls may be held in a queue.
Tel: 01792 636519
SMS: 07796 275412
Email:  CAP@swansea.gov.uk
Complaints may also be directed to the Ombudsman for Public services.

You can contact the Ombudsman by:
•phone: 0300 790 0203
•e-mail: ask@ombudsman-wales.org.uk
•the website: www.ombudsman-wales.org.uk
•Twitter: @OmbudsmanWales
•writing to: Public Services Ombudsman for Wales,1 Ffordd yr Hen Gae, Pencoed CF35 5LJ
 

The Care Inspectorate for Wales, (C.I.W.) WILL NO LONGER INVESTIGATE INDIVIDUAL COMPLAINTS, but welcomes hearing about any concerns.
They can be contacted 
By phone-0300 7900 126
By email -ciw@gov.wales
By writing   -Welsh Government office
Sarn Mynach
Llandudno Junction
LL31 9RZ
ENQUIRIES

All enquiries regarding this policy should be made to the Care Home’s Manager.







APPENDIX 7 
LYNDELL HOUSE Consent Form 



Under the Data Protection Act, we are required to obtain your consent before we use your personal data for certain activities. Obtaining your consent means that we are asking you to allow us to use your data. If you consent, then we are able to use your data; if you do not consent, we will not use it. 

We have set out below details on the data we wish to use and how you may indicate your decision. When completed, please return this form to the Care Home Manager.


	Reason for consent request 

	
We are seeking your consent to use data for the following purposes. If you wish to give consent, please place a ‘X’ in the YES box. If you do not wish to give consent, please place a ‘X’ in the NO box.


	
                                                                                                                                        
	YES
	NO

	         Personal information to process payroll and complies with care home regulations                      
	|_|
	|_|

	         Images on CCTV to comply with Care Home standards                      
	|_|
	|_|

	        Fingerprint data held on device to process attendance                        
	|_|
	|_|




	Who will rely on your consent

	Lyndell House as the data controller, is the only party who will rely on your consent. No other party relies on it.





	Withdrawing your consent

	
You are able to withdraw your consent at any time by contacting the Care Home Manager and or the Proprietor of Lyndell House.


	APPENDIX 8

CCTV COMPANY POLICY
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	ISSUE 1

	
	DATE  

	CCTV POLICY
	

	
	

	
	

	
	




Introduction 

Closed circuit television (CCTV) is installed Lyndell House for the purposes of staff, resident and premises security. Cameras are located at various places on the premises, and images from the cameras are recorded.

The use of CCTV falls within the scope of the Data Protection Act 1998 (“the 1998 Act”). This code of practice follows the recommendations issued by the Data Protection Commissioner in accordance with powers under Section 51 (3)(b) of the 1998 Act. 

In order to comply with the requirements of the 1998 Act, data must be:

1. Fairly and lawfully processed
1. Processed for limited purposes and not in any manner incompatible with those purposes
1. Adequate, relevant and not excessive
1. Accurate
1. Not kept for longer than is necessary
1. Processed in accordance with individuals' rights
1. Secure

Data Protection statement

1. Care Home Manager and Proprietor are the Data Controllers under Section 4(4) of the Act. 
2. CCTV is installed for the purpose of staff, resident and premises security.
3. Access to stored images will be controlled on a restricted basis within the Home.
4. Use of images, including the provision of images to a third party, will be in accordance with the Home’s Data Protection registration.
5. External and internal signage are displayed on the premises stating of the presence of CCTV and indicating the names of the Data Controllers and a contact number during office hours for enquiries.

RETENTION OF IMAGES

Images from cameras are recorded on the computer system (“the recordings”). Where recordings are retained for the purposes of security of staff, resident and premises, these will be held in secure storage, and access controlled. Recordings which are not required for the purposes of security of staff, resident and premises, will not be retained for longer than is necessary and no longer than 12 weeks.

ACCESS TO IMAGES

It is important that access to, and disclosure of, images recorded by CCTV and similar surveillance equipment is restricted and carefully controlled, not only to ensure that the rights of individuals are preserved, but also to ensure that the chain of evidence remains intact should the images be required for evidential purposes.

ACCESS TO IMAGES BY CARE HOME STAFF

Access to recorded images is restricted to the Data Controllers, who will decide whether to allow requests for access by Data Subjects and/or third parties (see below). 

Viewing of images must be documented as follows using the form at Appendix 2:

· The name of the person removing from secure storage, or otherwise accessing, the recordings 
· The date and time of removal of the recordings
· The name(s) of the person(s) viewing the images (including the names and organisations of any third parties)
· The reason for the viewing
· The outcome, if any, of the viewing
· The date and time of replacement of the recordings

REMOVAL OF IMAGES FOR USE IN LEGAL PROCEEDINGS

In cases where recordings are removed from secure storage for use in legal proceedings, the following must be documented using the form at Appendix 2 : 

· The name of the person removing from secure storage, or otherwise accessing, the recordings
· The date and time of removal of the recordings
· The reason for removal
· Any crime incident number to which the images may be relevant
· The place to which the recordings will be taken
· The signature of the collecting police officer, where appropriate
· The date and time of replacement into secure storage of the recordings

ACCESS TO IMAGES BY THIRD PARTIES 

Requests for access to images will be made using the ‘Application to access to CCTV images’ form (which is at Appendix 1).

The Data Controllers will assess applications and decide whether the requested access will be permitted. Disclosure of recorded images to third parties will only be made in limited and prescribed circumstances. For example, in cases of the prevention and detection of crime, disclosure to third parties will be limited to the following: 

1. Law enforcement agencies where the images recorded would assist in a specific criminal enquiry
1. Prosecution agencies
1. Relevant legal representatives
1. The Press/Media, where it is decided that the public's assistance is needed in order to assist in the identification of victim, witness or perpetrator in relation to a criminal incident. As part of that decision, the wishes of the victim of an incident should be taken into account
1. People whose images have been recorded and retained (unless disclosure to the individual would prejudice criminal enquiries or criminal proceedings)

All requests for access or for disclosure should be recorded. If access or disclosure is denied, the reason should be documented as above.
The practice reserves the right to levy a £10 maximum charge for the provision of CCTV images.

DISCLOSURE OF IMAGES TO THE MEDIA

If it is decided that images will be disclosed to the media (other than in the circumstances outlined above), the images of other individuals must be disguised or blurred so that they are not readily identifiable. 

If the CCTV system does not have the facilities to carry out that type of editing, an editing company may need to be used to carry it out.

If an editing company is used, then the Data Controllers must ensure that there is a contractual relationship between them and the editing company, and;

· That the editing company has given appropriate guarantees regarding the security measures they take in relation to the images
· The written contract makes it explicit that the editing company can only use the images in accordance with the instructions of the Data Controllers
· The written contract makes the security guarantees provided by the editing company explicit

ACCESS BY DATA SUBJECTS

This is a right of access, which is provided by section 7 of the 1998 Act. Requests for access to images will be made using the ‘Application to access to CCTV images’ form (which is at Appendix 1), accompanied by a £10 fee (non-refundable if the request is declined).
Individuals should also be provided with the Care Home’s CCTV Policy which describes the type of images which are recorded and retained, the purposes for which those images are recorded and retained, and information about the disclosure policy in relation to those images. 


PROCEDURES FOR DEALING WITH AN ACCESS REQUEST

All requests for access by Data Subjects will be dealt with by the Care Home’s Manager.

The Data Controllers will locate the images requested. The Data Controllers will determine whether disclosure to the Data Subject would entail disclosing images of third parties. 

The Data Controllers will need to determine whether the images of third parties are held under a duty of confidence. In all circumstances the Home’s indemnity insurers will be asked to advise on the desirability of releasing any information. 

If third party images are not to be disclosed, the Data Controllers will arrange for the third-party images to be disguised or blurred. If the CCTV system does not have the facilities to carry out that type of editing, an editing company may need to be used to carry it out. If an editing company is used, then the Data Controllers must ensure that there is a contractual relationship between them and the editing company, and;

· That the editing company has given appropriate guarantees regarding the security measures they take in relation to the images
· The written contract makes it explicit that the editing company can only use the images in accordance with the instructions of the Data Controllers
· The written contract makes the security guarantees provided by the editing company explicit

The Care Home’s Manager will provide a written response to the Data Subject within 21 days of receiving the request setting out the Data Controllers’ decision on the request. 

A copy of the request and response should be retained.

COMPLAINTS

Complaints must be in writing and addressed to the Care Home’s Manager. Where the complainant is a third party, and the complaint or enquiry relates to someone else, the written consent of the patient or Data Subject is required. All complaints will be acknowledged within 7 days, and a written response issued within 21 days.

ENQUIRIES

All enquiries regarding this policy should be made to the Care Home’s Manager.

APPENDIX 1

DATA PROTECTION ACT	- APPLICATION FOR CCTV DATA ACCESS
ALL Sections must be fully completed. 	Attach a separate sheet if needed.
	Name and address of Applicant 
	



	Name and address of “Data Subject” – i.e. the person whose image is recorded
	


	If the Data Subject is not the person making the application, please obtain a signed consent from the Data Subject opposite
	


Data Subject signature……………………………….

	If it is not possible to obtain the signature of the Data Subject, please state your reasons.

	

	Please state your reasons for requesting the image.



	

	Date on which the requested image was taken.
	

	Time at which the requested image was taken.
	

	Location of the Data Subject at time image was taken (i.e. which camera or cameras.)

	

	Full description of the individual, or alternatively, attach to this application a range of photographs to enable the Data Subject to be identified by the operator.

	

	Please indicate whether you (the Applicant) will be satisfied by viewing the image only.

	



On receipt of a fully completed application and the £10 fee, a response will be provided as soon as possible, and in any event within 40 days. In the event of a declined application the fee is non-refundable.

	CARE HOME USE ONLY

	CARE HOME USE ONLY


	Access granted (tick)
	

	Access not granted (tick)

	Reason for not granting access:



	Data Controller’s name:

Signature:

Date:
	



APPENDIX 2

LYNDELL HOUSE 

CCTV POLICY



RECORD OF ACCESS TO CCTV DATA


	Name of person accessing data
	Date and time
	Name of person viewing data
	Reason for viewing
(incl crime number if applicable)
	Data Removed 
Y / N
	Signature of person removing if applicable

	

	
	
	
	
	

	

	
	
	
	
	

	

	
	
	
	
	

	

	
	
	
	
	

	

	
	
	
	
	

	

	
	
	
	
	

	

	
	
	
	
	

	

	
	
	
	
	

	

	
	
	
	
	











APPENDIX 9
BRIEF COMPARISON BETWEEN WATERFALL AND AGILE PROJECT METHODOLOGY.
 One of the basic differences between the Agile model a Waterfall, is the structure of the project - a way of producing and delivering results.
 In the Waterfall model, the product is manufactured in closed frames, long stages, each of which is dedicated to single-action operation.
The verification of the results of works takes place for the first time only at the testing stage. What's more, it concerns the product as a result of all the work, without the possibility of prior verification of its components.
[image: Waterfall-vs-Agile] 
Source. (SINGH, 2019).
In Agile methodologies, the product is made in short phases whose result is a small but working fragment of the project, the correctness of which is being verified on an ongoing basis at the end of the dedicated iteration. A frequent example of this approach is the frequent delivery of small pieces of running software.
In agile and cascading projects there are different moments and the nature of verification of the delivered results. In Agile, verification occurs often and already applies to the initial stage of work - on the one hand, small "portions" of the final project, on the other – its incrementally expanded whole. On the other hand, in the Waterfall model, verification is carried out at the final stage of the project. (Apm.org.uk, 2020); (Davis, 2013).











































RISK ASSOCIATED WITH THE PROJECT


Danger of theft of the biometric data fingerprint reader .


Loss of privacy as staff able to view live images 


Illegal sharing of recorded images of vulnerable resident and staff


Loss of privacy for patients who go out into the corridor without clothing.


Incorrect storage or loss of data



Cuts, residual dirt or a scratched reader all impact the ability of Finger print reading units to perform as required.


Recognition can be corrupted  by ilnes.
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Analysis of companies available on the market. Company selection.

Meeting with chosen company Peninsula Ltd. , setting up the cost.   

Shareholders meeting. –introducing the company. Setting up budget-£ 2500  
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Checking legal requirements and preparing all necessary document such as : risk assessments , Company Policy, 

consent forms etc. 
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Handing out consent forms to all. Setting up  a deadline for signing forms, 16th

December 2020. 

Final shareholders meeting. Contract termination with the selected company.  

Gathering consent forms. 
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