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[bookmark: _Toc157020533]Abstract

The overall aim of the project is to design and implement an application or set of applications that will give consumer of the DVLA’s Email Notification Utility the ability to receive email event notifications. The current application does not offer email event notifications, meaning that consumers do not know if emails have been successfully sent, delivered or have bounced.  
The aims and objectives have been set out so that the scope of the project is clearly defined. The final implementation of the project can be measured against the objectives to define if the project has been completed within scope. The objectives set are as follows.
1. The final implementation must be a fully serverless stack.
2. The final implementation must be able to scale to the levels required at the DVLA.
3. The final implementation must be secure.
4. The final implementation must contain sufficient and appropriate logging.
Due to privacy and security concerns no production data or analysis has been used in this project. However, levels of scalability were agreed with a Lead Engineer, the application should be able to handle at least 2 requests per second. To ensure the final solution has enough headroom, 5 request per second will be used as the maximum request per second that will be tested.
The final implementation included 4 applications, one for registration to the service, one to process the email event notifications, one that acted as a mock consumer and one that mocked the behaviour of the DVLA email notification application.
The design phase involved researching serverless services available (within Amazon Web Services) and selecting the appropriate services to compose each of the applications. Each service reviewed needed to be reviewed against each of the objectives set out in the project introduction. 
Once the applications had been fully implemented, the applications were tested against each of the projects aims. For each of the aims, testing or benchmarking activities were undertaken to decide if each of the aims had been met. All the data indicated that each of the objectives had been met. However, it was highlighted that the scope of the security aim had been set too broad and that the scope should have been more clearly defined during the project introduction. Risks around the security application were highlighted as part of the benchmarking, with the vast majority falling out of the scope of the project. For example, incident planning management was deemed outside the scope of the project due to the amount of research that would need to be conducted to comment on the matter. Any risks highlighted as part of the benchmarking were commented on in the results and conclusion section of this project. These risks that fell out of the project scope have been highlighted as areas that could be looked at as part of suggestions for further work.
The conclusion states that the objectives of the project were met although the aims of the security objective were too broad and could have been more narrowly scoped. The risk areas highlighted by the security benchmarking have been added to the suggestions for further work section of the conclusion.
[bookmark: _Toc141124799][bookmark: _Toc157020534]Introduction

[bookmark: _Toc157020535]Problem statement
Currently the DVLA has a notifications utility that provides internal consumers with the ability to send mass emails to customers with customisable information. The utility has the ability to offer consumers templated or non-templated emails. Templated emails contain logos, images and text that are pre-defined and are position correctly, to which the required information is then added where applicable (email title, email body etc.). Non templated emails are fully created by a consumer. The utility currently provides consumer with no indication on the status of an email once it is sent, it is not known whether an email has been received, bounced, opened or rejected.
[bookmark: _Toc141124800][bookmark: _Toc157020536]Hypothesis
The purpose of this research is to provide a solution that enables consumers of the DVLA email notification application to receive email receipt/status information The solutions must follow the cloud serverless framework, be resilient in the form of scalability, be secure, provide adequate audit logging. 
[bookmark: _Toc141124801][bookmark: _Toc157020537]Aims and objectives

[bookmark: _Toc141124802][bookmark: _Toc157020538]Aim 1	
The solution must be delivered on the AWS platform and must be a serverless solution. The finished product will also integrate into the current DVLA notification application, which will provide consumers the ability to receive email status updates. The serverless solution must also include a file or files from which the application stack can be deployed to AWS (as used by the DVLA).
[bookmark: _Toc141124803][bookmark: _Toc157020539]Objective 1
To achieve the aim, research will need to be conducted on different AWS serverless products available. A suitable solution will be chosen that also adheres to all other objectives. A draft design will then need to be created and then developed into a final working solution.
[bookmark: _Toc141124804][bookmark: _Toc157020540]Aim 2
The solution must be able to scale and handle the volumes that the DVLA notification application is required to handle. The solution must not only correctly function, but it must also function at scale. To achieve this, the solutions should be able to withstand current and or potential volumes that the DVLA experiences. The DVLA email notification service currently receives consistent traffic at around 1 request per second. There are times where two or more consumers will submit requests at the same, to cater for this situation with headroom for future demand, the SES event processor service should be able to withstand up to 5 requests per second.
[bookmark: _Toc141124805][bookmark: _Toc157020541]Objective 2
To achieve the aim, when the solution is in the development stage, research must be conducted to ensure the services used are able to scale as required. Once the solution has been developed, performance testing will need to be conducted on the finalised application. Data from the performance testing will need to be collected, analysed and compared with the current notification volumes to ensure that the solution will scale as required.
[bookmark: _Toc141124806][bookmark: _Toc157020542]Aim 3
The solution must be secure with cloud security best practices adhered to. There are several security aspects that will need to be reviewed and tested. Areas such as endpoint security, encryption and access levels will all need to be taken into consideration when designing and implementing the application.
[bookmark: _Toc157020543]Objective 3
To achieve the aim, several tools and security frameworks are available to benchmark the security of the applications. AWS offers a number of scanning tool such as AWS Inspector and Trusted advisor which can scan the applications and feedback any security concerns. These tools will be used to test the application with the results being recorded and analysed.    The security of the applications will need to be benchmarked against AWS Well Architected Framework, with the results being recorded and analysed. Should any risks be highlighted, corrective action should be taken where possible to ensure the application is secure.
[bookmark: _Toc157020544]Aim 4
[bookmark: _Toc141124807]The solution must provide an audit history in the form of logging. Audit history is important to government organisations such as the DVLA in case the information is required for information or legal purposes.
[bookmark: _Toc157020545]Objective 4
Research will need to be conducted to ensure that the solution has a robust and secure audit history. This will involve reviewing documentation on audit logging standards and requirements required as specified in the AWS Well Architected Framework. The solutions logging will need to be compared to these standards to ensure they have been met. If this is not the case, the solution will need to be updated so that these standards are met.
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[bookmark: _Toc141124809][bookmark: _Toc157020547]Serverless

As a requirement of the DVLA, the project will follow a ‘serverless’ architecture. A broad understanding of serverless cloud solutions is required, followed by in depth research of the specific serverless products that will be used. Serverless is described as 
“Serverless technologies feature automatic scaling, built-in high availability, and a pay-for-use billing model to increase agility and optimize costs. These technologies also eliminate infrastructure management tasks like capacity provisioning and patching, so you can focus on writing code that serves your customers.” [1]
The paper Serverless Architecture - A Revolution in Cloud Computing A Rajan depicts an overview of cloud serverless computing, its history and some of the challenges within serverless computing due to the infancy of the technology. [2]
Serverless architecture is designed for users to spend minimum time configuring and updating the underlying compute infrastructure that applications run on so effort can be concentrated on the application and its functionality. 
There are currently 16 different serverless services that AWS provides, all of which can integrate with each other in different patterns to achieve a required objective. The paper Patterns for Serverless Functions (Function-as-a-Service): A Multivocal Literature Review Davide Taibi et all provides an overview into the different design patterns that can be used to achieve several objectives. The paper includes design patterns for Orchestration and Aggregation, Event-management, Availability Patterns and Authorization Patterns [3]
The whitepaper Serverless Applications Lens - AWS Well-Architected Framework also provides insights into design, deployment and architecture of serverless applications and provides in depth discussion around specific solutions of different serverless applications structures. The paper specifically provides information on RESTfull microservices and serverless solutions for this structure, which will be the structure of this project. [4]
The paper A Literature Review on the challenges of using Serverless Computing in Web Services by Jayson E. Tamayo provides insights into some of the challenges and limitations that are faced when using serverless computing. Research into the challenges is required so that the limitations of serverless computing is understood in advance and are considered when proposing a solution. The paper discusses challenges around cold starts, debugging and security, all of which are important considerations that need to be considered when designing and implementing a solution. [5]
Serverless.com offers the ability to deploy serverless stacks using their node package combined with a deployment .yml file. The serverless framework is used by the DVLA and will be used in this project. The benefit of using the serverless framework include the ease of deploying stacks, the ability to map out all resources on a readable .yml file and it’s automation features. [6] The website provides documentation on how to produce an application using the node package and how to construct the deployment architecture in a .yml file.

[bookmark: _Toc141124810][bookmark: _Toc157020548]Scalability

Scalability is required for the solution to be able to handle the significant volumes that the service will experience. Serverless services have been designed with scalability at the forefront of the design, however further investigation is required to ensure that a suitable solution is chosen that will perform when scaled. 
One of the primary serverless services provided by all the cloud providers is the serverless function. AWS provides a function called Lambda function. This function will almost certainly form part of the required solution as it is often used in RESTFull web services constructed using serverless architecture. The paper Serverless Performance and Optimization Strategies by Daniel Bardsley et al investigates performance ow the AWS lambda function and offers insights into how to fine tune the lambda function to optimal performance and highlights some of the pitfalls of the service. The paper also includes design patterns in which the lambda is best suited to. [7] 
The review so far has indicated that there could be potential issues with scaling involving the lambda ‘cold start’ problem, where a lambda takes an amount of time to start up before it is in a state ready to process the chosen function. Strategy are available to mitigate the cold start issue by considering the language runtime, memory allocation and function package size when creating the lambda function. [8] [9]
The paper Characterizing and Mitigating the I/O Scalability Challenges for Serverless Applications describes challenges when using serverless solutions and writing to serverless storage solutions. The paper also investigates how to best optimise I/O performance when using serverless solutions. [10]
The hypotheses of the project states that the solutions ability to scale should be tested with a performance test. Artillery.io describes that there are two broad type of performance testing:
Load or soak tests, which aim to understand how well an application performs under stress.
Synthetic monitoring tests which aim to verify if an application is working correctly. [11]
The solution will need to be load tested to ensure that the design will be able to handle the required loads that the DVLA system encounters.

[bookmark: _Toc141124811][bookmark: _Toc157020549]Security

Security of the solution is at the forefront of the requirements. The solution must be secure from outside threats and provide piece of mind for the consumers who use the service. The service will be handling data that involves potentially sensitive information within the email data and so extra care must be taken when designing the service. Fortunately, security is at the forefront of AWS’s service offering, with security being at the core of all services and operations rather than being an add on feature. [12] Some of the key areas of concern that need to be investigated are access, data protection and compliance. AWS has information on all these areas and provides information and solutions to creating secure services. [13] More in depth information about the specific security areas including whitepapers on areas of concern can be found on the AWS Best Practices for Security, Identity, & Compliance. [14]   A more in-depth discussion over some of the key AWS security features and challenges within AWS security is highlighted in A Survey on AWS Cloud Computing Security Challenges & Solutions Shilpi Mishra et all [15] 
Cloud Security and Governance provides research into how to centralise management of an AWS environment, how security can be automated and implemented at scale. [16]
The paper Formal Reasoning About the Security of Amazon Web Services by Cook, B. provides an insight into some of the automated services that AWS offers to ensure security of cloud infrastructure is easily analysed, assessed, and monitored on an ongoing basis. The paper highlights the importance of security within the cloud and the extensive effort that Amazon goes through to improve and enhance its security. [17]
When reviewing information on cloud security, it is often said that security should be designed on a no trust basis with access being be permitted on a minimum requirement basis. Each service, resource or user should be granted the least number of privileges possible to enable the required access [18]

[bookmark: _Toc157020550]Logging

Another key requirement of the solution is to ensure robust audit and logging is included within the solution. In depth information is provided by AWS, with detailed information provided on logging in its AWS audit manager and cloud trail documentation. [19] [20]
 Further research has been conducted in Security monitoring in AWS public cloud on the monitoring capabilities of AWS security services and provides documentation on how then can be used efficiently. [21]

[bookmark: _Toc157020551]Research and Development Methodology

The research element of the project has been split into 4 main sections, those sections being:
· AWS Serverless architecture
· Scaling
· Security
· Audit


[bookmark: _Toc141124814][bookmark: _Toc157020552]AWS Serverless architecture/serverless technologies

Research has been conducted on the AWS serverless architecture and the individual products that can provide a serverless solution as part of the initial literature review. During the project design phase, a list of serverless services available on AWS [22] were reviewed and compared for usability to meet the objectives of the project. Further details of the services chosen, and the assessment of each service used are detailed in the design section of the project. The Serverless Framework [23] was used to deploy the application into AWS. The Serverless Framework is used at the DVLA and will be used to ensure the solution is compatible with the Notification Utility at the DVLA. The framework allows code to be written in the form of .yml files which contains the infrastructure and security configuration of an application. The application stack can then be deployed into AWS where AWS cloud formation creates the required infrastructure and security configuration. 
During the development phase, iterative stages of research and development were conducted to create a working implementation of the initial design. A deep understanding of the chosen services was acquired through research during the design process. There was also a requirement to understand how the service should be configured and deployed using the Serverless Framework. After the initial development was complete and a minimum viable product was created, a suite of functional tests was designed to test the functionality of the application. Several API testing tools were reviewed to test the application. The Tool selected was a tool call Postman [24] which was selected due to its ease of use, functionality, price (free to use) and the amount of documentation and user guides available online. The product is commonly used in the industry and thus a vast amount of information is available online. The Postman tests that were designed played a key role in the successful development of the application, the tests helped to determine if the application worked correctly initially, and ensured the application performed correctly as improvements were made.

[bookmark: _Toc141124815][bookmark: _Toc157020553]Scaling

Research has been conducted on the AWS serverless solutions and how they can be scaled. The literature review also highlighted potential issues with scaling such as the cold start issue which was taken into consideration when designing and implementing a scalable solution. The cold start issue was tested using Postman to compare response times with different configuration set up’s (discussed further in the implementation section of the project). Due to data privacy and security concerns no specific data could be obtained and used as evidence in this report. However, after discussing the issue with a lead engineer, clear targets for what should be achieved can be defined. Each component of the application was reviewed for its ability to scale during the design stage, with literature backing on why the component was chosen. Once an initial minimum viable product was created, the application was performance tested to ensure the application scaled as intended. The tool used to performance test the application was a performance testing tool called Artillery.io.  It was selected due to its simplicity, and specifically its ability to test AWS resources within an AWS environment itself. The tool deploys a lambda function into AWS which performs the tests against the target API. The ability for the test to be conducted within the AWS environment was an important factor when choosing the tool. The final application would be used by other resources within the DVLA’s AWS accounts, the testing lambda mocked this behaviour (AWS to AWS application communication) rather than being conducted by a testing service with a source outside of AWS. The performance testing yielded positive results which meant the application had reached its goal of being able to scale at the required level (discussed further in the implementation section of the project). 

[bookmark: _Toc141124816][bookmark: _Toc157020554]Security 

The literature review provided an insight into cloud security principles, the techniques used to secure cloud infrastructure and services and products available to check for security and compliance. During the design process, key information taken from the AWS Well-Architected Framework was used to design a solution. Research was conducted from a general cloud security perspective and then more in depth for each application and AWS service (discussed further in the implementation section of the project). 
Once the application reached a stage of being fully functional, and passed the scaling performance targets, a security assessment was conducted using a range of tools to assess security. The tools used include Amazon Inspector, Amazon Trusted Advisor and Amazon Well Architected Tool, with the full results being documented in the data analysis section of the project.

[bookmark: _Toc157020555]Logging

The literature review has provided a broad insight of audit and logging within AWS. The research was split into two sub sections, the first being logging best practices followed by how to implement the logging into the solution. As part of the implementation process, logging will be added to the application where it is deemed appropriate, by following the best practices.
The final solution has been compared against AWS Well Architected framework principles and best practices with the full results being documented in the data analysis section of the project.






[bookmark: _Toc157020556]Design

To achieve the objectives of the project, the project was split into 4 applications. Each application can be split into one of two broad application categories. The two categories consisted of a ‘primary application category’, and a ‘supplementary application category’. The primary category consists of two applications that required development to achieve the main objectives of the project. The supplementary application category consists of two applications that are required to demonstrate the functionality of the primary applications in the real world.
The two supplementary applications consist of a mock email service and example consumer.
The objective of the project “to provide a solution that will enable consumers of the DVLA email notification application to receive email receipt/status information” was split into two applications, email event registration API and SES event processor service.

[bookmark: _Toc157020557]Email Event Registration API (Primary Application)

The email notification utility at the DVLA is used by several consumers, some of which would like to subscribe to email notification service whilst others would not (due to there being no requirements, no funding in particular areas etc.). By creating an application to onboard consumers, consumer would be able to onboard themselves to use the service once they are ready or would wish to do so. By having a registration service, administrative burden and expenses are minimised as no physical human interaction would be required to onboard consumers. 

[bookmark: _Toc157020558]SES Event Processor Service (Primary Application)

Once a consumer has registered for the service, an application is required to receive the email event notifications, process and transform the data and then send it to the relevant consumer. The application will need to obtain registration information to send the data to any consumers that have registered for the service.

[bookmark: _Toc157020559]Mock Email Service (Supplementary Application)

It was intended that the solution would be designed to be used by the DVLA’s notification utility. However, developing a solution using the DVLA’s actual Utility meant that there would be areas of code and data that would not be able to form part of this project due to privacy and confidentiality concerns. The project would also be difficult to demo as sensitive data could potentially be viewed during a live demo (such as account numbers etc.). Therefore, it was decided that a mock email utility service would be designed, to mock the basic behaviour of the actual utility. The application would be designed using the same platforms etc. but would be a basic implementation of the utility to address the concerns mentioned above. To ensure the solution will work against the actual utility, the performance tests will be run against the actual utility and the mock utility and compared during the data analysis section. 

[bookmark: _Toc157020560]Example consumer (Supplementary Application)

The second supplementary application is required to test the functionality of two primary applications. An ‘example consumer’ application has been designed to replicate the functionality of a consumer of the service (REST API). The example consumer can register to receive the email event notifications. Then, when an email is submitted using the registration ID of the example consumer, the SES event processor service should send the event notification to the example consumer endpoint.
See Figure 1 for flow chart which details the flow of events and how each application interacts with one another.


[bookmark: _Ref153046432][bookmark: _Toc157020639][image: A diagram of a project flow chart

Description automatically generated]Figure 1 Project Event Flow Chart

It should be noted that the two primary applications developed will need to achieve all the objectives set out in the project introduction, the applications must be serverless, scale appropriately, be secure and have appropriate audit logging. However, due to the primary applications relying on the supplementary applications, these applications must also achieve these objectives otherwise it will not be known if the primary applications are functioning correctly. For example, the support mock email service will need to be able to scale correctly to process enough emails for the SES event processing service to be tested correctly. Likewise, the mock consumer must also scale correctly so that it can receive the notification requests at scale. Without the appropriate scalability of the support applications, it will not be possible to perform testing and accurately analyse the data. The objective also sets out that the applications must be secure, the support applications should also be secure as data and requests will be transferred from one service to another, without having secure support applications it is not possible to correctly instigate security features on the primary applications.

[bookmark: _Toc157020561]Detailed analysis of design

[bookmark: _Toc157020562]Email Event Registration API

The registration service is required so that consumers wishing to use the email event notification service can register to use the service. The registration process will stipulate where the consumer would like the data to be sent to. The information provided by registered consumers will also need to be accessed by the SES event processing service to process and send the email event data. The current DVLA notification utility’s architecture is that of a serverless REST API that processes requests via HTTP requests. The size of the data that will be sent to the registration service will contain a small payload, (JSON body in a HTTP request) therefore it was decided that the registration service should also follow the serverless REST API design. The service should also be able to provide consumers with the ability to update or delete their registration details. These processes can be differentiated by the type off the request being sent, i.e. POST to initially register, PATCH to update and DELETE to remove registration for the service. Before designing an application to serve and store information, the data being sent and stored needed to be designed so that a solution could be designed around the structure of the data.

[bookmark: _Toc157020563]Design of Registration Data

To be able to process event notifications, the application required two pieces of key information.

· Identifier
· URL of the consumer API
The identifier would act as a unique key for a registered consumer, with the other information being a value pair. By using a unique key for each consumer, the information can be easily looked up when required (when updating or deleting the information) or when being looked up by the SES event processing service. Once registered, the consumer can then add the unique ID to email requests to indicate that email events should be processed for that email. The ID would then be used by the SES event processor service to lookup the URL and process the request.
The use of an ID to process the information poses a security risk if the ID used is too simple.
For example, if when registered the consumer is given an ID in chronological order starting from 1 e.g. 1, 2, 3 etc. a consumer service could accidentally or intentionally add one of the values to an email request and the email notification data would be sent to the wrong consumer. To minimise this risk, it was decided that the ID should be a Universal Unique Identifier (UUID). These randomly generated IDs are 128 bit values in the form of 32 hexadecimal characters with four hyphens e.g. XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX. The complexity and randomness of a generated UUID would mean that consumer or bad actor are extremely unlikely to guess or incorrectly input the wrong ID.
The URL of the consumer would also be required as this is where the event information needs to be sent, as requested by the consumer.
These two pieces of information would be the minimum required for the SES event processor service to operate; however, this provides no information of the owner of the service of who the consumers are or who has registered for the service or not. It was decided that another piece of information should be added with the title DVLA resource. Each user of the service would be required to submit their resource name so that it could be used to monitor usage of the system.
An example of the data can be found in Table 1 below. 

[bookmark: _Ref153046599][bookmark: _Ref153046575]Table 1 Structure of Registration Data
	serviceIdentifier
	url
	dvlaResource

	e39a886b-8274-45c7-aec3-ea7550f377dd
	https://84pghuiscx97.execute-api.eu-west-2.amazonaws.com/v1/consumer
	TEST::RESOURCE



To store the data, there are several AWS serverless datastore services available. As shown in Table 2. 
 
[bookmark: _Ref153046837]Table 2 AWS Serverless Datastore Services
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To conclude on the optimum service that will be used, the following considerations were noted.

1) The data being stored is relatively simple, it does not require the store to be relational.
2) The data will be added and updated infrequently and read frequently.
3) The data size is small (e.g. does not contain vast amounts of data such as PDF decoded to base 64)
4) Where possible, value for money should be considered as public money is involved.
5) Keep the complexity of the data store to a minimum.
6) The data store must be able to scale appropriately.

Included in the list there are several specialist data stores that were disregard immediately as they would only be used for special use cases, Redshift is used in big data to produce a data warehouse, Neptune for use in graph databases for users such as social media network data and Opensearch index which is an optimised search database used for analysing datasets such as logging. The Aurora relational database was also disregarded as the proposed data structure is simple and does not need to be kept in a relational format. Using a relational database to store this data is unnecessary.
Even though value for money was cited as a consideration, when 5 million requests per month for each service was costed, the difference in cost was insignificant as the cost of each service did not exceed $5 per month including storage.
Each service is able to scale massively, with each service being able to handle tens of thousands of requests per second [25] [26] [27]. As previously stated, the level of requests that needs to be achieved is 10 requests per second. As each of the services is able to process an extreme excess of this amount, no further analysis will be conducted as it is not required for the level of request that will be achieved in production.
The remaining 3 services (S3, dynamoDB, and EFS) could all be considered as suitable serverless data store solutions for the application. The only difference between the three services is a slight difference in complexity for each of the data stores. DynamoDB is a document database, although the structure would suite this application, it was felt that using a database to store the small amount of data was unnecessary and that the data could be stored in a file in either S3 or EFS. The EFS service is similar to S3 however the service is more suited to storing files in a structured format, which also is not a requirement of the data structure. For these reasons, S3 was selected as the data structure where a CSV file would  be used to store the data. An MVP of the application will be designed and then tested, if any performance issues occurred during testing phase, the data store could be changed and re tested as there are multiple candidates available.
The next step in the design process was to decide which serverless compute resource should be used. The two services on offer are AWS Lambda and AWS Fargate.  

‘AWS Lambda is a serverless, event-driven compute service that lets you run code for virtually any type of application or backend service without provisioning or managing servers.’ [28]

‘AWS Fargate is a serverless, pay-as-you-go compute engine that lets you focus on building applications without managing servers.’ [29]

AWS Lambda is a runtime environment that code can run in for a short period of compute time (maximum 15 minutes). The service is billed by using the total number of requests as well as the run time of each request. When the lambda function is not used (no requests received) there is no cost. Lambda scales automatically depending on the number of requests received, if the pace of requests increase, the number of lambdas executing the code will increase to handle the requests. Due to the short execution runtime of lambda and fast scaling, the service is ideal for transforming data and responding to HTTP requests. With a basic AWS account (free tier) Lambda functions can process 10,000 requests per second [30], which is many more times the required rate of 2 per second.

AWS Fargate does not have a maximum execution time and the application will continually run. The resource is billed depending on the level of CPU used, which scales automatically when more memory is required. The performance of Fargate is considered ‘consistent’ as resources are isolated to perform tasks with a consistent amount of CPU provided. AWS Fargate use case is more geared towards longer running applications that require a continuous, steady compute power that can be scaled when required. Fargate is ideal for machine learning applications and high-performance computing tasks. With a basic AWS account (free tier) AWS Fargate is able to process 10,000 requests per second [31] [32] , which is many more times the required rate of 2 per second.
Due to the nature of the registration service being a REST API endpoint that will receive and process requests that are expected to take a short period of time, AWS Lambda is better suited and should be implemented.

[bookmark: _Toc157020564]Securing the application

When designing an application hosted by a cloud provider, security should be placed at the forefront of the applications design. There are two main areas of concern in relation to the registration service being, the security of data held in S3 and the security arising around endpoint access.
Firstly, any data held in the S3 bucket should be encrypted at rest. If any data is accessed by a bad actor, it would not be readable without access to a key to decrypt the data. Secondly, access to the S3 bucket should be restricted to only allow access to services or resources who require access to the service. The access can be restricted by using an AWS IAM bucket policy, access to the data in the bucket should be restricted to the registration application and the email event processor service. Additional access will also be given to a developer role so that the data can be inspected. The S3 bucket does not require public access as it will only be used by applications hosted within AWS, therefore public internet access should also be blocked by the bucket.
The endpoints of the REST API should be secured to only allow access to authorised users or services. There are two different security protocols used to secure REST APIs fronted with an API gateway being, API Keys and IAM access.
API keys are ‘alphanumeric string values that you distribute to application developer customers to grant access to your API.’ [33]
Once a key is generated, a consumer can add the key as a header in the request to gain access to the API. An advantage of API keys is that they are simple to use and to set up. If an API key were to be used, an implementation at the DVLA would be to set up a self-service platform so that users could request access to the service and be given an API key once authorised.
IAM access requires the caller of the service to have permission to access the service. The IAM API gateway policy can explicitly allow only resources, roles, or users access to the endpoint. IAM access is more secure than API keys as API keys can be re distributed or obtained and used by a bad actor, whereas with an IAM policy, a bad actor would have to obtain access to a user, role or resource which is harder to do and would take significantly more resources to perform. The disadvantage compared to API keys is that the process is more complex to set up, especially when other resources require access as requests need to be ‘signed’ using AWS Signature Version 4. An implementation at the DVLA would be to set up a self-service platform so that users could request access to the service and be granted access or a role to access the service.
To provide maximum security to the endpoint, IAM role will be used to access the endpoint, with the consumer having to provide AWS credentials with every HTTP request.

Figure 2 below shows a drawing of the proposed application architecture.
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[bookmark: _Ref153047125][bookmark: _Ref153047113][bookmark: _Toc157020640]Figure 2 Email Event Registration Architecture


























[bookmark: _Toc157020641]Figure 3 Body of POST Request
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Figure 4 shows a unique ID returned to a user after a successful POST request.


[bookmark: _Ref153047297][bookmark: _Toc157020642]Figure 4 POST Request Response Body
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[bookmark: _Toc157020565]SES Event Processor Service

The current email system that the DVLA Notification utility uses is AWS SES (Simple Email Service). AWS SES allows email event notifications to be distributed using AWS SNS (Simple notification Service). [34] SNS then can be used to distribute the events by either email, text, or pushing the event to another AWS service. A requirement of the project is to enable consumer applications at the DVLA to receive the event notifications. To process the notifications, compute resource is required to receive the notification, transform it, and then send it to the correct consumer. Notification events will depend on an email being sent via the email notification utility. The events will not be continuous in nature and will occur at different rates at different times of the day (emails at the DVLA are sometimes processed in batches, other services send emails as and when requests, applications or events are triggered). After reviewing the discussion points mentioned in the design of the email event registration API around compute resources (Lambda vs Fargate) AWS Lambda should be used as continuous resource is not required and the request times will be short and transactional.
AWS Lambda can subscribe directly to AWS SNS. However, AWS SNS invokes a lambda function with asynchronous behaviour. As events occur, they are sent to AWS Lambda from SNS, which do not require a response before the next event is processed (fire and forget event behaviour). The risk associated with this architectural design, is that if an event is not processed by the lambda function, or the lambda function times out, the email notification will be lost. It would be difficult to find any lost notifications and setting up a process to monitor lost or failed notifications would be difficult. To mitigate the risk of this occurring, a polling queue can be placed after SNS to ensure all notifications are processed by the Lambda. AWS SQS (Simple Queue Service) can be used to queue the requests, which are only removed from the queue once correctly processed. If the lambda function fails to process the event, the notification is added back to the queue until another lambda function processes it.
To make the application even more resilient, a dead letter queue will also be added to store any corrupt or erroneous messages. If any such messages occur a dead letter queue will receive the message where it is held until an operator reviews the information. 
To process the event notification, the lambda function will require access to the S3 bucket where the registered consumer list is held. The Lambda function will need to check the service identifier (unique id given to the consumer on registration) and send the event to the URL linked with the ID.

[bookmark: _Toc157020566]Security

The main concern of security within this application is the security of the data in transit. The data will need to travel through SNS and SQS before it reaches the lambda function. By default, when data passes through these services it is not encrypted. To ensure the application remains secure the services will need to encrypt the data whilst it is in transit. To do this an AWS KMS (Key Management Service) key will need to be set up so that the services can encrypt and decrypt the data.  By default, AWS Lambda is encrypted using a generated KMS key. The data being posted to other consumer from the lambda will also use HTTPS securing the transfer of data to the consumer. The POST request will also be signed using AWS Signature version 4 allowing the consumer application to use IAM access as a security protocol when receiving the data.

[bookmark: _Toc157020567]Scalability

As previously mentioned, the application will need to handle up to 10 requests per second. The Lambda and S3 services have previously been investigate for their ability to scale, 10 requests per second should easily be achieved by these services. SQS can handle “a nearly unlimited number of API calls per second”  [35] which is more than adequate to meet the requirements.
Figure 5 below shows a drawing of the proposed SES Event Processor Service architecture.
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[bookmark: _Toc157020568]Supplementary Applications

The two supplement applications are relatively straight forward in terms of design compared to the other two applications. The same REST API template and security protocols that were applied to the email event registration API have been used to produce designs for the two supplemental API’s. As mentioned previously, all the services used should be able to handle the required request rate of up to 10 requests per second. If any scaling issues are discovered during testing, the design can be revisited and revised.

Figure 6 below details the design of the mock email service.
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Figure 7 shows body of post request.

[bookmark: _Ref153047549][bookmark: _Toc157020645]Figure 7 Body of POST Request
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Figure 8 shows a unique ID be returned to the user after a successful POST request.

[bookmark: _Ref153047593][bookmark: _Toc157020646]Figure 8 POST Request Response Body
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Figure 10 shows a sample of what a JSON object will look like once saved to the S3 bucket.

[bookmark: _Ref153047746][bookmark: _Toc157020648]Figure 10 JSON Email Event
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[bookmark: _Toc157020569]Planning

After designing the applications, a high-level user story map was so that the implementation of the project could be split up into smaller sections of work. The implementation would span over months, setting up a plan and organising the work was required to keep the project on track. The amount of user stories completed and remaining could be used as a gauge on how much of the project had been implemented and how much remained. Progress made could be compared to the Gantt chart that was created as part of the proposal.
Figure 11 below shows the user story map used to implement the project.
[bookmark: _Ref153047793][bookmark: _Toc157020649]Figure 11 User Story Map
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After the user story map was created, more detailed user stories were created in a project management tool called YouTrack. YouTrack is a project management tool used to track software development projects. Only basic functionality was required for this project, such as being able to create user stories and then track their progress. YouTrack was chosen as the project management tool as it had all the required functionality and has no cost. The user stories created were more detailed than those created on the user story map, they contained more specific information such as tasks, developer details and acceptance criteria that could be used to implement each user story. All user stories created can be found in appendix 1. See Figure 12 below for example of user story in YouTrack.


[bookmark: _Ref153047866][bookmark: _Toc157020650]Figure 12 Example of user story in YouTrack
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A Kanban board was then setup to track the progress of the project. By using a Kanban Board, the progress of the implementation could be easily tracked keeping the project to schedule. 

Figure 13  shows the Kanban board used during development of the project.

[bookmark: _Ref153047904][bookmark: _Toc157020651]Figure 13 Project Kanban Board
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[bookmark: _Toc157020570]Implementation 

The project was developed on an application-by-application basis (as split out by the detailed user stories created), with each applications development being split into four development phases:
Phase 1 - Implement infrastructure creation by coding serverless files.
Phase 2 - Write logic code of lambda functions (including unit tests).
Phase 3 - Test the application.
Phase 4 - Refactor code and add sufficient logging.
After all of the applications had been created, an end-to-end test was conducted to ensure the project as a whole worked correctly.

[bookmark: _Toc157020571]Phase 1 - Implementation of Infrastructure

Phase 1 implementation generally involved writing code, followed by a deployment of the application, followed by testing to check the infrastructure and security had been implemented correctly. In the early stages of development, the code for a resource would be added, then a physical check would be made via the AWS console to see if the resource had been created and whether the resource had the correct security features.

Figure 14 is an example of an S3 bucket that has been created in AWS – post deployment this was checked to see if the code had created the resource.

[bookmark: _Ref153048010][bookmark: _Toc157020652]Figure 14 Example of an S3 bucket Created in AWS
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Figure 15 also shows the security features of the S3 bucket which were physically verified post deployment.

[bookmark: _Ref153048635][bookmark: _Toc157020653]Figure 15 Security features S3 bucket created
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After each resource had been deployed, If the resource had a workflow connection to other resources, the event flow was tested between each resource where possible. There are helpful test mechanisms found in the AWS console that can help with testing interconnecting resources. For example, to test the event flow of messages being sent from SNS to SQS, the AWS console allows tests messages to be sent (see Figure 16). After a test message has been sent, the SQS consol can then be checked to see if the messages had been received (Figure 17)

[bookmark: _Ref153048750][bookmark: _Toc157020654]Figure 16 Test message in SNS in the AWS console
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[bookmark: _Ref153048791][bookmark: _Toc157020655]Figure 17 Image of messages received by SQS in AWS console
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[bookmark: _Toc157020572]Phase 2 - Implementation of Lambda Code

Once phase 1 had been completed, the logical code for any lambda functions could be written. The logic within the lambda was split into separate functions, after the function had been written, unit tests were added to test the code. The unit testing played an important role in developing the applications. As all the applications are hosted in the cloud, it takes time to deploy the stack each time it is changed. Without unit testing, it would take a significant amount of time to deploy the application and retest the functionality each time a change was made.
The aim of the unit testing was to cover 100% of the functions used in the lambda functions to minimise the risk of bugs and defects occurring. The node package JEST was used to create unit tests, it is a very popular testing framework which has a considerable amount of community support. An example of a coverage report generated by jest can be found in Figure 18 below.

[bookmark: _Ref153048864][bookmark: _Toc157020656]Figure 18 Jest Unit testing Coverage Report for SES Event Processor Service
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[bookmark: _Toc157020573]Phase 3 – Testing of Applications

Once an application appeared to be working correctly the application had to be tested using a functional testing tool. The tool that was used to conduct testing was postman [36]. Postman is a widely used by developers to test the functionality of API’s. One advantage of using postman to test the API’s is that developers can write tests that create assertions which are tested each time a request is made. See Figure 19 below for an example of test created in postman.

[bookmark: _Ref153048964][bookmark: _Toc157020657]Figure 19 Test script from Mock Email Service Postman collection
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The Postman Tests created were helpful during phase 4 of the implementation, after refactoring had been performed, the application could be redeployed, and the tests could then be run to ensure there was no changes in behaviour.

[bookmark: _Toc157020574]Phase 4 - Code Refactor

After any testing yielded positive results, the final stage of implantation was to refactor code where possible, to reduce duplicate code and increase the readability of the code. A prime example of where a large volume of refactoring was conducted was in the lambda function code within the email event registration API. As there are three separate requests on the endpoint (POST, PATCH and DELETE), when the code was first developed, each request had its own set of helper functions. However, after reviewing the codebase, it was found that a lot of the code had been duplicated and functions could be refactored and consolidated into one file. Following the refactor the code became a lot more condensed and readable. Figure 20 shows Location of the common functions used in the Email event registration application.

[bookmark: _Ref153049017][bookmark: _Toc157020658]Figure 20 Location of common functions in Email Event Registration API
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Logging within the applications has been implemented at three different levels, as recommended by AWS best Practices [37] The different levels of logging can be configured in the AWS console depending on the requirements (If developing, the logging level can be set to debug which will log all levels, if the application is in production the logging level can be set to error, which will only record error logs). 
The three levels used are Debug – used for development purposes, Info – used to provide information for stats and metrics and Error, used to provide details of errors.
Debug logs have been included in areas of the application where detailed information can be obtained to provide a developer with helpful information. 
An example of this type of logging can be found in Figure 21 below which was used to see what information was included in a particular array which was used during development.

[bookmark: _Ref153049165][bookmark: _Toc157020659]Figure 21 Debug log included in Email Event Registration API
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[bookmark: _Toc157020660]Figure 22 Output of Debug log in AWS console included in Figure 21
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Info logs are used to provide useful information within an application that are used to create log metrics and stats. These types of logs should be used in a pre-production environment and can be used to analyse consumer behaviour and usage of an application. An example of this in the email even registration API can be found below in Figure 23

[bookmark: _Ref153049237][bookmark: _Toc157020661]Figure 23 Info log included in Email Event Registration API
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The information from this log can then be analysed into the following graph that provides an insight into the usage of the endpoint (by http request type) over a period of time.

[bookmark: _Toc157020662]Figure 24 Graph created in AWS Log Insights from data produced by the info log in figure 23
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The final level of logging used is error logging. This is used to log out errors which can be helpful in all environments from development to production. These logs can used to debug errors or build stats on errors to identify trends. An example of an error log can be found in Figure 25 below.


[bookmark: _Ref153049381][bookmark: _Toc157020663]Figure 25 Error log being viewed via AWS console
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[bookmark: _Toc157020575]End-To-End Testing

The final phase of the implementation phase was to test the applications end to end. The test conducted involved the use of postman and physical inspection. The test process tested the flow of events as noted in Figure 1.

Step 1 - all 4 applications were deployed to the cloud.
Step 2 – Postman used to register a new consumer to receive email event notifications (using the example consumer applications API’s endpoint URL)
Step 3 – Postman used to send email to mock email service endpoint using the serviceIdentifer obtained from registration in step 2.
Step 4 – Check the S3 bucket of the example consumer application, on success there will be email event notifications saved as JSON files.
The solution passed the test on the first iteration, meaning the project could be performance tested and the data analysed and benchmarked against the aims and objectives of the project.

[bookmark: _Toc157020576]Experimental implementation

One area of development that required an element of experimentation during development was how the way code is written in a lambda function effects the response time performance of the application. During the development of the email registration service, documentation was found that states that the location of an AWS clients initialisation can affect the performance of the function. [38] When the code was first written, each time an S3 client was required, a new client was initialised (see Figure 26 below)


[bookmark: _Ref153049494][bookmark: _Toc157020664]Figure 26 Initialisation of new S3 clients on lines 31 and 51
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However, the code can be re written so that the client is initialised once and then passed in as a parameter of each function, in doing so the speed of the response should increase.
To test the theory, The same request was sent via postman before and after the changes were made. The test was split into two sub tests, the first being testing the cold start response time (tested 3 times) and the other testing subsequent requests after the cold start had occurred.  See Table 3 below for summary of results.

 
[bookmark: _Ref153049630][bookmark: _Ref153049625]Table 3 Results of client initialisation test
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The test results showed that by refactoring the code could improve the repose time of the application by 14% during a cold start and 38% when subsequent requests were sent. 

[bookmark: _Toc157020577]Difficulties Encountered

[bookmark: _Toc157020578]Unit tests – AWS SDK Mocks

One of the profound difficulties that was encountered during the development of the Lambda functions was creating unit tests for functions that used the AWS SDK(Library to allow AWS services to interact with different services). To aid the mocking of the services, two node packages called aws-sdk-client-mock and aws-sdk-client-mock-jest were used. These packages are provided with basic documentation and simple use case examples. The code needed to be significantly extended on to perform correctly in for the particular use cases. The problem was compounded by the fact that the SDK version used (V3 latest version for node.js) is relatively new, released early in 2021, resources online were limited with most examples found referring to the SDK version 2.
The problem was overcome by starting off with a basic mock then experimenting and adding to the mock using trial and error. It was felt that the mocking needed to be robust and correct as the interactions between the Lambdas and other services would play a key part of the final applications functionality. Most of the mocks required functions to mock certain aspects of the mocked client.

See Figure 27 Sample code that includes functions required to mock AWS SDK client below functions that were used to mock file data retrieval from S3.

[bookmark: _Ref153049732][bookmark: _Toc157020665]Figure 27 Sample code that includes functions required to mock AWS SDK client
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[bookmark: _Toc157020579]Encryption of SNS topic and SQS queue

Another difficulty encountered during the implementation was the encryption of the content within the SNS topic and SQS queue.  The two services are unencrypted by default but can be encrypted if required, using Amazons Key Management System. The main difficulty arose due to the configuration of permissions required by each service to be able to encrypt and decrypt the data as illustrated by the diagram in Figure 28.

[bookmark: _Ref153049855][bookmark: _Toc157020666]Figure 28 Diagram of KMS encryption of email event message as it passes through each AWS service
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When the stack was first created, initial testing showed that data transfers between each service was not occurring. At this point it was not known if the service subscriptions had been set up wrong or if the encryption was not working correctly. After the encryption was removed, the services all transferred data as intended. After investigating, it was apparent that each resource needed the correct access to the custom KMS key to be able to perform encryption and decryption where required. The issue was resolved by correcting the permissions one service at a time, testing data transfer to see if would successfully receive and transfer the data to the next service. After several rounds of testing and adjusting the correct permission were given to the KMS key as shown in Figure 29.

[bookmark: _Ref153049908][bookmark: _Toc157020667]Figure 29 KMS Key permissions in AWS serverless .yml file
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[bookmark: _Toc157020580]Transformation of Message Data

One difficulty arose, which was a relatively novel problem but took a great deal of time to solve was transforming the email status data received from the SQS queue by the lambda function. JavaScript can convert JSON objects into a JavaScript object by calling the method JSON.parse(JSON object) on the JSON object. However, the data originating from Amazon SES had passed through SNS and then SQS before reaching the Lambda function. The data had been transposed by each of the services, causing the JSON object to malform, meaning the JSON.parse() method would not correctly convert the message to a JavaScript object.  To overcome the issue an online tool JSON lint [39] was used to help transform the object into a JavaScript object so that it could be used by the lambda function. Once the function was completed, a unit test was created with the malformed data as input and a JavaScript object as the expected assertion to ensure the function correctly transformed the data. Figure 30 shows the final implementation of the function used.

[bookmark: _Ref153049974][bookmark: _Toc157020668]Figure 30 Code snippet of convertMessageFromSQSToJSONObject
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[bookmark: _Toc157020581]Data Analysis Results and Discussion

The aim of this section of the project is to assess if each of the projects four objectives have been achieved or not. The section will set out the testing that has been conducted, analyse the test data, and form a discussion around the results. The results will be used to indicate if the objectives have been met or not.

[bookmark: _Toc157020582]Serverless 

The first objective of the project stated that the final implementation will be a fully serverless solution. It also states that the solutions should be fully deployable into AWS using code with no manual interventions. The final implementation is a fully serverless solutions, with all infrastructure included in the applications falling under the serverless category. See Table 4 below of serverless infrastructure services used.

[bookmark: _Ref153050026]Table 4 Serverless Services by Application
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The applications are fully deployable via one command using the Serverless framework, which takes its instructions from .yml files to produce the infrastructure and permissions in an AWS account.
The implementation of the project has met the requirements of first aim as set out in the objective.

[bookmark: _Toc157020583]Scalability

The second objective of the project stated that the final solution must be able to scale and fulfil requests at levels that the DVLA Email Notification Utility experiences. Note that only the email event processor service will be tested for scalability. The Registration service will not be used frequently and it is anticipated that the service would only receive a small number or requests each month. The tests covered by postman on this application are sufficient to ensure that the service scalability is sufficient.
The aim of the testing is to prove that if an email is sent with a service identifier (indicating that the requestor has registered for email event notifications), the SES event processor service is able to process the events and successfully send them to a consumer application. The test will look at two performance indicators as follows:
1) Has the consumer application received email event notifications for all email requests sent?
2) How large is the time lag between the time a final email request sent to the time the last email event notification is received by a consumer application.

The first indicator will indicate if the application can fulfil the required task and the latter will indicate the performance of the application. i.e. the application might be able to process all email status events at 2 requests per second, but it might take an hour to do so. 
The testing will be split into two sub tests, one to test for consistency of the application (soak test) and the other to test short term scalability (load test).
The soak test will involve sending email requests at a rate of 1 request per second for 50 seconds followed by a 10 second request burst at 2 requests per second.
The load testing will be tested over 10 seconds and include rates of 2, 3, 4 and 5 requests per second. The minimum achievement should be 2 requests per second but testing at a rate of 5 requests per second more than doubles the scalability headroom if achieved.
As the aim of the project is to create email event notification for the DVLA’s notification utility, the performance tests will be run against both the actual utility and the mock email service, with the results being compared.


[bookmark: _Toc157020584]Test setup

To conduct the testing, a tool called Artillery.io has been used which has been described in the research section of this project. The testing templates that were used can be found under the folder ‘performance tests’ in the SES Event Processor Service repository. Each test will send requests to the mock email service API with the service Identifier ID of a pre-registered consumer included (Registered the URL of the example consumer application). Figure 31 below shows a sample of the test template used by Artillery.io.

[bookmark: _Ref153050134][bookmark: _Toc157020669]Figure 31 Code snippet of Atrillery.io test script
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Once the test has run, the results of the Artillery.io report will be checked to ensure that all requests were made successfully. If an error occurred during the initial email request, then we would not expect to see any email events for those requests.  See Figure 32 below for sample report where all requests have been successful (indicated by 200 code value).


[bookmark: _Ref153050182][bookmark: _Toc157020670]Figure 32 Image of Artillery test summary
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As a note, the testing is assessing the performance of the email event processor application and not the email services.
Once all requests have been successfully sent, the contents of the consumer S3 bucket will be inspected for event notifications (in the form of JSON files). 
It should be noted that for every email sent, there will be 2 subsequent notifications sent to the consumer, one for a ‘sent’ notification and one for a ‘delivered’ notification as shown in Figure 33 below.

[bookmark: _Ref153050246][bookmark: _Toc157020671]Figure 33 Image of JSON event files saved in an S3 bucket
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The total number of notifications will be recorded and later compared to the expected amount.
Finally, the time that the last email request is sent will be recorded (from CloudWatch logs of mock email service lambda function) as well as the time that the final notification event is received in the S3 bucket.
Figure 34 shows the final email fulfilled by the mock-email service lambda and the final event notification received by the consumer S3 bucket (Figure 35).
[bookmark: _Ref153132772][bookmark: _Toc157020672]Figure 34 Screenshot of event log containing time that an email has been sent
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[bookmark: _Ref153132790][bookmark: _Toc157020673]Figure 35 JSON email event file with time it was received in S3 bucket
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[bookmark: _Toc157020585]Results

A summary of the results can be found in  Table 5 below.
[bookmark: _Ref153050791]Table 5 Summary of results for SES Event Processor Service performance testing
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[bookmark: _Toc157020674]Figure 36 Graph showing performance testing data
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Post inspection of the data, the SES event processor service exceeded the minimum threshold of being able to successfully process 2 email event per second as noted by the results in the soak test. The application also successfully processed the events at a rate of 5 requests per second, well beyond the target of 2 request per second. The application also handled the event processing with extreme speed, with a maximum lag of 3 seconds from the time the last email was sent, to then being delivered and receiving the example consumer application. The SES Event Processor Service performed similarly when tested with the actual notification Utility compared to the Mock Email service. There is a small difference when the average time is compared between the two (2.8 seconds for the mock and 3.6 seconds for the actual Utility) however the difference is insignificant, both applications process all the events in under 5 seconds. The testing concludes that the application can scale well beyond the minimum requirements as stated before the test was conducted.

[bookmark: _Toc157020586]Security

To assess the security of the application three tools were used to identify any security risks within any of the applications. The tools used either scanned the applications for vulnerabilities (AWS Inspector and AWS Trusted Advisor) or benchmarked the applications security setup against a best practice framework (AWS Well Architected tool). 
Any significant findings recorded will be corrected where applicable or highlighted as an area for potential improvement if the work is out of scope of the project.
A summary of the findings of the tools can be found below in Table 6.

[bookmark: _Ref153050939]Table 6 Summary of security risk findings by tool
[image: ]

[bookmark: _Toc157020587]AWS Inspector

“Amazon Inspector automatically discovers workloads, such as Amazon EC2 instances, containers, and Lambda functions, and scans them for software vulnerabilities and unintended network exposure.” [40]
Aws inspector can be used to scan Lambda functions and highlight any security risks, recommending fixes and security risk severity levels where applicable. The scans use the National Vulnerability Database [41] [42] to find threats in the applications dependencies or code and highlight any areas of concern.
Amazon inspector conducts two types of scanning on each Lambda function with the applications, standard scanning, and code scanning.

The standard scanning scans through the Lambda functions dependencies and searches for any known vulnerabilities. The code scanning scans through the custom application code of each Lambda function and searches for code vulnerabilities and benchmarks the code against AWS security best practices. [43]
After applications were fully implemented, each lambda function from all of the applications were scanned using the service.

[bookmark: _Toc157020588]Results

All Lambda functions passed the scanning with no security concerns highlighted, see Figure 37 below showing scanning results.

[bookmark: _Ref153051012][bookmark: _Toc157020675]Figure 37 Screenshot of AWS Inspector Tool findings
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[bookmark: _Toc157020589]AWS Trusted Advisor

“AWS Trusted Advisor helps you optimize costs, increase performance, improve security and resilience, and operate at scale in the cloud” [44]

Trusted advisor reviews all resources and permission policies across the AWS account and provides recommendations on a range of improvements that are categorised. For the purpose of this project, only the security recommendation section was reviewed and analysed. The security section looks at a range of security vulnerabilities across the whole AWS account. It should be noted that the AWS account scanned, only contained the four applications related to this project.

[bookmark: _Toc157020590]Results

Out of the checks that were run, only 3 were applicable. There was no infrastructure included in the project that related to the other two checks (EBS Public Snapshot and RDS public Snapshot)
The remaining 3 checks assessed the security of S3 bucket policies, the account user policies and security group policies.
The result of the checks indicated that there were no security risks highlight, per the image in Figure 38.


[bookmark: _Ref153112466][bookmark: _Toc157020676]Figure 38 AWS Trusted Advisor security scan results
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[bookmark: _Toc157020591]Well Architected Tool

“AWS Well Architected Tool provides a trusted framework for you to evaluate your cloud architecture and implement designs that will scale over time.” [45]
The Well Architected Tool is a service available in the AWS console that allows a user to benchmark applications against the Well Architected Framework. The Well Architected Framework is a framework that has been created by Amazon which allows users to benchmark Architecture against a range of industry and AWS specific best practices. The framework is split into 6 ‘pillars’ which are considered as important groups of fundamental best practices that should be adhered to. For this section of the project the pillar of concern that will be used to benchmark the project against will be the security pillar.
The Well Architected Tool Allows a user to answer a series of questions on the design and implementation of an application or applications and then provides a report with any findings and recommendations. The report also splits the findings out by risk category, categorising them into High, medium or low levels of risks. The tool also provides feedback on what could be implemented to reduce or mitigate the list. For this project, only the security questions were answered to keep in line with the scope of the project. Once the questions were answered, the reports were generated, and the list of concerns raised were added to a table along with comments on whether action needed to be taken and why (see results section). It is also noted that an extra report was completed that specifically reviewed the security pillar for serverless applications. As the application is serverless the project would benefit from the additional feedback.

[bookmark: _Toc157020592]Results

The full reports have been added to the appendices (see appendix 2 and 3). A summary of the results can be found in the table below in Table 7.[bookmark: _Ref153112664]Table 7 Summary of Risks highlighted in AWS Well Architected Tool report

[image: ]
Overall, the outcome of the report is positive, all but one of the findings are either outside the scope of the project or are not applicable to the project. The concerns that were deemed out of scope have been placed in this category as the work required to mitigate the risk has been deemed too large or complex to fall part of this project. For example, incident management of the applications would require the same amount of research and implementation as this entire project. On reflection, the objective that the application must be secure was too broad and the objective and aim should have been more specific in the project outline (discussed further in the project conclusion). Security strategies and tools to continually improve and test security such as CI/CD pipelines are too complex to be investigated and implemented under this project.

The concerns marked as not applicable were done so as the risks were related to AWS account level access and security. This project has been developed in an AWS account with one developer and one user on the account. There were some security risks that assed access levels and procedures for accounts with multiple individuals, which are not present under the circumstances of the project. These risks have been noted, if the implementation was to be used by the DVLA the user access risks would be handled by the access level procedures already in place at the DVLA.
There was one security concern that was highlighted as a high risk that was not originally implemented but should have been. The project was designed with security at the forefront of the design process. However, no centralised documentation noting the security risks that the applications were exposed to was ever constructed after the planning or implementation phases, even though security issues were discussed during these stages. Constructing a threat model during the planning phase of the project would have saved time during the implementation of the applications, as some security issues or concerns were not highlighted until the implementation was under way. A Threat model has now been designed (appendix X) to ensure that all threats have been documented and the risks have been mitigated to an acceptably low level. The threat model was developed using Shostack’s 4 question Frame for threat Modelling [46] and splits the model into 4 different steps.
By reviewing the results obtained from the automated scans and the Well Architected Tool, it can be concluded that the security of the application meets the objective that was originally set out. However, the aim that the application should be secure was a broad term and should have been more specific. The risks highlighted in the Well Architected Tool are valid risks, some of which could be implemented as part of an extension on this project.

[bookmark: _Toc157020593]Logging

To assess if the final solution has met objective 4, the logging in the final implementation has been benchmarked against the AWS logging best practices. The AWS best practices set out a general level of guidance that should be benchmarked against to achieve safe and compliant logging. The results benchmarking activity can be found in Table 8 below.




[bookmark: _Ref153112732]Table 8 Results of logging benchmarking
[image: ]


Overall, the benchmarking concludes that the application logging meets best practices as set out by AWS.
The logging used in the final implementation can broadly be separated out into two categories, application logging and application access logging.
Application logs are included throughout the code of an application and are used to capture key information for events, for example, when an error is thrown a log can be recorded to provide information to developers. The log recording can be used to help a developers understand why the error was thrown. Application logs can be used to help troubleshoot issues or can provide statistical information that can be used to monitor the behaviour of an application.
Access logs are used to monitor access to a particular resource. Within the REST API’s applications there are API gateway logs that provide detailed information on access to the API endpoints. These logs can be used to provide information on endpoint usage as well as monitoring unauthorised attempts to access an application. See Figure 39 Screenshot of log showing authorised access attempt below for access log showing details of unauthorised request.
[image: A computer screen shot of a computer code
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The first set of principles (Recommended event types) that the logging was benchmarked against was the application event logging. The criteria sets out several different events that should be logged by applications. For example, the above Figure 39 logs any unauthorised access event that occur on the API endpoints.
The second principle (settable log levels) states that application should contain logging that is configurable by log level. This is so the level of logging can be set depending on what environment the application is deployed to. In a development environment, a granular level of logging will be required to help debug. Whereas at production level, the best practices recommend only having error log level set to minimise the risk of creating logs with personal information and to keep costs down. The applications use these log levels throughout and can be configured in the AWS console once the applications have been deployed.
The final set of principles (Best practices) highlight a list of information that should not be logged, or if logged it should be encrypted or hashed. This ensures that the logging withing the application does not contain sensitive information that could breach the law or improvise the security of an application or AWS account. These principles also address the ethical concerns described in the proposal of the project. By following the best practices, the concerns around the logging of data can be mitigated as the best practices provides a list of data that should not be logged by applications. This list has been reviewed as there might be other information that should not be logged that raise ethical or other concerns. After reviewing the best practices list, it has been concluded that the list provides sufficient logging exclusions to address any other ethical concerns.
The final implementation adheres to all the logging best practices as outline by AWS. The logging also contains different level of logging which can be used in different deployment environments should the project move from the development phase into a pre-prod or production environment.

[bookmark: _Toc157020594]Conclusions, Recommendations and Reflections

[bookmark: _Toc157020595]Summary

Post completion of the project, all the aims and objectives of the project included in the introduction section have been achieved. The solution is a fully serverless application, which can scale to the required level. The solution is secure, although risks were highlighted in the data review section that could be addressed to improve the security further. These points will be discussed in the Suggestion for Further work section. The aim of the security objective included in the proposal has been revised in this paper to make the aim more robust, further details are discussed in the Aims and Objectives section below. The application has relevant logging requirements when benchmarked to AWS best practices.
If the project was to be implemented by the DVLA, most of the security risks highlighted by the benchmarking would be resolved by the DVLA’s own internal processes. For example, the DVLA has its own incident management procedures, additional code and dependencies would need to be added to the solutions to alight the applications with the DVLA standards.

[bookmark: _Toc157020596]Aims and Objectives

The aims and objectives were used as the anchor point throughout the project and were used to plan and direct each section. As the project was being designed and implemented, the aims and objectives were referred to multiple times to ensure that the work being completed was being done so for the right reasons, to achieve the objectives. In the Data Analysis, Results and Discussions section the data obtained, and results were used to justify how the Aims and objectives have been achieved, also highlighting where further work could be performed to enhance the final implementation.
On reflection, the aim and objective for the security section could have been more specific in highlighting what aspects of security should have been within scope of the project. After the implementation was completed, the benchmarking tool highlighted several processes that could be performed to test and improve the security of the application. For example, a lot of risk areas highlighted were centred around having processes for incident management and using CI/CD pipelines to further enhance security. The original aims and objectives should have provided a better-defined scope to exclude these exclusively, as they would require a large amount of research and development in their own right.
Furthermore, when the proposal was written, the aim used to achieve the objective of implementing a secure application included sending out questionnaires was changed on reflection. After brainstorming and discussing with colleagues at the DVLA, all the feedback provided was centred around best practices and the Well Architected Framework. The questionnaires would have produced results on personal opinions and understanding of the best practices. This might have caused conflicts in the data due to different personal opinions and interpretation on security best practices. The solution was to simply benchmark against the best practices directly rather than using third party opinions on their understanding of best practices. The tooling used was clear and easy to benchmark against to obtain a reliable assessment. 

[bookmark: _Toc157020597]Design

The design exercise was centred around the original aims of the projects, with a focus on being serverless, security and scalability. The objective of having sufficient logging was focused on more in the implementation section of the project. The exact location of the logging and what to log could only be decided on once the applications had been coded and functioned as intended.
When designing the project, the three objectives were taken into consideration when selecting each component and AWS service to ensure that the service chosen would meet the requirements of each objective. If this was not considered during the planning stage, the implementation might not have met the objectives which would have been highlighted in the results section. The implementation would then need to be changed and re assessed. Due to the thorough research that was conducted during the design period, the solution did not require changing after testing the applications and discussing the results.
Clear design diagrams were produced with the precise architecture and security designs that could be followed when implementing. The clear design allowed the applications to be implemented without any major issues, with only minor issues encountered during implementation which were centred around lack of knowledge and experience with the services (required separate research on implantation of the services rather than their spec and capabilities).

[bookmark: _Toc157020598]Implementation

The implementation of the project was made easier by having clearly designed applications which had been researched thoroughly. The implementation was solely focused on how to produce a working copy of the designs, rather than having to implement and design the applications at the same time. Several challenges occurred during implementation which required further research and testing. A list of these challenges and how they were overcome are detailed in the Implementation section of the project. The logging objective was also looked at in more detail during the implementation, this was not done at the design phase of the project as the logging was configured at the coding level rather than at the infrastructure level of detail.

[bookmark: _Toc157020599]Data analysis and Discussion of results

After the implementation phase of the project was completed, tests were conducted to see if the final implementation achieved the objectives set out at the start of this project. The section was split out into the four objectives of the project so that each section could be assessed in isolation. The section highlighted that the objective centred around security was too broad when originally set as discussed in the Aims and Objectives section of this conclusion. The data showed the objectives had all been achieved, but further work could be implemented to improve the final application even further.

[bookmark: _Toc157020600]Suggestions for further work

After the applications were benchmarked against the AWS Well Architected Framework, several risks were highlighted that could be mitigated or improved on. A number of these risks were cantered around incident management and the processes involved to reduce the security risk. To improve the security of the application, research could be conducted into incident management processes, with findings of the research then being implemented into the applications. For example, the applications could implement a pager service that would alert an engineer if a 500 response was returned to a consumer.
Another risk highlighted was centred around continuous review of security and improvements that could be assessed on an ongoing basis. A CI/CD pipeline could have been implemented to perform certain security checks and perform functional testing to highlight any security concerns on an ongoing basis. Further research and development would need to be conducted in this area as there are many implementations available. Separate objectives would need to be designed so that the scope of the tasks is clear. For example, would a CI/CD pipeline design need to be centred around security or would it also perform checks on performance of the application too?
The final area highlighted is centred around penetration testing. Penetration testing test how the networking infrastructure is set up and how it can be compromised in certain conditions. The security of the endpoints followed the AWS best practice, so a minimal level of testing had been conducted, e.g. if there is no access token with a request the application responds with a 403. Further research specifically concerned with cloud networking and potential issues would need to be conducted, as well as how to perform and assess penetration testing and what tools to use.
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Sothat | can test the email

Tasks
= Create lambda function that receives http request and sends an email via Amazon SES

« Follow detailed design for API
Developer notes
Post request body to be implemented

“from": "example@live. co.uk’

‘success@simulator.amazonses.com’,

st subject’,

“serviceldentifier": *507ab6fc-0249-4eb2-a29d-2723bff5e512",
“body": {
“plainText": *Test message”,

“htmi: *<htmi><body> <h1>Test</h1>Test Message</body></ntmi>"

}
Acceptance Criteria

AC-01- Email sent via A=HTTP request
Given The application has been deployed

When a post request with a valid email request is sent to the endpoint
Then the email will be sent to the intended recipient
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~ Uncategorized Cards
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ESRP-21 Add access ogging to APl endpoints.

Nomal Bug NoSubsystem

6

In Progress

ESRP-11 Add topic to SES

Nomal Bug NoSubsystem

£5RR-16 Email notification registration

Normal Task No Subsystem

£5RR-14 Create example consumer
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AP35 Create Mock Email Service

Nomal Bug No'Subsystem
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Amazon 53

v Account snapshot

Last updated: Nov 26, 2023 by Storage Lens. Metrics are generated every 24 hours. Learm more [}

Object count

Average object size

w Storage Lens dashboard

You can enable advanced metrics in the

"default-account-dashboard" configuration.

87 1029 KB
Buckets (7) info Copy ARN Empty Delete _
Buckets are containers for data stored in S3. Learn more [
Q em. X | 1 matn 1@
Name a | AWS Region v | Access v | creation date v

O nathjmor-email-status-eu-west-

Europe (London) eu-west-2

Bucket and objects not publi

November 17, 2023, 22:31:01 (UTC+00:00)
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Default encryption info
Server-sie enceypion s sutomatcaly applied o ew cbjets stored n this buckets

Encryption type  Info
Server-side encryption with Amazon 53 managed keys (SSE-53)

Bucket Key
When KMS encryption is used to encrypt new objects in this bucket, the bucket key reduces encryption costs by lowering cals to AWS KMS. Learn more [/

Enabled
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Block public access (bucket settings)

Public access i granted to buckets and abjects through access control ists (ACLS), bucket policies, access point polices,oral. In order to ensure that public accessto allyour §3 buckets and objects is locked, turn on Block all public access. These settings apply only
this bucket and its access points. AWS recommends that you turn on Block al public access, but before applying any of these settings, ensure that your applications il work correctly without public access. f you require some levelof public access to your buckets or
abjects within, you can customize the individual settings belows t0 st your specific storage use cases. Learn more [

Block all public access
®@on

> In

ual Block Public Access settings for this bucket

Bucket policy Edit Delet

The bucket policy, written in JSON, provides access tothe objects stored in the bucket. Bucket policies don't apply to objects owned by other accounts, Learm more [

Public access is blocked because Block Public Access settings are turned on for this bucket
To determine which settings are turned on, check your Block Public Access settings for this bucket. Learn more about using Amazon 53 Block Public Access [4

"Version"; "2008-10-17",
"Statement": [

"Principal’: **",
"Action": 's3:*",

"Resource" [
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Publish message to topic

Message details

Topic ARN
armiaws:snsieu-west- 2:076227 282058:5cs-event-processor-nathjmor-topic

Subject - optional

Enter message subject

Maximum 100 printable ASCl characters

Time to Live (TTL) - optional  Info
his seting splies oy to motie applicaion endpints: The number of saconds that th push notficaion ervice s o deliver the message t the ncpoint.

Message body
Message structure
O Identical payload for all delivery protocols. © Custom payload for each delivery protocol.
The same payoad s et o endpointssubscrbd 0 the Differnt paioadsaresent to endpoints sbscied o the
o, regaretess o sl e ot i, based on thek delvery protoca.

Message body to send to the endpoint  Info
The message body must be 3 JSON abject ith an attribute for each delivery protocol
14

2 "default’: “sample fallback messsge”,

3 "sqs": "Sample message for Amezon SQS endpoints”

a3





image21.png
Number Of Messages Received

@ NumberOfvessagestecsived




image22.png
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File | % Stmts | % Branch | % Funcs | % Lines | Uncovered Line #s
|-

AlL files | 10| 00 | 100 | 100 |

sesEventprocessor-helper.js | 100 | 00 | 10| 100 |
|-

Test Suites: 1 passed, 1 total

Tests: 21 passed, 21 total

snapshots: @ total

Time: a.701 s
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Params  Authorization ®  Headers (12)  Body ®  Pre-requestScript  Tests®  Settings

pm. test("Status code is 400", function () 1
pm. zesponse. to.have .status(400) ;
n;

. test("Return a 469 Field from is required errorr”, function () {
pm.expect (jsonData.errors[0] .detail) .equal (‘Field from is required")

1
2
s
4
5 Iet jsonbata - ISON.parse (zesponseBody)
B
7
B
° B

11 pm.test("Return a 400 Field to is required errorr", function () 1

12 pm.expect(jsonbata.errors[1].detail) .equal('Field to is required’)

13 B;

15 pm.test("Return a 400 Field subject is required errorr”, function () {
16 pm.expect(jsondata.errors(2].detail) .cqual('Field subject is required')
7 B

15 pm.test("Return a 400 Field plainText is required errorr”, function ()
25 pm.expect(jsonbata.errors[3] .detail) .equal('Field body - plainText is required')

Body Cookles Headers (13) TestResults (6/5)

Al Passed  Skipped  Failed

Status code s 400
Return a 400 Field fromIs required errorr
Return a 400 Field to s required errorr
Return a 400 Field sublect is required errorr

Return a 400 Field plainText is required errorr

Return a 400 Field htmi is required errorr
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console.debug('registrationArray’);
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10 // log added to build stats on request type
1 console. info(httpethod);
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function createWriteStream(Bucket, Key) {
const s3 = new S3Client(s3ClientConfig);
const writeStream = new stream.PassThrough();
const uploadPromise = new Upload({
client: s3,
parans: {
Bucket,
Key,
Body: writestream,
}
1).done();
return { writeStream, uploadPromise };

sex
* Function that fetches the CSV file from S3 and
* converts to a string
* @param s3
* @returns {Promise<*>}
*/
const getCSVRegistrationlistbata = async () => {
const s3 = new S3client(s3ClientConfig);
const params = {
Bucket: process.env.bucketName,
Key: process.env.registrationListFileName,

s
try {

const csvRegistrationListResponse = await s3.send(new GetObjectCommand(params));
return csvRegistrationListResponse.Body. transformTostring();

} catch (error) {
console. error("Error fetching CsV°, error);
throw new Error('Error fetching CSV');
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Cold start response time (ms) *  Subsequent requests

1 2 3 Mean cold start request time (ms) 1 2 3 Mean request time (ms)

Central S3 client initialisation 1168 1158 1208 1178 95 102 106 101

Client initialisation in each method 1358 1338 1401 1366 164 148 175 162

% increase in mean response time 14% 38%

*Cold starts were each tested 15 minutes after prior invocation
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/1 Mock 53
const mocks3 = mockClient(S3Client);

/1 Mock input stream from S3

const createsdkStreanFronstring = (responsestring) => {
const responseStream = new Readable();
responseStrean. push(responsestring) ;
responsestrean. push(null);
return sdkStreamtixin(responsestrean);

/1 Wock input stream from 3

const. mockGetObjectResponsedody - () > ({
createsdkstreanFronstring(

serviceldentifier”, "url”, "dvlaResource™\n' +
‘e0bFb395-33b3-49Fb-9068-d8de3356b63d", "https://XXXX.execute-api.eu-west-2.anazonaws.com/vl/consumer
e@bfb395-33b3-49Fb-9068-d8de3356b64d", "https://XXKX.execute-api.eu-west-2.anazonaws.con/v2/consumer”,
*"C443136a-1396-418C-b83C-cbeF1descicd”, "htps://XKXX.execute-api.eu-west-

Test resource™\n’ +
Test resource2”\n" +
. "Test resource3™\n"

~amazonaus . com/v3/consumer

s
H

/1 Mock input stream from 3
const mockS3CommandsResponseBodies = () => {
mocks3.on(GetobjectConmand) .callsFake((input) => {
if (typeof input.Bucket === 'string’ & typeof input.Key
return new Promise((res) => {
L] | res(mockGetObjectResponseBody());
bH

*string’) {

}

return {};

BH
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- sid: "Allow ses to send to sns’
Effect: "Allow’
principal:
Service: 'ses.amazonaws.com®
Condition:
stringequals:
aus:SourceAccount: ${aws:accountId}
Action:
- kns:Decrypt
- kns:GenerateDataKey
Resource: "**
- sid: "Allow sns to send to sqs’
Effect: "Allow’

principal:

Service: 'sns.amazonaws.com®
Condition:

stringequals:

aus:SourceAccount: ${aws:accountId}
Action:
- kns:Decrypt
- kns:GenerateDataKey
Resource: "**
- sid: "Allow lambda to decrypt’
Effect: "Allow’
principal:
ey oo
Condition:
ArnLike
aus
Action:
- kns:Decrypt
Resource: "**

rincipalArn: &PA:aus

${aus :accountId} : role/ses-event-processor-${opt : stage} -${aus:region}
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const convertMessageFromSQSToJSONObject = (record) => {
let messageToConvert = JSON.stringify(record.body).replace(/(\\n|\\)/g,

messageToConvert = messageToConvert.slice(1).slice(e, -1);
messageToConvert = messageToConvert.replace(’™{", "{");

messageToConvert = messageToConvert.replace("

")

messageToConvert = messageToConvert.replace(’"™"",

messageToConvert = messageToConvert.replace(

return JSON.parse(messageToConvert) ;.
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config:
target: "https://my6upx379c.execute-api.eu-west-2. amazonaus. con/nathjmor"

phases:
- duration: 10
arrivalRat
name: email-status-max-load-test’

scenario
- name: "send success email’
Flou:
~ pos
url:
son:
from: "nathan_j_morrisglive.co.uk’
to:
- *success@simulator.anazonses.. con”
subject: *subject”
serviceldentifier: '567ab6fc-0249-aeb2-a29d-2723bffSe5f2"
body:
plainText: "Hello! This is the message’
html: *<html><body><hi>Hello!</h1>This is the message</body></html>"

*/v1/email®

-5
as: “response’
expect:
statusCode: 202
- log: "{{ response }}*
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Summary report @ 12:25:26(+0000)

.codes.200: .. .50
~downToaded_byte: . 2500
.request_rate: . 5/sec
_requests: .50
_response_time:
i .84
. 325
. 177.8
. 144
. 3019
. 3142
http.responses: .. .50
vusers. completed: .~ 50
vusers.created: .. . .50
vusers.created_by_name.send success emai .50
vusers. failed: .0
vusers.session_length:
min: . 123.7
ma . 890.4
mean . 2847
median: . 198.4
p95: . 561.2
p99: . 608
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2023-11-28712:04:57.430+00:20 2023-11-287T12:04:57.4307 @f3e1873-b002-43e2-9485-7709790871F INFO { 'Smetadata': { httpstatusCode: 208,
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O Name o] Type o | Lastmodified

o D ooavesssenis-aase: . November 26, 2023, 12:0457
8d267e54€592 Deliveryjson b (UTC+00:00)
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Test Type

Request 

per second

Duration 

(seconds)

Number of Events 

Expected**

Number of Events 

Present in Consumer 

S3 Bucket

Time Final Email 

Sent

Time Final Delivery 

Event Received

Lead Time 

(seconds)

Time Final Email 

Sent

Time Final Delivery 

Event Received

Lead Time 

(seconds)

Soak 1 & 2* 60 140 140 14:16:16 14:16:19 3 14:40:04 14:40:06 2

Load 2 10 40 40 14:03:55 14:03:57 2 14:48:07 14:48:012 5

Load 3 10 60 60 12:04:57 12:05:01 4 14:50:38 14:50:41 3

Load 4 10 80 80 12:20:11 12:20:14 3 14:52:08 14:52:12 4

Load 5 10 100 100 12:25:25 12:25:27 2 14:54:53 14:54:57 4

Mean Duration Lag 2.8 3.6

*1 request per second for 50 seconds followed by a burst of 2 requests per second for 10 seconds

** Number of requests per second * number of seconds*2

Mock Email Service DVLA Notification Utility
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Tool

High Medium Low None

AWS Inspector - - -

a

AWS Trusted Advisor - - -

a

AWS Well Architected Tool 4 5 - N/A

Secuity Findings (Risk Level)
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Amazon EBS Public Snapshots

Checks the permission settings for your Amazon Elastic Block Store (Amazon EBS) volume snapshots and alerts you if any snapshots are marked as Lastupdated: fow seconds ago.
public.

085 snapshots are marked as public

Amazon RDS Public Snapshots

Checks the permission settings for your Amazon Relational Database Service (Amazon RDS) DB snapshots and alerts you if any snapshots are marked as Lastupdated: fow seconds ago.
public.

0 RDS snapshots are marked as public.

Amazon S3 Bucket Permissions

Checks buckets in Amazon Simple Storage Service (Amazon $3) that have open access permissions or allow access to any authenticated Last updated: 15 hours ag0
AWS user,

0.0f 8 buckets have permission properties that grant global access.

1AM Use

“This check s intended to discourage the use of root access by checking for existence of at least one 1AM Last updated: 15 hours ag0

At least one 1AM user has been created for this account.

Security Groups - Specific Ports Unrestricted

Last updiated: 15 hours:
Checks security groups for rules that allow unrestricted access (0.0.0.0/0) to specific ports. o

0.0F 0 security group rules allow unrestricted access to a spedific port.
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Framework Section Risk Rating Risk Response Notes

Well-Architected Framework Report

SEC 1. How do you securely operate your workload High Identify and prioritize risks using a threat model Implement See Appendix X

Automate testing and validation of security controls in pipelines Out of scope CI/CD pipeline out of scope of project outline

SEC 2 . How do you manage identities for people and machines? High Audit and rotate credentials periodically N/A General account based permission - personal account treated differently to live account at an organisation

SEC 10. How do you anticipate, respond to, and recover from incidents? High Develop incident management plans Out of scope Incident management not outline in project aims

Develop and test security incident response playbooks Out of scope Incident management not outline in project aims

Pre-provision access Out of scope Incident management not outline in project aims

Run simulations Out of scope Incident management not outline in project aims

Establish a framework for learning from incidents Out of scope Incident management not outline in project aims

Pre-deploy tools Out of scope CI/CD pipeline out of scope of project outline

SEC 11. How do you incorporate and validate the security properties of 

applications throughout the design, development, and deployment 

lifecycle? High Perform regular penetration testing Out of scope Risk is low due to public access being restricted to endpoints only which have IAM authorisation protection

Centralize services for packages and dependencies Out of scope High risk level that would be used by an organisation rather than a single project

SEC 3. How do you manage permissions for people and machines? Medium Define permission guardrails for your organization N/A Account related no purpose in implementing for just one project/user

Establish emergency access process N/A Account related no purpose in implementing for just one project/user

Reduce permissions continuously Out of scope Ongoing task, this has been done as the project has moved further to final product

Share resources securely with a third party N/A No use of third party applications

SEC 4. How do you detect and investigate security events? Medium Automate response to events Out of scope Incident management not outline in project aims

Implement actionable security events Out of scope Incident management not outline in project aims

SEC 5. How do you protect your network resources? Medium Automate network protection Out of scope Requires use of WAF - security too high level/general for project scope

SEC 9. How do you protect your data in transit? Medium Automate detection of unintended data access Out of scope Too complicated for scope, this would most likely be a project in itself

Authenticate network communications Out of scope This would build further on the API security and require authentication via JWT for example

There is a high level of security already on the endpoints but this cloud be implemented if scope had allowed

Serverless Lense Report as the area is complex and would require a significant amount of research

SEC 1. How do you control access to your Serverless API? Medium Scope access based on identity’s metadata Out of scope Same comment as SEC 9 above.

Key

Implement Implementation of recommendation to mitigate risk

Out of scope Task out of scope of project due to size/complexity of recommendation e.g. creation of CI/CD pipeline - these can be seen as improvements that could be made to the project

N/A Not applicable to project due to risk being AWS account related e.g. personal account password rotation not a significant risk to security of application
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Logging Best practices

Email Event 

Registration API 

SES Event 

Processor 

Service

Mock 

Email 

Service

Example 

Consumer Notes

Recommended Event Types*

Input validation failures

a

N/A

a a

No HTTP input, error logging in place for SQS message validation

Output validation failures

a a a a

Identity authentication successes and failures

N/A N/A N/A N/A No identity authorisation used

Authorization (access control) failures

a

N/A*

a a

*Not a REST API

Session management failures

N/A N/A N/A N/A N/A to lambda functions

Application errors and system events

a a a a

Application state

N/A N/A N/A N/A N/A to lambda functions

Use of higher-risk functionality

N/A N/A N/A N/A No 'High-Risk' functionality

Legal and other opt-ins

N/A N/A N/A N/A

Best practices**

Settable log levels

a a a a

The following attributes should not be recorded 

directly in the logs. Remove, mask, sanitize, hash, or 

encrypt the following:

Ensure that the data you are logging is legally 

permitted a a a a

Application source code

a a a a

Session identification values (consider replacing 

this with a hashed value if you need to track session-

specific events) a a a a

Access tokens

a a a a

Sensitive personal data and some forms of 

personally identifiable information (PII), such as 

health information or government-issued identifiers

a a a a

Authentication passwords

a a a a

Database connection strings N/A N/A N/A N/A No database connection

Encryption keys and other primary secrets

a a a a

Bank account or payment card holder data N/A N/A N/A N/A No payment details processed

Data of a higher security classification than the 

logging system is permitted to store a a a a

Commercially sensitive information

a a a a

Information that is illegal to collect in the relevant 

jurisdictions a a a a

Information that a user has either opted out of or 

hasn't explicitly consented to collection a a a a

Information that the consent to collect has expired

a a a a

File Paths

a a a a

Internal network names and addresses

a a a a

Non-sensitive personal data, such as personal 

names, telephone numbers, and email addresses a a a a

* https://docs.aws.amazon.com/prescriptive-

guidance/latest/logging-monitoring-for-application-

owners/event-types.html

**https://docs.aws.amazon.com/prescriptive-

guidance/latest/logging-monitoring-for-application-

owners/logging-best-practices.html


image49.png
“requestTina": “62/Dec/2623:21116:39 -0006"
“hetptatiad: P0sT",

“resourcepath™s ~/v3/ensi1/status/registration”,
“protocol®: WITE/LL,
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