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The Virtual Machines task is broken down into 4 main parts as follows:
VirtualBox virtual machine Management software will be use throughout
1. Create 4 virtual PC’s, installing Windows 8 on 2 of the machines, these will be servers. 2 windows 7 as the 2 clients
2. These PC’s will be configured as 2 private networks complete with an interconnecting backbone. Initially they will be set up using static IP addresses in the IPv4 format
3. A server will be set up with a primary domain controller using dcpromo, then create an active directory and enrol 1 PC client on to it
4. Implement a DHCP server and alter the IP addressing to dynamically allocated address on a client PC
All practical work on PC was completed with Hafiz Uddin.
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The Following diagram of a simple network displays the topology, address conventions, connections and names that will be use throughout the tasks

	
	
	
	Publicnet:
	192.168.1.xxx
	
	
	

	 
	 
	 
	 
	 
	 
	 
	 

	 
	
	
	
	
	
	
	 

	 
	
	
	
	
	
	
	 

	 
	
	
	
	
	
	
	 

	Publicnet:
	
	 
	Privatenet1: 192.168.100.xxx
	Privatenet2: 192.168.101.xxx
	
	 
	Publicnet:

	192.168.1.100
	
	 
	
	
	
	 
	192.168.1.101

	 
	
	 
	
	
	
	 
	 

	Server 1
	 
	 
	
	
	
	 
	Server 2

	Privatenet1:
	
	 
	
	
	
	 
	Privatenet2:

	192.168.100.1
	
	 
	
	
	
	 
	192.168.101.1

	
	
	 
	
	
	
	 
	

	Client 1
	
	 
	
	
	
	 
	Client 2

	Privatenet1:
	 
	 
	
	
	
	 
	Privatenet2:

	192.168.100.2
	
	 
	
	
	
	 
	192.168.101.2

	
	
	 
	
	
	
	 
	


                                                   Figure 1: Network Configuration
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Using VirtualBox virtual machine Management software
[bookmark: _Toc536019880]Server 1 setup	Comment by John Rees: OK – but a bit short of RAM for a Windows Server 2008 configuration.  It generally struggles with less than 4 GB (4096 MB)
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VB settings for server 1
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IP Addresses manually entered, giving static IP addresses for Publicnet and privatenet 1
[bookmark: _Toc536019881]Client 1 setup
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VB settings for Client 1
[image: ]
IP Addresses manually entered, giving static IP addresses for Privatenet 1
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VB settings for server 2
[image: ] [image: ]
IP Addresses manually entered, giving static IP addresses for Privatenet2 and Publicnet2	Comment by John Rees: Assigning each device as its own default gateway will cause problems later in the tasks.
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VB settings for Client 2
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IP Addresses manually entered, giving static IP addresses for Privatenet 1
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Pinging between servers and clients
Server_1 – Pinging the IP addresses
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Server_2 – Pinging the IP addresses
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Client_1 – Pinging the IP addresses
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Client_2 – Pinging the IP addresses	Comment by John Rees: OK – but more than is needed, if you think about it.
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Server 1 Setup
[image: ]
Added windows 7 client to the domain
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Client 1 has now connected to the uwtsd domain	Comment by John Rees: OK. Very concise compared to the previous section.
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Server1 Setup DHCP
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Server 1 has now been set up with the DHCP service










[bookmark: _Toc536019887]DHCP Part B: Creating a DHCP Scope

Scope
[image: ]
The scope is now set up with a range of IP addresses
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IPConfig / Release
[image: ]
IPConfig /Renew
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IPConfig /All
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[bookmark: _Toc536019889]DHCP Part D: Configuring DHCP Options

Configuring DHCP Scope options
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Testing the DHCP options
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Enabling the routing access service on a server
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Add Routing Protocols on the server and add 2 routing interfaces to the routing protocol on the server
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Server_1 – Pinging the IP addresses	Comment by John Rees: To demonstrate your routing works, you need to be pinging server 2 from client 1, or client 2 from server 1 or client 1.  Make it clear what’s going on!
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A. State the benefits of using type 2 Hypervisor virtualisation software in the designs. Comment on the strengths and weaknesses of the VirtualBox platform used in your network
B. Explain the significance of Active Directory Forests, Trees, Parent and child domains
C. Investigate and document the main roles and responsibilities of an Active Domain Controller
D. What actions could we take in the event of a Domain Controller becoming unavailable

[bookmark: _Toc536019892]A. Type 2 Hypervisor

[1] Figure 2: Typical Type 2 Hypervisor set up
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Type 2 are easier to install than type 1 and can support a greater range of hardware. They have more points of failure and can be affected by the supporting OS

[bookmark: _Toc536019893]B. Active Directory Forests, Trees, Parent and child domains

An Active Directory has the Domain as its core unit. Each domain holds information on each object given access to the domain such as Security policies, Admin rights etc. This is known as a tree; a tree can be a single or have multiple domains. If a domain is added to a tree this then becomes a child domain in the Tree. The Tree that the child was attached then becomes the parent domain. Also, child domains can have their own child domains etc. This then leads to a Forest being made from multiple trees. This allows organisations to group multiple divisions in one forest. See figure 3 below
[2] Figure 3 Example of Active Directory [image: http://www.tech-faq.com/wp-content/uploads/2012/10/Tree-and-Forest-in-Active-Directory.png]

[bookmark: _Toc536019894]C. Main roles and responsibilities of an Active Domain Controller

[3] Figure 4: 5 roles in an active directory
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There are 5 main roles that an ADC has, these are as follows
1) Schema Master – 1 per forest
a) Shared over all trees/domains in a forest
b) Consistent between all objects
2) Domain Naming Master – 1 per forest
a) Provide unique domain names
3) Relative ID (RID) Master – 1 per domain
a) Provides a unique SID (Security ID) to each object in a domain (2 parts)
i) The SID of the domain the object sits in
ii) A Unique RID to the domain
4) Primary Domain Controller (PDC) Emulator – 1 per domain
a) Acts as a Windows NT PDC for backwards compatibility
b) Password Master
5) Infrastructure Master – 1 per domain
a) Responsible for updating references from objects within its domain to objects in other domains

[bookmark: _Toc536019895]D. What actions could we take in the event of a Domain Controller becoming unavailable

Additional Domain Controllers can be set up on more than 1 server Pc.
a) Shared load, increased performance
b) User logging in can use any available DC
c) DC can be made local to users
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During this assignment the team installed Virtualbox on to a PC. Then set up 4 virtual computers, 2 to be servers and 2 to be clients. Using Windows 8 for the servers and Windows 7 for the clients. The team then set up 3 networks to private networks 1 & 2 and a public network. These networks were set up with static IP addressing.
The team then used server 1 to create a primary domain controller using dcpromo tool, they then created an active directory and enrolled a client onto it. Then a DHCP server was set up and the clients IP addressing was changed from static to dynamic obtained IP addresses.
[bookmark: _Toc536019897]
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