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[bookmark: _ty2tjlqkkfgy]Application Development Concepts
[bookmark: _osfgus42df61]Machine Learning and Artificial Intelligence in Mobile Application Development
Mobile applications are beginning to use machine learning and artificial intelligence to provide valuable data and real-time analytics. Apple unveiled Core ML 3 at WWDC 2019 [1], the latest version of it’s machine learning model framework designed to help iOS developers embed AI into their applications. A common function of machine learning in mobile app development is image processing[2], in this machine learning algorithms are used to detect various objects in a given image. This type of machine learning is ‘Supervised Learning’ where the system is fed with a lot of labeled images containing different objects. Google Assistant and Google Photos are a good example of utilizing this. As far as developing with machine learning yourself, TensorFlow is an open source machine learning framework from Google. Using Python to provide a convenient front-end API and C++ for executing algorithms with high performance [3]. TensorFlow is especially great for developers unfamiliar with machine learning due to it’s excellent abstraction, developers can simply use the power of machine learning without having to worry about implementing complex algorithms. Machine learning is also prevalent in discovering what audience to target with your application, due to its nature it excels at analysing large data sets such as marketing information.
[bookmark: _qbbjwx3nel7i]Requirements
[bookmark: _c77xa6p1cga0]Introduction
As an avid gamer, when I was presented this assignment I saw an opportunity to create a tool to assist myself. Escape from Tarkov is a hardcore survival shooter game created by Battlestate games. The objective of the game is to enter a raid, loot containers and players and extract. Naturally with this gameplay loop there are a multitude of items available and keeping track of them all is difficult in game. Many players resort to scouring the online wiki for detailed data on the weapons, ammunition and gear available. My application compiles all of this data into a centralized database and quick and easy to use front end to access it. On top of this it allows you to save specific loadouts you may like to enter the game with, this is saved on a per user basis.
[bookmark: _qnwvmeo7m0ug]Functional Requirements
In order for this application to be successful it needs to be able to make both simple and complex queries to a database seamlessly to provide an unobtrusive experience to the user. It must have a dedicated login page, if a user does not have an account there must be an option to register one. Once logged in, there should be options to view the various items in the game such as weapons, gear and ammunition. Users should be visually notified of any errors that take place. Additionally measures should be put in place to protect the database from SQL injection attacks.
[bookmark: _7hux4pxvdw32]Design and Implementation
[bookmark: _qs4gdmek200k]Entity Relationship Diagram
[bookmark: _b18et0nriwog]Version 1
[image: ]
In the first iteration of the ERD I opted to split the tables up in order to reduce the number of NULL values in each row. This technique is called class table inheritance and works by mapping each table to its own class and allows links anywhere in the inheritance structure [1]. However, this created many zero-to-one and one-to-one relationships and I knew it would make querying during development much more complex due to the many joins.
[bookmark: _9z4bde96p6k]Version 2
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In my second iteration I simplified some of the tables and created airtight relationships between them. I adjusted some of the fields to allow nulls due to some fields being unused for certain gear and weapons. This design follows the single table inheritance technique instead, in Entity Framework it follows the Table-Per-Hierarchy format. The database follows a more one-to-many approach and queries during development will be much simpler to handle.
[bookmark: _3bwx9te5dsx2]Data Dictionary
[bookmark: _li73f3bn75lh]User
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[bookmark: _k7qm3k7c8142]Gear
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[bookmark: _x2io9g7ggo2]Caliber
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[bookmark: _xaxag5rs5bob]Loadout
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[bookmark: _mbttentz4cly]Weapon
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[bookmark: _vmxu7tdcct0w]Pseudocode
[bookmark: _6ziuogmr934u]Main Menu
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[bookmark: _xlg0v2j91plg]Login
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[bookmark: _k3rrat9w3xz6]Register
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[bookmark: _bqb3eau62o2m]Profile
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[bookmark: _25k7e7ko94xi]Ammunition, Weapons, Gear and Loadouts
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[bookmark: _btzyyxih04ru]Implementation
[bookmark: _y15w8lkiff4j]Entity Framework Conceptual Model
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After designing and implementing the database, I used Entity Framework’s Database-first approach to generate an object model of my database. This generates a database context class containing a collection of entities which are related to the database tables.
[bookmark: _7tq5zhvacvxb]DBContext Class
[image: ]
Here in the database context class, a custom name ‘EFTDBEntities’, is set and a navigational property is set for each collection of entities. This class can be interpreted as the database is accessible in code form.
[bookmark: _39u7jisw8al]Example Entity Class
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The Entity Framework API converts each table in the database to a class with the class’s properties being the fields. Any links via foreign keys on the table are converted into a navigation property with the virtual prefix. Using this navigation property you can access the end point of the association.
[bookmark: _o0hgmpi4fxx9]Binding Data
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Whenever I needed to access data from the database I would first instantiate an instance of the database context. I would then load data from the database into the context and use the .Local property to view all added, modified and unchanged entities. Finally I bind that database set to a DataSource. Using that DataSource I could display the data using the Data properties of the DataGridView and ComboBox controls. Where necessary I used lambda expression syntax in Method-Based LINQ to Entities queries to filter my collection of data.

[bookmark: _r2nba7g86vjs]Adding (INSERT)
[image: ]
Because I chose to use entity framework, adding data to the database was quite a simple procedure. First I validated the data I will be adding using a helper function detailed below. Then I instantiated an instance of the database context inside a using statement, this automatically disposes of the context when finished. Next I create an instance of the object I'd like to add to the database, in this instance a loadout. Then I fill out the object properties with input data, in this circumstance I used LINQ to Entity queries to find the GearID of some of the input; using this technique helps to protect against traditional SQL injection attacks due to LINQ generating the SQL after the fact. Finally I added the new loadout to the database context and saved the changes, this sends an SQL query to the database with everything that was added, modified and deleted.
[bookmark: _ldcyy5j48mp1]Modifying (UPDATE)
[image: ]Similar to adding data, for updating I first verified the data was valid. Next I created a new instance of the object I'd like to add and filled out it’s properties. However, this time I changed it’s entity state to Modified. This lets the database context know that this particular object has an entry in the database and some or all of it’s properties have been modified. Then I save the changes and the Entity Framework sends an SQL UPDATE query to the database.
[bookmark: _55uoi6qdbk5x]Removing (DELETE)
[image: ]
When it comes to deleting data, I first prompt the user to confirm they want to delete the row they’ve selected. Next I create an instance of the object I want to delete and use a LINQ to Entities query to find the specific item in the database. It’s important to check that the item is attached to the context before trying to delete it, so I check and update it’s Entity State if necessary and then remove it. Finally I save the changes and send a SQL DELETE query to the database using Entity Framework.
[bookmark: _99pfepwesn3f]Validation
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In order to validate that the input data can successfully enter the database I first use TryParse() to check that the data can be converted to the appropriate Data Type. If any of the tests fail the success boolean is set to false and the user is notified. The inputs that failed are made red to indicate they’re erroneous.
[bookmark: _jjdkgudn7x6s]Styling
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In order to control the style of the inputs dynamically, I created a small helper function to check which control has been clicked and with a switch statement altered the styles. I also made use of the Struct I made in FormMainMenu to hold colours I was using throughout the app.

[bookmark: _9ij5o1puoq9j]Final Product
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Figure 1 - Login
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Figure 2 - Register
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Figure 3 - Profile
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Figure 4 - Weapons
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Figure 5 - Ammunition
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Figure 6 - Gear
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Figure 7 - Loadout
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Figure 8 - Admin
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Figure 9 - Double clicked a row
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Figure 10 - Updated a record
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Figure 11 - Delete confirmation dialog box
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Figure 12 - Added a record
[bookmark: _1iut86keig9l]Evaluation
[bookmark: _bzz4qxp9wasf]Test cases
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[bookmark: _v0a17kiqq0o6]Reflection
Overall I think the application I have developed fulfils the functional requirements I set out at the beginning of the project. I have learned a lot about Entity Framework’s Database-first approach  and how to manipulate the database using it. In the future i’d like to try the Code-first approach to eliminate the SQL portion of development altogether. During this project I've improved my comfortability with using lambda expressions in the place of lengthy alternatives and using LINQ to speed up my development and protect against security issues. I’m very proud of how it turned out aesthetically, I put a lot more effort into making the design user friendly and included some user experience quirks such as highlighting the selected button with colours. In the future i’d like to add more data to the loadout page. Aggregating equivalent data from all sources, such as ergonomics, into a single easily readable number showing how it will affect the current loadout.
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[Enamespace EFTApp
[

=

using System;
using System.Data.Entity;
using System.Data.Entity. Infrastructure;

pubTic partial class [FTDBEREiEied & DbCortert

puslic _0

me-EFTDBENtities™)

protected override void OnbodelCreating(Dbliodel8uilder modelBuilder)
<
i throw new UnintentionalCodeFirstException();

b

public virtual DbSet<Ammunition> Ammnitions { get; set; }
| public virtual DbSet<Caliber> Calibers { get; set; }
public virtual DbSet<Gear> Gears { get; set; }
public virtual DbSet<Loadout> Loadouts { get; set; }
public virtual DbSetcUser> Users { get sets 3
| public virtual DoSet<ueapon> Weapons { get; set; }
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EInamespace EFTApp

using System;
using System.Collections.Generic;

PUbTIC partial class fmmunition
1

public int AmmunitionID { get; set; }
public string Name { get; set; }

public int Damage { get; set; }

public int Penetration { get; set; }

public int ArmourDamage { get; set; }
public int Accuracy { get; set; }

public int Recoil { get; set; }

public decimal FragmentationChance { get; set; }
public decinal RicochetChance { get; set; }
public int Speed { get; set; }

public int CaliberID { get; set; }

public virtual Caliber Caliber { get; set; }
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// Load
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‘the data into the DbContext and bind it to the appropriate dataSources for use in the datagridview and comboboxes.
private void Loadbata()

using (EFTDBENtities context = new EFTDBENtities())

<

// Query the appropriate tables and store the results in the DBContext.
context. Gears. Load()

‘context..Heapons. Load();

context. Loadouts. Load();

// Bind the data to the DataSource.
1oadoutBindingSource.DataSource = context.Loadouts.iher=(1 => 1.UserID
gearBindingSource.DataSource = context.Gears. Local. ToBindingLis();

weaponBindingSource.DataSource = context.Weapons.Local. ToBindingL i<t();

currentUser.UserID) . Tol ist();

// Create new datasources for each loadoout slot, use lambda expressions to query the database and save

BindingSource backpacks Bindingsource();
backpacks.Datasource = context.Gears.uher=(b.
// Attach the datasource to the corr
cbox_backpack.Datasource = backpacks;

b.Slot == "Backpack”).ToList();
ct combobox. The combobox Displaylents

i< set

lay the Tten.

the rows that

Name.




image26.png
he DB

create a new instar ntext and

If the data is val.

Mnen the changes are saved the database will insert the row using a standard INSERT quers
private void bn add_Click(object sender, EventArgs e)
<
if (ValidateData())
<
using (EFTDBENtities context = new EFTDBENtities())
<
Loadout loadout = new Loadout()
<
Name = txt_name.Text,
UserID = currentUser.UserID,
Get the ID of the appropriate gear using a lambda expression LINQ to Entity query
EarpieceId = context.Gears. e <(earpiece => earpiece.Name == cbox_earpiece.Text).First0rDerault() GearlD,
HeadwearID = context.Gears. \ncr<(headwear => headwear.Name == cbox_headwear.Text).First0rDerault() .GearID,
BodyArmourID = context.Gears.ihere(bodyArmour => bodyArmour-Name == cbox_bodyArmour . Text) .First0rDefaul () .GearID,
PrimaryWeaponID = context.Weapons.ner=(prinarykieapon => primarybeapon.Nane == cbox_primaryeapon.Text).FirstOrDerault() .eaponID,
SecondarykieaponID = cortext.Weapons.iiier(secondarykieapon => secondarykieapon.Name == cbox_secondaryeapon. Text) . Firs0rDefault(). WeaponlD,
HolsterbeaponID = context.Heapons.here(holsterkieapon => holsteriieapon.Name == cbox_holsterbieapon.Text).First0rDeraul () .HeaponID,
RigID = context.Gears.iiere(rig => rig.Name == cbox_rig.Text).FirstOrDerault().GearID,
BackpackID = context.Gears. e (backpack => backpack.Name == cbox_backpack.Text).Fir=t0rerault().GearlD
i3
context. Loadouts. Add(1oadout);
context. SaveChanges ()3
LoadData();
MessageBox.Show($"Loadout *{loadout.Name}' added successfully
b
¥
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Modifie

// If the data is valid, create a new instance of the appropriate entity and input the data. Change the en
// Winen the changes are saved the database will update the row using a standard UPDATE query.

private void bn_save Click(object sender, EventArgs €)

<

iF (Validateata())
<
using (EFTDBENtities context = new EFTDBENtities())
<
int caliberID = context.Calibers.ihere(c
Ammunition ammunition = new Ammunition()

<

C-Name == cbox_caliberID.Text).FirstorDefault().CaliberID;

AmmunitionId = currentID,

Name = txt_name.Text,

Damage = int.Parse(txt_damage.Text),

Penetration = int.Parse(txt_penetration.Text),
ArmourDamage = int.Parse(txt_armourDanage.Text),
Accuracy = int.Parse(txt_accuracy.Text),

Recoil = int.Parse(txt_recoil.Text),
FragnentationChance = decinal.Parse(txt_fragentationChance.Text),
RicochetChance = decimal.Parse(txt_ricochetChance.Text),
Speed = int.Parse(txt_speed.Text),

CaliberID = caliberID

¥

context. Entry (ammunition) .State = EntityState.Modified;
context. SaveChanges ()3

LoadData();

MessageBox.Show($"Updated {ammunition.Name} successfull)

b
Clear();

btn_save.Enabled = false;
btn_add. Enabled = true;
btn_delete.Enabled = false;
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private void bin_delete Click(object sender, Eventirgs e)

<
iF (Hessagesox.Shou($"Are you sure you want to Delete {txt_name.Text}?
<

“SQL deletion operation”, MessageBoxButtons.Vesho) == DialogResult.Yes)

Gear gear = new Gear();
using (EFTDBENtities context = new EFTDBENtities())

<
gear = context.Gears.ihere(g => g.GearID == currentID).First0refault();
var entry = context.Entry(gear);
i (entry.State == EntityState.Detached)
<
context.Gears. Attach(gear);
b
context.Gears. Renove(gear);
context.Savechanges();
LoadData();
b
Clear();
b
btn_delete.Enabled = false;
btn_save.Enabled = false;
btn_add. Enabled = tru
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// Check that the input data is of the correct format, if any data is found incorrect highlight
private bool ValidateData()

<

bool success = true;

iF (txt_name.Text
<

1b1_name. ForeColor = Color.Red;
Success = false;

b
if (Hint.TryParse(txt_damage.Text, out int damage))]
iF (Hint.TryParse(txt_penetration.Text, out int penetration);
i (1int. TryParse(txt_armourDamage.Text, out int armourDamage]
iF (Hint.TryParse(txt_accuracy.Text, out int accuracy))|
$F (bint. TryParse(txt_recoil.Text, out int recoi))...]
i (tdecimal. Tryarse(txt_fraguentationChance. Text, out decinsl fragnentationChance)) -]
if (tdecimal.TryParse(txt_ricochetChance.Text, out decimal ricochetChance))
1
1b1_ricochetChance. ForeColor = Color.Red;
success = false;
b
if (tint.TryParse(txt_speed.Text, out int speed))
1
161_speed. ForeColor = Color.Red;
success = false;
b

iF (1success)
MessageBox.Shou("Unable to complete operation, check your input data.

return success;

it and notify the user.
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private void FocusControl(Control control)
3
switch (control..Name)
<
case "txt_usernane™
txt_username. C1car();
txt_username. ForeColor = Formifaintienu.RGBColors. peac}
icon_username. ForeColor = Formiiainlieny.RGBColors . peach;
icon_password.ForeColor = Color-khite;
txt_password. ForeColor = Color .White;.
break;
case "txt_password”:
txt_password. Clear()
txt_password. ForeColor = Formfaintenu.RGBColors . peach;
icon_password. ForeColor = Formiiainlieny.RGBColors . peach;
‘txt_password.PasswordChar
txt_username. ForeColor = Color.hite;
icon_username. ForeColor = Color.khite;
break;
default
break;
3
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