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Extensive list of
figures



Expl
anat
ion
is
corr
ect
and
a
goo
d
sup
porti
ng
ima
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for
com
pari
son



Explan
ations
here
are
very
good
and
you
have
also

identifi
ed the
device
s
associ
ated
with
each
layer
by their
comms
protoc
ols.



Excellent
work here.
Identified the
purpose of
encapsulatio
n and given
examples.

Very good explanation which demonstrates
your depth of reading



You have identified
really significant
point here and
explained it very well

A
very
detai
led
expl
anati
on
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net
wo
rk

The table of addressing scheme should be
here. Even though the addressing can be
worked out from the router configs and your
CAD programs, it is best practice to have the
addressing in a table form. This would have
to be the case for a larger system which in
reality they will be.





Screenshots show
good evidence of
the routing
configurations

Test are
successful which
indicates the
configuration is
correct. Good
method of testing
which eliminates
redundancies





RIP tables show evidence of correct
configuration





Screenshots show the config
process and the report from each
router the connected ip's and the
routed ip's.

Tests are successful
with redundant tests
eliminated



The DHCP here
shows the ip
addresses being
dynamically assigned.
The helper address
needs to be explained

here and what
happens if the helper
address is not
implemented.



Configurations are correct and
the screenshots are good
evidence



The router report here shows the
addresses used which in this element
are class A, B and C.











Full configuration is
shown in the
screenshots and
the individual router
reports show the
routers are
correctly
configured for RIP
and DHCP with
excluded
addresses
assigned.
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Good
evaluation





Addressing scheme tables are correct and the subnetted
addresses are clearly shown. All 6 networks have been
subnetted and you have assigned appropriate addresses to
the serial WAN networks.





RIP tables clearly show the
routed addresses

Screenshot shows evidence of the
tests and also redundant test are
eliminated using good test methods



VLSM for the LAN networks are
correct and the use of tables is a good
method of setting out the address
scheme.



VLSM /30 is
clearly shown
here and the
spacing out of
the WAN
serial
addresses
can be
considered
good practice



Screen shots show the
RIP tables are setup for
the VLSM network.

Testing shows the network is working
correctly. Good test method used with
no redundant tests.



You could point out here that the
VLAN will reduce the broadcast
domain size and allow configurable
security

VLANs are configured
with interfaces assigned



Report shows trunking is configured
on the switch



The report shows
the original
gateway address
has now been
subnetted with two
separate gateways
using the trunk
protocol.

RIP table recognises the subnetted
gateway using the ver 2 RIP.



Screenshot shows
the tests are
successful with test
method eliminating
redundancies
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Scr
een
shot
of
ping
test
clea
rly
sho
ws
add
ress
.132
deni
ed
acc
ess
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gives
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same
result
whic
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prove
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is





Network is correct for practical
configuration

Image showing practical
connections to Cisco
devices

The list of components for the network
shows the PLC and the two PCs. One PC
will be assigned to program and control the
PLC and the other will be assigned to
configure the VLAN network.



Device allocation has been
identified



Screenshot shows VLANs are
configured for interfaces



This
procedure

for
configuring
the VLANs
is followed
on from
element 2.
The config
process on
the Cisco
switch and
router is
exactly the
same as the
CAD
design.



PLC address
test is good



PLC and config PC ip
tests are good when
tested from PLC
terminal PC.

File extensions for PLC web server
are identified

This is a good
point here
because the
web servers in
Siemens PLCs
have been
developed in
stages. The
1500 has more
features than
the 1200 series.

Image clearly shows web server
enabled.



File extensions are
entered and the
start address of the
web server
initialised

IO tags are
declared



Web server block
is implemented in
main program
block

The web (HTML)
program is
downloaded to
the PLC web
server

This shows the

gateway router
address
enabled for
access to the
PLC VLAN

Good point about
the location of the
web pages



Th
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sim
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ng
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VL
AN

Tags for use in the web
program are declared in the
web page program

The forms will write boolean data
to the PLC outputs to set and
reset .



This part will read the input
boolean status and indicate
using images

The front page of
the PLC web
server is generated

by the server.



Test shows the status of the PLC io is
the same as the io on the web page
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Concl
usion
is
good
with
releva
nce to
IIOT
4.0



A good list
of relevant
sources





Good use of appendix. This could
have been extended to include the
router reports and some config images
which are more or less repeated.
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GRADEMARK REPORT

GENERAL COMMENTS

Instructor

PAGE 1

PAGE 2

PAGE 3

Text Comment.  Good detailed list of contents

PAGE 4

PAGE 5

Text Comment.  Extensive list of figures

PAGE 6

Text Comment.  Explanation is correct and a good supporting image for comparison

PAGE 7

Text Comment.  Explanations here are very good and you have also identified the devices
associated with each layer by their comms protocols.

PAGE 8

Text Comment.  Excellent work here. Identified the purpose of encapsulation and given
examples.

Text Comment.  Very good explanation which demonstrates your depth of reading

PAGE 9

Text Comment.  You have identified really significant point here and explained it very well



Text Comment.  A very detailed explanation

PAGE 10

Text Comment.  The use of other devices besides the PC demonstrates your understanding of
the network system

Text Comment.  The table of addressing scheme should be here. Even though the addressing
can be worked out from the router configs and your CAD programs, it is best practice to have the
addressing in a table form. This would have to be the case for a larger system which in reality they
will be.

PAGE 11

PAGE 12

Text Comment.  Screenshots show good evidence of the routing configurations

Text Comment.  Test are successful which indicates the configuration is correct. Good method
of testing which eliminates redundancies

PAGE 13

PAGE 14

Text Comment.  RIP tables show evidence of correct configuration

PAGE 15

PAGE 16

Text Comment.  Screenshots show the config process and the report from each router the
connected ip's and the routed ip's.

Text Comment.  Tests are successful with redundant tests eliminated

PAGE 17

Text Comment.  The DHCP here shows the ip addresses being dynamically assigned. The
helper address needs to be explained here and what happens if the helper address is not
implemented.

PAGE 18



Text Comment.  Configurations are correct and the screenshots are good evidence

PAGE 19

Text Comment.  The router report here shows the addresses used which in this element are
class A, B and C.

PAGE 20

PAGE 21

PAGE 22

PAGE 23

PAGE 24

Text Comment.  Full configuration is shown in the screenshots and the individual router reports
show the routers are correctly configured for RIP and DHCP with excluded addresses assigned.

PAGE 25

Text Comment.  The test results clearly show the system is working

PAGE 26

Text Comment.  Good evaluation

PAGE 27

PAGE 28

Text Comment.  Addressing scheme tables are correct and the subnetted addresses are clearly
shown. All 6 networks have been subnetted and you have assigned appropriate addresses to the
serial WAN networks.

PAGE 29

PAGE 30

Text Comment.  RIP tables clearly show the routed addresses

Text Comment.  Screenshot shows evidence of the tests and also redundant test are eliminated
using good test methods



PAGE 31

Text Comment.  VLSM for the LAN networks are correct and the use of tables is a good method
of setting out the address scheme.

PAGE 32

Text Comment.  VLSM /30 is clearly shown here and the spacing out of the WAN serial
addresses can be considered good practice

PAGE 33

Text Comment.  Screen shots show the RIP tables are setup for the VLSM network.

Text Comment.  Testing shows the network is working correctly. Good test method used with
no redundant tests.

PAGE 34

Text Comment.  You could point out here that the VLAN will reduce the broadcast domain size
and allow configurable security

Text Comment.  VLANs are configured with interfaces assigned

PAGE 35

Text Comment.  Report shows trunking is configured on the switch

PAGE 36

Text Comment.  The report shows the original gateway address has now been subnetted with
two separate gateways using the trunk protocol.

Text Comment.  RIP table recognises the subnetted gateway using the ver 2 RIP.

PAGE 37

Text Comment.  Screenshot shows the tests are successful with test method eliminating
redundancies

PAGE 38

Text Comment.  Screenshot shows evidence of ACL configuration



PAGE 39

PAGE 40

Text Comment.  Screenshot of ping test clearly shows address .132 denied access

Text Comment.  Screenshot of ping test clearly shows address .66 has access

Text Comment.  Same test from different device gives the same result which proves the ACL is
working correctly.

PAGE 41

PAGE 42

Text Comment.  Network is correct for practical configuration

Text Comment.  Image showing practical connections to Cisco devices

Text Comment.  The list of components for the network shows the PLC and the two PCs. One
PC will be assigned to program and control the PLC and the other will be assigned to configure the
VLAN network.

PAGE 43

Text Comment.  Device allocation has been identified

PAGE 44

Text Comment.  Screenshot shows VLANs are configured for interfaces

PAGE 45

Text Comment.  This procedure for configuring the VLANs is followed on from element 2. The
config process on the Cisco switch and router is exactly the same as the CAD design.

PAGE 46

Text Comment.  PLC address test is good

PAGE 47

Text Comment.  PLC and config PC ip tests are good when tested from PLC terminal PC.



Text Comment.  File extensions for PLC web server are identified

Text Comment.  This is a good point here because the web servers in Siemens PLCs have
been developed in stages. The 1500 has more features than the 1200 series.

Text Comment.  Image clearly shows web server enabled.

PAGE 48

Text Comment.  File extensions are entered and the start address of the web server initialised

Text Comment.  IO tags are declared

PAGE 49

Text Comment.  Web server block is implemented in main program block

Text Comment.  The web (HTML) program is downloaded to the PLC web server

Text Comment.  This shows the gateway router address enabled for access to the PLC VLAN

Text Comment.  Good point about the location of the web pages

PAGE 50

Text Comment.  The start of the simple web program to test the HTTP protocol of the web
server using the VLAN

Text Comment.  Tags for use in the web program are declared in the web page program

Text Comment.  The forms will write boolean data to the PLC outputs to set and reset .

PAGE 51

Text Comment.  This part will read the input boolean status and indicate using images

Text Comment.  The front page of the PLC web server is generated by the server.

PAGE 52

Text Comment.  Test shows the status of the PLC io is the same as the io on the web page



Text Comment.  Second condition shows that the real time data is captured.

Text Comment.  Third sample showing more proof

PAGE 53

Text Comment.  Conclusion is good with relevance to IIOT 4.0

PAGE 54

Text Comment.  A good list of relevant sources

PAGE 55

PAGE 56

Text Comment.  Good use of appendix. This could have been extended to include the router
reports and some config images which are more or less repeated.

RESEARCH-INFORMED LITERATURE

20/30

KNOWLEDGE AND UNDERSTANDING

GRADING FORM: CSG-RUBIC

ADAM BEDNER 0

8/10Your research covers all what is required in very
good detail with good relevant sources used.

Element 1: Good introduction to start the project. The
design and implementation of the network is



17/25

ANALYSIS

PRACTICAL APPLICATION AND DEP.

explained with supporting images. There are some
parts missing i.e the table for ip address scheme and
helper address explanation. There is sufficient
evidence for correct implementation. 6/10 Element 2:
Introduction explains the requirements clearly. The
configuration is explained and documentation
requirements for addressing schemes are good. 7/10
Element 3: The sections from the CAD designs in
elements 1 and 2 are implemented using level 2, and
3 Cisco devices. The implementation of the VLAN
and web server are clearly documented supported
with good explanations and images. There is
sufficient evidence of the ACL configuration. The web
program implementation is achieved over the existing
Cisco switch and router and explained clearly.7/10

Element 1: Testing and results are explained and
supported with sufficient images. However there are
parts missing such as the DHCP test explanation. 3/5
Element 2: A good analysis of test results has been
carried out with supporting images and a good
method of testing used. Good use of tables in this
section.7/10 Element 3: Good test results obtained
and are clearly explained. All the requirements have
been achieved with good evidence. Some images
could have been used to back up the
recommendation for furhter development using .js.
7/10
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10/15

SKILLS FOR PROFESSIONAL PRAC.

Element 1: Design and implementation from address
scheme to class A, B and C and serial links are
implemented and tested. This should contain the
table of address scheme. The procedures followed
from design to implementation were efficient which
simplified the testing stage. Test procedure used
meant that redundant testing is eliminated. 3/5
Element 2: The configuration is more complex due to
the subnetting required and the tables of addressing
are very well ordered and follow your own pattern.
Implementation of the required network parameters
has been carried out with significant points
explained. This should have included the reason for
RIP ver 2 and not ver 1. The differences are
important points. Test procedures and methods
eliminate redundant tests while testing all
components. 7/10 Element 3: The practical
implementation was carried out using Cisco level 2
and 3 devices. The testing carried out demonstrated
the VLANS and ACLs security used in industry. 7/10

Quality of report is good. The layout could have been
improved by making further use of the appendix for
the router reports and tables. 9/15
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