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1. [bookmark: _Toc39522981]Research 
1.1. [bookmark: _Toc39522982]Introduction
The overwhelming trend in security over the last few years has been toward organisations becoming victim to increasing numbers of attacks each year. Organisations located within the US saw an exponential growth in frequency of data breaches, rising from 419 in 2011 to its recent peak of 1632 in 2017 [1]. Due to this, it is important to organisations that they remain vigilant to past, current and future vulnerabilities to reduce the likelihood of becoming victim to an attack. A report conducted by Cisco in 2015 estimated that there were over 1 million unfilled security positions worldwide, and that demand has outpaced current supply of security professionals [2].

1.2. [bookmark: _Toc39522983]Network Security Issues
Security is a constant battle between the defender and attacker, something which is also true of network security. The standard encryption protocol used for Wi-Fi has changed over time due to attackers finding vulnerabilities in the current encryption standard, thus necessitating a new one. This led to the replace of WEP (Wireless Equivalent Privacy [3]) and WPA (Wi-Fi Protected Access [3]) in favour of the current WPA 2. WPA 2 has 2 possible modes: Personal and Enterprise. The personal mode utilises PSK (Pre-Shared Key [3]). Enterprise works via EAP (Extensible Authentication Protocol [3]). A common area of weakness for WPA2 is the management frames that allow it to function. Beacon frames are used by access points to broadcast their presence and authentication frames contain the hash that the client uses to validate potential passwords. As this takes place prior to authentication, they are sent in plain text [4]. An attacker is therefore able to capture these frames and run an attack against the hash. This could be captured by force via a de-authentication attack or from passively monitoring the network [5]. De-authentication attacks present an additional concern due to their use in some forms of Denial-of-Service attack [6].

Many Wi-Fi access points in use today are vulnerable to de-authentication attacks. De-authentication attacks utilise the de-authentication management frame used in the disconnection of a client and access point. This can be exploited by an attacker through spoofing the source address to that of a currently connected client, resulting in the router disconnecting from them. This has been used by attackers to capture EAPOL handshakes to aid in cracking wireless passwords as well as to perform DDoS attacks by repeatedly disconnecting a client [6]. 

WPS or Wi-Fi Protected Setup is a method of Wi-Fi authentication that utilises 2 possible methods as an alternative to the standard WPA2 password. A push button method that allows any device to connect during the 2 minutes after the button is pressed and the more vulnerable PIN variant that consists of 2 4 digit passcodes which can be easily brute-forced provided the router doesn’t have a limit on login attempts [7]. 

Enterprise is the more secure form of WPA 2, as it requires individual authentication of clients via deployment of RADIUS authentication servers [3]. Due to the increased complexity and necessary additional hardware this is more suited to the enterprise environment. Despite this, WPA 2 Enterprise is still vulnerable to attack. The RADIUS protocol has inherent vulnerabilities and other exploits are possible if the network is misconfigured. If an attacker is able to capture an access-request packet, they can perform an offline attack to obtain the shared secret. This is known as a “Response Authenticator Attack”. A similar attack involves the attacker modifying and replaying captured access-request packets until the correct password is received from the server [8].

1.3. [bookmark: _Toc39522984]Cloud Security Issues
The move to cloud-based services brings with it new advantages and new challenges. Businesses are rapidly moving to cloud services, with AWS (Amazon Web Services) up 34% in revenue for Q4 2019 [9]. Another dominant cloud service provider, Microsoft, reported a 62% growth in revenue for Q4 2019 [10]. “Shadow IT” is the use of software or hardware by an employee without the knowledge or authorisation of the IT department [11], opening the company to further risk of attack. Use of unauthorised cloud services by employees’ risks data breaches as the company is unable to protect resources that it is unaware of. Synchronising with a cloud service utilises the OAuth 2.0 authentication method, which requires a bearer token to be presented in order to synchronise with the account. This does not validate through any other parameter. Therefore, an attacker only needs to acquire the token to synchronise with the account and obtain the victim’s data [12]. 

If a company switches to cloud services, each employee will require an individual login. Usage of an unauthorised password manager may result in login details becoming compromised. The password manager “LastPass” recently featured a bug in its Chrome web-extension that leaked the credentials of the last site a user logged into [13]. Such a breach could result in employee login details becoming leaked and used to access sensitive company data. Another issue with cloud computing is the lack of control that companies have over the way data is handled. The company is unable to oversee backup procedures nor verify any employees that will handle the data. This leaves them unable to ensure that data is not lost due to poor backup procedure or altered/stolen by a malicious party [14].

1.4. [bookmark: _Toc39522985]IoT Security Issues
The Internet of Things or IoT is the name for smart electronic devices that collect, store and share data over the internet. This typically functions via one or more sensors that collect the data [15]. An example would be smart security cameras that allow a user to login into the device over the internet and view a live feed [16]. Because this is accessible via the internet, anyone can attempt to access the device. In December 2019 3672 Ring camera users’ passwords were leaked online [17]. In addition to this, Ring camera users’ have had their Ring devices hijacked [18] via Credential stuffing, a method of attack that involves using a list of leaked usernames and passwords and testing them against several websites in the hope that the same login was reused across multiple websites [19], something that allowed an attacker to access said Ring camera [18].

Other forms of IoT device have been exploited without the owner’s knowledge. As part of a phishing operation, over 450k devices were compromised and used to send spam emails. Of this number, over 100k were IoT devices such as games consoles, set-top boxes and devices running BusyBox, a form of embedded Linux [20].

IoT devices have been exploited for other purposes too. Mirai is a malware written to take advantage of IoT devices using the ARC processor. This processor runs via a form of embedded linux that can be accessed provided the default username and password has not been changed. This allows an attacker to turn said IoT devices into bots using the Mirai software. This was used to take control of several hundred thousand IoT devices in order to launch a DDoS (Distributed Denial of Service) attack on Dyn, a DNS provider [21].

Shodan is a search engine containing the addresses of various internet-facing devices. This is a large security risk if default credentials are still in place, as these are easily acquired and often made public by the manufacturers themselves. The site allows a user to view popular searches, such as “webcam”, or “ftp”, as well as create their own searches such as “52.170.25.76” [22].  As such, this is a useful resource for those wishing to gauge IoT security as well as for those with nefarious intentions (such as those mentioned in the paragraphs above) [23].

1.5. [bookmark: _Toc39522986]Future Trends in Security
The internet has gone through many stages to become the modern internet we know today. This seems unlikely to change into the future as technology improves and needs change. This is likely to come in the form of a “bifurcation” of the current internet within the next decade. Russia has implemented laws requiring ISPs to filter all traffic through a central Kremlin censorship node in order to selectively block traffic and create a Russian intranet. In addition to this, Huawei, a tech company based in China has begun developing its own operating system in the wake of recent US sanctions on Chinese technology. These sanctions will, in combination with China’s current censorship of undesirable topics and its cultivation of relationships with other politically like-minded countries, likely lead to a split in global communication and two segregated internets presided over by China and the US [24].

China’s dominance in the production of computer hardware may also play a role in future security concerns, as Elemental Technologies discovered when microchips were found on Supermicro motherboards used in their servers that were not part of the motherboard’s original design. Investigations concluded that the chips were installed at manufacturing facilities in China and provided a backdoor into any network the device was used with. Elemental Technologies systems were in use in US Department of Defence and onboard navy warships [25].

The face of cyber attacks may also change in response to emerging technologies. The low prices of drones in recent years has made them affordable and prevalent. Researchers have successfully implemented several forms of attack with drones, such as equipping the drone with hardware allowing it to act as a rogue access point. The ability to “park” the drone in a location inaccessible to humans makes them difficult to remove and drones that come equipped with a Raspberry Pi computer are already able to be purchased online. This is unlikely to become the main method of executing cyber-attacks, however the possibility of their use warrants investigation by companies to limit their exposure [24]. 

As discussed above, de-authentication attacks are a problem for users of wireless networks due to the necessity of the de-authentication frame to the basic operation of the network. However, 802.11w has the potential to change this. Due to the use of an encrypted IGTK key embedded in the EAPOL handshake, the origin of a deauthentication, disassociation and Robust-Action frame cannot be spoofed, preventing the use of replay and forgery attacks [26].

The aging WPA2 Wi-Fi standard will soon make way for WPA3, a new Wi-Fi protocol that brings improved authentication through higher cryptographic strength. This will come as WPA3-Personal and WPA3-Enterprise. Personal will utilise “Simultaneous Authentication of Equals” protocol for password authentication that will allegedly provide greater protection against password guessing than current WPA2 options. WPA3-Enterprise will offer 192-bit cryptographic keys for increased protection against password cracking [27].

1.6. [bookmark: _Toc39522987]Conclusion
There are numerous challenges new and old that will be faced during the rollout of upcoming technologies, whether that is the growing number of IoT devices, the industry shift to cloud-based services, or some other form of new technology. Networking has security issues that require monitoring and careful network architecture to avoid or lessen the effect of attacks. Additionally, security issues may arise from the use of new operating systems and intranets designed by governments to monitor traffic. Future technologies may be used as part of attack strategy, such as the use of drones to assist attacks by delivering hardware to places not easily reachable through conventional methods. Finally, instances of hardware being snuck into devices for the purposes of data collection and monitoring are likely to increase as hardware continues to shrink in size and as China continues to produce most of the world’s electronics. 












2. [bookmark: _Toc39522988]Analysis of Lab Exercises
The lab exercises carried out in this analysis are as follows; 1, 3, 6 and 8.
2.1. [bookmark: _Toc39522989]Lab 1 – Footprinting & Reconnaissance – Collecting Information about a Target by Tracing Emails
This lab involves analysing the header of an email in order to obtain information about the sender. This would allow checking of suspicious emails to attempt to verify their authenticity. The email header is pasted into Email Tracker Pro, which displays information such as the origin of the email. The email originated from the “172.82.232.4” IP Address, which is located in Lehi, Utah in the United States of America (Figure 1). The report contains additional information, such as the origin email address, which is newsletter@news.confused.com (Figure 2).
[image: ]
[bookmark: _Toc39522966][bookmark: _Ref39474218]Figure 1
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[bookmark: _Toc39522967][bookmark: _Ref39475055]Figure 2

2.2. [bookmark: _Toc39522990]Lab 1 – Analysis
The purpose of this lab was to collect information from the email header on the origin of the email to validate its authenticity. The lab worked successfully in locating the IP address, physical location and email address that the email originated from. Therefore, the lab was successful in helping to avoid malicious emails and could be a useful additional line of defence for corporations in avoiding phishing and other types of email-based scams.

2.3. [bookmark: _Toc39522991]Lab 3 – Sniffing Facebook Credentials Using Social Engineering Toolkit
The goal of this lab was to send a link to a fake web server (run via the Social Engineering Toolkit Credential Harvester program) located at “192.168.0.30” (Figure 3) to an unsuspecting victim disguised as a link to https://www.facebook.com/fun_pics (Figure 4). When the victim attempts to login (Figure 5), they are redirected to the real login page and the login credentials they entered are captured and displayed to the attacker within the Social Engineering Toolkit application (Figure 6).
[image: ]
[bookmark: _Toc39522968][bookmark: _Ref39460487]Figure 3
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[bookmark: _Toc39522969][bookmark: _Ref39460582]Figure 4
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[bookmark: _Toc39522970][bookmark: _Ref39460589]Figure 5
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[bookmark: _Toc39522971][bookmark: _Ref39460594]Figure 6

2.3. [bookmark: _Toc39522992]Lab 3 – Analysis
This lab covered the process of obtaining facebook login credentials via hosting a clone of the facebook login page with the Social Engineering Toolkit application and directing a victim to it. The victim was sent the link via an email, which was disguised by displaying the IP address of the host machine as a facebook URL (Figure 5). There was no indication that the link was altered until it was hovered over or clicked, and because the victim is redirected to the real website afterwards this could potentially be used to target employees at businesses and result in a leak of login details. In order to prevent this, it is advisable to check the web address, as the real IP address of the host machine (192.168.0.30) is visible to the victim (Figure 6).



2.4. [bookmark: _Toc39522993]Lab 6 – Securing Android Devices from Malicious Applications
The goal of this lab is to protect an android device from viruses. The process of doing this included the installation of the “Malwarebytes Security: Virus Cleaner, Anti-Malware” application from the Google Play Store. After opening the application, a virus scan of all applications and files on the phone (248 applications and 14868 files) was performed, with no malware found (Figure 7). Next, “Draw over apps” was enabled to allow remediation instructions to be provided in the event that a virus is encountered. Additionally, usage access was enabled to allow the app to provide real time protection and background exclusion enabled to allow the app to perform background scans and provide alerts (Figure 8). With this done, real-time protection is enabled, and the device is safe (Figure 9).
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[bookmark: _Toc39522972][bookmark: _Ref39475776]Figure 7
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[bookmark: _Toc39522973][bookmark: _Ref39475958]Figure 8
[image: ]
[bookmark: _Toc39522974][bookmark: _Ref39476025]Figure 9

2.5. [bookmark: _Toc39522994]Lab 6 – Analysis
This lab involved the installation of the Malwarebytes Security antivirus software onto an android device via the Google Play Store. Once this was installed, a scan was run to detect any viruses currently present on the system. None were found. Navigating back to the dashboard, the several permissions were granted to the application to allow it to better monitor the device with real-time protection and background virus scans. Though there were no viruses found, Malware has previously been found on the Google Play Store [28], and as such is a threat that could affect a user despite only obtaining applications from a trusted source. Therefore, this is a threat that could affect employees of any business that requires employees to use smartphones for their work. This being the case, installation of a reputable antivirus software such as Malwarebytes Security is advisable.

2.6. [bookmark: _Toc39522995]Lab 8 – Basic Data Encryption Using CrypTool
The fourth and final lab consists of using the CrypTool application to encrypt a paragraph of text and allow it to be securely uploaded and then downloaded by the intended recipient. The same program is then used to decrypt the text by inputting the same settings used to encrypt the text. In this case, the symmetrical (modern) RC2 encryption was used, with a key length of 8 bits and “05” as the hexadecimal characters used for the encryption. Once these settings are input (Figure 10), the encrypt button is clicked, and the encrypted text is displayed in a window below the original text (Figure 11). The encrypted “CRY-RC2-Unnamed1.hex” is exported and uploaded to a OneDrive for the intended recipient to download (Figure 12). Next, the file is downloaded and opened with CrypTool. The symmetrical (modern) RC2 encryption is selected and the key length of 8 bits and “05” hexadecimal characters are input into the program (Figure 13). Once the decrypt button is clicked the original text is displayed in a window below the encrypted text (Figure 14).
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[bookmark: _Toc39522979][bookmark: _Ref39480379]Figure 14

2.7. [bookmark: _Toc39522996]Lab 8 – Analysis
This lab attempts to provide a method of safer data transfer by encrypting data prior to its hosting and download by the intended recipient, who will be the only person to know of the settings necessary to decrypt the message back into plain text and allow it to be read. This does require pre-sharing of the settings needed to decrypt. However, all future transmissions could be encrypted and thus more secure. More secure encryption algorithms such as AES-256 encryption may be a better choice for certain applications, however any transfer of company data would be more secure using any form of encryption, thus this is a useful application for organisations to better protect their data.

3. [bookmark: _Toc39522997]Synthesise a Solution to a Potential Real-Life Scenario
3.1. [bookmark: _Toc39522998]Introduction
This part of the assignment involves evaluating the findings from part 1 and using them in addition to the part 2 scenario in order to create a network simulation of a university campus network with various security countermeasures implemented, including network hardware and configuration, end devices, servers and any other network devices. This is performed in Cisco Packet Tracer and implements several enterprise security features such as ACLs, AAA, Firewalls, DMZ, inside and outside zones, password encryption on all networking equipment and timeout on SSH connections to ensure that a device is not left unattended and connected to the SSH server for a long period of time. In addition to this, analysis is performed on potential threats to the network and the various mitigation strategies that are put in place to provide greater control over traffic and prevent attacks.

3.2. [bookmark: _Toc39522999]Network Design
[image: ]
[bookmark: _Toc39522980][bookmark: _Ref39521047]Figure 15
The network is configured to have 3 distinct areas. These are Inside, Outside and DMZ. The segmentation is performed at the firewall and creates essentially 3 separate networks. The outside, which is the internet and external to the network (located at 209.165.2.19). The inside, which is the internal corporate network consisting of all the computers and other devices used by employees and located at 192.168.1.0 and Finally, the DMZ or Demilitarized zone, which is a feature configured on firewalls and routers to provide an additional network that is isolated from the main “inside” network but is still able to connect to the internet via Network Address Translation (which is located at 192.168.2.0)(Figure 15). The purpose of a DMZ is to protect the main network from any attacks that are launched against devices contained within the DMZ. In this case, an HTTP web server is placed within a DMZ as it is vulnerable to attack due to being connected to the internet [29].
Network Address Translation is a method of routing data received from multiple devices and interfaces to a single interface/public address [30]. In this case, it allows both the HTTP server (located within the DMZ) and the main “inside” network to be connected to the internet via the same IP address. All of this is performed via a Cisco ASA 5505 Firewall, which has password encryption on the SSH and Console ports for increased security. In addition to this, a timeout on connections established over SSH has been activated. This kills the connection if there is no activity for 10 minutes using the “ssh timeout 10” command to attempt to ensure that unauthorised access does not occur as a result of an administrator remaining connected via SSH on a computer that is left unattended. AAA or Authentication, Authorisation and Accounting has been configured on this network. This is configured to use the LOCAL authentication database for SSH and configured to allow SSH connections originating from the “inside” zone at “192.168.1.0” to take place [31]. 
Access Control Lists are also used within the scenario to improve security. All traffic is prevented from moving into the network unless it is specifically allowed by the access control list. In this case, ICMP and TCP traffic is allowed over port 80 using the commands “access-list OUTSIDE-DMZ extended permit icmp any host 192.168.2.3” and “access-list OUTSIDE-DMZ extended permit tcp any host 192.168.2.3 eq 80” respectively to ensure that web traffic is able to both enter and exit the network.

3.3. [bookmark: _Toc39523000]Conclusion
The scenario that was implemented included a variety of enterprise security features that would be suitable for use on a university campus network. The use of multi-zone firewall features, the use of encrypted password protection on all network devices, isolation of the HTTP server within the DMZ to improve security, the use of SSH timeout features to reduce the risk of unauthorised access and the use of AAA authentication to enable SSH management from within the “inside” network. Finally, the use of access control lists to only allow traffic on the TCP and ICMP protocol over port 80 to block unauthorised access while simultaneously allowing web access to the “inside” portion of the network.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Diversity of appropriate sources used with key concepts discusses. The appropriate referencing used (Grade mark: 88.89%)
	[bookmark: totalRIL]45
	[bookmark: markRIL]40

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]
	[bookmark: totalKUS]
	[bookmark: markKUS]

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]You have demonstrated research knowledge in most areas. How do these all link together. The analysis and evaluation is missing in some areas making them seems to be isolated sub-areas. Your lab exercises discussion are brief.  Could discuss more how they can help organisations to prevent or detect vulnerabilities, threats or attacks.  (Grade mark: 77.78%)
	[bookmark: totalANA]45
	[bookmark: markANA]35

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]
	[bookmark: totalPAD]
	[bookmark: markPAD]

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your report could do with formatting otherwise it is written well. (Grade mark: 70.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]7

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]82%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	Common Assessment Criteria Applied  (Assignment 2)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	
	
	

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	You have demonstrated coherent knowledge and understanding of the subject area. The report structures not following the IEEE report format.  (Grade mark: 75.00%)
	20
	15

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: _GoBack]You have discuss the physical packet tracer design. How does this implementation combat or enhance challenges to the University; this should be interrelated in your discussion.  (Grade mark: 75.00%)
	20
	15

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	Your practical design is basic no redundancy in core and mainly demonstrated the core of the network and not an implementation coverage of the case study. Ping test within the LAN is successful but cannot access sever in DMZ. (Grade mark: 58.33%)
	60
	35

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	
	
	

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	65%

	
	Up to four weeks late
	
	

	
	First Attempt?
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