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“Batman Textiles” have been searching for opportunities to improve the business and finding ways to control the running costs, following the frequent restrictions and lockdowns of the Covid-19 pandemic. While a restaurant and complimentary Wi-Fi were provided to attract customers, there had been minimal investment in the infrastructure and two Sales Heads were made redundant as part of controlling running costs. Because of this, a security breach occurred, resulting in one workstation having all important documentation encrypted with a ‘.rekt’ file format by a cyber-criminal. This report details the possible security breaches that could have occurred, the different types of threats, vulnerabilities and attacks that can happen, the proposed physical and logical topologies that will help improve the network security, recommended security devices to assist in making the network more robust and guidelines for both staff and customers to keep themselves and the network safe and secure. This concludes by highlighting why cybersecurity is important and provides six recommendations to “Batman Textiles” on how to improve the security of both the infrastructure and the systems used by staff within the business.
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With the accelerated advancement and increased usage of digital technology around the world, cyber security has become more important than ever to ensure that networks within businesses are continuously kept secure from any vulnerabilities, threats and attacks. According to Verizon’s 2021 Data Breach Investigations Report [1], of the 5,258 confirmed data breaches, 3,207 (61%) of these breaches involved user credentials, while approximately 90% of confirmed data breaches were due to abuse of privileges (70%) or mishandling of data (20%).

According to the Department for Digital, Culture, Media and Sport’s Cyber Security Breaches Survey 2021 [2], 39% of businesses were reported to have cyber security breaches or attacks, of which medium and larger businesses reported having a higher volume. Of that 39%, 21% of them lost money, data, or other business assets, of which a high-profile example was when TalkTalk endured a cyber-attack in October 2015, costing the company £60m and resulting in the loss of 101,000 customers [3]. The same report highlighted that cyber security had become harder to monitor for most businesses due to people working from home, with 35% of businesses using some form of monitoring compared to 40% in 2020, while 83% of businesses (compared to 88% in 2020) confirm that they have the most current malware protection and 78% of businesses have firewalls installed compared to 83% in 2020 [2].

Due to the Covid-19 pandemic, “Batman Textiles” were forced to cut costs and while business has since improved, Bruce wanted to explore business opportunities while investigating the running costs of the business. Bruce appointed Alfred as his Head of Marketing and was given full access to all areas of the business to increase income by 30% in the next twelve months and control the business running costs. The business attracted more customers by adding a restaurant and providing ‘complimentary’ Wi-Fi for all customers. However, Alfred did not invest in the network infrastructure as it would affect his performance review, deciding to keep both business operations and customer Wi-Fi on the same network. With an increase in business, the operational costs were reviewed to control running costs, resulting in the two Sales Heads being made redundant. Because of this, all Sales Executives were provided full access to all business areas, meaning that all employees of “Batman Textiles” had full access to all areas. It became apparent that one of the redundant Sales Heads were unhappy with the decisions made by Alfred and thought about adversely impacting the business and shortly after, “Batman Textiles” experienced a cyber security breach, with important documents and services on one workstation encrypted with a ‘.rekt’ file format.
This report focuses on the cyber-attack that happened in “Batman Textiles” and investigates the possible security breaches that could have occurred within the network, advises on why cybersecurity is important given the different threats, vulnerabilities and attacks, provides a physical and logical topology network outline for and proposes options to the different kinds of security devices and measures that could be added to the network for security enhancements, while providing guidelines to staff and customers on how to use the network within “Batman Textiles” safely and securely. The report ends with a conclusion, recommendations and future work required to ensure the network is more robust against future cyber-attacks, minimising the risk of future security breaches. While no network is 100% secure against cyber criminals, ‘hardening’ the security will reduce any negative impact on the business and therefore, will reduce the risk of any potential financial consequences and negative customer perceptions of “Batman Textiles”.
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Many possible security breaches could have occurred, of which five are as follows.

Possible Security Breach One: Disgruntled Ex-Employee
Reason: In the above scenario, it was stated that one of the Sales Heads was unhappy with Alfred’s decision that saw them being made redundant. Bavis [4] notes that unexpected scenarios can make an employee disgruntled, while Pazzaglia, Sonpar, Holan and Flynn [5] state that ex-employees have knowledge of their previous employer to take revenge. With minimal investment in the infrastructure and no security procedures in place, the redundant Sale Head could still have access to the network and use their credentials to access all business systems, with revenge being the motivator to negatively impact the business.

Possible Security Breach Two: Internal Actors
Reason: In the above scenario, it was stated that Alfred and the Sales Executive team had full access to all areas of the business when the Sales Heads were removed. Most internal actors within an organisation are end-users or system administrators abusing their privileges, with financial gain being the main reason for internal attacks [6]. With everyone in the business having full access to all business systems and only one workstation having important documents and services encrypted, someone within “Batman Textiles” could have caused the security breach, with financial incentives for themselves or another person being the main reason. However, as demonstrated in [6], this may be a human error as further security breaches will show.

Possible Security Breach Three: Ransomware Attack
Reason: In the above scenario, it was stated that the business systems and open Wi-Fi for customers use the same network following the decision to minimise infrastructure investment. This opens “Batman Textiles” to different types of cyber-attacks, one of which is ransomware, a form of malware that locks end devices or encrypts files with a password or key unknown to the user for a ransom payment [7], [8], [9]. As only one of the workstation’s important information was encrypted, this could be a ransomware attack and could be a targeted security breach as a test (for example, to exploit the open network to encrypt other important information on other workstations).

Possible Security Breach Four: Phishing/Spear Phishing Attack
Reason: In the above scenario, it was stated that there has been minimal investment in the infrastructure, meaning that there could be minimal cyber security monitoring for incoming e-mails. This can lead to phishing attacks, which are an act of fraudulence designed to gather information like financial, personal or end-user credentials via falsified e-mails intended to look legitimate to perform an attack [10], [11]. As the files were encrypted on one workstation, that user could have accidently provided their details, allowing the attacker to gain access to the workstation. This could extend to spear-phishing if e-mails were targeted at Alfred or Bruce and one of them accidently provided their details.

Possible Security Breach Five: Worm Attack
Reason: In the above scenario, it was stated that the same network was used for both business operations and open Wi-Fi for customers. Because of this, the network could have been infected via a worm attack, as worms can scan networks to exploit their vulnerabilities and infect other computers and networks independently without any further user input [12], [13]. Though only one workstation was infected with encryptions, the WannaCry ransomware attack on 12 May 2017 was a worm that infected systems worldwide with encryptions [14] and affected 60 NHS Trusts and 595 general practices within the healthcare sector in the UK [15], meaning that a worm attack could have occurred and may still be prevalent within the network.
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Having robust cybersecurity measures is important due to the different types of threats, vulnerabilities and attacks that can occur on networks.

Threats:
Threats are potential actions that expose flaws in systems and adversely affect businesses or organisations [16], while compromising (using the CIA triad) the confidentiality, integrity, and availability of information and systems [17]. Threats mainly occur from natural (floods and earthquakes) and humans (internal threats having authorisation and external threats accessing networks without authorisation) [16].

There are many different types of threats that can occur on a network.
· Data Breach - Arguably the main threat because of the value of the information (such as personal information) that can be stolen and used for fraudulent activities like identity theft [18].
· Data Loss – Can occur due to viruses and malware, privilege abuse with malicious intent, human error or database and backup failures causing the data to be lost. This includes the deletion or amendment of data [18].
· Disruption of Service – Prevents users from accessing different resources or services and can occur due to poor security measures and insecure protocols [18].

Vulnerabilities:
Vulnerabilities are weaknesses within a system that become threats by attackers targeting and exploiting these weak points, which could lead to information being stolen, amended, deleted, or encrypted [19], [20]. 

Vulnerabilities can occur in every area, such as weaknesses in hardware and software within a system, the policies and procedures in place (for example, if a firewall request allows anyone to request it and not managers), the system users (for example, if they do not lock their workstation) [16] and patches not applied by organisations from system vendors like Microsoft. 

Using “Batman Textiles” as an example, two vulnerabilities are a lack of investment in the infrastructure and having business systems and customer Wi-Fi on the same open network. A weak infrastructure means outdated, poorly maintained and inefficient hardware and software, while an open network allows attackers to exploit these vulnerabilities with minimal, poor, and outdated security measures against these threats.

Different vulnerabilities can be as follows. 
· Malicious Code – Code or script that allows back doors and security breaches to be created within a system to steal information or damage files and systems [21].
· Eavesdropping – Communication intercepted by an attacker to obtain information [21].
· Denial-of-Service (DoS) – Stops legitimate users from using a service by overwhelming the resources of servers, systems, or networks [21].
· Spoofing – Communication sent from the attacker disguised as known packets to the receiver and requires strong security measures to secure the communication [21].

Attacks:
Attacks are actions performed to negatively impact a service or system by exploiting vulnerabilities using different methods, usually for their self-satisfaction or financial gain [16]. They are usually split into three different groups.

· White Hat Attackers – Ethical hackers who support by performing security breaches to find weaknesses and vulnerabilities of systems and networks [22].
· Grey Hat Attackers – A mixture of white and black hat attackers that exploit a vulnerability in a system to inform the owners or vendor in exchange for a financial reward [22].
· Black Hat Attackers – Cyber criminals that attack organisations or governments to steal information to use it for identity theft or sell the information for financial gain [22].

There can be many different types of attacks that can occur against an organisation.

· Malware – An attacker uses malicious code to exploit security vulnerabilities in systems and gets unauthorised access for financial gain [23].
· SQL Injection – An attacker uses an input string to amend a SQL statement to gain unauthorised access, altering the database and stealing information. This can lead to data loss and unavailability [23].
· Man-in-the-Middle – An attack where an unauthorised third-party controls communication and can interrupt, alter, or replace the communication traffic [23].
· Cross-site Scripting (XSS) – An attacker runs malicious code (usually JavaScript) on a website to steal confidential information from users visiting the website [23].

‘.rekt’ file format:
The ‘.rekt’ file format is used by ‘RektLocker’, a form of ransomware that targets the Window OS using RSA-2048 (currently the strongest for data security [24]) to encrypt and add ‘.rekt’ to affected files [25], [26]. A ‘readme.txt’ file is created requesting money to decrypt files as shown in Fig. 1. Unfortunately, some will not provide a way of communicating with an attacker, while others ignore those affected even if they paid [25], [26]. 

[image: Graphical user interface, text, application
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[bookmark: _Toc91181322]Fig. 1 ‘Readme.txt’ file [26]

There are no ways of restoring encrypted files that used asymmetric algorithms. The only method is to restore both the system and files via backup storage [26], which can be performed as follows.

· Isolate the infected device – Disconnect from the internet, unplug all storage devices and log out of any cloud storage accounts [26].
· Identify the infection – Check for ransomware messages, the file extension or use a ransomware identification website [26].
· Search for decryption tools – Find an available decryption tool on the internet [26].
· Restore files with data recovery tools – A third-party tool could restore files by scanning your computer and selecting the files or folders to recover [26].
· Create data backups – Choose the files or folders to back up and restore corrupted files [26].
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The ‘Introduction to Packet Tracer’ course was completed as shown in Fig. 2 and Fig 3.
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[bookmark: _Toc91181323]Fig. 2 Introduction to Packet Tracer Certificate
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The physical and logical topologies are shown in Fig. 4 and Fig. 5.
[image: Diagram

Description automatically generated]
[bookmark: _Toc91181325]Fig. 4 Physical Topology
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Security devices that can be added to networks are as follows.

· Managed Switches – Allows configuration to suit business networking needs and adds better protection [27].
[image: A picture containing music
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[bookmark: _Toc91181327]Fig. 6 Cisco Catalyst 9200 Series Switch [28]

· Firewalls – Prevents unauthorised access to private networks by adding these between private networks and the internet [29].
· Intrusion Detection System (IDS) – Detects malicious activity in networks and protects from these attacks [30].
· Intrusion Prevention System – Monitors networks, detects malicious activity and acts to maintain network availability [31].
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The following guidelines for staff and customers will minimise the risk of further security breaches and protects the digital space of “Batman Textiles”.

Staff 
· Lock computers when away from your workstation – This will ensure that no unauthorised access is provided in error to others within the business.
· Never provide other staff your login details – This will ensure that staff credentials are not maliciously used by others, especially if the credentials are recorded against any actions with the business systems.
· Use a VPN token when working from home during the pandemic – While home routers require authentication to access the internet, staff should access the business network using a virtual private network (VPN) token. An example is the use of an RSA Secure ID token, whereby the authentication number changes every 60 seconds and adds an extra layer of security to the business network to help deter any attacks.
· Report any phishing e-mails – Be careful of any e-mails that look legitimate and ask for any personal information. Look at the e-mail to see if there are any misspellings and highlight over any links to check the web address. If the e-mail shows many misspellings (for example, the e-mail coming from ‘Amazoon’ instead of ‘Amazon’) or the link does not look correct, do not click it as this is a phishing e-mail and must be reported [32]. This will ensure that similar types of phishing e-mails will be filtered and blocked, while personal and business information remains confidential.
· Password protect/encrypt important documents – If there are any documents that only authorised staff are allowed to view or make amendments, these can be password protected as a way of encrypting the documents, which will assist in maintaining the confidentiality and integrity of the information. An example of password protecting documents in Microsoft Word is demonstrated in [33].




Customers
· Only use secure websites – Secure websites will usually start with ‘HTTPS’, meaning that they are encrypted [34]. Visiting unsecured websites can allow attackers to exploit this vulnerability and potentially cause harm or damage to the network.
· Turn off Wi-Fi on your device when not in use – This will minimise the number of end devices and potential vulnerabilities that could be exploited by attackers when using the complimentary Wi-Fi [35].
· Sign out of accounts – If you have logged into an account to access a website or information (for example, a bank account), always log out when you have finished [34]. While some websites or applications have automatic timeouts to log people off, this will ensure that account information is not exposed to any attackers for longer than is necessary.
· Ensure your device is up to date – It is important to update your device with the latest software, security, application, and browser updates, as this will eliminate the risk of attackers exploiting outdated software and security on the device and being able to access the “Batman Textiles” network.
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The report found clear evidence of the severe vulnerabilities that the “Batman Textiles” network faces from both internal and external threats and attacks, from the different security breaches that could have occurred to the lack of security devices that provide stronger resilience on the network. This report also illustrated why cyber security is important, the numerous threats, vulnerabilities and attacks that have been recognised and could occur against businesses and networks while proposing different security devices that can be used to make the network more robust to cyber-attacks.

This report can provide six recommendations based on the findings.

Recommendation One: Review Historic Decisions made by Head of Marketing

There were some questionable decisions made by the Head of Marketing that could have contributed to the security breach that occurred, like not investing in infrastructure, using the same open network for running both business systems and complimentary Wi-Fi for customers, making the two Sales Head redundant and providing all Sales Executives full access to all areas of the business. These historic decisions should be reviewed to see what the reasoning was behind these decisions and whether they were valid (such as the decision to use the same open network for both business and customer Wi-Fi).

Recommendation Two: Have Different Access Levels and Credentials

Everyone in “Batman Textiles” has full access to all areas of the business, raising concerns around the lack of data security, data protection, data integrity, confidentiality and computer misuse within the business. There must be a review into everyone’s access and decisions made about which areas of the business each employee needs (do they need access to stock maintenance, do they need access to accounting software, etc.), as well as the level of access required (whether they require read-only access or if they are required to amend data). This will ensure that only authorised staff can access or perform the required tasks on the different business applications while maintaining the confidentiality and integrity of the data of these systems.


Recommendation Three: Create Information Security Policies and Procedures

There are no information security policies or procedures within “Batman Textiles”. These documents are designed so that security measures are enforced and ensure that business security aims are achieved [36]. These policies and procedures must be created and staff must adhere to them, as compliance will ensure that important business information is kept secure, the risk of security breaches minimised and the confidentiality, integrity and availability of the systems and network are maintained.

Recommendation Four: Create a Data Recovery Plan

There are no data recovery plans in place for any data breaches that occur. An IBM global study [37] mentions that when it takes longer to recover from a data breach, it uses more resources overall, and those using proactive data recovery plans reduce areas such as the time to recover from a data breach and reoccurring by 30%, with the cost of this reduced by 50%. Because of this, a data recovery plan must be in place to ensure that staff are aware of what to do if another security breach occurs, minimise business disruptions and have business continuity to reduce time, money and resources used.

Recommendation Five: Add and Improve Security Measures

There is minimal evidence to suggest security measures are in place within the network or on workstations, especially as the scenario stated that one of the workstations was infected. Different security measures are vital for any business to ensure they are protected against ever-evolving cyber-attacks and there must be additional and improved security measures in place. This can range from adding anti-virus/anti-malware software (which can scan and remove viruses and malware, as well track and fix anything done to files) to e-mail security (which can stop attacks and monitor sent messages to protect confidential and sensitive information) and application security (which can strengthen vulnerabilities in the hardware, software and processes used) [38]. 




Recommendation Six: Consider the Use of Cloud Storage

Cloud storage is becoming increasingly important with the continuous need for information to be always available. This provides businesses the prospect of storing all information on the internet via cloud-based storage systems hosted by third parties (such as Microsoft OneDrive), with the main benefit of accessing the information when required [39]. As the Covid-19 pandemic continues and people are working from home, cloud storage can provide “Batman Textiles” with benefits like eliminating the need for purchasing storage devices, eliminating technical expertise around storage maintenance and allowing collaborative work between staff using the same files and documents, though there can be some security issues and it is advised that files are encrypted before uploading them to cloud storage [39].

For future work, it would be interesting to review the costs, time and resources required to recover from this security breach and compare this with any attempted future security breaches, should the recommendations be implemented. This would allow a baseline to be created for comparison and to confirm whether the benefits realisation of the improved network infrastructure has been achieved, such as a reduction in the cost, time and resources required for any security breaches that may occur and a reduction in the reoccurrence of this specific breach, as well as a reduction in the number of attempts to breach the “Batman Textiles” network overall.
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	CIA
	Confidentiality, Integrity and Availability

	HTTPS
	Hypertext Transfer Protocol Secure

	IDS
	Intrusion Detection System

	IPS
	Intrusion Prevention System

	OS
	Operating System

	VPN
	Virtual Private Network
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