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BYOD

BYOD – Bring your own device. It refers to the trend of employees using personal devices to attach to their organizational networks and access work-related systems and potentially sensitive or confidential data. Individual technologies could include PCs, laptops, tablets, smartphones or even USB drives. Organizations more and more support employees working from home, keeping up an adaptable timetable, or working while traveling or commutes. Bring your own device solutions became more prevalent. BYOD programs call for three basic parts: a software application for dealing with the devices connecting to the network, outlining a written policy for employer and the users responsibilities, and an understanding clients must sign, recognizing that they have read and understand the policy.
Advantages of bring your own device:
· No expectation to absorb information: As the employees are already used in using these devices, there is positively no expectation to absorb information and the clients can quickly begin work. This innovation recognition improves representative fulfillment and proficiency.
· Remote access to corporate information: Using individual devices guarantees continuous access to corporate information, letting employees work from anywhere and at any time what gives good productivity.
· Cost-efficient: As employees get their own devices, the organization need not obtain new devices. It will help the organization to save expenses.
Disadvantages of bring your own device:
· Security: As corporate information is put away close by close to home information and applications, it expands the odds of unapproved information sharing.
· Loss of device: Personal devices is more susceptible to theft and loss, while corporate devices are usually restricted to the organization’s premises and is more secured than personal devices.
· Device disparity: Corporate devices gave by associations are usually obtained from a single or couple of OEM sellers. However, in a BYOD arrangement, where workers utilize their own devices, the associations must make provisions to manage various kinds of mobile devices.
· Privacy: From the representatives` point of view, associations assuming responsibility for their devices for the executives may be considered as an encroachment on their security.




CoffeCapulus: BYOD Policy

	Company CoffeCapulus grants its employees the privilege of buying and using smartphones and tablets of their choosing at work for his or her convenience. Organization CoffeCapulus holds the right to repudiate this benefit if clients do not comply with the arrangements and techniques laid out underneath. This strategy is expected to ensure the security and honesty of Company CoffeCapulus' information and innovation foundation. Restricted exemptions to the approach may happen because of varieties in gadgets and stages. CoffeCapulus employees must consent to the terms and conditions set out during this strategy in order to be prepared to associate their gadgets to the corporate system.
Acceptable use: 
· The company characterizes adequate business use as exercises that legitimately or indirectly support CoffeCapulus company.
· The company characterizes worthy individual use on organization time as sensible and restricted individual correspondence or diversion, for example, perusing or game playing.
· Employees are not able to connect to all websites during work hours while connected in company network.
· Devices are blocked to store any information from company business.
· Some apps are not allowed.
· Employees may use their smartphones to access company resources as email, contacts, documents, etc.
Devices and support:
· Smartphones including Android, iPhone and Windows are allowed.
· Tablets including Android and iPad are allowed.
· Connection issues are supported by IT.
· All devices must be showed to IT to be configurated and checked for security requirements.
Compensation:
· The company will compensate some percentage of the cost of the device.
· The company will compensate employee’s half of the data plan.\
Security:
· All devices must be password protected using the features and strong password to access company network in order prevent unauthorized access.
· Passwords must be at least six characters and a combination of numbers, upper and lower-case letters, and symbols. Passwords will be changed every 90 days.
· Devices automatically lock itself after 1 minute if been not used.
· Device will lock after five failed login attempts. If it happens need to contact IT to regain access.
· Devices who are jailbroken or rooted will not get access into the company network.
· Employees cannot download, install, or use apps that does not appears on the company’s list will be automatically prevented.
· Devices from company’s list of supported devices will be not able to connect to company’s network.
· Employees devices that are for personal use only are not allowed to connect to the company’s network.
· Access to company data is limited.
· If devices are lost, stolen, hacked, or detected virus be remotely wiped.
Risks, liabilities, disclaimers:
· While IT will play it safe to keep the worker's very own information from being lost in the occasion it must remote wipe a gadget, it is the representative's obligation to avoid potential risk, for example, backing up email, contacts, and etc.
· The company reserves the right to disconnect devices or disable services without notification.
· Employees stolen or lost devices must be reported to the company asap.
· The worker is relied upon to utilize their gadgets in a moral way consistently and hold fast to the organization's adequate use approach as delineated previously.
· The representative is by and by obligated for all expenses related with their devices.
· The representative accept full obligation for dangers including, however not constrained to, the fractional or complete loss of organization and individual information because of a working framework crash, mistakes, bugs, infections, malware, and additionally other programming or equipment disappointments, or programming blunders that render the gadget unusable.
· Company CoffeCapulus maintains whatever authority is needed to make suitable disciplinary move up to and incorporating end for rebelliousness with this strategy.
· 

Mobile Device Management

	MDM – Mobile device management. It is everything in the name, truly. In other words, mobile device management is the product utilized by a business to screen, oversee, and secure smartphones that are being utilized inside the business. This is not to be mistaken for portable application the executives, which is connected yet certainly not the equivalent.
	Today, in 2020, we are seeing a time in little to-medium organizations where smartphone the executives assumes a critical job. It guarantees security and consistence yet having an incredible MDM arrangement in places rises to representative and partner trust in your business. Many cloud-based applications are extraordinary for expanding effectiveness and profitability, at the same time, in security terms, taking a shot at a cell phone can leave your business resources as an obvious objective for programmers. Intentionally made to address these security concerns, MDM programming points gives a solitary stage where every single smartphone used to get to organization information, records, messages, and so forth, can be observed and overseen. Moreover, clients are approved with some type of character, (for example: 2FA – Two Factor Authentication) so nobody can get to the gadget on the off chance that it gets in an inappropriate hand. MDM is ideal for any devices: laptops, tablets, smartphones. From IOS to Androids to Windows, for example. The devices are selected into the cell phone the board programming, and the overseer can design and deal with all devices from one main console.
	Features of mobile device management tools: 
· Security policies: Make your own security arrangements that can be authorized over all gadgets from one focal area.
· Cloud-based: It let us manage all devices remotely being out of office.
· Remotely wipe devices: If a device is lost or stolen, we can remotely wipe the data to protect unauthorized access.
· Remotely disable devices: Remotely disable devices to secure information for recovery.
· Logging and reporting: Track all reports and logs.
· Alerts: Set up alarms for clients endeavoring to sidestep limitations, or if the gadget is being utilized in an unapproved way.
· Scale-able: Customize accounts add, remove new users and devices.
· Monitor usage: See file access, apps usages, data usages across all users.
· Deploy apps: Effectively convey business applications to all devices.
· Deploy updates: OS – (operating system) and device updates to all users remotely. Update all security vulnerabilities.
· Hardware and app inventory: Audit equipment abilities and applications introduced across devices to screen for malware.
· Access control: Determine leads about which clients can perform activities and access certain information.
· VPN – (virtual private network) configuration: Configure VPN on user devices for more security.
· OS configuration: Design OS settings for all devices as per required consents.
Thus, with the developing pattern of BYOD (bring your own gadget), there likewise came the need to oversee and tie down these gadgets so as to secure organization information. Out of this need, cell phone the board instruments developed. The significance of a particular “MDM” the executive’s apparatus emerged when it turned out to be evident that dealing with every single remote device required inside the business would take a remarkable cost for the IT office. To summarize, past strategies expected IT to physically deal with every single gadget, to actualize security settings and guarantee that all devices were ensured. As you can envision, this procedure was incredibly dreary and tedious. Therefore, a brought together, cloud-based administration device totally eradicated the requirement for this manual work. However, there were likewise various issues that makes MDM management so significant, as it had the option to take care of these issues:
Cyber security - we referenced digital security, obviously, yet to get progressively explicit, mobile device management the executives instruments permit organizations to remotely make sure about devices in a split second, and turn out security refreshes as quickly as time permits, as opposed to taking hours or days to do as such. Above all, this gives more prominent insurance to organization data―reducing the danger of any malware or phishing assaults.
Dynamic work environments – secondly, mobile device management the executives had the option to expel the snag of working remotely and going for work. Devises can be made secure and access organization information paying little mind to where they are working from.
Staff turnover – unfortunately, staff terminations are seldom friendly. This regularly prompted a danger of an ex-representative keeping cell phones that frequently contained secret organization data, as money related information or customer records. Cell phone the board devices imply that, even in such an occurrence, the gadget can be cleaned remotely.
Overburdened IT – IT departments lost valuable time taking a shot at these gadgets. This removes their time taking a shot at greater or increasingly significant organization ventures. Mobile device management the executives decreases the weight on the IT departments and in this way brings down in general IT costs.
User Monitoring – Mobile devices were clearly being utilized in business before MDM the executives programming took off. Individuals going for business routinely utilized workstations, laptops, or smartphones. Nonetheless, there was no simple or helpful approach to screen these portable conditions. Cell phone the board programming permits you to mind gadget status, sign in endeavors, and secret phrase consistence.
Mobile devices management solutions to choose from: Microsoft Intune, Mobile Device Management for G Suite, Jamf, Cisco Meraki, Citrix Endpoint Management, MobiLock Pro, IBM MaaS360, ManageEngine, AirWatch MDM, Miradore Online, Scalefusion, Simple MDM.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]No references or in-text citation. Need to improve this area by using peer reviewed articles by utilising the university online resources and journals. Did not demonstrated diversity of sources and materials used.    (Grade mark: 33.33%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]5

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]See comment above. Need to demonstrate knowledge and understanding through your research.  You have not used the IEEE report format.  (Grade mark: 36.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]5.5

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Your report explain relevant areas for this assignment; policy, DFD, MDM, etc. No written introduction or conclusion. A DFD diagram done (Grade mark: 45.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]18

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]No design uploaded (Grade mark: 0.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]0

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your report could be aligned justified. Writing need improvement (try to read more peer reviwed articles and emulate the writing style).   (Grade mark: 48.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]4.8

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]33%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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