

	[image: ]
	Evidence of the services installed onto the Swansea server.
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	Evidence of windows Active directory set up correctly
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	Evidence of AD users set up from a script
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	Evidence of both windows and Linux machine being part of the AD

	[image: ]
	Evidence of successful pings from the ClientL1 to ClientS1
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	Evidence of Swansea server being able to ping ClientL1
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	Evidence of the Correct set up for the DNS system for both Reverse lookups and forward lookups.
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	Evidence of the networked/shared drive for files. Both on the server and ClientL1
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	Evidence of the group policy to share the networked drive and showing the permissions set
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	Evidence of the permissions set on the shared file (SMB)
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	Evidence of the automation of the firewall configuration
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	Evidence of the automated creation of users from a CSV file script
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	Evidence of a resolved issue where the ClientL1 could not update its software due to an error which was then fixed.
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	Evidence of the remote desktop service being set up correctly.
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	Evidence that the RDS can be access remotely across the server.
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	Evidence of the self-signed certificates being implemented into the RDS solution
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Machine Input

C: \Users\Administrator>ping 192.168.2.1
pinging 192.168.2.1 with 32 bytes of data:

2 time=ims
2 timecims

ping statistics for 192.168.2.1
Packets: Sent - 3, Received = 3, Lost = @ (8% loss)
Approximate round trip times in milli-seconds
Minimum - ems, Maximum = ims, Average = ems
Control-C
e
C:\Users\Adninistrator>hostname
As-pc

C:\Users\Administratorsping 192.168.2.3
rFA

Pinging 192.168.2.3 with 32 bytes of data:

Reply from 192.168.2.3

Reply from 192.168.2.3

Reply from 192.168.2.3: bytes=32 time-ms
[FAReply from 192.168.2.3: bytes=32 time-ims

Ping statistics for 192.168.2.3:
Packets: Sent - 4, Received = 4, Lost = @ (8% loss)
Approximate round trip times in milli-seconds
Minimum - ems, Maximum = 3ms, Average = ims

C:\Users\Administrator>
[MANUAL CHECK] Showcase professional development, complete tasks and procedures, use appropriate media, and communicate information to
specialist and non-specialist audiences (5 Marks)

Tutor to assess student explanation, screenshots, script comments, troubleshooting notes, and professional presentation of evid

[MANUAL CHECK] Fluency of expression; clarity and effectiveness in technical concepts and organisation (10 Marks)

Tutor to assess Final report/Script structure, command explanations, clarity of screenshots, and logical organisation of the su
bmitted evidence.
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12 # 1. Enable built-in ICWP rule
13 Enable-NetFirewallRule -Name "FPS-ICHP4-ERQ-In" -ErrorAction SilentlyContinue

15 # 2. Create rule with ICWP settings (for Get-NetFirewallICWPSetting detection)
16 [ Get-NetFirewallRule -DisplayName "Allow ICHPv4 Custom’ -ErrorAction SilentlyContinue {

17 New-NetFirewal IRy
1 -DisplayName "Allow ICHPv4 Custon’
19 -Direction Inbound

20 -Protocol ICHPv ©

21 ~TcmpType 8

22 -Action Allow *

23 -Enabled True

28 [}

25

26 # 3. Create rule that also triggers PortFilter Togic
27 [ Get-NetFirewallRule -DisplayName "Allow ICHPv4 PortFilter” -ErrorAction SilentlyContinue {

28 New-NetFirewallRule
29 -DisplayName "Allow ICHPv4 PortFilter” *
30 -Direction Inbound

51 -Protocol 1 °

ES -Action Allow

53 -Enabled True

3 3

By

36 # -

37 # Verification |

3 % -

39 Write-Host "Verifying ICVP rules

PS C:\Users\Administrator\Desktof

Ln37 Col 16 100%

n L Type here to search
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11 # Import AD module
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kyleactienti1: -6 hostnane

Clienti1

Kyleaclienti1-5 sudo apt update

[sudo] password for kyle

Tgn:3 caron://[Debian GHU/Linux 13.3.0 Trixie_ - Official and6s VD Binary-1 with firmare 20260110-11:00] trixie Infelease

Err-2 cdrom://[Debian GNU/Linux 13.3.0 Trixie . OFficial andsa DVD Binary-1 With firmare 20260110.11:00] trixie Release

Please use apt-cdron to nake this Co-ON recognized by APT. apt-get update cannot be used to add new CO-RONs
Error: The repository "cdron://[Deblan GWU/Linux 13.3.0 _Trixie. - OFficial sadsd OUD Binary-1 with firsuare 20260116
does not have o Release file

Notice: Updating from such o repository can't be done securely, and is therefore disabled by default
Notice: See apt secore (8) manpage for repository creation and user configuration details
KyleaClienti1:~5 sudo nano /etc/apt/sources. List

Kyleaclientii:-8 sudo apt update

Get:1 hetp: //deb.debian. org/debian trixie Infelease (140 k8]
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Get:4 http: //de.debian. org/debion trixie/non-free Sources 75,9 kB
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Get:7 tcp: //deb.debian org/debian trixie/main andss Packages 3,671 k6]

Get:8 Nttp.//deb.debian.org/debian Lrixie/main Translation-en (6,464 Kol
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kyle@clientl1: ~

2 packets transmitted, 0 received, 100% packet loss, time 1026ms

kyle@clientl1:~$ hostname
clientl1.kyle.acca

kyle@clientl1:~$ ping WindowsPC

[PING WindowsPC.kyle.acca (192.168.1.11) 56(84) bytes of data.

I

--- WindowsPC.kyle.acca ping statistics

2 packets transmitted, @ received, 100% packet loss, time 1016ms

kyleaclientll:~$ ping Clientsl
ping: ClientS1: Temporary failure in name resolution
kyle@clientl1:~$ hostname

clientll.kyle.acca

kyle@clientll:~$ ping 192.168.1.11

PING 192.168.1.11 (192.168.1.11) 56(84) bytes of data.

64 bytes from 192.168.1.1 icmp_seg=1 tt 26 tim .804 ms
64 bytes from 192.168.1.1 icmp_seq=2 ttl=126 time=1.46 ms
64 bytes from 192.168.1.1 icmp_seg=3 tt’ 26 tim .684 ms
[~C

--- 192.168.1.11 ping statistics -

3 packets transmitted, 3 received, 0% packet loss, time 2004ms
rtt min/avg/max/mdev = ©.684/0.982/1.458/0.340 ms
kyle@clientli:~5 |}





