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[bookmark: _Toc513228147]Description of configuring the cluster
Utilising “sysprep” to generalise the VM (virtual machine) and generate a new unique ID. 
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[bookmark: _Toc513228157]Figure 1: Generate a New Unique ID
This step is really important as the newly created virtual machine Bridgend has the same function as VM Swansea, and VM Bridgend is duplicated from VM Swansea, this step ensure that the two virtual machines are independent while having the same functions and settings on Windows operating system.
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[bookmark: _Toc513228158]Figure 2: Configure VM Bridgend with the Same Setting as VM Swansea
Then, connect VM Swansea and VM Bridgend to VM Cardiff whose IP address is 192.168.11.1. 
In VM Swansea and VM Bridgend, set static IPv4 address like follows. Their IPv4 address are relatively 192.168.11.3 and 192.168.11.2.
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[bookmark: _Toc513228159]Figure 3: Set Appropriate IP Address
Create a new disk for Cardiff – firstly in Cardiff Properties using Hardware Configuration to allocate a 5 Gigabytes storage zone; secondly, open “Disk Management” to split the allocated storage area into two parts – Quorum and Storage.
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[bookmark: _Toc513228160]Figure 4: Allocate Storage in “Disk Management”

Establish a new server in VM Cardiff. Add the iSCSI Target Server role to VM Cardiff which can be found under “File and Storage Services” in the add role wizard. This will allow us to access these disks remotely over an IP network.  It is important to use the iSCSI initiator to do this from our cluster node servers. 
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[bookmark: _Toc513228161]Figure 5: Pre-Installation
Next, in VM Swansea and VM Bridgend, as a program or service uses a particular volume or device, have the iSCSI initiator service automatically configure avaliable by clicking the Auto Configure button. 
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[bookmark: _Toc513228162]Figure 6: Installation

Add domain service to these three each of virtual machines.
[image: ]
[bookmark: _Toc513228163]Figure 7: Add Domain Service to These Three Each of Virtual Machines
Assign drive letters – Quarum is E and Storage is F.
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[bookmark: _Toc513228164]Figure 8:  Assign Drive Letters
Uninstall DHCP on VM Cardiff.
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[bookmark: _Toc513228165]Figure 9: Uninstall DHCP on VM Cardiff
Install DHCP role on VM Swansea & VM Bridgend
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[bookmark: _Toc513228166]Figure 10: Install DHCP Role
Add DHCP role. Configure DHCP to run on our cluster, instead of on VM Cardiff.  
[image: ][image: ]
[bookmark: _Toc513228167]Figure 11: Add DHCP Role
Authorise the failover cluster.
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[bookmark: _Toc513228168]Figure 12: Authorise the Failover Cluster


Configure the DHCP setting on VM Bridgend.
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[bookmark: _Toc513228169]Figure 13: Configure the DHCP
In VM Swansea, it is apparent that the DHCP has been configured.
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[bookmark: _Toc513228170]Figure 14: A Look at DHCP Setting


Internet configuration information and the DHCP setting in VM Swansea.
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[bookmark: _Toc513228171]Figure 15: Internet Configuration and DHCP Information in VM Swansea
Internet configuration information and the DHCP setting in VM Bridgend.
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[bookmark: _Toc513228172]Figure 16: Internet Configuration and DHCP Information in VM Bridgend
Now, the running state can be viewed in VM Swansea or VM Bridgend. In the Failover Cluster Magagement panel, it is very easy to inspect how the nodes of failover cluster are running.
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[bookmark: _Toc513228173]Figure 17: The Running State in The Failover Cluster Magagement Panel
[bookmark: _Toc513228148]Critical Report Detailing the Underpinning Concepts of a Failover Cluster
[bookmark: _Toc513228149]Rationale behind Failover Clustering
There is an area called Storage Area Network (SAN), where information is written into it. All of the existing physical servers can simultaneously get access to it. Information are various, such as state information. For instance, which step the process is engaged in at present [1]. SAN gives the failover cluster a united information source to cope with emergency.
A failover cluster will be trigged under following circumstances:
· The work operating on the physical server has been overloaded.
· A requirement is made by the cluster administrator.
· There is an unexpected hardware or software breakdown happened on the physical server which impede the process of the whole system.
When a hardware failure happens, the last snapshot of the working state information will be taken and this snapshot will be written to the SAN, then the process will be suspended. The receiving host gets the state information from the common storage device and recover the process according to the state information. The cluster renews Address Resolution Protocol (ARP) tables to update routing tables and redirect requests to the step to a new operating node [2]. This is the whole procedure of how a failover cluster works when countering software or hardware failure.
[bookmark: _Toc513228150]The Quorum Device and Its Relevance to the Cluster as a Whole
A quorum in the failover cluster is only a district of storage that contains some basic cluster configuration, and it functionally defines how many device breakdown a cluster can maintain before cluster itself goes over [3]. The extreme occasion is that quite a lot failures occur and the cluster shuts down. 
The quorum is an extra part of the SAN model. It can potentially link the communication between the nodes when the connection between the nodes fails, despite of the slow speed and small possibility. Information stored in the quorum is shared by each node. Quorum is a voting system which can make sure there is a stable working device once. Imagine a situation in which the network connection breaks down and effectively cutting the cluster into half. So there should be a mechanism to determine which half keeps on processing the cluster tasks. The difference between node failure and network failure cannot be recognised by the cluster, and if it is a network failure, the two half can work properly. But when this two half are working at the same time, there will be a disaster. To choose one physical device work at a same time, the quorum is competent on this work.
Four main approaches to configure the failover cluster – Node majority, Node and disk majority, Node and file share majority and No majority disk only. The major objective of choosing a quorum configuration is to make sure that a split results in an uneven number of votes on either side.  Make an odd number of votes and crucial one side has more than 50% of the votes. In the situation of the network failure, the offline nodes are disconnected and the voting right of online nodes needs to be reallocated. This is the dynamic resizing method, which may be a tiny bit risk because there are still some possibilities that the cluster fails by using this technology. Nevertheless, the chance that this situation happens is quite rare, so no worry to concern much about it.
[bookmark: _Toc513228151]Cluster Nodes and Resource Groups
The cluster node can be regarded as the owner of the cluster’s virtual IP or by extension, DNS. There can be only one owner once and the cluster owner reroutes requests to the correct node at a very low level. At the time when the owner fails, another owner will be assigned. Resource group is allocated like disks and servers.

[bookmark: _Toc513228152]The Heartbeat Network and Its Operation
There is specific tricky method of detecting hardware failure called heartbeat network. As nodes cannot tell the cluster at what time they have terminated working, all nodes are required to send out a “heartbeat” – a tiny packet of data which inform other nodes that it is still in working condition. The frequency of it is they do this every 1.2 seconds. When 5 sequential heartbeats are missed, the nodes take action and redo the cluster configuration. At the time when one or more disconnected nodes have been detected, the quorum voting process will occurs. The following step will be the current process is going to be redistributed.
[bookmark: _Toc513228153]The difference between failover and Network Load Balancing clusters
Network load balancing cluster is mainly used for web, FTP, streaming media server, terminal server, ISA firewall. The emergence of clusters solved the limitations of CPU speed and the reliability of the service. Network load balancing clusters are not suitable for situations where user information needs to be saved locally. The network load balancing cluster security priority provides services randomly. If it is solely responsible for storing data, a complete user database cannot be formed, integrating failover clusters should be considered.
The structure of network load balancing cluster is that each node runs the same service with the same data. Web cluster needs node address, domain name, DNS service and HOST file modification. However, domain names and dual network adapters are not required. They are used only when accessing a cluster through a domain name. Each node is equipped with the same service and adds network load balancing functionality. Network load balancing cluster address must be static, this address will be shared by each host. All nodes have their own IP belong to the same subnet. Some algorithms will give the explanation of load, but this is complicated, and not usually worth doing. Stateless applications usually take about the same amount of load each.
The host name of each node is its own unique identifier. Multiple hosts, and a single host, refer to the similarity option of your cluster nodes. It refers to the similarity of the IP addresses of the access users. The requests of the same user are processed by the same node and the selection is single. Requests of the same IP segment are processed by the same node to select the network. Select none if all nodes can respond to the same user's request.
Features of failover cluster: Multiple nodes have a shared storage device, with arbitration data, and heartbeat network. When one node stops, the others start automatically. What should be prepare at first is that the two systems are preferably the same from software to hardware. If connected devices uses ISCSI, they must dedicate the network adapter to ISCSI or communication. Store at least two hardware-level volumes or partitions. Shared storage device cannot be set to dynamic volume. One partition for the witness disk and another partition for the data being shared. The physical parameters of the network adapter should be the same, including the connected switch parameters, duplex mode, and rate. Adapters for different purposes are divided into different network segments. To use the domain name system, DNS dynamic update protocol is recommended. All node servers are domain members. The domain controller is not recommended as a member of the cluster. If it is not Domain Admins, the account must have "create permissions for computer object".
Failover cluster supports stateful applications, like Hyper-V and DHCP and it can also run stateless applications [4]. While network load balancing clusters can only run stateless applications. Failover cluster focuses on realising redundancy and reliability, but not necessarily scalability. Network load balancing clusters focuses on achieving scalability and reliability, but with a major limit on the available applications. These two can somewhat be combined.  It’s never unusual to see a web setup with a failover cluster running a database server in the backend, and a network load balancing cluster running the web frontend connecting to it.
[bookmark: _Toc513228154]Evaluate critically the implemented cluster architecture for operation and performance
As our experiment was done on the virtual machine, it should have a main sever. Every time the researchers logged in the virtual machine on the platform of SCVMM, there is “Tesla” showing in front of us. So “Tesla” is actually the name of the cluster, which refers to an IP address. That is to say, it is not a real existing machine somewhere in the building, it is just a combination of all of the resources in the implemented cluster that puts them all together into a group. As the construction of the failover cluster had been completed on virtual machine, the software part had been finished. The operating condition is pretty stable on that virtual machine and the operation and performance of the failover cluster seem to be good [5]. 
After setting up the failover cluster, the researchers had an experiment on it to test whether it can work properly. The previous system was running on the VM Bridgend, the VM Swansea rested. When shutting down the VM Bridgend suddenly in SCVMM, and waited a second then refreshed the Failover Cluster Manager, it showed that the VM Swansea was on UP state while VM Bridgend was on DOWN state. This phenomenon indicates that the cluster worked quite well when emergency came. 
Although the implemented cluster passed the experiment, it was just stable on software. What cannot be guaranteed is that the basis of the cluster is stable, namely, the physical machines. The physical machines comprises of physical servers, physical switches and storage disks. These stuff are probably gathered together in the same room or allocated in separated rooms. It can almost make sure that the same kind of devices should be installed together. So the location of these devices seems fairly important to contribute to the stability of the whole cluster. We cannot expect what will happen like flood, earthquake, extremely hot weather or fire, which can cause actual damage to the physical machines and the loss of information and processing is irreversible. 
To make a reliable failover cluster, the room that cluster is being mounted should have security measures like CCTV and locked doors or cabinets. The room should have no windows and it should also be quite inside of the building. What is more, the rooms contain servers should be equipped with air conditioning to cool them down. As these machines are afraid of water, the cluster rooms should be away from water pipes. The position is not recommended in both top floor or bottom floor of the building as there are ceiling leaks on the top floor and building floods on the bottom floor. They are supposed to keep away from the external walls to prevent the wall collapsing to cause damage to the devices by accident.
[bookmark: _Toc513228155]Deployment of software to such a cluster in a cloud-based environment
Build a Windows Server 2012 Failover Cluster study centre on the Windows Azure cloud platform. Much of its work will be to integrate a simulated cluster with an existing Active Directory and iSCSI storage devices [6]. 
The lab scenario is a good model for failover cluster built on cloud environment[7]. Additional member servers and on-premise connectivity will be added to the Windows Azure cloud.
[image: G:\Fancyliu\Download\4442.image_47C1BD14.png]
[bookmark: _Toc513228174]Figure 18:  Lab Scenario: Windows Server 2012 Failover Cluster
First of all, the researchers need have access to the Windows Azure, have idea of setting up servers, Active Directory Forest, Replica Domain Controller and Storage Server in the Cloud. To start with, following steps is important for configure a Windows Server 2012 Failover Cluster in a cloud-based study lab environment:
· Arrange cluster node virtual machines on Windows Azure
· Adjust the setting of cluster node virtual machines for abundant availability on Windows Azure
· Setup failover clustering feature while preparing virtual machines
· Generate another failover cluster
· Establish a continuously available clustered file server role
· Import/export virtual machines built on cloud-based lab
Many cloud providers permit researchers to deploy their software across multiple separate and redundant data centres. Nevertheless, they do not offer shared storage (for instance, a SAN), which is an indispensable part to support previous Microsoft Windows Server Failover Clustering throughout these computing resources. The solution is to use software without SAN instead of a shared storage to create a high availability cluster using Windows Server Failover Clustering with local storage. Researchers are able to deploy a highly available SQL Server Failover Cluster Instance across multiple windows instances in the cloud. If a failure occurs, Windows Server Failover Clustering will coordinate the SQL Server failover and restart SQL on another node in the cluster.
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