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[bookmark: _Toc236740429][bookmark: _Toc237560049]Abstract
The shift to cloud computing has eroded the traditional network perimeter. Centralised and federated identity models have repeatedly proven fragile, exposing a single point of failure and a persistent dependence on third-party providers [1], [2]. The W3C has since standardised Decentralised Identifiers (DIDs) [3], [4] which, combined with appropriate cryptography, allow identity to be verified within a Zero Trust model without a central authority. 
However, very little is known about their operational performance within a UK enterprise cloud. 
This proposal sets out a plan to benchmark a DID authentication artefact, developed using the Design Science Research methodology [5], that employs BBS+ signatures for selective disclosure [6] and StatusList2021 for decentralised revocation [7]. Measured against an OAuth 2.0 and SAML baseline in a simulated UK cloud environment, the study will quantify the trade-offs in latency, throughput, and payload size, together with the artefact's UK GDPR readiness [8]. The objective is to build an evidence base that UK organisations considering a move towards a decentralised cloud identity strategy can use to inform their first steps.


[bookmark: _Toc236740430][bookmark: _Toc237560050]Section 1: Introduction
[bookmark: _Toc236740431][bookmark: _Toc237560051]1.1 Context and Background
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Figure 1.1: Side-by-side comparison of centralised identity trust flow versus the cryptographic, user-controlled trust flow of Decentralised Identity. (Source: Author, 2026)
[bookmark: _Toc236740432][bookmark: _Toc237560052]A) Overview of the Research Field
[bookmark: _Toc236740433]Identity-centric security became prevalent with widespread adoption of cloud computing and edge networks, with data and compute pushed closer to users and devices which exponentially increases attack surface area for bad actors. Network security in this world where distributed environments are the norm must move beyond outdated network-perimeter-based approaches and adapt to embrace the Zero Trust Architecture (ZTA) paradigm [9]. While the industry currently is largely focusing on either CIM or FIM based identity management strategies, which both necessitate data control delegation for the user, one of these approaches, CIM, has a singular point of failure open to large scale credentials compromise [1]. The other, FIM, allows a distributed yet still dependent approach on a third party provider like Google or Facebook to manage individual data identity, compromising privacy and autonomy while also compromising data resiliency [2].
[bookmark: _Toc237560053]B) Current Developments
[bookmark: _Toc236740434]Self- Sovereign Identity (SSI), with decentralised identities, have been put forward to mitigate these difficulties. Through standards defined by the W3C, the specifications DID Core 1.0 and Verifiable Credentials Data Model 2.0 provide the possibility for cryptographical proofs without the involvement of an identity authority [3], [4]. Research into Zero-Knowledge Proofs (ZKPs) provides a way for a person to prove they have certain characteristics without actually disclosing the data in question – this aligns to data minimal principles found in UK data protection law [6]. 
The sector is also developing decentralised revocation mechanism like the StatusList2021 to deal with credentials expiring/being revoked without requiring a central server [7]. 
While there is positive movement on most aspects of identity, the computational cost of intensive cryptographic processing on edge devices under these new protocols may still be prohibitive. It remains rare to see DID systems tested extensively outside the laboratory, under realistic enterprise cloud conditions.
[bookmark: _Toc237560054]1.2 Research Problem
[bookmark: _Toc236740435][bookmark: _Toc237560055]A) Problem Definition
[bookmark: _Toc236740436]Although Decentralised Identity is widely promoted as a remedy for the weaknesses of centralised and federated identity management, its viability for real-world enterprise cloud authentication remains unproven. The specific problem this research addresses is that the performance cost, revocation overhead, and UK GDPR compliance of a DID-based authentication architecture have not been measured together within a realistic cloud environment. As a result, UK organisations have no evidence base on which to judge whether migrating to decentralised cloud identity is technically and legally feasible. The promise of DID is therefore well established in principle but untested under the operational conditions that would determine whether it can be adopted.
[bookmark: _Toc237560056]B) Current Challenges
Because centralised repositories concentrate large volumes of personal data in one database, a single breach exposes all of it, making them high-value targets for Man-in-the-Middle attacks and mass credential theft [1]. It appears that traditional authentication methods can find compromise between meeting stringent security requirements whilst also adhering to the minimisation principles of UK GDPR, with much work having been based on simply ‘bolting on’ behaviours or MFA capabilities; however this increases system latency [8]. In addition to this, although Decentralised Identity presents the theoretical “Silver Bullet”, there seems to have been limited development, and performance and latency costs are not sufficiently analysed for the ‘real world’ implementation within the enterprise on the cloud [10], hence UK businesses do not know the cost of the effort and design required.
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Figure 1.2: The conceptual trust triangle underpinning Self-Sovereign Identity, showing credential issuance, holder custody, and verifier validation. (Source: Author, 2026)
[bookmark: _Toc236740437]Previous work in this domain has generally addressed a single slice of the whole issue. For instance: Studies on legacy systems identify inherent security flaws in, but do not directly test alternative decentralised versions [1], [2]. Some research on SSI identifies its security guarantees in theory, but sidesteps the compute needed to resolve DID documents in real traffic [11]. 
Research on BBS+ signatures and Zero-Knowledge Proofs measures cryptographic performance within a lab not subject to network latency or common cloud boundaries [6]. 
None test these issues combined (latency testing, revocation performance, UK GDPR compliance) in a singular, tested artefact. This is what this work addresses.
[bookmark: _Toc237560057]Research Questions
· RQ1: What are the measurable performance differentials in verification latency and computational overhead when comparing DID authentication using BBS+ signatures against traditional federated Identity Management (OAuth 2.0) in a cloud environment?
· RQ2: How does the integration of decentralised revocation registries, such as StatusList2021, impact the transaction throughput of cloud authentication nodes?
· RQ3: To what extent can a DID-based cloud authentication architecture be designed to fully comply with the data minimisation and Right to Erasure mandates of UK GDPR without compromising cryptographic integrity?
[bookmark: _Toc236740438][bookmark: _Toc237560058]1.3 Research Aim and Objectives
[bookmark: _Toc236740439][bookmark: _Toc237560059]Research Aim:
The aim of this research is to critically evaluate and empirically benchmark the efficacy of Decentralised Identity (DID) frameworks as a secure, privacy-preserving authentication mechanism within cloud computing environments, assessing technical performance and alignment with UK cybersecurity and regulatory requirements.
[bookmark: _Toc236740440][bookmark: _Toc237560060]SMART Objectives:
· Systematically review literature and industry standards (W3C DID Core 1.0, VC 2.0) concerning cloud authentication architectures to identify technical limitations in current centralised and federated models, by Month 1.
· Design and develop a conceptual DID authentication artefact using the Design Science Research Methodology, integrating BBS+ signatures for selective disclosure and StatusList2021 for decentralised revocation, by Month 3.
· Implement the prototype within a simulated cloud environment (AWS or GCP) to evaluate user-centric authentication and programmatic credential verification, by Month 4.
· Evaluate and benchmark the quantitative performance of the DID artefact against traditional OAuth 2.0/SAML federated models, measuring verification latency, computational overhead, and transaction throughput, by Month 5.
5. Assess the artefact's compliance with UK GDPR principles, evaluating the architectural conflict between distributed ledger immutability and the Right to Erasure, formulating deployment recommendations, by Month 6.
[bookmark: _Toc236740441][bookmark: _Toc237560061]Table 1.1: SMART Compliance Check
1. Literature review — Specific: scope covers W3C DID Core, VC 2.0, CIM/FIM. Measurable: completed literature synthesis. Achievable: public standards and papers are accessible. Relevant: grounds later design decisions. Time-bound: Month 1.
2. Artefact design — Specific: DSRM-based DID architecture. Measurable: documented architecture diagrams. Achievable: Peffers/Hevner DSRM framework available. Relevant: establishes the artefact to be tested. Time-bound: Month 3.
3. Prototype implementation — Specific: deployed in simulated cloud (AWS/GCP). Measurable: operational verifier node. Achievable: cloud trial accounts accessible. Relevant: enables empirical testing. Time-bound: Month 4.
4. Performance benchmarking — Specific: latency, overhead, throughput vs. OAuth/SAML. Measurable: quantified ms, TPS, byte figures. Achievable: JMeter and Wireshark are available tools. Relevant: directly answers RQ1 and RQ2. Time-bound: Month 5.
5. GDPR compliance assessment — Specific: Right to Erasure vs. ledger immutability. Measurable: documented compliance recommendations. Achievable: builds directly on Objectives 2-4. Relevant: directly answers RQ3. Time-bound: Month 6.
[bookmark: _Toc236740442][bookmark: _Toc237560062]1.4 Significance of the Research
[bookmark: _Toc236740443][bookmark: _Toc237560063]Academic significance:
[bookmark: _Toc236740444]This research identifies and addresses a gap in the available literature. While the cryptographic basis for SSI, including the BBS+ digital signature scheme [4], [10], is widely explained, benchmark data for DID in an enterprise cloud context is scarce. This research will benchmark the overhead of issuing and verifying BBS+ signatures and verifiable presentations in a cloud-edge context [5], [6].
[bookmark: _Toc237560064]Technical significance:
In this research, a proof-of-concept system will be developed to demonstrate the practical efficiency of Verifiable Credentials together with a distributed revocation mechanism, with empirical data collected to measure the latency trade-off involved in achieving secure zero-trust access to the cloud [7].
[bookmark: _Toc236740445][bookmark: _Toc237560065]Practical significance:
For UK organisations and their cloud vendors, this research offers an evidence-based route towards passwordless, decentralised authentication that also supports data sovereignty. It equips CISOs to build a credible business case for reducing reliance on centralised identity stores and the concentrated risk they carry [8].
[bookmark: _Toc236740446][bookmark: _Toc237560066]Section 2: Literature Review
This review examines identity management in cloud environments to locate the gap in decentralised authentication performance testing, drawing on peer-reviewed papers, IEEE and ACM proceedings, and industry standards (W3C, NIST) from 2020 to 2026. It is organised thematically rather than chronologically, tracing the shift from centralised weaknesses to decentralised cryptographic remedies.
[bookmark: _Toc236740447][bookmark: _Toc237560067]Search Strategy
[bookmark: _Toc236740448]The review adopted a systematic methodology grounded in PRISMA recommendations. Searched resources were IEEE Xplore, ACM Digital Library, Scopus, and SpringerLink, as well as standards produced by W3C and NIST. Boolean logic was used in the queries such as ("decentralised identity" OR "DID" OR "self-sovereign identity") AND ("cloud authentication") and ("zero-knowledge proof" OR "BBS+") AND ("verifiable credential") and ("GDPR" OR "data protection") AND ("blockchain" OR "distributed ledger"). Papers published between 2020 to 2026 were selected and seminal works predating this window — specifically Hevner et al. (2004) and Peffers et al. (2007) — were retained as foundational exceptions. Inclusion criteria included: peer reviewed, English language document, focused strictly on issues of identity management, DID, privacy cryptography or UK data protection. Vendor documentation without evidence and papers on aspects of cloud identity management that did not involve Authentication, were excluded and found to be about 46 potential documents. After exclusion to narrow down, 25 papers were selected for full review, and 14 were found suitable and were cited directly in this paper.
[bookmark: _Toc237560068]Theme 1: Architectural Vulnerabilities of Legacy Identity Management
[bookmark: _Toc236740449]Today enterprises employ anything from centralised and single-point-of-control identity management to federated identity management across networks. CIM, while easy to administer, is also a single point of failure; and the literature clearly shows this sort of organisation leads to widespread credential stealing and being a popular target for attacks [1]. FIM based on open identity federation standards such as OAuth 2.0 and OIDC effectively allows access to services across any identity domain without replicating identity data but has as a potential drawback a degree of "transitive trust"; where compromising the primary IdP would have impact to all federated IdPs connected [2]. A lot of existing literature focuses on solutions such as multi-factor with biometric identity systems, not the actual risk, which is third parties controlling identity data.
[bookmark: _Toc237560069]Theme 2: The Self-Sovereign Identity Paradigm and W3C Standards
[bookmark: _Toc236740450]Recently, against these concerns, attention is given to Self-Sovereign Identity (SSI) where users prove their identity using cryptographic means without intermediaries [3]. In this vision, research presents a triangle relationship of Issuer, Holder and Verifier, where the cloud authentication only needs to verify a signature on the credential, without querying against the central database [4]. Such works usually attest for theoretical security of SSI, but hardly consider the computational burden for verifiers to resolve decentralised identifiers (DIDs) in the distributed ledgers, hence are unable to demonstrate its performance when used at enterprises.
[bookmark: _Toc237560070]Theme 3: Privacy-Enhancing Technologies and Zero-Knowledge Proofs
[bookmark: _Toc236740451]Zero-Knowledge Proofs allow an attribute to be proven without disclosing the underlying data, and BBS+ provides an efficient signature scheme for selective disclosure in Verifiable Credentials [6]. The practical overhead of computing large BBS+ signatures in real time on edge devices is not well documented, as studies have largely been confined to laboratory conditions that exclude network latency and typical cloud machine constraints.
[bookmark: _Toc237560071]Theme 4: Revocation Mechanisms and Verifier Latency
Credential revocation without a central server remains a persistent problem. StatusList2021 encodes revocation state as a compressed bitstring, allowing verifiers to check status without a server call while preserving query privacy [7]; however, retrieving and decompressing the list introduces non-uniform latency, and verifier-side storage cost remains unresolved.
[bookmark: _Toc236740452][bookmark: _Toc237560072]Theme 5: Regulatory Tension and UK GDPR
Distributed ledger technology sits in direct tension with UK GDPR: the immutability of records in blockchain-based Verifiable Data Registries conflicts with Article 17, the Right to Erasure [8]. Personal data written to a public ledger is widely held to constitute non-compliance in perpetuity, and the common remedy is to store personal data off-chain while committing only hashes and public keys on-chain. Working implementations demonstrating fully GDPR-compliant DID authentication in the UK legal context are, however, rarely reported.
[image: ]
Figure 2.1: Diagram showing the architectural tension between immutable ledger records and the GDPR Article 17 Right to Erasure, with the proposed off-chain storage workaround. 
[bookmark: _Toc236740453][bookmark: _Toc237560073]Theme 6: Key Recovery and Usability Constraints
[bookmark: _Toc236740454]A final constraint is usability and key recovery. Self-custody carries a substantial usability cost: roughly one in six compromised self-custody wallets results from lost or exposed access information such as seed phrases [12]. Taxonomic surveys treat key-holding difficulties in enterprise settings as inherent trade-offs of non-custodial design rather than defects [14]. Social recovery is emerging in DeFi but enterprise identity adoption remains limited, leaving this among the most significant practical limitations of decentralised identity.
[bookmark: _Toc237560074]Points of Agreement and Disagreement
Across the themes there is consensus that centrally managed identity conflicts with Zero Trust principles and that DIDs offer a cryptographically sound alternative [1]–[3]. Disagreement persists over SSI’s production maturity: some hold that residual latency can be engineered away [6], while others argue that unresolved key-recovery and revocation issues preclude broad enterprise adoption [7], [12]. This divide reflects the gap between cryptographic research testing security and systems research testing feasibility, which this study addresses through empirical benchmarking.
[bookmark: _Toc236740455][bookmark: _Toc237560075]Theoretical and Technical Frameworks
This design draws on several specifications: W3C DID Core 1.0 and Verifiable Credentials Data Model 2.0 for the credential format [3], [4]; the Issuer-Holder-Verifier trust model for transaction [4]; BBS+ signatures and Zero-Knowledge Proofs for selective disclosure [6]; and StatusList2021 for the revocation [7]. Combined, the latter constitute the proposed architecture based on the three-tier described in Section 3.
[bookmark: _Toc236740456][bookmark: _Toc237560076]Literature Summary and Research Gap Justification
The academic literature provides empirical evidence regarding some intrinsic failures of centralised or federated identities [1], [2], suggesting that the DID/SSI model is a promising way out [3], [4]. While Zero-Knowledge proofs along with BBS+ signatures are used for privacy-preserving partial disclosures, there is no empirical evidence on its practical applications in real scenarios [6], the use of decentralisation for revocation of credentials incurs unspecified latencies [7], and the immutability of blockchains might directly contravene the EU GDPR right of erasure (specifically, UK GDPR's right to erasure) [8]. No prior study has measured the performance of DIDs in a live cloud-based system alongside revocation latency and UK GDPR compatibility. This research will benchmark these attributes together with decentralised revocation.
[bookmark: _Toc236740457][bookmark: _Toc237560077]Section 3: Research Design and Methodology
[bookmark: _Toc236740458][bookmark: _Toc237560078]3.1 Research Design
This study adopts an objectivist ontology: verification latency, throughput, and payload size are treated as measurable properties of a technical artefact rather than matters of interpretation, which aligns with research questions concerned with system behaviour. The epistemological stance is positivist, since performance knowledge is best generated through empirical experiment, yielding results independent of researcher belief and replicable under the same dataset and configuration. The researcher’s prior experience in cloud security and identity management informs an emphasis on deployment feasibility; this bias is mitigated by grounding design decisions in cited sources and reporting measured results without correction where targets are not met.
The methodological foundation of this research rests on the Design Science Research Methodology (DSRM) defined by Peffers et al. and Hevner et al. [5], [13]. An entirely qualitative method cannot measure the computational performance of a novel authentication protocol. Similarly, an entirely empirical method lacks formal rigor for constructing complex systems prior to testing. This makes DSRM particularly suitable here, leveraging an established step-by-step methodology that bridges cryptographic research with the practical domain of cloud engineering. The subsequent phases were structured as per the DSRM lifecycle: Problem Identification, defining the security and privacy challenges with legacy identities and the conflict arising from UK’s GDPR implementation; Objective Definition specifying requirements for a highly secure, low latency, privacy-centric DID; Design and Development by creating the actual Distributed Ledger Technology (DLT) system implementing existing standards, such as W3C, and using the efficient BBS+ signature; Demonstration and evaluation of the system by piloting it within a cloud-based simulated testbed; Evaluation measuring overhead, latency and throughput; and Communication to report the findings.
[image: ]
Figure 3.1: The six sequential stages of the Design Science Research Methodology applied to this project, from Problem Identification through Communication. 
[bookmark: _Toc236740459][bookmark: _Toc237560079]3.2 Research Methods and Materials
[bookmark: _Toc236740460][bookmark: _Toc237560080]A) Research Methods
The study is quantitative, relying on automated system tests rather than live participants, given the technical nature of the artefact and data privacy constraints. A test suite of 10,000 synthetic Decentralised Identifiers and Verifiable Credentials will be generated using standalone Python scripts for dataset generation only, while the verifier artefact itself is built in TypeScript/Node.js (Section 3.2.B). This affords full control over test variables, avoids UK GDPR exposure, and supports stress-testing at enterprise scale.
[bookmark: _Toc236740461][bookmark: _Toc237560081]Technical Architecture
The artefact uses a modular three-tier architecture based on the W3C Issuer-Holder-Verifier model, focusing on the Verifier layer where enterprise cloud infrastructure meets the decentralised system. Table 3.1 summarises the layers.
[image: ]
Figure 3.2: The Holder, Cloud Verifier, and Verifiable Data Registry layers, showing the flow of a Verifiable Presentation request through OpenID4VP validation and StatusList2021 revocation checking. 
	Architectural layer
	Component functionality
	Underlying technologies

	Input (Holder layer)
	Simulates a user's digital wallet storing Verifiable Credentials signed with BBS+ signatures, enabling selective disclosure
	Node.js script simulating mobile enclave; W3C VC Data Model 2.0

	Processing (Cloud Verifier layer)
	API gateway receiving OpenID4VP requests, validating cryptographic signatures, issuing session tokens
	TypeScript/Express API; OpenID4VP libraries; AWS EC2 or GCP Compute Engine

	Resolution (VDR layer)
	Queries a simulated Verifiable Data Registry to resolve DID Documents and check StatusList2021 revocation status
	Hyperledger Fabric (simulated) or IPFS; W3C DID Core 1.0


Table 3.1: Architectural layer components and technologies.
The workflow: the user requests access to a cloud resource; the verifier issues a challenge; the user's wallet creates a Verifiable Presentation with BBS+ signatures, disclosing only what is needed; the verifier checks this against the Verifiable Data Registry to resolve the issuer's DID and check the StatusList2021 revocation status; once validated, the verifier grants a session token.
[bookmark: _Toc236740462][bookmark: _Toc237560082]Data Analysis and Evaluation
Four metrics will measure the performance of the DID authentication process, summarised in Table 3.2.
	Evaluation metric
	Definition
	Justification

	Verification latency (ms)
	End-to-end time from receipt of the Verifiable Presentation to access token generation
	Direct indicator of Quality of Service; high latency degrades enterprise viability

	Transaction throughput (TPS)
	Concurrent authentication transactions processed per second before CPU throttling
	Assesses scalability under DDoS or high-traffic scenarios

	Payload overhead (bytes)
	Size comparison between a standard JWT and a BBS+ Verifiable Presentation
	Larger payloads consume more bandwidth, impacting mobile and edge efficiency

	Revocation check latency (ms)
	Temporal cost to fetch, decompress, and parse the StatusList2021 index
	Isolates the computational bottleneck of decentralised revocation checking


Table 3.2: Evaluation metrics and justification.
[bookmark: _Toc236740463][bookmark: _Toc237560083]B) Research Materials
The verifier backend API is developed in TypeScript/JavaScript (Node.js), using libraries such as @digitalbazaar/vc-status-list for revocation. Apache JMeter performs load and concurrency testing and Wireshark measures payload packet sizes. Table 3.3 lists the software and hardware required.
	Category
	Requirement

	Programming languages
	TypeScript/JavaScript (Node.js), Express API framework

	Cryptographic libraries
	@digitalbazaar/vc-status-list, OpenID4VP libraries, BBS+ signature libraries

	Testing and analysis tools
	Apache JMeter (load testing), Wireshark (packet analysis)

	Hardware
	Mid-tier cloud virtual machine (e.g., AWS EC2 t3.medium or GCP e2-standard-2)


Table 3.3: Software and hardware requirements.
[bookmark: _Toc236740464][bookmark: _Toc237560084]Ethical Considerations
This research involves no human participants. All DIDs and cryptographic keys are synthetic, so no sensitive personal data is processed and neither participant consent nor ethics committee approval for human subjects is required. As the artefact is an authentication gateway, development will follow secure coding practice aligned to the OWASP Top 10 to limit injection, broken access control, and cryptographic failures on the verifier API. The architecture reflects the UK GDPR principles of data minimisation and the Right to Erasure: only public keys and DID metadata reside in the simulated ledger, while user data remains on the holder’s device. The completed Ethics Form has been submitted separately via Moodle prior to any development work.
[bookmark: _Toc236740465][bookmark: _Toc237560085]Section 4: Expected Outcome
[bookmark: _Toc236740466][bookmark: _Toc237560086]Expected Results
The anticipated outcome is a functional authentication prototype using Verifiable Credentials in place of passwords held by a centralised or federated identity provider. DID-based authentication is expected to incur some payload and latency overhead relative to that baseline, but to remain within enterprise-acceptable thresholds — below 300 milliseconds when combined with optimised StatusList2021 compression.
[bookmark: _Toc236740467][bookmark: _Toc237560087]Implications
· Academic: a replicable DSRM template and empirical benchmark data on BBS+ signature verification in cloud environments.
· Technical: an integration pattern for OpenID4VP and decentralised revocation that isolates bottlenecks for future optimisation.
· Industry: an evidence base for UK organisations moving to Zero Trust using decentralised identity, demonstrating GDPR-compliant data minimisation by design.
[bookmark: _Toc236740468][bookmark: _Toc237560088]Limitations
Cryptographic operations in Node.js are expected to run at roughly 60–70% of compiled-language speed, which may constrain production throughput. Holder-side components such as private-key security and wallet implementations are out of scope. Testing uses a local simulated cloud, so global network variability will not be captured.
[bookmark: _Toc236740469][bookmark: _Toc237560089]Risk Register
Table 4.1 identifies the main risks to project delivery, with likelihood, impact, and planned mitigation.
	Risk
	Likelihood
	Impact
	Mitigation / contingency

	BBS+ signature library incompatible with chosen cloud runtime
	Medium
	High
	Identify a backup library early in Month 2; test compatibility before full build

	Synthetic dataset does not reflect realistic payload distributions
	Medium
	Medium
	Model dataset generation on published enterprise authentication traffic patterns

	Cloud trial account access delayed or restricted
	Low
	High
	Provision AWS/GCP trial accounts in Month 1; identify a local-simulation fallback

	StatusList2021 revocation latency higher than expected
	Medium
	Medium
	Report actual figures with analysis; test compression optimisation as a mitigation

	JMeter load tests do not scale to enterprise-representative volume
	Low
	Medium
	Use cloud-based distributed JMeter nodes if local load generation is insufficient

	Six-month timeline slips due to Phase 3/4 development delays
	Medium
	Medium
	Build a buffer into Month 5 analysis phase to absorb development overruns


Table 4.1: Risk register and contingency plan.
[bookmark: _Toc236740470][bookmark: _Toc237560090]Section 5: Timeline
Table 5.1 sets out the six-month project timeline mapped to the DSRM phases. The principal schedule risks are the dependency on timely cloud-account provisioning in Month 1 and the possibility of development slippage across Months 3 and 4; both are managed through the mitigations recorded in the Risk Register (Table 4.1), including an analysis buffer built into Month 5.
	Month
	DSRM phase
	Activity and research focus
	Key milestone / deliverable

	1
	Problem Identification
	Literature review of W3C standards, BBS+ cryptography, and UK GDPR implications
	Finalised literature review; refined conceptual architecture model

	2
	Objective Definition
	Designing artefact architecture; defining API endpoints and data schemas; provisioning cloud instances
	Architecture diagrams complete; local development environment operational

	3
	Design and Development
	Programming the verifier API, DID resolution logic, OpenID4VP integration, StatusList2021 processing
	Prototype operational in local sandbox; 10,000 synthetic DIDs generated

	4
	Demonstration and Evaluation
	Deploying the verifier to the cloud environment; executing automated load tests with Apache JMeter
	Cloud deployment successful; raw empirical performance data collected

	5
	Evaluation
	Statistically analysing benchmark results; evaluating artefact against UK GDPR requirements
	Data analysis complete; visualisations and comparison reports generated

	6
	Communication
	Synthesising findings, finalising thesis structure, academic editing and formatting
	Final MSc dissertation submission


Table 5.1: Six-month project timeline and deliverables.
[bookmark: _Toc236740471][bookmark: _Toc237560091]Section 6: Presentation of the Proposal
[bookmark: _Toc236740472][bookmark: _Toc237560092]This proposal follows the heading structure provided in the assessment. It uses clear academic and third-person language throughout. Each paragraph presents a main point, supports it with relevant evidence and citations, explains its importance, and connects it to the following theme. All claims, facts, and figures are supported by IEEE numbered in-text citations, which correspond to the reference list provided in Section 7.
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