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Ransomware typically functions by encrypting files on a targets computer which may be of value, this has the effect of making these files inaccessible without the proper decryption key. The perpetrators will then likely request payment from the target in exchange for the decryption key and by extension the target’s files being restored. [1]
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Unfortunately, most criminal organizations are opportunistic in nature and will simply target whichever organizations present an opportunity for exploitation. [2] This makes it difficult to predict who the next target of a ransomware attack may be.
However, in recent years these criminal organizations have shifted more towards attacking large organizations [2] This suggests that larger organizations, when designing security procedures, should operate under the assumption that they will be targeted by a ransomware attack in the near future.
The tendency for criminal groups to target larger organizations would also imply that individuals are under less threat from ransomware than businesses; provided of course that the individual does not represent an entry point into a larger organization, for example the CTO of a large business may be a target due to their association with the business.
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Ransomware can originate from criminal organizations of varying sizes, with some operating much like typical business operations with employees, salaries and holidays, whereas others are operated in a somewhat more disorganized manner over online forums. [2]
[bookmark: _Toc149903157]2. Case Study – WannaCry
WannaCry was a piece of ransomware that propagated rapidly through a variety of organizations in 2017. It accomplished this by employing a worm component, ‘worm’ describes a type of malware which is capable of self-propagation [3], this worm component allows it to spread around a local network after infecting one device on the network.
This enabled it to rapidly spread through the computer systems of a wide breadth of organizations from the NHS to Russian banks to Spanish telecom companies. [4]
Once establishing itself on the host computer the ransomware component of WannaCry activates and upon activating it will begin searching through every file on the host system encrypting files with extensions that are defined by the program as valuable, it will also encrypt any external drive attached to the system, excluding CD-ROMs. [5] It also deletes any backup copies of the data stored on the system to prevent data recovery.
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In order to mitigate the threat of ransomware on small to large organizations the author recommend the following:

Screen received emails. Anyone with access to a critical piece of infrastructure be that a building or company wide intranet or a computer in control of an industrial plant, should be screening any emails they receive. As one of the most common form of attack is phishing [1], this is where victims are sent legitimate seeming emails that contain malicious links which when opened can give the attacker access into the organizations network.

Properly backup all critical data to ensure that should a ransomware attack happen a backup of all data that could be destroyed is kept undamaged to allow a rapid recovery, without paying the criminals responsible. [3] For a successful backup strategy it must be ensured that the backup is kept separate from any systems which could be compromised, for example backing all important data up to a USB stick that is only connected to the computer briefly in order to perform the backup. [6]

Reduce access to sensitive data. Recently criminal organizations have adopted a strategy of exfiltrating and threatening to leak sensitive company data should payment not be made, for example financial records or GDPR protected data. [2] [6] To reduce the risk of this sensitive data should be stored in a manner that makes access challenging for the attackers, one method could be controlling the access rights of the files inside the computer system they are stored on, however this could be defeated if the attackers gain control of an account with access to the data. A perhaps better solution would be to encrypt and password protect the data so that even if the attackers do gain access to the files they cannot access the data within without the password.

Produce an action plan for what to do should a ransomware attack happen. [3] This should help alleviate any potential for panic and help keep everyone involved working towards a resolution to the situation.

Application whitelisting, is a method of enabling only very specific applications to make changes to the system, this can prevent malware from doing damage or even prevent it from running at all. [6] However, this will not solve the problem as malware regularly operates by hijacking an already running / privileged process on the system.

For information on more technical and in-depth mitigating strategies the Author recommends reading appendix {1} chapter 6.


References

[1] 	M. Balsamo, “Explainer: What Is Ransomware?,” ECN; Rockaway, 2017. 
[2] 	National Cyber Security Centre, “Ransomware, extortion and the cyber crime ecosystem,” 11 September 2023. [Online]. Available: https://www.ncsc.gov.uk/whitepaper/ransomware-extortion-and-the-cyber-crime-ecosystem. [Accessed 02 November 2023].
[3] 	National Cyber Security Centre, “Mitigating malware and ransomware attacks,” 13 Febuary 2020. [Online]. Available: https://www.ncsc.gov.uk/guidance/mitigating-malware-and-ransomware-attacks. [Accessed 02 November 2023].
[4] 	BBC, “Massive ransomware infection hits computers in 99 countries,” 13 May 2017. [Online]. Available: https://www.bbc.co.uk/news/technology-39901382. [Accessed 02 November 2023].
[5] 	M. Akbanov, V. Vassilakis and M. D. Logothetis, “WannaCry Ransomware: Analysis of Infection, Persistence, Recovery Prevention and Propagation Mechanisms,” Journal of Telecommunications and Information Technology, p. doi:10.26636/jtit.2019.130218, 2019. 
[6] 	I. Nadir and T. Bakhshi, “Contemporary cybercrime: A taxonomy of ransomware threats & mitigation techniques,” https://ieeexplore.ieee.org/abstract/document/8346329, 2018.







[bookmark: _Toc149903160]Appendices / Further Reading
{1} S. Sibi Chakkaravarthy, D. Sangeetha, and V. Vaidehi, “A survey on malware analysis and Mitigation Techniques,” Computer Science Review, vol. 32, pp. 1–23, Jan. 2019. doi:10.1016/j.cosrev.2019.01.002 

2 | Report on Ransomware – Stanley Vass (2306978)

