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RESEARCH CONTEXT

* Phishing attacks are a major cybersecurity threat, targeting individuals and
organizations by stealing sensitive information through deceptive websites.

* Traditional detection methods (e.g., rule-based, blacklists) are limited in
handling evolving phishing tactics.

* Machine Learning (ML) offers a dynamic solution by learning patterns from
data to detect phishing websites effectively.



RESEARCH PROBLEMS

* Phishing websites are becoming increasingly sophisticated, making it difficult
for traditional methods to detect them accurately.

* Existing approaches often suffer from high false positives, low adaptability, and
inefficiency in detecting new phishing techniques.

* There is a need for a more robust, accurate, and adaptive phishing detection
system.



AIMS AND OBJECTIVES

Aim:
« To develop a predictive phishing detection system using Machine
Learning models to classify websites as phishing or legitimate.
Objectives:

 ldentify key features of phishing websites from URLSs.

« Evaluate the performance of various ML algorithms (e.g., Random
Forest, SVM, Logistic Regression).

« Develop a hybrid approach for improved accuracy in phishing
detection.



LITERATURE REVIEW

Key Studies:
* Yang et al. (2019): Used deep learning for phishing detection [1].

« Zhu et al. (2020): Proposed DTOF-ANN model with 99.1%
accuracy [2].

« Adeyemo et al. (2020): Used ensemble learning for phishing
detection with 99.4% accuracy [3] .

« Zamir et al. (2020): Achieved 97.4% accuracy using Stackingl
approach [4].

*Findings:
ML models, especially ensemble methods, show high accuracy in
phishing detection.

« Feature selection and hybrid approaches improve detection
performance.



LITERATURE GAP

Gaps ldentified:

Data Imbalance: The issue of imbalanced datasets (more legitimate
sites than phishing sites) is not adequately addressed in many studies

[1].

*Hybrid Approaches: Insufficient research on hybrid (rule-based + ML)
models compared to pure ML methods, particularly regarding complexity
and resource use [3].



METHODOLOGY

« Dataset Collection: Gathered phishing website dataset with 30 key attributes.

« Feature Selection: Extracted attributes such as URL length, SSL state, domain age, Google
Index, etc.

 Machine Learning Algorithms: Trained models: Logistic Regression, Support Vector Machine
(SVM), K-Nearest Neighbors (KNN), Artificial Neural Networks (ANN), Decision Tree, Random
Forest

« Performance Metrics: Evaluated using Accuracy, Precision, Recall, F2-score, and Confusion
Matrix.

* Result Analysis: Advanced models achieve higher accuracy, balancing performance and efficiency.
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PROJECT IMPACT AND LIMITATIONS

Impact:

sImproves cybersecurity by detecting phishing sites.
*Uses ML for accurate classification.

*Prevents identity theft & fraud.

«Automated & scalable detection.

Limitations:

*Struggles with new phishing tactics.
*Needs regular updates.

*Some models have lower accuracy.
*High computation for complex models.
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