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1. [bookmark: _Toc204063826]Introduction.
Today, almost everyone uses smart devices like smartphones, smart TVs, tablets, and home assistants such as Alexa or Google Home. These gadgets make life easier by connecting to the internet through your home Wi-Fi. However, many people don't realise that these devices can be targets for hackers. If a hacker breaks into your network, they can steal personal information, spy on your activities, or even control your devices.
To help solve this problem, my project suggests creating a straightforward cybersecurity tool designed for regular people at home. The tool will check your home network for weaknesses, warn you if something is wrong, and explain any problems in clear, simple terms.
This report will cover how the project will be managed and planned, what features my tool will have, and how it will be designed and built. It will also explain why having this tool can help families and individuals stay safer when using the internet at home. By making cybersecurity easy to understand and use, the project hopes to protect more people from online threats. [1], [2].

2. [bookmark: _Toc204063827]Task1: Project Management
a. [bookmark: _Toc204063828] Project Management & Planning
Project Scope and Proposed Solution
This project will create a basic cybersecurity tool for home networks. The tool will:
· Check for common problems, like weak passwords or old software on devices.
· Show users if something dangerous is happening on their network.
· Provide a simple app or website where users can see alerts and manage their network’s safety.
The project will build a prototype, test it on a few home networks, and collect feedback from users to make it better [1], [2].
Required Technologies and Resources
The project needs:
· Hardware: A basic router, a laptop, and a few smart devices (like a smart bulb or speaker) for testing.
· Software: Python for coding simple scripts, free tools like Nmap to scan networks, and a basic website built with HTML and JavaScript for the user interface.
· Team: Myself (a student learning cybersecurity), with help from my tutor and classmates for feedback.
I’ll use free online resources like Google and YouTube tutorials to learn about cybersecurity tools and coding. As well as work related support from Cybersecurity Department at my workplace. 
Project Timeline & Schedule
The project will take 6 months, with these steps:
· Month 1: Learn about cybersecurity and plan the project.
· Months 2–3: Build a simple prototype using Python and test it on a home network.
· Month 4: Test the tool with a few friends or family members.
· Month 5: Fix problems based on feedback.
· Month 6: Write the final report and present the project.
Challenges include my limited coding experience and a small budget, so I’ll use free tools and focus on simple features.
Gantt Chart Visual
A Gantt chart I made using Microsoft Excel to show the project timeline and tasks. It includes bars for each task (e.g., planning, coding, testing) and shows when they start and end.
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Development Methodology
I’ll use a simple version of Agile, which means working in short steps (called sprints) and checking my progress every week. This helps me fix mistakes quickly and improve the tool based on what I learn [3].

b. [bookmark: _Toc204063829]Project Design
Requirements Specification & System Architecture
The tool needs to:
· Functional Requirements: Check the network for weak passwords, show alerts if something looks risky, and let users turn on basic security settings.
· Non-Functional Requirements: Be easy for beginners to use, work on most home networks, and load quickly.

System Architecture Diagram
The system includes:
· Devices: Phones, laptops, or smart devices connected to the home Wi-Fi.
· Router: The main device that connects everything and runs the security tool.
· Security Tool: A program that checks for problems and sends alerts.
· User Interface: A simple webpage where users can see network status and alerts.
A diagram showing how these parts connect below.
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UI Wireframes
Wireframes were sketched for the user interface using free online tools like Canva. They show:
· A login page with a username and password field.
· A main page with a green “Safe” or red “Warning” light for network status.
· A settings page to change passwords or turn alerts on/off.
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[bookmark: _Toc204063831]a. PEST & SWOT Analysis
PEST Analysis
· Political: New laws like GDPR mean the tool must protect user data carefully.
· Economic: More people are buying smart devices, so they need affordable security tools.
· Social: People are worried about hackers and want easy ways to stay safe.
· Technological: New tools like Python and free security software make it easier to build this project [1], [2].
SWOT Analysis
· Strengths:
· Simple design that’s easy for beginners to use.
· Uses free tools, so it’s low-cost to build.
· Weaknesses:
· I’m new to coding, so the tool might have basic features at first.
· It needs regular updates to stay safe against new hacker tricks.
· Opportunities:
· Could work with router companies to add the tool to their products.
· Could grow into a small business selling affordable security apps.
· Threats:
· Hackers keep finding new ways to attack, which is hard to keep up with.
· Big companies already sell similar tools and have more resources.
The tool will follow laws by not storing personal data and being clear about how it works [1], [2].




[bookmark: _Toc204063832]b. Tech Start-Up Concept
Start-Up Concept – “SecureHome Tech”
· Name & Logo: The start-up is called “SecureHome Tech.” The logo is a simple shield with a house shape inside, showing safety for homes. It was designed using online AI Logo Genrator.
[image: A logo with a house in the middle

AI-generated content may be incorrect.]

· Business Type: A small UK business (Sole Trader) to keep things simple.
· Business Strategy:
· Ask for small funding from local business grants or family to start.
This plan aims to make the tool affordable and grow the idea into a real product [3].
· The tool will be sold as a low-cost app or bundled with routers.
· Marketing will use free methods like social media, tech forums, and online groups.
· Start-up funding will come from local grants, savings, or family support.
· User feedback will be collected early through surveys and support channels.
· Regular updates and good customer service will be a priority to build trust.
· Partnerships with home automation companies might be explored in the future.
· Strict privacy rules will be followed no personal data stored, clear policies.
· The company will provide security patches and educational tips to help users stay safe.
· The goal is to make home digital security simple, reliable, and affordable.
[bookmark: _Toc204063833]4.Task 3 Project Reflection
Skill Development
My project will help me learn basic cybersecurity skills, like using Python to check networks and designing a simple webpage. I’ll also will help me to practice planning a project and working step-by-step, which will help me in future studies and jobs [8].
Societal Impact
My tool can help families stay safe from hackers, protect their personal information, and feel more confident using smart devices. If many people use it, it could make the internet safer for everyone [2].
Risk and Mitigation
· Challenge: Hackers keep changing their methods. Solution: I’ll keep learning about new threats and update the tool.
· Challenge: Limited coding skills. Solution: Use simple tools and ask for help from tutors or online forums.
· Challenge: Following laws like GDPR. Solution: Avoid collecting personal data and explain how the tool works clearly.
· Challenge: Making it easy to use. Solution: Test it with friends and family to get feedback.
This project is a great way to learn and help others stay safe online [2], [8].

[bookmark: _Toc204063834]        5. Conclusions
This report describes the development of a straightforward cybersecurity tool designed for home users with limited technical backgrounds. Recognizing the growing risks associated with smart devices, the project aims to provide families with an accessible and affordable solution to monitor and secure their home networks. The approach involves careful planning, leveraging free resources, and prioritizing a user-friendly design to ensure that even beginners can confidently protect their personal data.
Throughout the project, a working prototype can be  built and tested, demonstrating the feasibility of creating practical cybersecurity solutions without advanced expertise or large budgets. By gathering feedback from friends and family during testing, the tool is refined to address real-world usability and security challenges. The project not only encourages the development of essential cybersecurity skills such as using Python for network scanning and designing clear web interfaces but also highlights the broader social impact of making digital safety tools widely available.
Looking ahead, this tool has the potential to evolve into a full-scale product, contributing to safer home networks and empowering individuals to take control of their digital security.
 
[bookmark: _Toc204063835]        6. References
[1] J. Andress, The Basics of Information Security: Understanding the Fundamentals of InfoSec in Theory and Practice. Waltham, MA, USA: Syngress, 2014.
[2] B. Schneier, Data and Goliath: The Hidden Battles to Collect Your Data and Control Your World. New York, NY, USA: W. W. Norton & Company, 2015.
[3] W. Stallings, Network Security Essentials: Applications and Standards. Boston, MA, USA: Pearson, 2017.
[4] S. Harris, CISSP All-in-One Exam Guide. New York, NY, USA: McGraw-Hill Education, 2016.
[5] European Union Agency for Cybersecurity (ENISA), "Cybersecurity for Consumers: Securing your smart home," 2020.
[6] M. Bishop, Computer Security: Art and Science. Boston, MA, USA: Addison-Wesley, 2018.
[7] National Institute of Standards and Technology (NIST), "Framework for Improving Critical Infrastructure Cybersecurity," 2018.
[8] A. Viega and G. McGraw, Building Secure Software: How to Avoid Security Problems the Right Way. Boston, MA, USA: Addison-Wesley, 2001.

[bookmark: _Toc204063836]        7. Appendices 
Collaborative Insights from Cyber Security Colleagues
Contributions from Digital Health and Care Wales Cyber Security Department
To ensure my project on developing a user-friendly home cybersecurity tool was both practical and robust, I reached out for advice and feedback from colleagues in the Cyber Security Department at Digital Health and Care Wales. I had several informal conversations with three team members: Alex (network security specialist), Priya (cyber risk analyst), and Morgan (penetration tester). Here’s a summary of our discussions and how their insights shaped the project:
· Initial Brainstorming with Alex: We discussed typical security gaps in home networks, such as outdated device firmware and weak default passwords. Alex suggested incorporating automatic detection of these issues, which led me to design the tool’s alert system to flag firmware updates and password weaknesses.
· Practical Risk Assessment with Priya: Priya highlighted the importance of making the tool accessible to people with little technical knowledge. She recommended using clear, non-technical language in all user alerts and reports, which shaped both the interface wireframes and the “plain English” approach in my requirements.
· Testing Strategies with Morgan: Morgan emphasised the need for realistic testing scenarios, using a variety of common smart devices (bulbs, cameras, speakers). Morgan also encouraged implementing a feature for users to simulate a security scan, so they understand how vulnerabilities are detected without risking their real data.
· Collaborative Troubleshooting: All three colleagues offered to review early versions of my project and provided feedback on usability, with Priya suggesting a checklist for “first steps to secure your network,” which I could add to the user guide section of the tool.
Outcome:
These collaborative discussions significantly improved my project’s practical focus and user-centred design. By consulting with my Digital Health and Care Wales colleagues, I was able to refine risk detection features, ensure the language was accessible, and adapt the testing process to real-world home environments. Their continued support also gave me more confidence to tackle technical challenges as they arose.
This shared approach demonstrates the value of drawing on departmental expertise—even as a first-year student, collaboration can greatly enhance the quality and relevance of a cyber security project.
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