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[bookmark: _Toc140322893]Abstract

This independent project looks to “save service time within NHS Wales, while accessing an on premises monolithic systems through VPN from mobile devices”.  It offers an introduction to the programme and challenges faced.  Through research it thematically explores enterprise networking solutions in MPLS and VPN, how trust can be added to a network in PKI and UEM through solutions it offers, while also exploring SAML and OAuth.  Research then looks at a combined solution in Microsoft Tunnel with cloud hosting options.  Ultimately a design for this solution is given, with findings during implementation shown, along with an evaluation through smoke testing, penetration test and inferred feedback from another’s domain research.  Ending in conclusion and future work.
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[bookmark: _Toc140322895]Main chapters

1. [bookmark: _Toc140322896]Introduction

This independent project is for the benefit of NHS Wales (NHS) on the behalf of Digital Health and Care Wales (DHCW).  It is specifically for a programme named the Welsh Community Care Information System (WCCIS), which has the ambitious goal upon completion, of making Wales the first country in the United Kingdom of having a single integrated community health and social care patient record.  Currently teams of community nurses, mental health specialists, social workers etc use separate, disconnected systems, or even paper to record the complex care needs of their patients[1].
The programme, which started in 2015, and has an expected life span of 12 years, is currently moving into the mobile enablement portion of the programme, with the enablement of “Integrate” application figure 1.  This will allow the community teams, to use WCCIS to record patient information, from mobile devices, such as mobile phones at the patient’s home.  The application makes use of an offline cache, for when the mobile device does not have network connectivity.  This can be used to work on pre downloaded patient records, and when network connectivity is made, the cached data is synchronised to the main database.  This cache is encrypted as AES 256 at rest[2].  The data is encrypted when in transit between the cache and database using TLS 1.3[3].
For a variety of reasons, which are not limited to this big national programme, it has been met with a series of delays which have led to the Public Accounts and Public Administration Committee auditing the programme and advising a “reset” and “course correct”[4] due to it being over budget and delayed compared to the plan[5].
[image: ]
Figure 1, Integrate Application
[bookmark: _Toc140322897]1.1 Background Rationale

WCCIS was initially procured by a single Local Authority (LA), from the supplier Advanced, with the decision being taken by the Welsh Assembly Government (WAG) that it should be converted to and expanded as a country wide system.  As such, DHCW were selected to host the solution within its two leased Wales based data centres, on behalf of the twenty-nine organisations which could ultimately use it.
This led to the solution being hosted, in an active passive configuration, accessible only from the Public Sector Broadband Aggregation (PSBA) network[6], which is a private Multiprotocol Label Switching (MPLS) network not accessible from the public network (without additional technologies such as virtual private networking (VPN)).
In 2021 the hardware for the platform was refreshed, to ensure all infrastructure was under support.  This expanded the solution’s life cycle, as is, until 2026.  After this date, the solution should be re architected so that it is public Cloud hosted, in line with UK government mandate[7].  Advanced have been asked to offer costs for making the current solution Internet facing, as this will offer a direct solution to both NHS and LA over TLS encryption, although this will take considerable time both commercially and through implementation.  A high-level design of the current solution can be seen in figure 2.
[image: ]
Figure 2, Simplified logical view of system components[8]
[bookmark: _Toc140322898]1.2 Roles and responsibilities

Table 1 outlines the roles and responsibilities of the various organisations.  The key take away is that the NHS and LA organisations are their own legal entities and are therefore free to manage the endpoints as they choose.  However, DHCW has historically worked directly with the NHS, to deliver value for money to taxpayers where possible delivering solutions under the banner of “Once for Wales”.  As an example, instead of every organisation maintaining its own email system, this was done once by DHCW.  Therefore, DHCW have additional responsibilities to the NHS, which they do not to LA.
	Organisation name
	Responsibility

	WAG
	Responsible for NHS and LA

	DHCW – Data Centre Team (DCS)
	Data centre hosting of the WCCIS solution, within colocation data centres and Linux servers

	DHCW – Cloud Team (Cloud)
	Azure hosting and routing

	DHCW – Identity Team (ICS)
	NHS Active Directory (AD) / Azure Active Directory (AAD)

	DHCW – Network Team (Network)
	NHS internet connectivity VPN and on premises routing

	Advanced
	Solutions edge firewalls, hardware, software, and internal networking of the WCCIS solution

	NHS Health boards
	Health worker endpoints, with supporting technologies from DHCW.  Responsible for VPN Profiles for their endpoints.

	LA
	LA worker endpoints and supporting technologies.  Responsible for VPN Profiles for their endpoints.

	PSBA
	Providers of MPLS network for NHS and LA


Table 1
[bookmark: _Toc140322899]1.3 Aim

[bookmark: _Toc138149256][bookmark: _Toc138262462]The aim of the independent project is to save service time within NHS Wales, when accessing on premises monolithic systems through VPN from mobile devices.
[bookmark: _Toc140322900]1.4 Objectives/constraints

	ID
	Description

	ID1
	Review current literature on the relevant domain.

	ID2
	Identify and record the methodological approach.

	ID3
	Design and implement a solution with respect to the aim.

	ID4
	Analyse the outcome of the solution.

	ID5
	Offer a conclusion and future work.


Table 2
[bookmark: _Toc140322901]2. Literature review

[bookmark: _Toc140322902]2.1 Objectives and focus of research

The areas of focus for research were based on the aim 1.3, which was gathered as part of the research detailed in section 3.

[bookmark: _Toc140322903]2.2 Structure of literature review

The structure of the literature review is thematic.  This structure pulls out themes noted from the collected qualitative data to which interpretation provides meaning to the research question[9].

[bookmark: _Toc140322904]2.3 Review of literature under subheadings

2.3.1 MPLS

A MPLS network, is a Wide Area Network (WAN) technology, which improves routing decisions, by placing tags on packets at egress, therefore reducing the routing overhead at subsequent hops.  MPLS abstracts routing through Virtual Router Interfaces (VRF), which allows the sharing of provider hardware by multiple businesses therefore sharing the hardware costs between them as well as the available bandwidth, while keeping data separate within the VLAN and layer 3 IP VPN while traffic flows over the core of the MPLS shared network[10].
MPLS networks are made up of routers, which hold specific roles, such as the Label Edge Router (LER), which labels IP packets, when they leave the customers local area network (LAN) with an outer header/label which can be compared to a post code on a shipping label.  Using just this information, Label Switch Routers (LSR) at the centre of the MPLS network, route the packet over the WAN, to the destination LER.  The LER then strips the label header/post code, exposing the customers route, routing it into their LAN via a customer router.  Conceptually this can be seen in figure 2.

[image: ]
Figure 2, MPLS network component roles[11]
Only the LER’s hold client routing information, specifically those of customers connected to them.  With the LSR routing tables (MPLS Domain) only holding the labels/post codes of the different LERs, this allows the MPLS network to be scalable and efficient [11].

2.3.2 Virtual Private Networking (VPN)

Secures a public network, by allowing private information to be passed along it, by encrypting the traffic before it is sent[12].  Although debatable, the author settles on the following two major branches of VPN :
Site to site – which are permanently connected tunnels, between two or more physically distant sites, either intranet or extranet based.
Remote access VPNs – which are either clientless, meaning they are web browser based and use a protocol such as https.  Or they are client based, which requires a client to be installed on the endpoint that connects to a server therefore establishing the secure VPN connection.
The MPLS network is site to site based, whereas the solution required to meet the aim of this paper will be remote access based.  Allowing an endpoint, to securely connect over the internet, to participate on the MPLS network.

2.3.2.1 Cisco anyconnect

As part of DHCW roles and responsibilities in NHS Wales they currently supply the NHS organisations with Cisco AnyConnect, a remote access VPN solution.  This is configured as seen in figure 3 which is licensed per user.
[image: ]
Figure 3, Logical view of a Cisco Adaptive Security Appliance deployment[13]
Cisco AnyConnect can be configured to accept certificates for authentication[14] delivered from Public Key Infrastructure (PKI) therefore replacing the challenge and response mechanisms seen by users, although with a high administrative overhead.  This can be either machine or user-based certificates.

2.3.3 PKI

Deals with establishing trust within a network.  In its simplest form it can be compared to a passport office (Certificate Authority (CA)), whose purpose as a trusted third-party is issuing passports to the public, after ensuring their identities (Certificate policy).  The passport (Public Key), viewed by systems such as border control of countries, as trusted, allows members of the public through if an identify check, photograph (Private Key), is passed.  Figure 4 shows a real-world example of a PKI.
[image: ]
Figure 4, Logical view of PKI components[15]
Like the interaction between passport office and public, with the member of publics photograph being contained within the passport, during public key creation, mathematically the devices private key, which is only known to it, is used.  This link, allows computers, to exchange encrypted messages using the public key as the cypher, but allows decryption only using the private key. 

2.3.3.1 CA

As shown in figure 4, there are two CAs displayed, there can be more depending on the design, but this is known as a 2-tier PKI[16].  In this example, they are the Root CA and Issuing CA.  The Root CA issues certificates to Issuing CA’s, which issue public certificates to endpoints.  If an Issuing CA becomes compromised its private key is exposed, meaning encryption is broken on all certificates it has issued.  Worse still, if the Root CA is compromised, the entire system is exposed.
As advised by the National Cyber Security Centre (NCSC) the Root CA should be hardware based, with the root key secured on an encrypted token, disconnected from the network and shutdown.  Moreover, robust policies should be in place, such as auditing and witnessing none of which is currently in place with the NHS Wales system[17].

2.3.4 SAML

Security assertion markup language (SAML) is a framework for communicating user entitlement, authentication, and other information through Extensible Markup Language (XML) [18].  SAML defines three key roles, the “User” initiating a connection to a “Service Provider” (SP) the system they wish to make use of, which through the framework directs the user to the appropriately configured “Identity Provider (IDP)”.  This flow can be seen in figure 5.

[image: ]
Figure 5, SAML workflow[18]
2.3.4.1 Token lifetime

Cisco AnyConnect, section 2.3.2.1, as the SP, can be administratively configured, to use an IDP, such as Azure Active Directory (AAD) through SAML.  This would allow single sign on (SSO), from the perspective of a single username and password for the user to use.  When the user initiates a connection, they would be diverted to authenticate against their businesses AAD, typically using the then familiar username and password which matches corporate email.  Once authenticated, the IDP sends a SAML token, known as a claim to the user.  The information within the claim is unique to the user, and SP, while containing an expiry.  If a user attempts to reauthenticate within the token’s lifetime, they will not be re prompted for their username and password.  The token’s lifetime can be changed up to a maximum of 1 day[19].

2.3.5 Unified Endpoint Management (UEM)

Is the evolution of Mobile Device Management (MDM)/Enterprise Mobility Management (EMM) suites adding capabilities to manage wearables, Chrome OS, and Internet of Thing devices etc while continuing core protection to corporate data with respect to Confidentiality, Integrity, and Availability (CIA)[20].  This can be seen in figure 6.

[image: ]
Figure 6, Evolution of MDM to UEM[21]

All members of NHS Wales, actively use Microsoft’s UEM Intune.  Two separate configurations will be required within the UEM, specifically the Microsoft Tunnel configuration and VPN Profiles.

2.3.5.1 Enrollment

Devices purchased within NHS Wales, should be enrolled to Intune as part of the procurement process.  This is achieved by using services from resellers such as Samsung or Apple in the form of Knox or Apple Business Manager[22], [23].  From the point of production, the device is then linked to Intune, meaning on first power on, or if correctly configured after factory reset it will always return to corporate management.

2.3.5.2 Conditional access

UEM integrated with the identity provider AAD can have conditional access security policies applied which control connections through “if” and “then” rule sets [24].  An example of this is “if” the user’s device is not marked as complaint, “then” do not provide access to corporate resources.  A conditional access policy being created can be seen in figure 7.
[image: ]
Figure 7, example of a conditional access policy in Azure[24]

2.3.5.2.1 compliant devices

The status of an endpoint is reported to Intune, such as operating system version or if the device has had its firmware altered.  These metrics can be used as part of a compliance policy[25], which are a set of rules which if passed flag the device as being complaint.  If for example, the compliance policy says iOS version 16+, then all older versions would be non-complaint.  This status can then be attached to a conditional access policy, figure 7 which can be applied to products integrating with the service. 
When all the features of 2.3.5 above are combined the various components build trust in the devices identify much like a PKI.  Although access would be dynamically revoked in this setup, which would be a manual step in PKI.

2.3.5.3 UEM enrolled device / VPN PROFILE

Intune can deploy VPN profiles to enrolled devices as well as software.  A VPN Profile is configuration, which is applied to Endpoints allowing the device/user to use corporate VPN.  The VPN Profile includes settings such as the DNS entry to connect to, per application settings and on demand rules which would negate a user having to manually configure their software.
[bookmark: _Hlk133079510]2.3.5.3.1 per app / always-on

Intune can control VPN connectivity behaviour, with features such as “per app” or “always-on”[26]–[29].  These modes can improve user experience or heighten security by creating and maintaining a VPN connection which is as named always on or gets created for specific application when they are launched.  Endpoint experimentation would be suggested by the NHS to discover the best configuration, as there is feature discrepancy that is not appropriately document between Android and IOS, as well as advantages and disadvantages to each.  For example, always-on may not suit data contracts, or per app on Android does not automatically launch VPN when the application is run whereas it does in IOS.  However, both features will significantly add to a deployed solution.

2.3.5.4 split tunneling

Is a technology applied to VPN solutions, shown in figure 8, that classifies traffic between being bound for the enterprise network or internet.  Depending on the rules, traffic will either be routed via the VPN tunnel or via the Internet Service Provider.  This has the advantage of consuming less VPN resources while being faster, although at the expense of security where traffic is no longer subject to other enterprise security systems such as proxy servers[30]

[image: ]
Figure 8, split tunnelling in action with untunneled path representing resource saving[31]

2.3.6 Microsoft tunnel (MT)

[bookmark: _Hlk132207349]Is a VPN solution for Android and iPadOS/iOS from Microsoft that is integrated with AAD[32].  As such it uses the same authentication, as Microsoft 365 services, OAuth 2.0 who’s token creation process can be seen in figure 9.  Authorization and refresh tokens created by other OAuth 2.0 systems, can have a lifetime of up to 90 days[33], giving the highest reduction in challenge response prompts to users without PKI integration.  It is licensed for use, as part of the Intune license which all NHS workers have.
[image: ]
Figure 9, OAuth token artifact creation process[34]

2.3.6.1 containers

Are comparable to Virtual Machines which through a Hypervisor abstract the operating system and everything running within it away from the physical Infrastructure, seen on the right-hand side of figure 10.  Containers provide these abstractions at the Host Operating System layer, left hand side of figure 10, using a solution such as Docker which is comparable to the Hypervisor.  Abstraction at this layer has advantages such as being lighter on the physical Infrastructure due to less operating systems, as well as loss of their ongoing management, with improved portability of the “Containerized Application” which can be moved with reproducibility to other Docker hosts of the same Host Operating System, which is of specific interest to Software Developers such as Microsoft as the MT solution can be configured once and deployed without change to customer DMZ’s[35][36].  Distractors would argue Container systems are less secure because if the single Host Operating System was compromised it would allow access to all, whereas Hypervisors give separation[37].
[image: ]
Figure 10, comparison of virtual machine and container application[38]

2.3.6.2 MT Management agent

MT has a management agent which is responsible for communicating between the MT Docker container and Intune, to retrieve configuration policies and send log files.  To be able to achieve this there are various firewall requirements to consider, such as being able to communicate on TCP 443 for the management agent and retrieval of the Docker Container[39].  Moreover, there are further URL whitelisting requirements comparable to general endpoints which consume Intune services[40].

2.3.6.3 udp channel using dtls

Information moves between computers, over networks with respect to rules called protocols, which applications will be designed to use depending on the desired outcome as different protocols have different strengths and weaknesses.
The conceptual framework of the Open Systems Interconnection Model (OSI) which describes the various functions of a network can be seen in figure 11 matched to protocols at that layer.
[image: ]
Figure 11, OSI model[41]
Relevant to this section, commonly IP (Internet Protocol) and TCP (Transmission Control Protocol) work in tandem to move information around the internet, such as web pages, email and some video streaming services which use buffering.  IP is connectionless, and therefore does not guarantee delivery of information.  It is enriched by the higher TCP, which is connection-orientated, adding guarantee of information delivery through handshaking mechanisms.  This means that data, which is then sent via IP, is eventually organised by TCP ensuring it is fully received and free of errors.  However, this overhead slows up the process of data transfer[42].
For certain applications, like video conferencing or voice over IP (VOIP) systems, to conduct real time collaboration, User Datagram Protocol (UDP) would be used.  Unlike TCP, UDP is connectionless, not guaranteeing delivery, experienced if one has used VOIP and the conversation drops out.  A connection-orientated protocol would not be suitable in this real time scenario as the time penalty introduced by error checking would stop the real time collaboration.
VPN solutions, depending on their configuration, encrypt traffic at layer 3 or above depending on how much packet data is to be obscured.  Data would be encapsulated moving down the OSI model, with IP information being added from the local network, and sent to a VPN gateway at the edge of the network, where it would once again be encapsulated and sent off to the distant network, working back up the OSI at the receiving end to retrieve the data.  As discussed by Irfaan Coonjah et al VPN solutions using TCP inside TCP, can suffer from competing connection-orientated calculations, which to the detriment of each other adjust automatic send receive rules which will slow the VPN transfer down.  This is known as TCP Meltdown[42].
MT avoids TCP Meltdown by using UDP for data transfer after a control channel is established as described in figure 12.  UDP is encrypted using Datagram Transport Layer Security (DTLS) which is an extension of TLS[43].
[image: ]
Figure 12, description of backup channel [Annexure 2]

2.3.6.4 Certificate pinning

Is a technique which looks to address limitations of PKI, where a man in the middle attack, could be used to spoof certificate checks figure 13.

[image: ]
Figure 13, man in the middle certificate spoofing attack[44]
 
This is achieved by knowledge of the other side of the connections public key being stored, as a hash value, which is then compared, alongside other checks to confirm the legitimacy of future connections [44].  If anything changes in the hash, the connection is aborted figure 14.
 
Due to use of certificate pinning in MT, inspection of traffic, such as by a firewall, would require termination of the secure channel, and therefore changing of the hash value.  Hence why inspection can only occur post termination of the tunnel by MT.

[image: ]
Figure 14, certificate pinning flow[44]

2.3.7 Azure

Is Microsoft public cloud computing offering, which Gartner defines as
	“a style of computing where scalable and elastic IT-enabled capabilities are
provided as a service to external customers using Internet technologies”[45]

Public clouds offer a variety of “as a service” groupings, with different responsibilities between what the provider and customer manage, at a high level this is explored in figure 15.
[image: ]
Figure 15, public cloud offering compared to component ownership[46]
2.3.7.1 Availability sets

Are groupings of virtual machines in Azure figure 16, which tag devices added to it so that Azure understands that they provide a common service[47].  Therefore, respect should be given to the machines around availability and redundancy, ensuring they would not go offline at the same time during provider management activities.  Availability sets inform “update” and “fault domains”.  Update domains guard against scheduled reboots, fault domains define devices with common power and networking.  When virtual machines are created, they must be associated with an availability set, they cannot be added later.  Therefore, it is important when considering future availability that the first machine built is assigned appropriately.
[image: ]
Figure 16, fault tolerance demarcation diagram[47]

2.3.7.2 Azure firewalls

Azure comprises of various firewall offerings, which start with the most basic of “Network security groups” (NSG) which act as simple firewalls at the Azure virtual network level (vNet).  They are free to use and give the ability to control traffic between virtual machines on the vNet, intra-networking and for inter-networks (external to the subnet)[48].  This can be seen in figure 17.
[image: ]
Figure 17, NSG vNet interaction[48]
“Azure Firewall”, builds upon the features of NSGs by providing various flavours of centrally managed firewall services[49], which add enterprise features as you move up the paid for tiers, such as traffic inspection for increased security figure 18.
[image: A picture containing text, screenshot, diagram, circle

Description automatically generated]
Figure 18, premium Azure firewall offering[49]
2.3.8 SSO

Although not identical to the proposal in this paper, research in the clinical space, from the perspective of login improvements and saving can be found.  Such as the paper by George Gellert et al “An evaluation of the clinical and financial value of workstation single sign on in 19 hospitals”[50].  This paper outlines the challenges faced by clinical teams, as well as a model for calculating time savings along with potential savings over the staff groups.  The headline figure in this research of 3.2 million dollar saving, for 19 hospitals demonstrates the potential work in this area can achieve.  This paper does not however, consider the ongoing savings from liberated staff time, or improvements in the patient journey.  This could push the figure higher, but is much harder to quantify, however an experiment which looked at multiple control groups, one with and one without the technology could be analysed, and a follow up on patient outcomes used to see what could be correlated such as reduction in waiting times, quicker discharge or less omission to hospital bed used.

[bookmark: _Toc140322905]2.4 Literature review conclusion

The literature review explores a common enterprise network setup of MPLS, and the necessity for VPN technologies to access them.  It then blends into solutions for aiding the aim in saving service time within NHS Wales when connecting to VPN from mobile devices.  These are summarised here as PKI certificates which would remove authentication prompts, SAML integration offering 24 hour token lifetimes and Microsoft Tunnel which by integrating directly into AAD exploits OAuth with a 90 day token lifetime.  The different solutions have their own requirements, which are also explored, specifically UEM features and Azure public cloud hosting.  It is rounded out by exploring a quantitative paper which looks specifically at time savings for clinical staff, through reduction of login times.  Although not directly related to the research in this paper, a proportion of what is outlined there should be expected from these efforts.

[bookmark: _Toc140322906]3. Research

As discussed by Kumar[51] it is more than a skill set, it is a way of thinking.  Usually this starts with an observation, which is further explored, to enhance understanding or reach an explanation, leading to a conclusion or inference, thus further developing one’s knowledge base or practical skills.  Figure 19 show the typical research process.
[image: ]
Figure 19, typical research process[9]
Research as a way of thinking is enhanced by considering oneself, ensuring you remain inquisitive, rational, critical of your process to safeguard your analysis as non-biased, truly valid, and relevant.
These traits are important not only to the research itself, but as noted by Gray[9] provide the curator of such research lifelong skills which are sought out by the globalized business world, with those business being data driven, or research sponsors looking for ‘value for money’ can then be evidenced.
To this end, typical processes can be further expanded, into fuller frameworks for research, helping to ensure the desired high qualities outcomes, as seen in the Saunders et al ‘Research Onion’ figure 20. 
[image: ]
Figure 20, research onion[52]
[bookmark: _Toc140322907]3.1 Research methodology

3.1.1 Methodological choice

There are two main methodological choices, quantitative and qualitative :
· Quantitative – data is statistically based, with a researcher looking to answer the “how many” or “what” of a question.
· Qualitative – data describes characteristics of a situation, often displayed in narrative form gathered from observation, interviews etc.
Both sets of data, are analysed for meaning, either through statistical analysis or interpretation of the narrative which is more difficult to be conclusive with.
Sometimes research spans both quantitative and qualitative, this is referred to as mixed.
The methodological choice used in this industrial research is qualitative.
3.1.2 Approach to theory development

The three major approaches to theory development are :
· Deduction – building valid conclusions from initial premises, this is the scientific method of investigation, hypothesis lead, with the conclusion being the soundest of the three.  It can also be thought of as top down, starting with gathered evidence, and working to fact.
· Induction – can be described as the opposite to deduction, starting with a small number of observations, and working from bottom up, to create a general conclusion.  Unlike deduction, inductive findings are only ever probable.
· Abduction – is made famous by criminal investigation, where the conclusion can only ever be probable, but its premise is built from factual data.
The above approaches have been over simplified, with real life research often alternating between them[53], [54].
The approach taken to theory development in this paper is inductive.

[bookmark: _Toc140322908]3.2 Link method to aim and objectives of research

The reason for this method inductive qualitative, is the outcomes will be subjective to perception.  The research was also constrained by several factors which were outside of the authors control, such as existing investments, and third-party endpoint administration meaning a lot of the research conducted was author to individual, or author to group to understand where the business and programme are currently, as opposed to being able to measure something quantitatively.

[bookmark: _Toc140322909]3.3 Philosophical world views

Four modern philosophical approaches can be seen in table 3, with brief descriptions.
[image: ]
Table 3, philosophical approaches[56]
This research to date is described as inductive qualitative, which aligns with the authors pragmatistic research approach which can harness both methodological choices.  If the product was usable by workers, and agreement was made with all parties, then an experiment could be designed collecting quantitative data which could be analysed across control sets.  This would allow confirmation of a hypothesis.


[bookmark: _Toc140322910]3.4 Data collection method and their suitability

3.4.1 Interviews

Most data gathered to inform the independent project was through meeting structures.  This was in the form of weekly programme meetings, weekly mobile focus groups, one to one with workplace mentor or ad-hoc meetings with programme members or technical specialists such as networking specialists.

3.4.1.1 Microsoft forms

Microsoft forms was used to survey staff on UEM, figure 21, with the results showing the prevalence of Intune.
[image: ]
Figure 21, questionnaire created through MS Forms

3.4.2 Documentation/audio visual

Existing internal documentation was used such as network maps, Visio diagrams etc to build a picture of what technologies were in place as well as supplier information on the products.  An obscured example of which can be seen in Figure 22.
This was also true for industrial literature on proposed solutions to the research question.

[image: ]
Figure 22, obscured high level network and component design diagram for WCCIS

3.4.3 Observation

Time was spent witnessing use of the application with the incumbent VPN solution, and the challenge of having to orienteer logins to the mobile phone, VPN and Integrate application.  As workers will travel between patient houses, these logins would need to be repeated at each stop.  This would add a significant barrier to the applications usability, which could lead to non-adoption.  Alternatively, adoption could be made but with the system being used at the start and end of shifts, defeating the purpose of mobilisation that could allow instantaneous processing of data[56].  This data specifically could be harnessed for quantitative research.




[bookmark: _Toc140322911]3.5 Sampling

Table 4 matches the method to sample type and size
	Method
	Sample Type
	Size

	Weekly interviews
	Convenience
	Up to 10 in a group

	1-1 interviews
	Purposeful
	4 separate individuals

	Microsoft forms
	Purposeful
	7 NHS leads polled

	Observation
	Purposeful
	3 separate individuals


Table 4
[bookmark: _Toc140322912]3.6 Access and consent

As required when conducting research, participants were informed prior to questioning of the nature of the research, and where it would be used.  It was explained that their anonymity would be respected, and they could withdraw their consent at any stage[57].

[bookmark: _Toc140322913]3.7 Ethical considerations

Ethically there was no considerations in this project, as nothing was carried out impacting health and safety of either the author or another.  If there was to be, then laboratory, animal or human rights would be respected to the fullest, the research would always attempt to increase well-being/avoid doing harm and the costs and benefits of the research would be distributed fairly[57].

[bookmark: _Toc140322914]3.8 Research method limitations

Ideally two independent reviewers should conduct literature searches and the data assessment.  This would limit any bias, and improve the quality of the research, limiting details which could be missed by an individual.
Literature in foreign language has created a barrier, meaning quality research could be missed or favour given to research.
The sampling groups are mainly made from IT personnel, as a wider selection of the work force wasn’t made possible as the Integrate application is yet to be rolled.  This calls into question their impartiality towards the programme.  Ideally, an experiment could be crafted once the product is delivered, with various control groups, in different organisations.  Different groups with work with the product, and the incumbent methods, allowing for comparison between data gathered.
The purposeful sampling types would be based on my human biases, and between colleagues.  This may lead to likeminded input on the question.  However, all purposeful sample types were with subject matter experts, but this could have been repeated against others within the business for a wider viewpoint.
[bookmark: _Toc140322915]3.9. Planning

3.9.1 Work plan and tasks

To implement Microsoft Tunnel the following tasks would need to be navigated:
· Pass Governance and Security boards
· Secure funding
· Hosting of Linux servers within Azure
· Deployment of necessary Networking changes
· Firewalls
· Load balancing
· Provision of public facing DNS record
· Provision of TLS certificate
· Configuration of VPN Profiles
· Installation of Microsoft Tunnel on Linux servers
· Enable Microsoft Tunnel to work with Conditional Access
· Apply Conditional Access rules
· Configure devices (Microsoft Defender for Endpoint[58])
Which would involve several teams, so it would be advisable to build a project plan with linked tasks.  The plan for this project can be seen in figure 23
[image: ]
Figure 23, water fall Gantt chart
3.9.2 Funding and budget

The Linux servers and supporting Infrastructure in Azure, will require financing at around £465 per month excluding VAT, figure 24, using hardware reservation[59].  Hardware can be reserved for a discount of up to 72%, which means you agree to pay for the products for either one or three years[60].
[image: ]
Figure 24, output from Azure costing estimate tool
Including VAT, a total projected per year price can be seen in table 5
	Reservation Length
	Yearly cost
	VAT
	Total projected price per year

	3 years
	5592
	1118.40
	6710.40


Table 5, projected yearly costs

[bookmark: _Toc140322916]4. Design and Implementation

With respect to this research a decision was made by the business to deploy Microsoft Tunnel.  This would overcome some of the business challenges already discussed, while leveraging public cloud’s intrinsic ability to decommission if the Integrate application was a failure.

[bookmark: _Toc140322917]4.1 Design

4.1.1 Microsoft tunnel high level design

MT consists of a Linux server, which hosts a Docker image, that contains the MT solution[61].  The Linux server can be hosted appropriately either in Azure, or on-premises.  If hosted in Azure, high bandwidth, low latency network connections to the on-premises resources are required.  At a high level the solution can be seen in figure 25
[image: ]
Figure 25, MT component overview[61]
The components of figure 25 are named in table 6
	Component
	Description

	A
	Microsoft Intune

	B
	Azure Active Direction (AAD)

	C123
	Linux server hosting MT Docker image

	D
	Public facing Fully Qualified Domain Name (FQDN)

	E
	UEM enrolled device

	F
	Firewall

	H
	Corporate Network

	I
	Public internet


Table 6
With a logic flow of components described as
1).	Intune administrator configures “Server configurations” and “Sites”.
2).	Intune administrator installs MT and the authentication plugin authenticates MT with Azure AAD.  MT server is assigned to a site.
3).	Management agent communicates to Intune to retrieve server configuration policies, and to send telemetry logs to Intune.
4).	Intune administrator creates and deploys VPN profiles and the Defender app to devices.
5).	Device authenticates to Azure AD.  Conditional Access policies are evaluated.
6).	If split tunnelling is enabled
6a).	Associated traffic goes to the public facing IP address of the tunnel.
		6b).	Other traffic goes directly to the public internet.
7).	The tunnel routes traffic to corporate resources.

4.1.2 Proof of concept

Initially the service will be built as a proof of concept (POC), which will consist of a single server, and acceptance that if something goes wrong with that server, then the services will be inaccessible.  However, the design will allow for the service to be expanded upon for resilience and growth if acceptable to service.  Therefore, decisions around naming will omit words like “Test”.

4.1.3 Hardware

Table 7 shows the number of devices supported by the corresponding hardware leased.  The Infrastructure as a service (IaaS) would initial be purchased in a pay as you go model (PAYG) from Azure.  Which would allow the service to be decommissioned if the product, WCCIS application, or solution were not fit for use.
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Table 7, shows number of devices to required servers and their hardware specifications[62]
Using a third-party tool to search Azure, the suggested minimum configuration of 4 vCPUs and 4 GB’s of memory is not selectable as an option as seen in figure 26
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Figure 26, output from third party tool showing no 4vCPU/4 GB RAM virtual machines[63]
Therefore, a smaller virtual machine with less vCPU’s but larger amounts of RAM will have to be selected as 1000 devices would be higher than what a proof of concept would require, while offering the best value for money.

4.1.4 Auto

As the service will be running in a pay as you go model, to save additional money, a combination of stop and start logic apps[64] will be used to turn off and start the virtual machine outside of core hours.  Setting these at 0600 and 2000 will save ten hours of PAYG per day.

4.1.5 Linux server

MT is hosted on Linux which is an alternative operating system to Windows.  It is open source and free to use, although commercial customers may pay for updates and features[65], [66].  With the time of updates set with respect to 4.1.4.
The solution can make use of different distributions, although Red Hat Enterprise Linux (RHEL) is already in use within the business with subscription and is therefore preferred.  As such attention should be given to the need to manually load “ip_tables” which is a to be deprecated firewall system that the solution is compatible with[67], [68].
The RHEL server, would run the MT Docker container either through Docker CE or Podman.  The major differences being Docker CE is provided by Docker and Podman a RHEL solution.  Podman has a daemonless architecture, daemons being processes which run within the hosting operating system interacting with the container typically run with root (administrative) privileges, therefore until recently due to feature parity Podman would be viewed as securer[69].  Podman will be used in the implementation.
The IaaS RHEL servers would ultimately be hosted in both UK based Azure data centres known as the regions UK West (Cardiff) and UK South (London) for redundancy[70].

4.1.6 “Server configurations” and “Sites”

MT makes use of the concepts “Server configurations” and “Sites”.  Server configurations are created within Intune and hold the configurations which will be applied to the Docker image hosted on the Linux server.  These will include configurations such as the DNS server the Docker image will use, what IP range will be used by devices connecting to the solution, split tunnelling rules and a name to uniquely identify the solution.
Sites, are associated with Server configurations, and act as a group for containing Linux servers which will participate in the implementation of MT.  Sites contain the address endpoints will use to consume the service, as well as maintenance windows for the MT Docker image[32].
These options will be set as if the service is in production, allowing easy transition from POC.  Split tunnelling rules will be configured to only direct traffic bound for the WCCIS service.

4.1.7 Public facing Fully Qualified Domain Name (FQDN)

To make use of MT, user devices, configured via Intune, will have a VPN profile deployed to them.  As part of this configuration, the device will need to reach out to a DNS/FQDN[71] record to consume the service.  To this end business processes will need to be followed to register an appropriate external CNAME DNS entry[72], directed to Azure Traffic Manager, which would match the Site configuration section 4.1.6.
[bookmark: _Toc112235427]
4.1.8 Provision of TLS Certificate

To provide encrypted communication between MT and client devices, a Transport Layer Security (TLS) certificate will be required from an appropriate certificate authority registered against the appropriate domain.
When procuring the certificate, the Certificate Signing Request (CSR) file should include the fully qualified domain name, detailed in 4.1.6 associated to the following values within the file :
· Common Name (CN)
· Subject Alternative Name (SAN)

To be compatible with iPadOS/iOS devices, the certificate must be set to expire within two years [Annexure 1].
Once generated the certificates should be downloaded onto an appropriately secured device, and moved to their destination 

4.1.9 Load balancing (LB)

MT is a layer 3 VPN solution and as previously covered it does not support break and inspection of the tunnel, section 2.3.6.4.  To improve availability, load balancing solutions which respect this will be required to spread traffic over multiple Linux servers, to consume their hosted container.  Azure offers Azure Network Load Balancers (ANLB)[73] which operate at layer 3 for inter region LB (within UK West for example), and Azure Traffic Manager (ATM)[74] layer 7 for LB between regions (UK West and UK South).
4.1.10 Firewalls

As the traffic inbound cannot be inspected, it will be protected by NSG firewalls, rather than incurring the cost of the Azure Firewall Service.  However, where the traffic becomes unencrypted, and bound for the internal network, it will be passed through the Azure Firewall service for packet inspection, to ensure any compromise of an endpoint is dealt with appropriately.

4.1.11 Visio diagram

The Visio diagram figure 27 shows the logical arrangement of components which are called for in the design of Microsoft Tunnel.


Figure 27, MT within DHCW network
[bookmark: _Toc140322918]4.2 Implementation

4.2.1 Governance

With a design created and agreement of financial funding from the WCCIS programme, the Design in section 4, along with the plan 5 were taken to internal governance boards.  An assurance process for one board can be seen in figure 28
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Figure 28, DHCW governance flow
Due to the service being hosted on public cloud infrastructure, additional documentation such as a Cloud Risk Assessment (CRA) was required for the submission figure 29
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Figure 29, section from the completed CRA
These boards were passed, with the caveat of 4.1.4 to control costs and that prior to moving the service to production that the governance cycle would be repeated.

4.2.2 File name

The certificate was procured from a public CA and was securely downloaded to a Windows desktop which is used specifically for certificate management.  The certificate was then exported into a password protected .PFX file, which was transferred to the Linux servers using Secure Copy software for import and use.
After copying the file to the /etc/mstunnel/private folder, figure 30
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Figure 30, console feedback during installation
The installation continued to the error in figure 31
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Figure 31, SSL establishment error message
This was because the file name was bespoke, and not set specifically to “site.pfx”.  Once renamed Microsoft Tunnel was able to utilise the certificate.

4.2.3 Intune services

During the installation of Microsoft Tunnel, when the management agent is connected to Intune services, a form of two factor authentication must be passed through web browser interaction, and providing the code, figure 32.  Once this is complete, the server will be represented in Azure.
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Figure 32, further SSL establishment error
However, during the implementation an SSL connection failed to be established, to the manage.microsoft.com address.  Investigation of the Azure Firewall logs showed that that website address was being blocked, figure 33.  This was true for all further URLs discussed in section 2.3.6.2.
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Figure 33, screenshot from Azure firewall logs

4.2.4 Asymmetric routing

After getting tunnel connected and reporting into Azure, figure 34, a configured Endpoint was not able to connect.
[image: ]
Figure 34, MT health overview from endpoint.microsoft.com
Nmap was used to scan the service, in comparison to one which was working.  This can be seen in figure 35 where the Linux server can be seen at the top, in an ignored state.  The desired outcome would be the open port, which would give the endpoint something to connect to.
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Figure 35, Nmap showing scanning outcome during troubleshooting
Ignored state suggests that a firewall is stopping traffic flow[75], although investigation of rules showed that was not the case.
Following troubleshooting calls, it became apparent that the requested design, 4.1.11, had not been implemented as agreed.  Instead, changes to the network architecture had been made, to force micro segmentation of network traffic, through the Azure Firewall, instead of NSGs.  This was creating an asymmetric routing issue, where because of the mis match between ingress and egress IP addresses, the stateful firewall was dropping the packets.
Once the workaround figure 36 was implemented, to drive connection through an IP address hosted and translated on the Azure firewall, the endpoint was able to successfully connect[76].  This amended design can be seen in appendix 1.
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Figure 36, Microsoft documentation on asymmetric routing

4.2.5 DNS split tunnelling

After connecting to MT, a simple test was undertaken to connect to a web page hosted within the core of the network.  However, when trying to traverse to the site after manually establishing a connection to MT, DNS lookup was failing.  To trouble shoot this, per-app VPN settings were used with the endpoint profile.  These override split tunnelling rules as seen in figure 37 
[image: ]Figure 37, endpoint operating system difference

The configuration in section 4.1.6 was then amended, to include the DNS server IP ranges.  When repeating the manual connection, the webpage was accessible.

4.2.6 Start up

When trying to connect to the service the following day, connections were met with the prompt seen in figure 38, which is the same error seen with the asymmetric routing issue section 4.2.4.

[image: ]
Figure 38, error message from endpoint
Firewalls become the focus of the error, but after rebooting the Linux server connections were restored.  The following morning, the service was interrupted again which a subsequent reboot resolved.  The focus now become the auto shutdown and start up settings section 4.1.4.
After viewing the log files for MT, the “Operation not permitted” errors were discovered, which match a known issue from Microsoft.  The solution as suggested was put in place, using a cron scheduling utility, a job to restart the services for MT after a reboot using the “mst-cli server restart” command[77].  Connection could once again be established figure 39.
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Figure 39, successful connection to MT

4.2.7 Routing

When moving onto testing the WCCIS application, the client was failing to connect to the server through MT.  It would get stuck “Authenticating” eventually timing out to the error figure 40
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Figure 40, Integrate application error message
Using the curl command from the Linux server, to test connectivity to the URL, figure 41, it was found that the server was also unable to connect.
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Figure 41, curl output from Linux server
When troubleshooting this issue, it was found that BGP advertisements were not in place between the data centre routers, Express route provider and Azure, for the PSBA network ranges, as this was the first service to consume a PSBA address from Azure.
Once the routes were advertised between the on-premises devices, and Azure, along with the corresponding firewall entries login feedback could be received from the Integrate application in the form of bad username and password.

[bookmark: _Toc140322919]5. Evaluation

As discussed in section 3.8, the Integrate application has not been rolled out to partner organisations, who are the asset owners.  As such it is not currently possible to arrange user feedback from the endpoints.  However, the solution was Smoke tested, in a limited fashion, figure 42, by the author and some of the technical staff responsible for deployment of the design in lieu of formal testing.  As described by Memon and Xie and referenced by Whyte et al[78] smoke testing reduces cost, risk and time to production, by testing critical functionality, against expected result, which are based on related oracles, which are knowledge on how the system should operate correctly.
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Figure 42, android emulator ran within developer studio showing limitation of Edge browser as non-functional[79]
[bookmark: _Toc140322920]5.1 Smoke testing

The following key applies to the smoke test outcomes :
P – Pass, working at the time of the smoke test
C – A configuration change is required to fix a failure
E – Exception, a risk managed workaround was put in place to manage a failure
N – Not able to carry out the test due to limitations outside of the control of the author
	Test Description
	Expected Result
	Oracle
	Outcome
	Reason

	Figure 34, MT health overview from endpoint.microsoft.com

	All green
	Microsoft best practice
	E
	Lower number of cores acceptable due to PAYG model

	Manually connect to MT from Android emulator test one
	Figure 39, successful connection to MT
	Microsoft white paper
	E
	4.2.4 asymmetric routing, figure 38, error message from endpoint.

	Test access to website over MT from Android and IOS
	Display website 
	Outcome from LAN
	C
	4.2.5 DNS addresses not included in split tunnelling rules

	Manually connect to MT from Android emulator test two
	Figure 39, successful connection to MT
	Microsoft white paper
	E
	Figure 38, error message from endpoint.  Cron job implemented.


	Manually connect to MT from Android emulator test three
	Figure 39, successful connection to MT
	Microsoft white paper
	P
	Figure 39, successful connection to MT


	Manually connect to MT from IOS test one
	Figure 39, successful connection to MT
	Microsoft white paper
	P
	Figure 39, successful connection to MT


	Manually re connect to MT from Android and IOS to confirm token authentication working
	Figure 39, successful connection to MT
	Microsoft white paper
	P
	Figure 39, successful connection to MT.  Access Token was accepted instead of reauthenticating.


	Reset user password, which revokes legitimacy of access token, manually re connect to MT from Android and IOS to confirm token rejection
	Re authentication prompts and conditional access checks
	Microsoft white paper
	P
	Legitimacy of access token revoked, recreation required by passing authentication checks

	Manually re connect to MT from Android and IOS to confirm refresh token creation, and expiry over 90 days
	No prompts within the window, and reauthentication after 90 days
	Microsoft white paper
	N
	No prompts within test window, but 90 days outside of scope

	Test VPN profile options such as always on, on demand
	Would negate the need for manual connections
	Microsoft white paper
	N
	Per app was tested, to discount split tunnelling rule 4.2.5 as an issue, per app did auto connect tunnel, but other options were not investigated

	Test Integrate application features from Android and IOS
	Different per feature
	Supplier documentation
	N
	Staff within the programme with login to WCCIS are yet to receive mobile devices to test MT on.

	Test performance of application over MT for both
	Within timings provided by the system supplier and comparable to Cisco AnyConnect
	Supplier documentation
	N
	Would provide a baseline to compare performance of service against in the future, including bandwidth consumption to gauge theoretical user limits.



Additional testing could be carried out on a production environment, demonstrated in appendix 2.  For example, loss of a RHEL server, or failover between data centres.

[bookmark: _Toc140322921]5.2 Penetration test

As per the plan, 3.9.1, the deployed solution was penetration tested by third party, to confirm the service would be secure.  This assessment flagged 4 highly rated remediations as seen in figure 43
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Figure 43, abstract from penetration test report
Which were specifically aimed at patching the RHEL server.  There were a further 6 medium alerts, which were not specific to MT, and 44 low/informational.  From a cyber security basis DHCW requires only highly rated remediations to be resolved, and medium on a case-by-case basis to move a service into production.  However, as highlighted by figure 44 from the report a third parties’ indication of risk, should be taken as such, and this penetration test has added an element of quality control as this configuration is in contradiction to the rootless design 4.1.5.
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Figure 44, Podman containers were not ran rootless
[bookmark: _Toc140322922]5.3 Data

Looking at research from other academic papers with user survey, such as “MFA is a necessary chore” by Sanchari Das et al[80], conclusions can be inferred to this work from the removal of what could be viewed as an additional login that is backed by MFA through leveraging token authentication in MT.
This paper highlights feedback from users in the shape of :
· “added security”, “double protection” or “frustrating to use”
· Extra time cost in launching MFA applications
· Device unavailable (battery drain / miss placed / lack of signal)
Although users largely accept the benefits security brings, leveraging tokens provides this assurance while removing these barriers.  With this data considered, and what is seen in the smoke test, I believe this paper backs up findings from its literature review, specifically 2.3.8 SSO roll out within hospitals with the addition of cost savings although on a smaller scale.  This both meets the aim and objectives.

[bookmark: _Toc140322923]5.4 Differently

As touched upon in section 4.2.4, the design was not implemented as requested, as change of direction within the Cloud team meant all traffic flows through the Azure Firewall appendix 1.  This ultimately compromised the project plan by several weeks, therefore allowing more time in the future for unknown issues would be advisable.
Earlier involvement of the on-premises network team, to enable establishment of BGP rules and associated firewall changes would have saved time.
An assumption was made that the programme had appropriate mobile devices to test MT from.


[bookmark: _Toc140322924]6. Conclusion and future work

The aim of this independent project was to save service time within NHS Wales, when accessing on premises monolithic systems through VPN from mobile devices.
The paper explores several options to resolve the aim, such as PKI, SAML integrations and OAuth, while clearly defining their benefit to the aim, which would be of interest to similar enterprises to make their own decisions based on.  The programme from this research, opted to deploy Microsoft Tunnel, detailed in this paper with a continually available design, with its integration with AAD negating reauthentication due to the shared refresh token with Office.  Moreover, licenses for the solution would be covered by access to UEM, instead of additional Cisco VPN licenses, along with if the Integrate application was a failure the Cloud infrastructure could be revoked without cost.  
Although specific to the authors business, this could be of interest to the million plus businesses which use the Azure service, a portion of which may wish to consume their own on premises monolithic systems[81].

[bookmark: _Toc140322925]6.1 Future work

As the product could not be placed with users, smoke testing along with other researchers’ literature was looked at to infer the benefit of this project.  Appropriate quantitative research, mimicking that by George Gellert et al 2.3.8, to prove time/cost savings both from the perspective of clinical staff time and patient referrals could be explored in the future.
During discussions for this project, it has been highlighted that other mobile systems could benefit from modern authentication while connecting to VPN by asset owners.  One asset owning organisation have shown interest in applying the same technology to Badgernet, a maternity system which would be used to share information between LA and NHS; and Wabbalogic which would be rolled out to all clinical staff allowing the capture of photographic clinical information.
Specifically, MT could be developed further to support Mobile Application Management.  This feature was added to the service after the design was complete, but would allow non Intune enrolled devices to consume MT.  This would mean users could use their own devices, with guarantees being given by the solution that application data would remain protected.  Moreover, exploring this option, may allow LA users to use DHCW’s MT solution, benefiting from lower latency network connections than they would be able to provide their users, as the WCCIS services is hosted by DHCW[82].
Future work could also look at expanding the solution using, Infrastructure as code.  Features here could allow for provisioning or deprovisioning of compute in the primary system to save money, or expansion into the secondary data centre as a requirement of failure.  As additional servers are built from a code repository, they would be identical, bar uniqueness like hostname.

[bookmark: _Toc140322926]7. Reflection

Reflecting on this independent project, through research it gave me the opportunity to galvanise my understanding of technologies such as MPLS, from a business perspective, as well as systems in use such as PKI.  I was also able to learn about authentication protocols such as SAML and OAuth and how they fit into enterprises within modern authentication with the evolution of IDP.  This then grew into Public Cloud exposure, specifically Azure, where I was able to get hands on design exposure to multiple offerings which make up this service.
Outside of the technology, by taking more of an active role in the project/budget aspects of the solution, I have a better appreciation of the challenges faced in those areas by the unknown.  This as much as the technical learning, will lead to better outcomes in the future.
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[bookmark: _Toc140322929]1    MT deployment guide
Previous research built upon for this paper, submitted for Industrial Research assignment.


[bookmark: _Toc140322930]2    MT deployment guide
Deployment guide created by Microsoft used to inform this paper.


3 [bookmark: _Toc140322931]MT networking insights
Specific paper released by Microsoft for Microsoft Tunnel to aid in network aspects, used during asymmetric routing issue.




[bookmark: _Toc140322932]Appendix

1 [bookmark: _Toc140322933]MT POC in production
Adjustment made to remove NSG and place external IP on Firewall to combat asymmetric routing.



2 [bookmark: _Toc140322934]MT production
Showing additional Linux servers in each data centre, supporting up to 5000 devices.  With fail over to UK South as a backup (Hardware PAYG model) due to only served by site-to-site VPN (low bandwidth).  Backed connectivity to DNS not shown from UK South although would be required.
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NOTE: MS Tunnel server maintains two connections/channels with the client. The main VPN
channel is established over TCP, HTTP and TLS. This is the control channel as well as the backup

data channel. After its establishment a UDP channel using DTLS (Datagram TLS) is initiated which
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the backup channel over TCP/TLS is being used.
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This industrial research looks to answer the question “With high user satisfaction what is the best way for NHS employees to access CareDirector Mobile from public networks?”.  It explores the often talked about Azure App Proxy, but rules this out, in favour of the lesser-known solution from Microsoft, Microsoft Tunnel, who’s advantage over incumbent VPN solution Cisco AnyConnect is spelt out, in leveraging single sign-on from Microsoft 365 to maximise user satisfaction without the need of Public Key Infrastructure.
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[bookmark: _Toc113559862]Introduction



The industrial research carried out in this paper is for the benefit of NHS Wales (NHS) of the behalf of Digital Health and Care Wales (DHCW).  It is specifically for a programme named the Welsh Community Care Information System (WCCIS), which has the ambitious goal upon completion, of making Wales the first country in the United Kingdom of having a single integrated community health and social care patient record.  Currently teams of community nurses, mental health specialists, social workers etc use separate, disconnected systems, or even paper to record the complex care needs of their patients[1].

The programme, which started in 2015, and has an expected life span of 12 years, is currently moving into the mobile enablement portion of the programme, with the enablement of “CareDirector Mobile” figure 1.  This will allow the community teams, to use WCCIS to record patient information, from mobile devices, such as mobile phones at the patient’s home.  The application makes use of an offline cache, for when the mobile device does not have network connectivity.  This can be used to work on pre downloaded patient records, and when network connectivity is made, the cached data is synchronised to the main database.  This cache is encrypted as AES 256 at rest[2].  The data is encrypted when in transit between the cache and database using TLS 1.3[3].

For a variety of reasons, which are not limited to this big national programme, it has been met with a series of delays which have led to the Public Accounts and Public Administration Committee auditing the programme and advising a “reset” and “course correct”[4] due to it being over budget and delayed compared to the plan[5].

[image: ]

Figure 1

[bookmark: _Toc113559863]1. Background Rationale



WCCIS was initially procured by a single Local Authority (LA), from the supplier Advanced, with the decision being taken by the Welsh Assembly Government (WAG) that it should be converted to and expanded as a country wide system.  As such, DHCW were selected to host the solution, on behalf of the twenty-nine organisations that will ultimately use it.

This led to the solution being held across two data centres in Wales, in an active passive configuration, accessible only from the Public Sector Broadband Aggregation (PSBA)[6] network, which is a private Multiprotocol Label Switching (MPLS) network not accessible from the public network (without additional technologies).

In 2021 the hardware for the platform was refreshed, to ensure all infrastructure was under support.  This expanded the solution’s life cycle, as is, until 2026.  After this date, the solution should be re architected so that it is public Cloud hosted, in line with UK government mandate[7].  Advanced have been asked to offer costs for making the current solution Internet facing, as this will offer a direct solution to both NHS and LA over TLS encryption, although this will take considerable time both commercially and through implementation.  A high-level design of the current solution can be seen in figure 2.





Figure 2

1.1 [bookmark: _Toc113559864]Roles and responsibilities



Table 1 outlines the roles and responsibilities of the various organisations.  The key take away is that the NHS and LA organisations are their own legal entities and are therefore free to manage the endpoints as they choose.  However, DHCW has historically worked directly with the NHS, to deliver value for money to taxpayers where possible delivering solutions under the banner of “once for Wales”.  As an example, instead of having every organisation maintain its own email system, this was done once by DHCW.  Therefore, DHCW have additional responsibilities to the NHS, which they do not to LA.

		Organisation name

		Responsibility



		WAG

		Responsible for NHS and LA



		DHCW

		Data centre hosting of the WCCIS solution



NHS internet connectivity and DMZ



NHS Active Directory (AD) / Azure Active Directory (AAD)



		Advanced

		Solutions edge firewalls, hardware, software, and internal networking of the WCCIS solution



		NHS

		Endpoint, with supporting technologies from DHCW



		LA

		Entire Endpoint solution



		PSBA

		Providers of MPLS network for NHS and LA





Table 1

[bookmark: _Toc113559865]1.1 Aim



The aim of this industrial research, with respect to constraints is to answer the question “With high user satisfaction what is the best way for NHS employees to access CareDirector Mobile from public networks?”.

[bookmark: _Toc113559866]1.2 Objectives/constraints



		ID

		Description



		ID1

		Enable a secure connection to PSBA network from mobile devices



		ID2

		The solution should be continually available



		ID3

		The solution should be scalable



		ID4

		Users should have high satisfaction when using the solution



		ID5

		The solution should leverage existing investments



		ID6

		The solution should be quick to deploy





Table 2

[bookmark: _Toc113559867]2. Literature review



[bookmark: _Toc113559868]2.1 Objectives and focus of research



The areas of focus for research were based on the objectives set out in section 1.2, which themselves were gathered as part of the research detailed in section 3.



[bookmark: _Toc113559869]2.2 Structure of literature review



The structure of the literature review is thematic.  This structure pulls out themes noted from the collected qualitative data to which interpretation provides meaning to the research question[8].

[bookmark: _Toc113559870]2.3 Review of literature under subheadings



2.3.1 Security



2.3.1.1 Mobile Device Management (MDM)



The devices which will be used to consume the solution, typically Android or iOS need to be secured, from malicious actors.  MDM solutions, allow corporations to control employee owned (Bring Your Own Device), or corporately provided devices to give assurance that the device is fit for use with business data.  It achieves this by monitoring devices for compliance, for example that the device has not been rooted[9], allowing features such as remote wipe for if the device becomes lost, and restricting what can be installed on the device etc.

An MDM solution will be required to support the roll out of CareDirector Mobile.  As part of this research the seven NHS organisations were asked about their MDM solution, the results of which are shown in figure 3.  Follow up conversations with the unknown, gave the answer of Intune, and the organisation using Mobile Iron are planning to migrate to Intune over time.  Therefore, there was a standard platform to leverage.



Figure 3

2.3.1.2 Conditional access



The NHS uses AAD for user identity, synchronised from a shared AD domain via Azure AD Connect[10].  AAD has a security feature called conditional access, which allows an administrator of the domain to build “if” and “then” rule sets.  An example of this is “if” the users IP address is outside of the UK, “then” require multi factor authentication (MFA).  Additional if/then scenarios can be seen in figure 4.

[image: ]

Figure 4[11]

It is important to highlight that conditional access is only part of an enterprise security solution, for example IP address can be changed, allowing the single check to be bypassed[12].

2.3.1.3 MFA



Is using two or more elements for authentication.  These elements can be characterised as

· Something you know, such as a password or PIN

· Something you have, mobile phone or digital certificate

· Something you are, being biometric information[13]

Weaknesses can be found in MFA approaches, allowing it to also be bypassed and as such it should continue to make up a layered approach to cyber defence with a drive towards passwordless authentication as seen in figure 5[14].

[image: ]

Figure 5[15]

2.3.2 Federated identity (modern authentication)



Can be summarised as delegation of authentication to a third-party identity provider (IDP), who using tokens and agreed standards[16], will relay authorization requests to resources on behalf of clients, with regard to the resource owner.  Using AAD as an example, this can be summarised in figure 6.

[image: ]

Figure 6[17]

Expanding on figure 6

· Authorization server – Secure database of end user’s identify, information and permissions; which brokers trusted relationships between the other pillars of the system below.

· Resource Owner – Is the user of the shared identify, which could be called by many different clients.

· Clients – Is the software application, that the user/resource owner wishes to use.

· Resource Server – Is typically where the data resides that the client requires access to and is normally fronted by a web API, which interprets data from the bearer token issued by the authorization server to make access decisions to the data.

2.3.2.1 OpenID vs saml vs oauth



As with many technologies, there can be several different implementations, this is true for modern authentication.  The major ones are compared in figure 7

[image: ]

Figure 7[18]

These can be used independently, or together to enable federated identifies and a modern authentication/authorisation process[19].

2.3.2.2 Single sign on (SSO)



During the authentication part of modern authentication, a token, which can be thought of like a web pages cookie is generated.  This file, created only after a user passes security, contains information unique to that user.  The flow of this process can be seen in figure 7.

[image: ]

Figure 7[20]

Using the common meta data in this file, other clients that the resource owner chooses to use can leverage the same token, therefore removing the need for the resource owner to re-authenticate.  This is referred to as SSO and as well as saving the user time, this can also improve security by reducing password fatigue[21].

2.3.3 Azure App-Proxy (AAP)



Securely exposes internal corporate web applications to the public network.  It does this by leveraging AAD, and the security technologies it provides covered above giving users a familiar experience.  Unlike other remote access solutions, being cloud based it can be more cost effective, as an organisation does not have to run demilitarized zones (DMZ) or other edge security devices.  Leveraging “Connectors” installed within the on-premises network the user can access the resource as seen in figure 8

[image: ]

Figure 8[22]

However, there are caveats with this technology, although the Microsoft documentation can be contradictory figure 9

[image: ]

Figure 9[23]

In the case of CareDirector Mobile, AAP would not offer a solution, as it will not allow the synchronisation of the offline cache.  It simply allows the web front end to be accessible on the public network, which would require public network connectivity that cannot be guaranteed.

3.3.4 Virtual Private Networking (VPN)



Allows users of public networks, such as the internet, to securely connect to a corporate network as if directly connected.  This is traditionally achieved by at the edge of the corporate network, within a DMZ (which is often an area between two firewalls), a VPN server is hosted, that user devices connect to via an encrypted tunnel, corporate data is then safely transmitted within.  A design of which can be seen in figure 10

[image: ]

Figure 10[24]

2.3.4.1 Cisco anyconnect



DHCW currently supplies the NHS organisations with Cisco AnyConnect, a VPN solution which requires user licensing, in a similar fashion to figure 10.  Authentication is configured in two ways

· Username and password + RSA token (Cisco ASA as the IDP)

· Username and password + AAD MFA (Microsoft as the IDP)

Cisco AnyConnect is configured in the latter, using Security Assertion Markup Language (SAML).  SAML a modern authentication system as described in 2.3.2 and can be configured to enable SSO in partnership with other Clients that use SAML[25].

In this configuration, with AAD as the IDP, although not currently configured, CA policies 2.3.1.2, can be configured for use with the service[26].

2.3.4.1.1 Public Key Infrastructure (PKI)



Cisco AnyConnect can be configured to accept certificates for authentication.  This can be either machine or user-based certificates.  However, the PKI’s infrastructure to support this is currently undergoing a re design and is not available for use by new services.

PKI adds trust to security seen in figure 11, through the concept of a Certificate Authority (CA), that all parties trust much like a passport office.  The CA creates a digital certificate, passport, which could have been presented to Cisco AnyConnect server instead of a username and password on corporately provided mobile phones[27].

[image: ]

Figure 11[28]

2.3.4.2 Microsoft tunnel (MT)



Is a VPN solution from Microsoft, which runs on Android and iPadOS/iOS that is integrated with AAD.  As such it uses the same modern authentication 2.3.2, as Microsoft 365 services, OAuth 2.0 who’s token creation process can be seen in figure 12.  This means that it can leverage authorization tokens created for example by Office 365 for SSO, thus removing or dramatically reducing the authentication prompts users would see for VPN.

[image: ]

Figure 12

MT consists of a Linux server, which hosts a Docker image, that contains the MT solution.  The Linux server can be hosted either in Azure, or on-premises within the corporate DMZ.  If hosted in Azure, high bandwidth, low latency network connections to the on-premises resources are required.  The solution can be seen in figure 13

[image: ]

Figure 13

It is licensed for use, as part of the Intune license which all NHS workers have.

2.3.4.2 per app / always-on



Intune can control VPN connectivity behaviour, with features such as “per app” or “always-on”[29]–[32].  These modes can improve user experience or heighten security by creating and maintaining a VPN connection which is as named always on or gets created for specific application when they are launched.  Endpoint experimentation would be suggested by the NHS to discover the best configuration, as there is feature discrepancy that is not appropriately document between Android and IOS, as well as advantages and disadvantages to each.  For example, always-on may not suit data contracts, or per app on Android does not automatically launch VPN when the application is ran whereas it does on IOS.  However, both features will significantly add to a deployed solution.



[bookmark: _Toc113559871]3. Research



As discussed by Kumar[33] it is more than a skill set, it is a way of thinking.  Usually this starts with an observation, which is further explored, to enhance understanding or reach an explanation, leading to a conclusion or inference, thus further developing one’s knowledge base or practical skills.  Figure 14 show the typical research process.

[image: ]

Figure 14[8]

Research as a way of thinking is enhanced by considering oneself, ensuring you remain inquisitive, rational, critical of your process to safeguard your analysis as non-biased, truly valid, and relevant.

These traits are important not only to the research itself, but as noted by Gray[8] provide the curator of such research lifelong skills which are sought out by the globalized business world, with those business being data driven, or research sponsors looking for ‘value for money’ can then be evidenced.

To this end, typical processes can be further expanded, into fuller frameworks for research, helping to ensure the desired high qualities outcomes, as seen in the Saunders et al ‘Research Onion’ figure 15. 

[image: ]

Figure 15[34]

[bookmark: _Toc113559872]3.1 Research methodology



3.1.1 Methodological choice



There are two main methodological choices, quantitative and qualitative :

· Quantitative – data is statistically based, with a researcher looking to answer the “how many” or “what” of a question.

· Qualitative – data describes characteristics of a situation, often displayed in narrative form gathered from observation, interviews etc.

Both sets of data, are analysed for meaning, either through statistical analysis or interpretation of the narrative which is more difficult to be conclusive with.

Sometimes research spans both quantitative and qualitative, this is referred to as mixed.

The methodological choice used in this industrial research is qualitative.

3.1.2 Approach to theory development



The three major approaches to theory development are :

· Deduction – building valid conclusions from initial premises, this is the scientific method of investigation, hypothesis lead, with the conclusion being the soundest of the three.  It can also be thought of as top down, starting with gathered evidence, and working to fact.

· Induction – can be described as the opposite to deduction, starting with a small number of observations, and working from bottom up, to create a general conclusion.  Unlike deduction, inductive findings are only ever probable.

· Abduction – is made famous by criminal investigation, where the conclusion can only ever be probable, but its premise is built from factual data.

The above approaches have been over simplified, with real life research often alternating between them[35], [36].

The approach taken to theory development in this paper is deductive.

[bookmark: _Toc113559873]3.2 Link method to aim and objectives of research



The reason for this method deductive qualitative, is the aim was subjective, to perception.  It was also constrained around several factors outside of the authors control, such as existing investments, which meant a lot of the research conducted was author to individual, or author to group to understand where the business and programme were currently, as opposed to being able to measure something quantitatively.  None the less the author’s research was top down, working with industrial best practice to conclusion.



[bookmark: _Toc113559874]3.4 Ontology and epistemology



Are both branches of philosophy.  Ontology, from the Greek word ontos, “being”, seeks the answer questions on entities such as what is ice, thunder, dreams, or God.  Whereas Epistemology, from the Greek word episteme, “knowledge” can be thought of as the mother of modern science, focused on the study of true knowledge, where do we go when we dream, or why does God make thunder ?[37]



3.4.1 Philosophical world views



Four modern philosophical approaches can be seen in table 3, with brief descriptions.

[image: ]

Table 3[38]

This research although described as deductive qualitative, which aligns with positivism the author has taken a pragmatistic approach which can harness both methodological choices.  At a later stage, with something usable this would likely change.



[bookmark: _Toc113559875]3.4 Data collection method and their suitability



3.4.1 Interviews



Most data gathered to inform the industrial research was through meeting structures.  This was in the form of weekly programme meetings, weekly mobile focus groups, one to one with workplace mentor or ad-hoc meetings with programme members or technical specialists such as networking specialists.

3.4.1.1 Microsoft forms



Microsoft forms was used to survey staff on MDM, figure 16, the result of which was explored in figure 2.

[image: ]

Figure 16

3.4.2 Documentation/audio visual



Existing internal documentation was used such as network maps, Visio diagrams etc to build a picture of what technologies were in place, as well as supplier information on the products.

This was also true for industrial literature on proposed solutions to the research question.

3.4.3 Observation



Data was also collected through observation of the mobile application, witnessing the issues of having to orienteer three separate logins.  Being mobile phone, VPN and CareDirector Mobile.  As the workflow of the team member would be to travel between patient houses, this would potentially need to be repeated at each stop.  Adding a significant barrier to the applications usability, which could lead to non-adoption or adoption but with the system being used morning and night, therefore defeating the purpose of mobile which would allow near real time syncing, and next step action on the data[38].

3.4.3.1 Security breach



During one observation, a member of the wider team explained that they had created work instructions, figure 17, for distributing the VPN client to the work force at large.  This included how to manually install and configure Cisco AnyConnect on unmanaged device, and how to proceed from there to connect said device to the NHS network.  This would mean that the NHS would have no visibility of the connecting endpoint from a software perspective, meaning it could be unpatched or contain malicious software, representing a risk to the network at large.  The author subsequently flagged this in line with procedures which is leading to change of the Cisco AnyConnect service.

[image: ]

Figure 17

[bookmark: _Toc113559876]3.5 Sampling



Table 4 matches the method to sample type and size

		Method

		Sample Type

		Size



		Weekly interviews

		Convenience

		Up to 10 in a group



		1-1 interviews

		Purposeful

		4 separate individuals



		Microsoft forms

		Purposeful

		7 NHS leads polled



		Observation

		Purposeful

		3 separate individuals





Table 4

[bookmark: _Toc113559877]3.6 Access and consent



As required when conducting research, participants were informed prior to questioning of the nature of the research, and where it would be used.  It was explained that their anonymity would be respected, and they could withdraw their consent at any stage[39].



[bookmark: _Toc113559878]3.7 Ethical considerations



Ethically there was no considerations in this project, as nothing was carried out impacting health and safety of either the author or another.  If there was to be, then laboratory, animal or human rights would be respected to the fullest, the research would always attempt to increase well-being/avoid doing harm and the costs and benefits of the research would be distributed fairly[39].



[bookmark: _Toc113559879]3.8 Research method limitations



Ideally two independent reviewers should conduct literature searches and the data assessment.  This would limit any bias, and improve the quality of the research, limiting details which could be missed by an individual.

Literature in foreign language has created a barrier, meaning quality research could be missed or favour given to research.

The sampling groups are mainly made from IT personnel, a wider selection of the work force wasn’t possible as CareDirector Mobile is yet to be rolled out generally, but this is a limitation.  This calls into question their impartiality towards the programme.

The purposeful sampling type would be based on my human biases, between colleagues.  This may lead to likeminded input on the question.  However, all purposeful sample types were with subject matter experts, but this could have been repeated against others within the business for a wider viewpoint. 



[bookmark: _Toc113559880]4. Planning



[bookmark: _Toc113559881]4.1 Project expectations



As outlined in table 2, the expectations of the project 

· To allow mobile devices to access CareDirector mobile from the public network

· This should leverage existing investments

· The solution should be quick to deploy

All of these could be satisfied by either developing Cisco AnyConnect or creating a new service with Microsoft Tunnel.

[bookmark: _Toc113559882]4.2 Problems that the project needs to address



However, the more elegant solution, would be Microsoft Tunnel from a user experience perspective, and would be cheaper at scale, as it is covered by the Intune license versus Cisco AnyConnect user licenses.

[bookmark: _Toc113559883]4.3 Work plan and tasks



To implement Microsoft Tunnel the following tasks would need to be navigated:

· Pass Governance and Security boards

· Secure funding

· Hosting of Linux servers

· On premises or in Azure ?

· Networking

· Firewalls

· Load balancing

· Provision of public facing DNS record

· Provision of TLS certificate

· Configuration of Endpoint Manager

· Installation of Microsoft Tunnel on Linux servers

· Enable Microsoft Tunnel to work with Conditional Access

· Apply Conditional Access rules

· Configure devices (Microsoft Defender for Endpoint[40])

Which would involve several teams, so it would be advisable to build a project plan with linked tasks.  An example plan for this assignment can be seen in figure 18

[image: ]

Figure 18

[bookmark: _Toc113559884]4.4 Funding and budget



If hosting the Linux servers in Azure, then the required finances would be around £466 per month excluding VAT figure 19 using hardware reservation[41].  Hardware can be reserved for a discount of up to 72%, which means you agree to pay for the products for either one or three years[42].

[image: ]

Figure 19

Including VAT, a total projected per year price can be seen in table 5 

		Reservation Length

		Yearly cost

		VAT

		Total projected price per year



		3 years

		5592

		1118.40

		6710.40





Table 5

[bookmark: _Toc113559885]4.5 Project limitations



The limitations are that Microsoft Tunnel would not offer a solution for Local Authority teams.

Endpoint experience needs to be confirmed through experimentation.

[bookmark: _Toc113559886]4.6 Project impact



If Microsoft Tunnel was implemented, it would mean that when community teams roamed from patient to patient, they would not have to re authenticate to a VPN solution, each time they lost signal.  Removing this barrier would positively impact system adoption and user experience, as well as saving valuable time.  It would also improve the speed of patients through the NHS, be it test requests or referrals.

There are also other potential use cases for MT outside of WCCIS, including IT systems procured and used directly by the NHS, where the systems are only accessible from the PSBA network.

[bookmark: _Toc113559887]5. Results and Conclusions



[bookmark: _Toc113559888]5.1 Findings



The research carried out shows that there are two ways to improve the user experience for mobile users when requiring VPN.  This can either be achieved by using Cisco VPN with certificate-based authentication or developing a new offering in Microsoft Tunnel.

Azure App Proxy does not offer a solution to the research question.  However, it could be explored for use on tablet type devices, which are securely connected to the PSBA network.  This group of devices would be in areas with pervasive Wi-Fi, therefore always network connected, negating the need of an offline capacity.  Therefore, having the CareDirector website securely publicly accessible would solve this use case.

[bookmark: _Toc113559889]5.2 Descriptive statistics or Inferential statistics



No statistical data was gathered as part of this industrial research, although subsequent research could look at time spent by the various care giving populations connecting to VPN using the different solutions as an example (if available).

This would give data, which could be analysed in its raw form, to find characteristics.  This would be descriptive statistical analysis, and would investigate things such as average time spent, variability between groups, or the distribution in these results as a percentage amongst other investigations of the data.  This analysis would give insight into the meaning of the data, which is shortened and presented graphically or numerically.

Inferential statistics are used to infer meaning from small data sets, with the meaning then being projected across entire populations.  For future papers a randomly selected set of health care workers, could have a paired sample test carried out against time spent authenticating.  The resulting data could be analysed to answer the question if the entire population uses this product, then this much time could be saved compared to other samples.

The key difference between the two is descriptive state facts on a proven population’s outcome, inferential makes predictions on larger populations from data, using recognised methods such as significance tests, correlation etc[43].



[bookmark: _Toc113559890]5.3 Main conclusion from research



When undertaking research, it is important to follow a methodology to ensure your results are without prejudice and accurate.   Effectively expressing your position and approach gives reassurance to readers, and further galvanises the worthiness of the work.

The findings held in this research paper, although specific to the authors business, do build upon the mass of other documents available about VPN on mobile devices by clearly outlining the major benefit of MT, in that it leverages a shared SSO experience with Microsoft Office 365.  This could be of relevance to the million plus business which use this service and would potentially be interested in VPN solutions[44].

Cloud computing has applied gravity to all areas of IT, and VPN technologies are not impervious, with some questioning is the technology dead[45]?  The fact Microsoft have developed a new VPN solution for mobile devices in 2022 shows that is not the case, but like Microsoft embracing Linux, things are changing for VPN either because of businesses opting to run workloads from public cloud, negating the requirement to VPN back to the local area network, or they are implementing solutions like Secure Access Service Edge delivering security from the cloud[46].  That said, businesses must make informed decisions which are best for them, which could be Microsoft Tunnel.





[bookmark: _Toc113559891]6. Recommendations



The author recommends that DHCW work towards piloting Microsoft Tunnel in the business, a high-level design of a pilot can be seen in figure 20, which would be ran in a pay as you go arrangement[47].





Figure 20

Once this is achieved, and business benefit proven, it could be grown into a production worthy solution.

[bookmark: _Toc113559892]6.1 Future direction of research



Run the pilot and quantify time/money savings quantitatively.

Create a feature matrix of per app and always-on VPN features.

Other project deliverables, table 2, would need to be investigated around continual availability, being scalable and how quickly a pilot and production service could be delivered would need to be answered.

Fully research and document questions specific to Azure (DHCW preferred supplier of public cloud) as a hosting service for example Network Security Group vs Firewalls, Resource Groups, Availability sets, Load balancing etc.

It would be good to understand what other systems could make use of this solution, in the wider NHS ecosystem.

Capture the impact of the TLS certificate cost to the service, cira £500 every X time, and penetration testing it as an internet facing service.

Although this solution would not be able to, the technology of Microsoft Tunnel, may offer a solution to Local Authorities consuming CareDirector Mobile, if DHCW hosted the docker images of Local Authority Microsoft Tunnel servers, in DHCW’s Azure partition, giving them low latency access to the application.  This needs to be explored.

Present the proposal at official governance groups within the business, enabling its adoption.
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This estimate was created at 8/18/2022 11:29:33 AM UTC.

Estimated upfront cost

£0.00

£0.00
£0.00
£0.00

£0.00
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Overview

Microsoft (MS) Tunnel Gateway is a VPN gateway solution for Microsoft Endpoint Manager. The MS Tunnel service provides
access to on-premises resources from Apple i0S/iPadOS and Android Enterprise devices using modern authentication and
Conditional Access.

MS Tunnel Gateway leverages the Open Container Initiative (OCI) to provide a container image of the MS Tunnel service. MS
Tunnel Gateway supports Docker and Podman as the underlying container engine. A Linux server is required to run either
Docker or Podman. The Linux server can be a physical machine in your on-premises environment, or a virtual machine that’s
running on-premises or in a cloud service such as Azure.

This deployment guide provides a step-by-step approach to install and configure Microsoft Tunnel with a focus on the use of
RedHat Enterprise Linux (RHEL) 8.4 as the Linux server host and Podman as the container engine for Microsoft Tunnel
Gateway.

-
Note: The decision to use RHEL was based on customer feedback as RHEL is widely used among many enterprise customers.

When deploying MS Tunnel on RHEL 8 we recommend the use of Podman to ensure supportability with Red Hat.
L )

As part of this guide, we also cover the use of Azure Network Load Balancer for high availability of the MS Tunnel Gateway
when deployed on a virtual machine in the Azure Cloud service.

The deployment guide will cover:

e Architecture

e Planning

e Installation

e Connecting clients
e Operations

e Troubleshooting

Online documentation references
e  Microsoft Tunnel Online Doc's Overview

e QOverview of Linux VMs in Azure - Azure Virtual Machines | Microsoft Docs

e  Microsoft Tunnel: Command-Line tools reference

e  Monitor the status of the Microsoft Tunnel VPN solution

e Install Docker Engine on CentOS | Docker Documentation

e Network endpoints for Microsoft Intune | Microsoft Docs

e Create a Linux VM in Azure with multiple NICs - Azure Virtual Machines | Microsoft Docs

e SSL Digital Certificate Authority - Encryption & Authentication (digicert.com)
e Let's Encrypt - Free TLS/SSL Certificates (letsencrypt.org)
e DNS | Microsoft Azure




https://docs.microsoft.com/en-us/mem/intune/protect/microsoft-tunnel-overview#overview-of-microsoft-tunnel

https://docs.microsoft.com/en-us/azure/virtual-machines/linux/overview

https://docs.microsoft.com/en-us/mem/intune/protect/microsoft-tunnel-reference

https://docs.microsoft.com/en-us/mem/intune/protect/microsoft-tunnel-monitor

https://docs.docker.com/engine/install/centos/

https://docs.microsoft.com/en-us/mem/intune/fundamentals/intune-endpoints

https://docs.microsoft.com/en-us/azure/virtual-machines/linux/multiple-nics

https://www.digicert.com/

https://letsencrypt.org/

https://azure.microsoft.com/en-us/services/dns/



Architecture

The following is an excerpt from our online documentation: Learn about the Microsoft Tunnel VPN solution for Microsoft
Intune | Microsoft Docs

The diagram below is the high-level architecture of the MS Tunnel Gateway components, configuration/deployment actions,
and authentication/connection flows:

Microsoft Tunnel Gateway Architecture

Management Agent @
I

te

Tunnel Components:
e A —Microsoft Intune cloud service
e  B- Azure Active Directory (AAD).
e C-Linux server with *Docker
o C.1-Microsoft (MS) Tunnel Gateway.
o C.2-Management Agent.
o C.3—Authentication plugin — Authorization plugin, which authenticates with Azure AD.
e D —Public facing IP or FQDN of the Microsoft Tunnel, which can represent a load balancer.
e E— Mobile Device Management (MDM) enrolled device.
e F—Firewall
e G —Internal Proxy Server (optional).
e H-—Corporate Network.
e | —Publicinternet.

NOTE: The diagram above shows Docker as the container engine. When using RHEL 8.4+, Podman is the required
container engine.




https://docs.microsoft.com/en-us/mem/intune/protect/microsoft-tunnel-overview

https://docs.microsoft.com/en-us/mem/intune/protect/microsoft-tunnel-overview



Tunnel Actions:

e 1 -Intune administrator configures Server configurations and Sites. Server configurations are associated with Sites.
The server configuration contains the DHCP address pool for clients, the DNS servers that clients will use,
configuration for split tunneling, and what internal address ranges will be explicitly allowed or denied. Sites are
logical groups created to apply a common server configuration to one or more servers. In most cases these sites
would represent your data centers or physical locations.

e 2 -Intune administrator installs MS Tunnel Gateway, and the authentication plugin authenticates MS Tunnel Gateway
with Azure AD. MS Tunnel Gateway server is assigned to a site.

e 3 -Management Agent communicates to Intune to retrieve your server configuration policies, and to send telemetry
logs to Intune.

e 4 -Intune administrator creates and deploys VPN profiles and the Tunnel app to devices.

e 5 - Device authenticates to Azure AD. Conditional Access policies are evaluated.

e 6 - With split tunnel:

o 6a - Some traffic goes directly to the public internet.
o 6b-Some traffic goes to your public facing IP address for the Tunnel.

e 7 -The Tunnel routes traffic to your internal proxy (optional) and your corporate network. (Note: client traffic will
have the source IP address of the Linux server host, MS Tunnel gateway uses port address translation (PAT). PAT is a
type of NAT where the multiple private IP addresses are mapped into a single public IP (many-to-one) by using ports.

NOTE: MS Tunnel server maintains two connections/channels with the client. The main VPN channel is established
over TCP, HTTP and TLS. This is the control channel as well as the backup data channel. After its establishment a
UDP channel using DTLS (Datagram TLS) is initiated which serves as the main data channel. If the UDP channel fails
to establish or is temporarily unavailable the backup channel over TCP/TLS is being used.

_

Additional authentication and authorization details:

e Conditional Access (CA) is accomplished via the VPN client and is based creating a CA rule targeting the cloud app “MS
Tunnel Gateway”. Non-compliant devices won't receive an access token from Azure AD and can’t access the VPN
server unless they meet the grant condition for that CA rule. For more information about using Conditional Access
with Microsoft Tunnel, see Use Conditional Access with the Microsoft Tunnel.

e The Management Agent is authorized against Azure AD using Azure app ID/secret keys.

e The Tunnel Gateway server uses PAT to provide addresses to VPN clients that are connecting to the corporate
network.

e MS Tunnel client authentication makes use of “certificate pinning”, an online application security technique,
originally devised as a means of thwarting man-in-the-middle attacks (MITM), that accepts only authorized
(“pinned”) certificates for authentication of client-server connections. Any attempted secure connection
requests utilizing certificates other than the pinned certificate are refused. As a result, Tunnel does not support
break and inspect functionality for clients. Use of firewalls, proxies, load balancers, or any technology that terminates
and inspects the client sessions (Refer to F, D, and C in Architecture diagram above) going into the Tunnel Gateway
are not supported and will cause clients connections to fail. However, you can use “break and inspect” technologies
at the Internal proxy server (Refer to G in the Architectural diagram) as long as this is supported by the destination
server/service on the internal network (Refer to H in the Architectural diagram).



https://en.wikipedia.org/wiki/Datagram_Transport_Layer_Security

https://docs.microsoft.com/en-us/mem/intune/protect/microsoft-tunnel-conditional-access



Proxy notes:
As the Architecture diagram shows, you can use a proxy server with MS Tunnel (refer to G in the diagram). The

following details can be used to help configure an internal proxy when using RHEL 8.4 and Podman:
e Podman reads HTTP Proxy information stored in /etc/profile.d/http_proxy.sh You need to add the following
2 lines to the file http_proxy.sh (if the file does not exist, create it):
o Add the following 2 lines (replace with your proxy IP address:port)

export HTTP PROXY=http://10.10.10.1:3128
export HTTPS PROXY=http://10.10.10.1:3128

Note: if you have access to RedHat Customer Portal, you can view the knowledgebase article
associated with this solution: Setting up HTTP Proxy variables for podman - Red Hat Customer Portal

e If you add the above, before you install MS Tunnel, then when you run the “mstunnel-setup” script, it will
automatically configure the MS Tunnel proxy environment variables in /etc/mstunnel/env.sh

If you wish to configure a proxy post the MS Tunnel setup, then you will need to:
o Modify/create /etc/profile.d/http_proxy.sh — refer to detail above.
o Edit /fetc/mstunnel/env.sh and add the following 2 lines to end of the file (replace with your proxy ip

address:port):

HTTP PROXY=http://10.10.10.1:3128
HTTPS PROXY=http://10.10.10.1:3128

o Restart MS Tunnel server via SSH session:

mst-cli server restart

e  RHEL uses SELinux. If your proxy is running on one of the SELinux ports for “http_port_t”, then you can simply
proceed with the MS Tunnel install process outlined in this guide. Use the following command to view the
SELinux managed ports for http:

sudo semanage port -1 | grep “http port t”

[bill@CC-MST-RHEL8U-LE1 ~]% sudo semanage port -1 | grep http_port_t
tcp 80, 81, 443, u8g, 8008, 8009, 8UU3, 9086

pegasus_ tep 5988

Example:
If your proxy port is listed for “http_port_t” you’re good to proceed with the installation as outlined in the

guide.

If your proxy port is not listed for “http_port_t”, then check if the proxy port is used by another service. Use
the following command to check:

sudo semanage port -1 | grep “your proxy port”



https://access.redhat.com/solutions/3939131



[bill@CC-MST-RHEL84-LB1 ~]$ sudo semanage port -1 | grep 3128

squid_port_t tecp , 3u4e1, us27

Example:

In the example above, port 3128 is used by squid (Note: squid is an OSS proxy service. Squid proxy SELinux
policies are baked into popular distros.)

What we need to do is modify the “http_port_t” ports and add port 3128 to be allowed via SELinux for the
proxy used by Tunnel. To do this run the following command:

sudo semanage port -m -t http port t -p tcp “your proxy port”

Example:
[bill@CC-MST-RHEL8U-LB1l ~]% sudo semanage port -m -t http_port_t -p tcp 3128

[bill@CC-MST-RHEL8U-LB1 ~]1$% |

Confirm setting (note: you will see port 3128 associated with “http_port_t” and “squid_port_t")

[bill@CC-MST-RHEL8U-LB1 ~]$ sudo semanage port -1 | grep 3128
http_port_t tep , 88, 81, uu3, u88, 8MA8, 809, 8UU3, 98O

squid_port_t tcp , 3481, ug27
[bill@CC-MST-RHEL8U-LBL ~1$ |

If your proxy port is not listed when running “sudo semanage port -l | grep YOUR_PROXY_PORT”, then
replace the “-m” in the semanage command above with “-a” as shown below:

sudo semanage port -a -t http port t -p tcp “your proxy port”

Done. You can proceed with the MS Tunnel installation outlined in the guide.

Authenticated proxies aren't supported.

The proxy can’t perform break and inspect because MS Tunnel server and agent uses TLS mutual
authentication when connecting to Intune. See additional break and inspect insights called out in “Additional
authentication and authorization details” above. If break and inspect is enabled on the proxy server, network
admins will need to white-list the Tunnel IP address/FQDN.

Final note - The MS Tunnel VPN client profile that gets delivered to mobile clients also supports a proxy
configuration. This proxy does allow for “Break and Inspect” if you wish to employ this feature on your

internal proxy server.





Planning

In preparation for the MS Tunnel Gateway deployment a few key decisions need to be made:

e Choose the Linux distribution to host MS Tunnel Gateway

o physical vs virtual

o on-premises vs cloud
e PKI Certificates (public certificate authority (CA) issued TLS/SSL cert vs on-premises CA issued)
e Load Balancing strategy and technologies for MS Tunnel Gateway

This guide covers the essentials with insights and provides a guided set of instructions for:

e Deploying MS Tunnel Gateway using RHEL 8.4 + Podman hosted in Azure.

e Instructions for using a public issued or on-premises TLS/SSL certificate

e How to load balance multiple MS Tunnel Gateway servers using Azure Network Load Balancer service
e Enable server logging

e Deploy Microsoft Defender for Endpoint client on Android

e Deploy the MS Tunnel client on iOS

e Troubleshooting

Linux distributions

MS Tunnel is a container image supporting Docker and Podman (on RHEL) container engines. The container service must be
hosted on a server (physical or virtual) running a Linux distribution. MS Tunnel supports a variety of Linux distributions having
very broad adoption across many customer environments.

Please note the following Linux distributions and corresponding container engines supported:

Linux Distribution Container Engine
CentOS 7.4+(CentOS 8+ isn’t supported) Docker-CE
Red Hat (RHEL) 7.4+ thru RHEL 8.3 Docker-CE
Reference RHEL Life Cycle knowledgebase Note: RedHat does not provide support for Docker-CE.

RHEL 7.x ended Full Maintenance on August Docker community support is available for Docker-CE.
6, 2019. Currently in ELS support only.

Red Hat (RHEL) 8.4+ Podman v3.0 minimum supported version
Ubuntu 18.04 Docker-CE
Ubuntu 20.04 Docker-CE
Ve ™\

\

' NOTE: This deployment guide will use Red Hat Enterprise Linux (RHEL) 8.4 as the Linux host and Podman as the container
engine for MS Tunnel Gateway. When deploying MS Tunnel on RHEL 8 we recommend the use of Podman to ensure
supportability with Red Hat.

\ /

AN J

RHEL and Ubuntu Life Cycle Reference:

Please refer to the respective Linux distribution life cycles when making your Linux distro version decision:

e Red Hat: Product Life Cycles | Red Hat Customer Portal
e Ubuntu: Ubuntu release cycle | Ubuntu




https://access.redhat.com/support/policy/updates/errata

https://access.redhat.com/product-life-cycles?product=Red%20Hat%20Enterprise%20Linux,OpenShift%20Container%20Platform%204

https://ubuntu.com/about/release-cycle



PKI Certificates

Each Linux server will require a trusted TLS/SSL certificate to secure the connection between clients (iOS, Android) and the MS
Tunnel Gateway server. In many large organizations there are various IT teams responsible for different parts of an
organization’s infrastructure. Depending on who in the organization is responsible for PKI and the request and issuance of
certificates, you may need to work with your certificate/security teams for assistance. The simplest route will be to request a
TLS/SSL certificate for your deployment (tunnel.companyfoo.com) in PFX format. This certificate, including the full trusted
certificate chain will be installed on the server during the setup of the MS Tunnel Gateway.

The TLS/SSL certificate used to secure the Tunnel Gateway endpoint must have at least the Fully Qualified Domain
Name (FQDN) of Tunnel Gateway server in the Subject Alternative Name (SAN). The Subject Name (SN) can be of
type “Common Name” or “DNS”. If using CN, then specify the short name (without the domain name suffix), if using
DNS, then specify the FQDN.

TLS/SSL certificate can’t have an expiration date longer than two years. If the date is longer than two years, it won't
be accepted on iOS devices.

Use of wildcards has limited support. For example, *.contoso.com is supported. Cont*.com isn’t supported.
During installation of the Tunnel Gateway server, you must copy the entire trusted certificate chain to your Linux
server. The installation script provides the location where you copy the certificate files and prompts you to do so.

If you use a TLS/SSL certificate that’s not publicly trusted, i.e., using an on-premises certificate authority. You must
push the entire trust chain to devices using an Intune Trusted certificate profile.

~

NOTE: The process of obtaining a Public CA issued TLS/SSL certificate is beyond the scope of this document. We have
provided external 3" party documentation links to detail the necessary guidance.

The deployment guide will show 2 options for the TLS certificate:

1.

2.

Using a TLS/SSL certificate issued by a public certificate authority provider (in our example we will use DigiCert Inc. As
a side note: There is a service called “Lets Encrypt” that provides free TLS/SSL certificates for free. You can check
them out here: https://letsencrypt.org/ )

Or a TLS/SSL certificate issued by an on-premises Microsoft Enterprise Certificate Authority.

Option-1: TLS/SSL Certificate issued by a public Certificate Authority
The following link describes the process of obtaining a certificate from DigiCert: https://www.digicert.com/kb/csr-
creation.htm

For our example we use a wildcard certificate that was issued by DigiCert Inc.

If you are not using a wildcard cert then the certificate Subject Name (SN), and Subject Alternative Name (SAN) should contain
the FQDN of the Linux server, and the FQDN must be resolvable (refer to doc section: Public DNS name resolution).

In the example below, the wildcard certificate has already been issued and enrolled on a Windows machine. | do not cover
the process of creating the Certificate Signing Request (CSR) or how to enroll the certificate once its issued. Requesting and
enrolling public CA issued certificates is beyond the scope of this guide.
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Let’s begin:

1. In our example, the wildcard cert (*.calerocorp.com) is currently enrolled (installed) on a Windows server. Note: the

private key must be exportable. Using the DigiCert utility for Windows:

I@ DigiCert Certificate Utility for Windows©
Odigicert . 1.800.896.7973
SSL Certificates & Create CSR * Import © Refresh
Issued To Expire ... Serial Number Friendly Na... Issuer
l’a 03-APR... 044F86677C... CaleroCorp
|SSL A *.calerocorp.com 01-JUL... OF DFA... CaleroCorp ... DigiC
9ffcbdSd-aled-431... 13-MA
Code Signing
b 4
Tools
9
-
Account
Export Certificate Test Key View Certificate

Figure 1 - DigiCert Certificate Utility - Export Certificate

Select the wildcard cert and click on “Export Certificate”. See above example.

2. Next, select “Yes, export the private key” > “pfx file” > “Include all certificates in the certification path if possible”. See

example below:

@ DigiCert Certificate Utility for Windows© X

Certificate Export

This wizard will export a certificate and optionally its private key from the
certificate store to disk.

You must select the private key option if you wish to install this certificate on a
different computer.

Do you want to export the private key with this

(®) Yes, export the private key

@ pfx

file
Include all certificates in the certification path if possible

O key file (Apache compatible format)
(O No, do not export the private key

< Back Next > Cancel

Figure 2 - DigiCert Certificate Utility - Private Key Export
When exporting the private key, a password must be provided. Hit “Next” to continue.

NOTE: The password will be needed when performing the MS Tunnel installation on the Linux server.
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@ DigiCert Certificate Utility for Windows@ X

Certificate Export

In order to protect the sensitive information in the private key, you are
required to enter a password.

Type and confirm a password

Password

Confirm Password

Bk Concel

Figure 3 - Digicert Certificate Utility - Password

Now we specify a file location, and name for the exported PFX certificate:

@ DigiCert Certificate Utility for Windows©

Certificate Export

X

Enter the file name that you want to save the exported certificate to
and press Finish to export the certificate.

Enter a file name for the exported

File name

:\Users\bill\Downloads\wildcard_calerocorp_com.p

Figure 4 - DigiCert Certificate Utility - PFX Export Location

Click “Finish” to save the file.

DigiCert Certificate Utility for Windows©

0 Your certificate and key have been successfully exported.

Figure 5 -Digicert Certificate Utility - Completed

NOTE: as an alternative to using the “digicert utility” you can use “certim.msc” to export the wildcard certificate +

private key to a PFX file. See example here.
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Option 2: TLS/SSL Certificate issued by an OnPrem Enterprise Microsoft CA
In many large organizations there are various IT teams responsible for different parts of an organization’s infrastructure. In
particular the mobile teams will need to work with their corresponding infrastructure and PKI teams to perform the steps that

follow to obtain the necessary TLS certificate required for MS Tunnel.

First, we need to create a cert template for use
On a Certificate Authority server or on a server that has access to “certsrv.msc” do the following:

1. Right-click on “Certificate Templates” > select “Manage”

;:,,Jcertsrv [Certification Authority {Local)]

File Action View Help

ez H > w

@ Certification Autherity (Local) Name Description

v gl ColeroCorp-WINIKIB-CA || = ¢o1erocom-WINZKIG-CA  Certification Authority
| Revoked Certificates

7 lssued Certificates
| Pending Requests

I | Certificate Templates
Manage

New >

Refresh

Help
Il

Figure 6 - Certificate Authority - Microsoft Management Console — Certificate Templates

2. “Certificates Template Console” will open. In our example we will duplicate the default “Web Server” template. Right-
click on the “Web Server” template and select “Duplicate Template”. See example below:

5] WebServ: Duplicate Template
il Workstat All Tasks

< Properties

>

[, creates a template th Help

Figure 7 - Certificate Authority - Duplicate Template

3. Select the “General” tab can enter a “Template display name:”, and “Template name:”. For easy identification purposes,
we call the template “MS Tunnel Gateway”. See example below:

Properties of New Template X
Subject Name Server lssuance Requirements
Superseded Templates BExensions Security

Compatibility General Request Handling Cryptography Key Attestation

Template display name:
MS Tunnel Gateway| I |

Template name:

‘ MSTunnelGateway

Validity period: Benewal period:

2||years ~ 6| weeks v

[[] Publish certificate in Active Directory
Do not automatically reenroll if a duplicate cerificate exdsts in Active
Directory

Figure 8 - Web Server Template - Display Name
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NOTE: The “Validity period” cannot exceed 2 years, else iOS device will reject, and do not publish the cert in Active
Directory as we will only be using this certificate to export on a Linux server.

Next, select the “Subject Name” tab, ensure “Supply in the request” is enabled. Reason here, is that we will provide a
custom SN, and SAN when enrolling this certificate.

Properties of New Template

Superseded Templates Extensions Security
i uest Handling Cryptography = Key Attestatiof
Subject Name Server Issuance Requirements

(® Supply in the request
- . on from existing cerificates for autoenroliment

renewal requests (°)
(O Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify certificate administration.

None

Figure 9 - Certificate Template - Subject Name - Supply in the request.

Next, go to “Extension”, and ensure Application Policies show “Server Authentication”

Properties of New Template X

Compatibility General Reguest Handling Cryptography Key Attestation
Subject Name Server lssuance Requirements
Superseded Templates Extensions Security

To modify an extension, select it, and then click Edit.

plate:

DCerlificate Template Information
|:] lssuance Policies

EKey Usage

Description of Application Policies: I
Server Authentication I

Figure 10 - Certificate Template - Extensions

Next, go to “Request Handling”, enable “Allow private key to be exported”





Properties of New Template X

Subject Name Server lssuance Reguirements
Superseded Templates Exensions Security
Compatibilty General Request Handling Cryptography  Key Mtestation

Purpose: Signature and encryption w

Delete revoked or expired certificates (do not anchive)
[ Include symmetric algorthms allowed by the subject
[] Archive subject’s encryption private key

Authorize additional service accounts to access the private key ()

Key Permissions. ..

I [] Allow private key to be exported I

Deren it dhe oomme Looa %1

Figure 11 - Certificate Template - Request Handling - Allow private key to be exported

Go to the “Security” tab. Here we will grant a server or desktop where we wish to enroll the certificate to later export to
our Linux server. See example below:

MS Tunnel Gateway Properties ? X

Subject Name Issuance Requirements
General Compatibiity Request Handling Cryptography = Key Aftestation
Superseded Templates Extensions Securty Server

GTUUD or user names

& bil
B2 Domain Admins (CORP\Domain Admins)
B2 Enterprise Admins (CORP\Enterprise Admins)

I Add... I Remove

Figure 12 - Certificate Template - Security - Add

Click on “Add”, then “Object Types...”, and enable “Computers”, click “OK” to complete. See example below:

Subject Name Issuance Requirements
General Compatibiity Request Handling Cryptography ~Key Attestation
Superseded Templates BExensions Security Server

Group or user names
82 Authenticated Users

Select this object type:
[Usem Groups, or Built-in security principals

From this location:
—————————1 Object Types X
corp.calerocorp.com

Eries the obicet ke Select the types of objects you want to find

Object types:
ig Builtn security principals
Advanced I

9 Groups
Autoenroll %] E; Users

For special 1s or|
Advanced

| o

Figure 13 - Certificate Template - Security - Object Name - Computer Selected
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Now, type in a computer name from your domain where we will enroll this certificate
called “CC-WebSrv”. Click “OK” to continue. See screenshot below:

Subject Name Issuance Requirements
General Compatibiity Request Handling Cryptography =~ Key Attestation
Superseded Templates Bxtensions Securty Server

Group or user names:
[ 82 Authenticated Users |

Select Users, Computers, Service Accounts, or Groups

Select this object type:
|Users. Computers, Groups, or Built-n security principals | Object Types...

From this location:

|corp «calerocomp.com | Locations...

Advanced... I Cancel

Figure 14 - Certificate Template - Security - CC-WebSrv

= names to select (examples):
CC-WebSrv i Check Names I

. In our example, we select a server

Almost done, now we grant the “Enroll” permission to the computer object we just added. Click “OK” to finish. See

below:

MS Tunnel Gateway Properties ? X

Subject Name Issuance Requirements
General Compatibility Request Handling Cryptography = Key Attestation
Superseded Templates Extensions Security Server
GI'UUD Qr user names:

SR Authenticated Users

B cc-WebSrv (CORP\CC-WEBSRVS)

SR Enterprise Admins (CORP'\Enterprise Admins)

Add... Remove

Pemissions for CC-WebSrv

Full Control
Read

Enroll
Autoenroll

DDEII:IEIE

For special pemissions or advanced settings, click Advanced
Advanced.

Figure 15 - Certificate Template - Security - CC-Websrv - Enroll

Now that our template is created, we need to publish the template and make it available for enrollment. Back to our
Certificate Authority management tool (certsrv.msc). Right-click on “Certificate Templates”, select New > Certificate

Template to Issue. See below:
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inJ certsrv - [Certification Authority (Local)]
File Action View Help
o= H| > e

Ti Certification Authority (Local) Mame Description

v dl CaleroCorp-WINZK16-CA & CaleroCorp-WINZK16-CA  Certification
|| Revoked Certificates

] Issued Certificates
[ | Pending Requests

| Certificate Temnlates
Manage

MNew

Certificate Template to Issue

Figure 16 - Certificate Authority - Certificate Template - Certificate Template to Issue

A list of available certificate templates will be displayed, locate the “MS Tunnel Gateway” template we created above (or

whatever name you decided to call it), and hit “OK” to publish.

B Enable Certificate Templates

Select one Certificate Template to enable on this Certification Authority.

Note: If a certficate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers.

Al of the certificate templates in the organization may not be available to your CA.

For more information, see Certificate Template Concepts.

i -Tunnel- -
@ ocsp Response Signing OCSP Signiny

T RAS and 1AS Server Client Authentication, Server Authentication

] Router (Offiine request) ~ Client Athentication

E Smartcard Logon Client Authentication, Smart Card Logon

B Smartcard User Secure Email, Client Authentication. Smart Card Logon
T Trust List Signing Microsoft Trust List Signing

B User Signature Only Secure Email, Client Authentication

T Workstation Authentication  Client Authentication

v

Figure 17 - Certificate Authority - Enable Certificate Template

Next, we enroll the certificate on a domain joined windows server or desktop
Now go to the server (or desktop) you granted the “enroll” template permission from previous step 7 above.

1. Run “certlm.msc” from a command prompt

2. Goto “Personal > Certificates”, right-click on “Certificates” > All Tasks > Request New Certificate...

Ecertlm - [Certificates - Local Computer\Personal\Certificates]

File Action View Help

o9 2@ Ool6=

= L & .TD

v || Personal ?;“ 50caft-8al

| Certifitar =
s [ Trustec, | All Tasks > Request New Certificate.. ';73_;’:1
-44

4 nterpl i s m 46561
| Interm i
| Trustec Refresh Advanced Operations > :3ac5-bf
= lintrue = - v || Eglec-ms-tunny

Figure 18 - Certificates - Microsoft Management Console - Personal - Certificate - Request New Certificate

Using the following screen shots as an example, perform these steps as follows...
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5] Certificate Enroliment

Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless
networks, protect content, establish identity, and do other security-related tasks.

Before requesting a certificate, verify the following:

Your computer is connected to the network
You have credentials that can be used to verify your right to obtain the certificate

cancel

Figure 19 - Certificates - Microsoft Management Console - Certificate Enrollment

- m] X
5] Certificate Enrollment
Select Certificate Enroliment Policy

Certificate enrollment policy enables enroliment for certificates based on predefined certificate templates.
Certificate enrollment policy may already be configured for you.

Configured by your administrator

Active Directory Enrollment Policy v

Configured by you Add New

I Cancel

Figure 20 - Certificate Enrollment - Active Directory Enroliment Policy

At this point you should see a list of available certificate types for enrollment. The “MS Tunnel Gateway” should be available.

If not, then you may have missed something during the security permission setup for the template. Here you will click on
“More information is required to enroll this certificate ... “ See below:

5] Certificate Enrollment

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then
click Enroll.

Active Directory Enrollment Policy

[ Computer erSTATUS: Available Details +

M5 Tunnel Gateway jg STATUS: Available Details v

L\ More infermation is required to enrell for this certificate, Click here to configure settings.

Figure 21 - Certificate Enrollment - MS Tunnel Gateway

You will be presented with the “Certificate Properties” page. In the “Subject” tab, provide the following:

Subject name > Type: Common name

o Enter the public Linux server name portion of FQDN. In the example below this will simply be “cc-mst-rhel74”
Alternative Name > Type: DNS
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o Enter the public FQDN of Linux server. In the example below this will be “cc-mst-rhel74.calerocorp.com”
e Besureto click “Add” after each entry.
o Click “OK” when finished.

Certificate Properties X

.& Subject General Extensions Private Key Certification Authority Signature

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative name values that
can be used in a certificate,

Subject of certificate
iving the certificate
Subject name:
Type:
Common name v
Yalue: < Remove
cc-mst-rhel74 ‘
Alternative name:
Type:
DNS Ot
e
mst-rhel?4.ca|erncorp.cnrr‘ ‘
< Remove

=

Figure 22 - Certificate Enrollment - Certificate Properties

At this point you will be presented again with the available certificates, click “Enroll”, then “Finish”. See below:

[5) Certificate Enroliment

Request Certificates

You can request the following types of certificates, Select the certificates you want to request, and then

click Enroll.

Active Directory Enrollment Policy ~

% 1) STATUS: Available Details v

I MS Tunnel Gateway j) STATUS: Available Details v

[C] NDES Connector Client Auth CNG y STATUS: Available Details v

[CJ NDESconnectorClientAuth 1) STATUS: Available Details v

[JWebServer Calero Corp j) STATUS: Available Details v
_!‘_\‘ More information is required to enroll for this certificate. Click here to configure settings. ™

[[]Show all templates

Figure 23 Certificate Enrollment - Enroll MS Tunnel Gateway





Ll Certificate Enrollment

Certificate Installation Results

The following certificates have been enrolled and installed on this computer.

Active Directory Enrollment Policy

MST-Tunnel-TLS o STATUS: Succeeded Detai\s:\:'::

Figure 24 - Certificate Enrollment Completed

Now we export the certificate
We are almost done, at this point we export the certificate along with its private key.

1. Using “certlm.msc”. Go to Personal > Certificates. You will see a list of certificates that are enrolled on the machine.
Locate the certificate by its common name, which should be the Linux server name. In our example, its “cc-mst-rhel74”.
Right-click on the certificate > “All Tasks > Export...”

'acenlrn [Certificates - Local Computer\Personal\Certificates]
File Action View Help
e 2@ dBIXEHE
v [ Personal A || Issued To - Issued By
~| Certificates m
| Trusted Root Certification Authorities . X «() e a—- Open -
Export a certificate Open Al Tasks 2
Request Certificate with New Key... Cut
Renew Certificate with New Key... Copy
Manage Private Keys... Delete
Advanced Operations > Properties
Export... Help

Figure 25 - Certificates - Microsoft Management Console - Certificate Export

" Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept,

To continue, dick Next.

I Cancel

Figure 26 - Certificate Export Wizard





€ ¥ Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

uith the certificate?

(®) Yes, export the private key

(_) Mo, do not export the private key

Figure 27 - Certificate Export Wizard - Yes, Export the private key

& 4* Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

coded binary X.509 (.CER)

B 4 encoded X.509 (

Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)

@per: 4
M indude all certificates in the certification path if possible

[CJelete the private key if the export is successful
[JExport all extended properties
[[JEnable certificate privacy

Microsoft Serialized Certificate Store (.SST)

cance'

Figure 28 - Certificate Export Wizard - Personal Information Exchange (PFX)

NOTE: A password must be provided when exporting the private key. Please make note if it as we need it when
performing the MS Tunnel installation on the Linux server.

& ¢ Certificate Export Wizard

Security
To maintain security, you must protect the private key to a security prindpal or by
using a password.
[ Group or user names {recommended)

Add

Remove

[APassword:

Confirm password:

Figure 29 - Certificate Export Wizard - Password





Specify a file name and location. | like to use the Linux server name as the PFX file name.

€ &+ Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:

C:\Users\pil. CORP\Documents\cc-mst-rhel 74-TLS.pfx I  Browse... 1

Concel

Figure 30 - Certificate Export Wizard - File Location and Name

€ L* Certificate Export Wizard

Completing the Certificate Export Wizard

‘You have successfully completed the Certificate Export wizard,

‘fou have specified the following settings:

C:\Users\bill. CORP\Documents\cc-mst

Export Keys Yes
Indude all certificates in the certification path  Yes
File Format

Personal Information Exchange (*.pfix]

Cancel

Figure 31 - Certificate Export Wizard - Finish
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Deploy the Trusted Key Chain using MEM

IMPORTANT: when using a TLS/SSL certificate from your on-premises CA, you must deploy the full keychain (Trusted root, and
any intermediate trusted certs) to the mobile device using Microsoft Endpoint Manager/Intune. This ensures that your mobile
clients trust the certificate that is used for securing the VPN connection. If you are already deploying your full key chain to
your mobile devices, you do not need to deploy them again. For more information on how to deploy trusted certificates using
Intune please see: Create trusted certificate profiles in Microsoft Intune

Guidance for TLS/SSL cert when Load Balancing MS Tunnel Gateway
A word about the TLS certificate issued to each Tunnel server participating in the Load Balancing setup.

e The Subject Name (SN) of the certificate for each Linux Server should have type “Common Name” and contain the
DNS FQDN of the Load Balancer VIP or simply the short name. For example:
o Common Name = LB.contoso.com --OR-- LB
e The Subject Alternative Name (SAN) of the certificate should have type “DNS” and contain the DNS FQDN of the Load
Balancer VIP. For example:
o DNS =LB.contoso.com
e Refer to diagram in the Azure Network Load Balancing section.

High Availability

In environments that require a high degree of scalability and availability for Tunnel, the recommendation would be to deploy
Tunnel in conjunction with a load balancer. By targeting the Tunnel site configuration at the public FQDN or IP of the load
balancer, client load will be distributed across each Tunnel service instance in the load balancer VM Pool. This provides the
ability to automatically balance load across server instances and additionally ensure if a Tunnel server is down, clients are
automatically redirected to an active server.

Sample reference architecture below for a single site with three Tunnel servers:

|
4_4_[:‘ SN=TunnelNLB.fu.net

(o] SAN=TunnelNLB.fu.net

3

Tunnel Site 1 Azure NLB

|

TunnelNLB.fu.net Public IP : :
NLBand | || :

NLB VM Pool | Tunnelvms | |
L= | _tunnelvivis | |
-

L - — 2|
Tunnel VM :

Azure vNets

e

hS

.
NOTE: In this guide, as a reference model for configuring High Availability with Tunnel we will use Azure Network Load

Balancer. Keep in mind this requires MS Tunnel Gateway to be installed on Azure Linux VMs.
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Supported Azure Technologies for MS Tunnel load balancing configuration

Microsoft Tunnel is supported in a load balanced configuration. The load balancing technology you use must not terminate
connections between the client and gateway server. Tunnel is a VPN layer 3 solution and not an HTTP/HTTPS application and
therefore the supported load balancing options are Azure Load Balancer and Azure Traffic manager. Services like Azure
Application Gateway (Layer 7) and Front Door (Layer 7) are not supported.

For details on the Azure load balancing technologies and their intended functions please refer to the online documentation
here: Load-balancing options - Azure Application Architecture Guide | Microsoft Docs

In the reference architecture below the administrator has configured an Azure Traffic manager profile with two Azure
endpoints targeted to the “public IP address” resources of the load balancers for the US and Europe. Each of the endpoints is
then configured to use Geo-mapping to distribute traffic. Finally, the Tunnel site name is configured to point at the Azure
Traffic Manager profile DNS name.

1. The US client connects to TM based on the Tunnel VPN Profile - Tunnel Site name (FQDN) DNS entry.
Azure Traffic Manager will look at the client IP address and use geo location to determine the client’s current region,
then provide the closest Endpoint (i.e., US Endpoint in this scenario).

3. The Tunnel client will connect directly to the load balancer in the US region.

- | SM=TunnelMLE.fu.net
[ o SAN=TunnelNLB.fu.net

I
(1 | ' :
| NLB and I [ I
9 |_NLB VM Pool | Tunnelvms | 1)
I e e e |
, US Endpoint P |
US Client Target:AzureMLB-US | Tunnel VM |
Geo-Mapping | |
|

Azure Traffic |a|

Manager
TunnelNLB.fu.net |
Europe Endpoint

Target: AzureMLB-EL I [

Geo-Mapping | |

Region:Europe oy === [ 0 |
|

I I
|

! |

' |

' |

' |

' |

| |

| Region:North America | I

@ ! Country: US - T T T
( ) : | Azure vNets

! |

| |

' |

' |

I

I

I

Country: Germany : |

Azure Traffic Manager
Endpoints

ﬂ - | SN=TunnelNLB.fu.net
[ [+) SAMN=TunnelNLB. funet

AzureNLB-EU

NLB and d :

L NLBVMPool | | TunnelvMs | : I
e |

: Tunnel VM |

| Availability Set :

Azure vNets
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Express Route

If you plan to deploy MS Tunnel Gateway in Azure, and the resources you plan to make available are located on-premise, then
you will need to use Azure Express Route as a means of providing a network route from MS Tunnel to the on-premises
resource your mobile clients require.

Express Route provides the ability to connect your on-premises infrastructure to Azure through a private circuited via a
connectivity provider. Deploying ExpressRoute requires that you work with your connectivity provider to provision the circuit
and will allow Azure resources, like the Tunnel VM servers, to directly access your internal private network.

To create an ExpressRoute circuit follow the guide here and create a configuration: https://docs.microsoft.com/en-
us/azure/expressroute/expressroute-howto-circuit-portal-resource-manager

Once the ExpressRoute circuit has been configured you will need to connect the vNets that your Tunnel servers internal NICs
are bound to the ExpressRoute circuit. To create a connection from a vNet to an ExpressRoute circuit follow the GUID here:
https://docs.microsoft.com/en-us/azure/expressroute/expressroute-howto-linkvnet-portal-resource-manager

Sample Tunnel NLB and Express route architecture:

! !
! !
| e —
| r I I ) |
| | I I |
T T T T T = Tl !
| I N | |
I I
[ : I unnelVM1 | | [ | OnPremVM |
| || | |
| | Y |
TunnelVM2 | | S— I onPremsrv |
Tunnel Site 1 | Azure NLB | | | | ExpressRoute | |
TunnelNLB.fu.net | PubliclP | I | I Circuits | |
| NBand | | aE | !
LNLB VM Pool | | TunnelVM2 I : | | :
: L ___ o L __ J
| Tunnel VM : On premise
| Availability Set | Network
Azure vNets

General Load Balancing recommendations
Microsoft recommends you consult your load balancing vendor for guidance on recommended settings for providing load
balancing for VPN services.

In general, irrespective of which load balancing solution selected for your MS Tunnel deployment please consider the
following guidance:

o The load balancing technology must not terminate connections between the client and Tunnel gateway server. Tunnel is
a VPN layer 3 solution and not an HTTP/HTTPS application.
o LB based on session cookies is not supported.

. Y

[ NOTE: Refer to Architecture Diagram for reference: MS Tunnel client authentication makes use of “certificate
pinning”, an online application security technique, originally devised as a means of thwarting man-in-the-middle
attacks (MITM), that accepts only authorized (“pinned”) certificates for authentication of client-server connections.
Any attempted secure connection requests utilizing certificates other than the pinned certificate are refused. As a
result, Tunnel does not support break and inspect functionality for clients. Use of firewalls, proxies, load balancers, or

‘\\ any technology that terminates and inspects the client sessions (Refer to F, D, and C in Architecture diagram) going into /f‘
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the Tunnel Gateway are not supported and will cause clients connections to fail. However, you can use “break and
inspect” technologies at the Internal proxy server (Refer to G in the Architectural diagram)

e Use transparent load balancing (client IP passed to gateway)

o Enable session persistence/affinity (i.e., client ip affinity)
o Test each type of health probe to determine what works best for your solution.

e We do not recommend the use of Round Robin load balancing. Tunnel client connections are session-based vs stateless.

Installation overview

We've provided two deployment options — Simple and Advanced. The simple deployment is ideal for getting familiar
with MS Tunnel while providing the fastest install and setup time (single Azure VM server and 1-Network Interface
Card). Advanced on the other hand, requires more setup time, configuration, and coordination as we have 2 Linux
servers-with 2 NIC’s and the addition of Azure Network load balancing in mix.

-
[ NOTES:

~

N

In this deployment guide, we emulate on-premises resources using Azure laaS VM’s to provide a AD Domain
Controller, Certificate Authority, and a Webserver (to serve as a on-premises resource to access using an iOS or
Android Intune enrolled device with the MS Tunnel client).

If you choose the Simple deployment option, you cannot then use the same server with Azure Network Load
Balancer. See Advanced deployment note below.

)
/

-

Below is an ordered list of tasks to execute across Azure, Intune, OnPrem Active Directory, OnPrem Microsoft Certificate
Authority (or a public certificate provider), internal and external DNS services:

Simple deployment outline:

© N Uk WNR

9.

Provision a Linux server to host Microsoft Tunnel: Create Azure VM using RHEL 8.4

Create a DNS CNAME record for the Linux server

Connecting to the Linux VM over SSH

Installing Podman on RHEL 8.4

Create a TLS/SSL cert for Microsoft Tunnel

Configure Microsoft Tunnel in MEM console

Install Microsoft Tunnel Gateway container on RHEL 8.4

Deploy MS Defender for Endpoint app(Android) and/or MS Tunnel app(iOS) & create MS Tunnel VPN profile in MEM
console

Sample client connection using an Android or iOS device

Advanced deployment outline — using Azure Network Load Balancer.

1.

2.
3.
4

Provision your Linux servers with an “Availability Set”
Adding a 2"¢ NIC for the Linux server-host

Setup Azure Network Load-Balancer

Reference Simple Deployment for detailed steps:

Create a DNS CNAME record for the Linux servers
Connecting to the Linux VM over SSH

Installing Podman on RHEL 8.4

Create a TLS/SSL cert for Microsoft Tunnel

Configure Microsoft Tunnel in MEM console

Install Microsoft Tunnel Gateway container on RHEL 8.4

o oo oo
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g. Deploy MS Defender for Endpoint app(Android) and/or MS Tunnel app(iOS) & create MS Tunnel VPN profile in
MEM console
h. Sample client connection using an Android or iOS device
5. Setting up Conditional Access for MS Tunnel

NOTE: If you wish to use Azure NLB then you must configure an “Availability set” prior to creating your Azure Linux
server VM’s. This is required as the VM must be associated to an Availability Set at create time. See section: Azure
Network Load Balancing (NLB) for details on how to configure.

Simple Deployment

Provision a Linux VM from Azure: using RHEL 8.4
To begin let’s go to the azure portal. You will need to sign-in with an account that has access to a proper azure subscription.

1. Sign-in to azure portal: https://portal.azure.com
“Create a resource”. See example below:

& O & https;//ms.portal.azure.com/#home

¥ Home - My VisualS.. [ MS Security Update.. [ AADRelsted [7] ADFSRelated [ Apple [ Azure [ Accenture B Compet]

= Microsoft Azure (Preview) £} Reporta bug P search resources, services, and docs (G+/)

Azure services

-+ &) e (%)

Create a Marketplace Virtual Resource
resource machines groups

Figure 32 - Microsoft Azure Portal

3. Search for “Red Hat Enterprise Linux” and select “, Select Red Hat Enterprise Linux 8.4 (LVM)” and hit “Create”. See
example screenshots below:

= Microsoft Azure (Preview) P Search|

Home

Create a resource

Get Started [0 Red Hat Enterprise Linu]

Recently created . .
Y Popular Azure services See more in All services

Categories Virtual machine
Create | Learn more

Al + Machine Learning

Figure 33 - Microsoft Azure Portal - Create Resource

= Microsoft Azure (Preview)

Home > Create a resource

ed Hat Enterprise Linux =

‘ Red Hat Enterprise Linux © s

Red Hat

Red Hat 0.0 (0 Azure ratings) | % 4.7 (284 external ratings)

Plan
Red Hat Enterprise Linux 8.4 (LVM) v

£ Filter |

Overview Plang Red Hat Enterprise Linux 8.4 (LVM)

Red Hat Enterprise Linux 8.3 (LVM)

Red Hat Enterprise oo ot enterprise Linux 8.2 (LVM)

Figure 34 - Microsoft Azure Portal - Create Resource - Red Hat Enterprise Linux
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4. Inthe “Basics” settings, provide your respective values for “Resource group”, “Virtual machine name”, “Region”,
“size”, and “Administrator account”. For additional details or assistance, please reference the Azure Linux VM docs.

= Microsoft Azure (Preview) & Search resources, services, and d

Home > Create a resource > Red Hat Enterprise Linux >

Create a virtual machine

Basics Disks Networking Management Advanced Tags Review + create

Create a virtual machine that runs Linux or Windows, Select an image from Azure marketplace or use your own customized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each
tab for full customization. Learn more

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
YOur resources,

Subscription* (@ | Microsoft Azure Internal Consumption ~ ‘
"~ Resource group * @ | CaleroCorp-LAB-RG1 ~ ‘
Create new

Instance details

Virtual machine name * @ [ co-msT-RHELE4 7|
Region * © | (US) East US v |
Availability options @ | No infrastructure redundancy required ~ ]
Image * (@ | <&, Red Hat Enterprise Linux 8.4 (LVM) - Gen1 ~ ‘

See all images

Azure Spot instance © D
Size* (@O | Standard_D2s_v3 - 2 vcpus, 8 GiB memory ($70.08/month) ~
See all sizes

Administrator account

Authentication type (&) @ SSH public key
O Password

0 Azure now automatically generates an SSH key pair for you and allows you to
store it for future use. It is a fast, simple, and secure way to connect to your
virtual machine.

Username * () | bill v
SSH public key source Generate new key pair ~
Key pair name * CC-MST-RHEL84_key Ve

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.

Public inbound ports * © O None
(®) Allow selected ports

Select inbound ports * SSH (22) ~

< Previous Next : Disks >

Figure 35 - Microsoft Azure Portal - Create Virtual Machine - Virtual Machine Name
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NOTES:
e Regarding “Administrator account”, depending on your preference you can choose to use an SSH key or SSH
password for connecting, managing, and administering the VM. In this guide we show the use of a SSH
keypair, however you can choose your preferred method.

e For “inbound ports” we will need 443, and 22 (SSH). Note: screenshot shows port 80 as well, but this is NOT
required.

e  Our sample “Username” is “bill” and “VM name” is “CC-MST-RHEL84”. We will reference these throughout
the guide.
S

When finished with the “Basic” settings, hit “Next: Disks >” to continue configuration. Make any necessary changes
or simply keep the defaults.

On the “Networking” settings, select the appropriate “Virtual network” that will have line of sight to your on-premises
resources (in a real-world deployment this may be accomplished using Azure ExpressRoute). In our example
deployment we emulate our on-premises resources using laaS Azure VM'’s providing a Domain Controller, Certificate
Authority, and a Webserver to access using an MS Tunnel client on iOS. See example below:
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= Microsoft Azure (Preview) A2 Search resources, services, and

Home > Create aresource > Red Hat Enterprise Linux >

Create a virtual machine

Basics Disks Networking Management Advanced Tags Review + create

Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You can control
ports, inbound and outbound connectivity with security group rules, or place behind an existing load balancing solution.
Learn more

Network interface

When creating a virtual machine, a network interface will be created for you.

I virtual network * (0 I | CC-VMET1 ~ |
Create new
Subnet * (0 | public-facing (192.168.17.0/24) ~ |

Manage subnet configuration

PublicIP & | {new) CC-MST-RHEL84-ip ~ |
Create new

NIC network security group (3 O Meone
@ Basic
O Advanced

Public inbound ports * (@ O Mone

@ Allow selected ports

Select inbound ports * | SSH (22) ~

A\ This will allow all IP addresses to access your virtual machine. This is only
recommended for testing. Use the Advanced controls in the Metworking tab
to create rules to limit inbound traffic to known IP addresses.

Accelerated networking (@

Load balancing

You can place this virtual machine in the backend pool of an existing Azure load balancing sclution. Learn more &

Place this virtual machine behind an D
existing load balancing solution?

)
Review + create | < Previous I| Next: Management = |I
| |

Figure 36 - Microsoft Azure Portal - Create a Virtual Machine - Virtual Name

Go through the next remaining sections: “Management, Advanced, Tags”. You can simply take the defaults or make

customized changes. Once you reach the “Review + create” section ensure all your selections are in place and hit

“Create”. See example below...
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Microsoft Azure (Preview) £ Seard

Home > Create a resource » Red Hat Enterprise Linux >

Create a virtual machine

o Validation passed

Basics Disks Metworking Management Advanced Tags Review + create

Figure 37 - Microsoft Azure Portal - Virtual Machine - Review and Create

go back to Basics tab.

Basics

Subscription Microsaft Azure Internal Consumption
Resource group CaleroCorp-LAB-RG1

Virtual machine name CC-MST-RHEL84

Region East US

Availability options No infrastructure redundancy required
Image Red Hat Enterprise Linux 8.4 (LVM) - Gen1
Size Standard D2s v3 (2 vcpus, 8 GIB memory)
Authentication type S5H public key

Username bill

Key pair name CC-MST-RHEL84_key

Public inbound ports SSH

Already have a Red Hat Enterprise Linux ~ No
subscription?

Azure Spot No

Disks

0S disk type Premium SSD LRS

Use managed disks Yeg

Ephemeral OS disk No

Networking

Virtual network CC-VMNET1

Subnet public-facing (192.168.17.0/24)
Public IP {new) CC-MST-RHEL84-ip
Accelerated networking On

Place this virtual machine behind an No

existing load balancing solution?

[ I < Previous Next > Download a template for automation

A\ You have set SSH port(s) open to the internet. This is only recommended for testing. If you want to change this setting,

Figure 38 - Microsoft Azure Portal - Virtual Machine - Summary
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8. During the create process you will be prompted to “Download the private key and create resource”. This is a result
of specifying “SSH Public key” for “Administrator account” settings in Step 4 above. Please save this file as it will be
used to connect and copy files to our RHEL Linux server via SSH and SCP respectively.

Generate new key pair

o An S5H key pair contains both a public key and a
private key. Azure doesn't store the private key. After
the 55H key resource is created, you won't be able to
download the private key again. Learn mare &

Download private key and create resource

Return to create a virtual machine |

Figure 39 - Microsoft Azure Portal - Virtual Machine - Generate new key pair

9. At this point you will see “Deployment in progress” messages in the console. When the deployment is complete you

will see a “Your deployment is complete”. Click on “Go to resource”. See example below:

Home

& CreateVm-RedHat.RHEL-8_4-20210907101149 | Overview

Microsoft Azure (Preview) L Search resourcq

Deployment
|f-'7 Search (Ctrl+/) | Rt [ Delete & cancel [Ty Redeploy (D Refresh
ww Cverview o We'd love your feedback! —
' Inputs
‘= Outputs I @ Your deployment is complete I
= Template

& Deployment name: CreateVm-RedHat.RHEL-8_4-202109071
Reanst  Subscription: Microsoft Azure Internal Consumption
Resource group: CaleroCorp-LAB-RG1

~ Deployment details (Download)
~ Next steps

Setup auto-shutdown Recommended
Monitor VM health, performance and network dependencies

Run a script inside the virtual machine Recommended

|

Figure 40 - Microsoft Azure Portal - Virtual Machine Deployment

10. Here we will make a few changes related to “DNS name”, click on “Not Configured”. Please note, your VM will need a

public IP address if you wish to add a DNS name (FQDN — see Azure docs here) See example below:
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= Microsoft Azure (Preview) 2 Search resources, services, and docs (G+/)

Home > CreateVm-RedHat.RHEL-8_4-20210907101143

I3 CC-MST-RHEL84 = -

Virtual machine

P Fearch (ctri+p « & connect [ start ' Restat [] stop & capture [i] Delete () Refresh [] openinmobile

B Ovenview A Essentials

S v esource group (change) : CaleroCorp-LAB- erating system + Linux (redhaf

B activitylog R group (change) : CaleroCorp-LAB-RG1 Operating systt i dhat 8.4)

B Access control (1AM) Status : Running size : Standard D25 v3 (2 vepus, 8 GiB memory)
ocation : Eas ublic IP address © 104.41.155,

*n Locat East US Public IP add 104.41.155.218

ags

Subscription (change)  : Microsoft Azure Intemal Consumption

/2 Diagnose and solve problems .
Subscription 1D | £2159836-3221-4993-812a-71a7d7182339 DNS name  Not configured [y

Settings Tags (change) : Click here to add tags

Figure 41 - Microsoft Azure Portal - Virtual Machine View DNS Name

11. We recommend using a “Static” address and enter your VM name in the “DNS name label”. Please take note of the
azure domain your VM is in based on the Azure Region selected when creating the VM. Hit “Save” to complete. See
example below:

becalero@calerocorp.on.. @
MICROSOFT

Microsoft Azure (Preview) P Search resources, services, and docs (G+/)

Home > CreateVm-RedHat.RHEL-8_4-20210907101149 > CC-MST-RHEL84 > CC-MST-RHEL84-ip

=== CC-MST-RHEL84-ip | Configuration - X
Public IP address
|f'7 Search (Ctrl+/) ‘ & >< Discard r:_:. Refresh
= Overview
Activity log A\ The associated virtual machine 'CC-MST-RHEL84' may be rebooted. Click here to learn more.
Ao Access control (IAM)
IP address assignment
¢ Tags O Dynamic @ Static
Settings IP address (0

& Configuration 104.41.155.218

Il Properties Idle timeout (minutes) (&
B Locks C
DNS name label (optional) @ I
Menitoring | cc-mst-rhelgd| I | | ]
B Alerts

| I .eastus.cloudapp.azure.com

Figure 42 Microsoft Azure Portal - Virtual Machine DNS Name

12. Next, we need to allow for HTTP and HTTPS ports. On the VM Settings > select “Networking” > “Add inbound port
rule”. This needs to be done for both HTTP and HTTPS. See example below:
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@ CC-MST-RHEL84 | Networking - X

Virtual machine

O Search (Ctrl+/) ‘ « & Attach network interface ¥ Detach network interface

B Overview © comstrhel84780

B Actiity log IP configuration (0

Ra Access control (IAM) ipconfig1 (Primary) ~

@ Tags .

@ Network Interface: cc-mst-rhel84780 Effective security rules Troubleshoot VM connection issues Topology

2 Diagnose and solve problems Virtual network/subnet: CC-VNET1/public-facing NIC Public IP: 104.41.155.218 NIC Private IP: 192.168.17.6 Accelerated networking: Enabled
Settings

Inbound port rules  Qutbound port rules Application security groups Load balancing

£ Networking D —
¥ Network security group CC-MST-RHELB4-nsg (attached to network interface: cc-mst-rhel84780) Add inbound port rule
Impacts 0 subnets, 1 network interfaces

8 Disks Priority Name Port Protocol Source Destination Action
B size 300 & SSH 22 TCp Any Any @ Allow
© Security 65000 AllowVnetinBound Any Any VirtualNetwork VirtualNetwork @ Allow
@ Advisor recommendations 65001 AllowAzureloadBalancerinBound  Any Any AzureloadBalancer  Any © Allow
5] Extensions 65500 DenyAllinBound Any Any Any Any @ Deny
% Continuous delivery 1 L

Figure 43 - Microsoft Azure Portal - Virtual Machine - Networking

& Add inbound security rule X

CC-MST-RHEL84-nsg

Source (©

|Any vj

m

Source port ranges * ©
: 1

Destination @

[ [~ %)
Service
b [rrres v
¢ nges ©
.
UDP
[.“.
Action

(®) Allow
O Deny

Priority * (@

[310 |

Name *

[ HrTed <]

Description

)

Figure 44 - Microsoft Azure Portal - Virtual Machine - Networking - Inbound Rule

NOTE: Please ensure you add an “Allow - Inbound Port Rule for UDP 443”. Tunnel gateway clients use DTLS, and
DTLS works over UDP. Reference the Architecture section for additional details on this item.






Public DNS name resolution

A public FQDN is recommended for MS Tunnel. The FQDN (DNS name) is used as the connection point for devices that use the
tunnel. The DNS name must be resolvable over the internet. You need to configure a DNS “CNAME” or “A” address record in
your public DNS service provider. For reference, here is an example creating a CNAME entry in a 3™ party DNS provider:

e Our public DNS name is “calerocorp.com”.

e The Azure RHEL VM DNS name is: cc-mst-rhel84.eastus.cloudapp.azure.com

e  Using the 3 party DNS manager, we create a CNAME record: “cc-mst-rhel84” which points to cc-mst-
rhel84.eastus.cloudapp.azure.com. See below

Type * Host * Points to *

CNAME - cc—-mst-rhel84 cc—-mst-rhel84 _eastus clouds
TIL *

1 Hour A4

Figure 45 - Name Resolution - CNAME Record

The action above effectively creates a DNS entry that resolves “cc-mst-rhel84.calerocorp.com” to “cc-mst-
rhel84.eastus.cloudapp.azure.com”

Please Note: If you use Azure DNS, then you would create the CNAME entry accordingly.
Connecting to the Linux VM over SSH:

Now we will connect to our RHEL84 Linux VM using SSH. In the Azure portal > Virtual Machines > your RHEL84 VM, you can
click “Connect” under “Settings” for an example of how to connect using SSH. See screenshot below:

= Microsoft Azure (Preview) P Search resources, services, and docs (G+/)

Home > CreateVm-RedHat.RHEL-8_4-20210907101149 > CC-MST-RHEL84

,(9' CC-MST-RHEL84 | Connect

Virtual machine

0 arch (C
| P Search (Ctrl+/) | « A o improve security, enable just-in-time access on this VM, —

B overview

E Activity log RDP  SSH BASTION

"0, Access control (IAM . . .
& (A Connect via SSH with client
L 4 Tags ) . )

1. Open the client of your choice, e.g. PuTTY or other clients.
/2 Diagnose and solve problems )

2. Ensure you have read-only access to the private key.

Settings chmod 400 bill.pem T
& Networking 3. Provide a path to your SSH private key file. @
& Connect Private key path
; ~/.ssh/bill
8 Disks
B i 4. Run the example command below to connect to your VM.
ssh -i <private key path> bill@cc-mst-rhelg4.eastus.cloudapp.azure.com T}
Q Security

Figure 46 - Microsoft Azure Portal - Virtual Machine - Connect
From a Windows desktop you have a few choices for an SSH client to connect to the Linux host:

35



https://docs.microsoft.com/en-us/azure/dns/



e You can use PUTTY a popular SSH and Telnet client for Windows
e Install OpenSSH tools available with Windows 10 under Optional Features.
e Install Windows Terminal from the Microsoft Store - Get Windows Terminal - Microsoft Store

In our examples we use the SSH client included with Windows Terminal on Windows 10.

In STEP 8 above we downloaded the SSH KeyPair for our Linux VM. Using this file, we will connect over SSH. On Windows
open a command prompt, and type the following:

ssh -1 <your_vm_SSH_key> yourLinuxAdminAccount@your_linux_vm_name.azure_dns_region

See example below:

E¥ bill@CC-MST-RHELS4:~ ® } N

cC-Tunnel-Linux>ssh -i .\CC-MST-RHEL84_key.pem bill@cc-mst-rhels8d.eastus.cloudapp.azure.com
Activate the web console with: systemctl enable --now cockpit.socket

This system is not registered to Red Hat Insights. See https://cloud.redhat.com/

To register this system, run: insights-client --register

Last login: Tue Sep 7 15:51:45 2821 from 96.246.138.1580
[bill@CC-MST-RHEL8Y ~]1$ |

Figure 47 - PowerShell SSH Connection

NOTE: If you already have other Linux clients in your environment you can simply use SSH on these platforms to connect.

NOTE: if using an SSH key to connect to your Linux host from a Windows 10 desktop, you may encounter an issue when
attempting to connect --- WARNING: UNPROTECTED PRIVATE KEY FILE! ---- This private key will be ignored. See below:

E¥  Administrator: Windows PowerS 1 o =

CC-Tunnel-Linux>ssh .\CC-MST-RHEL84_key.pem bill@cc-mst-rhel8u.eastus.cloudapp.azure.com

The authenticity of host 'cc-mst-rhel8d.eastus.cloudapp.azure.com (164.41.155.218)"' can't be established.

ECDSA key fingerprint is SHA256:m1NSsS5Ed9zBFcnRqzdDrilXt6P8YIyC4TntgmIwVsheg.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added 'cc-mst-rhel8u.eastus.cloudapp.azure.com,104.41.155.218"' (ECDSA) to the list of known hosts.

(<) e 1S key.pe

It is required that your private key files are NOT accessible by others.

This private key will be ignored.

Load key ".\\CC-MST-RHEL8U_key.pem": bad permissions

bill@cc-mst-rhel8u.eastus.cloudapp.azure.com: Permission denied (publickey,gssapi-keyex,gssapi-with-mic).
CC-Tunnel-Linux>

Figure 48 - Windows PowerShell SSH Console - Key File

To address this issue, you need to appropriately ACL the ssh key. See example below using “icacls.exe” (additional details can
be found here - OpenSSH key management for Windows | Microsoft Docs

CC-Tunnel-Linu> icacls.exe .\CC-MST-RHEL8U_key.pem /inheritance:r /grant /grant
processed file: .\CC-MST-RHEL8U_key.pem

Successfully processed 1 files; Failed processing @ files

For reference here is the icacls.exe command used:
Icacls.exe Your_SSH_KEY_File /inheritance:r /grant “Administrator:F” /grant “SYSTEM:F”

Now that we have successfully connected, we are ready to begin our install.
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A quick word about the sudo command

Before we begin a quick word about “sudo”. The sudo command allows you to run programs with the security privileges of
another user (by default, as the superuser). Many of the commands we need to run on the Linux host require administrative
rights, hence the need to use “sudo”

To use the sudo command, at the command prompt, enter:

sudo command

Installing Podman on RHEL 8.4

Once we connect over SSH to our Linux server, it’s time to install Podman the container engine supported and provided by
Red Hat.

Note: for Linux distro’s other than Red Hat, Docker CE is the supported container engine to use. Please refer to the associated
Docker installation online documentation.

e |nstall Docker Engine on CentOS | Docker Documentation

e |nstall Docker Engine on Ubuntu | Docker Documentation

A quick word about “YUM” vs “DNF” package manager on RHEL
DNF or Dandified YUM is a fork of the YUM package manager. It was introduced in Fedora 18 & on Fedora 22. It has now
become default package manager for handling the RPM packages on CentOS 8, RHEL 8 and Fedora.

DNF resolves many of the problems that has been associated with yum, like poor performance, high memory usage, slowness
for dependency resolution. DNF can be termed as the next major version of the YUM package manager.

This deployment guide will use “dnf” to install Podman and any other dependent packages on RHEL 8.4.

Check for system updates on RHEL
As a good practice you should be sure to install any available updates and Errata on your RHEL 8.4 server. To do this you can
simply run:

Run the following commands:

sudo dnf update

See the example below:

Bill@CC-MST-RHEL84: ~ s { ~

[bill@CC-MST-RHEL8Y ~]$ sudo dnf update
Last metadata expiration check: 1:32:34 ago on Tue 87 Sep 2821 83:21:56 PM UTC.
Dependencies resolved.

Nothing to do.
Complete!
[bill@CC-MST-RHEL8U ~]$ |

Figure 49 - Windows PowerShell - SSH Connection - SUDO dnf update

Install Podman on RHEL 8.4
Podman is the container solution used on RHEL 8, “podman” is part of a module called "container-tools"
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NOTE: A module is a set of RPM packages that represent a component and are usually installed together. A typical
module contains packages with an application, packages with the application-specific dependency libraries, packages
with documentation for the application, and packages with helper utilities.

Reference: <https://access.redhat.com/documentation/en-us/red_hat enterprise linux/8/html/installing_managing and_removing user-
space components/introduction—to—modu/es usinq—appstream>

The command to install podman is:

sudo dnf module install container-tools

See Example below:

E¥ bill@CC-MST-RHELB4:~ X . Y — O X

[bill@CC-MST-RHEL8U ~]13%
Last metadata iration check: 1:41:23 ago on Tue 67 Sep 2821 83:21:56 PM UTC
Dependencies resolved.

Package Version Repository

Installing group/module package

x86_64 1.21.4-1.module+el8.l.08+11989+6676f7ad 6_6U-appstream-eus-rhui-rpms

noarch 32-2.module+el8.4.8+11990+22932769
X86_64 2:2.0.29-1.module+el8.y.0+11822+6ccle7d7
noarch 2:2.164.1-1.module+el8.4.0+11878+8b6f7018

x86_6U4 ©.9.1-1.module+el8.d.6+11822+6ccle7d7

6_6U-appstream—-eus-rhui-rpms
6_6U-appstream—eus-rhui-rpms
6_6U-appstream—eus-rhui-rpms

6_6U-appstream—eus-rhui-rpms

x86_64 3.15-1.module+el8.d.8+11822+6ccle7d7 rhe F 6_6U-appstream—eus-rhui
x86_64 ©.20.1-1.module+el8.4.8+11822+6ccle7d7 rhe r-x86_6U-appstream—eus-rhui
x86_64 1.6-1.module+el8.l4.0+11822+6ccle7d7 rhe r-x86_6U-appstream-eus—rhui
x86_64 4.3.1-1.module+el8.4.0+11822+6ccle7d7 rhe - 6_6U-appstream—eus-rhui
X86_64 3.2.3-0.10.module+el8.U.0+11989+6676f7ad rhe - 6_6U4-appstream-eus-rhui
Xx86_64 1.0.6-TU4.rc95.module+el8.4.0+11822+6ccle7d7 x86_6U-appstream—-eus—rhui
x86_64 1:1.3.1-5.module+el8.d.8+11998+22932769 rhe F 6_6U-appstream—eus-rhui
x86_64 1.1.8-1.module+el8.4.8+11822+6ccle7d7 rhe r-x86_6U-appstream-eus—-rhui
noarch ©.0.8-1.module+el8.4.8+11822+6ccle7d7 rhe r-x86_6U-appstream—eus-rhui
noarch ©.2.4-2.module+el8.4.0+11822+6ccle7d7 6_6U-appstream—eus-rhui-rpms

Installing dependencies:
Xx86_64 1:1.3. .4.8+11998+22932769 6_64-appstream—eus-rhui-rpms
Xx86_64 3.2. .els rhe F 6_6U-baseos—eus-rhui-rpms
x86_64 3.2. .els rhe F 6_6U-baseos—eus—-rhu
X86_64 3.2. .els rhe r-x86_64-baseos—eus-rhu
x86_64 1.1. .els rhel-8 - 6_6U-appstream—eus-rhui-rpms
x86_64 3.2. rhe r-x86_64-appstream—eus-rhui-rpms
x86_64 2.1. rhe r-x86_6U-appstream-eus-rhui-rpms

Installing module profiles:

container-tools/common

Enabling module streams:

container—tools

Transaction mmary
Install 22 Packages
Total download size: 53 M

Installed size: 185 M
Is this ok [y/nN]: |

Figure 50 - SSH Connection - sudo dnf module install

“ o n

Type in “y” to install the necessary packages

Once the packages are installed you should see similar results ...
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B bill @CC-MST-RHELB4:~ * { ~ — o X

Verifying : containers-common-1:1.3.1-5.module+el8.4.8+11998+22932769.x86_64
Verifying : slirpdnetns-1.1.8-1.module+el8.4.0+11822+6ccle7d7.x86_6U
Installed products updated.

Installed:
buildah-1.21.4-1.module+el8.4.0+11989+6676F7ad.x86_64
cockpit-podman-32-2.module+el8.4.08+11990+2293276
conmon-2:2.6.29-1.module+el8.4.8+11822+6ccle7d 6_60
container-selinux-2:2.164.1-1.module+el8.4.0+11870+8b6f7018.noarch

containernetworking-plugins-0.9.1-1.module+el8.4.08+11822+6ccle7d7.x86_64
containers—-common-1:1.3.1-5.module+el8.4.08+11998+22932769 .x86_6U
criu-3.15-1.module+el8.4.8+11822+6ccle7d7.x86_64
crun—0.20.1-1.module+el8.d4.0+11822+6ccle7d7. x86_64U
fuse-common-3.2.1-12.el8. _64
fuse-overlayfs-1.6-1.module+el8.4.08+11822+6ccle7d7.x86_6U

fuse3-3.2.1-12.el8.x86_6U

fuse3-libs-3.2.1-12 xB6_64
libnet-1.1.6-15.el8.x86_64
libslirp-4.3.1-1.module+el8.4.8+11822+6ccle7d7.x8
podman-3.2.3-08.10.module+el8.4.0+11989+6676f7a 6_o64
podman-catatonit-3.2.3-0.10.module+el8.4.08+11989+6676f7ad.x86_64
runc-1.8.0-74.rc95.module+els.4.0+11822+6ccle7d7.x86_64
skopeo-1:1.3.1-5.module+el8 +11998+22932769.x86_614
slirpdnetns-1.1.8-1.module+el8.4.8+11822+6ccle7d7.xB6_64
toolbox-8.8.8-1.module+el8.d.8+11822+6ccle7d7.noarch
udica-0.2.4-2.module+el8.d4.0+11822+6ccle7d7. noarch
yajl-2.1.0-10.el8.x86_64

Complete!
[billecc-MST-RHEL8Y ~1% |

Figure 51 -SSH Connection - Module Installation Summary

You can verify and view additional details about Podman and container-tools using the following dnf commands:

sudo dnf module list container-tools
sudo podman --version

sudo podman info

Copy TLS/SSL certificate for MS Tunnel Gateway
Whether you chose Option-1 or 2 for your TLS/SSL certificate during your Planning phase. This step is the same regardless;
copy the exported PFX cert to the Linux server (RHEL) host.

We must copy the PFX certificate file up to our Linux server. We accomplish this using a OpenSSH utility called SCP (Secure
Copy).

Assuming the exported PFX file is on your Windows desktop where you’ve installed any of the recommended SSH tools,
from a command prompt run the following:

scp -1 <your_VM SSH PrivateKey> <your_exported PFX_cert_file>
LinuxAdmin@vm name.azuredns region:/home/LinuxAdmin/

If you use an SSH password instead of a SSH private key, then the SCP command to copy the PFX certificate to your Linux host
would be:

scp <your_exported_PFX_cert_file> LinuxAdmin@vm name.azuredns region:/home/LinuxAdmin/

See example (using SSH private key) below:
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EX bill@CC-MST-RHEL84:~ X E¥  Administrator: Windows Powers X T ~ - O

certs>
cc-mst-rhel8u-tls.pfx 180% 4458 277.3KB/s 008:60
certs>

Figure 52 - Windows PowerShell - SSH Connection - pem file creation

We are now ready to begin the MS Tunnel installation on the Linux server.

Running the Microsoft Tunnel readiness tool
We will use the MS readiness tool to ensure the prerequisites for “network” and “account” when installing MS Tunnel.

NOTES:

e The following commands are run on the RHEL 8.4 VM via an SSH session.
e we run the following commands while in the following working directory on the Linux server (in this example this
happens to be the home directory of the Linux admin called “bill”):

/home/bill
1. We first need to grab the MS Tunnel “Readiness” script. We will use “wget” to accomplish this step.
wget --output-document=mst-readiness https://aka.ms/microsofttunnelready

See example below:

B bill@CC-MST-RHELS4:~ b EN Administrator: Windows PowerS < T s - O

[bill@CC-MST-RHEL8U ~]$% sudo wget —--output-document=mst-readiness https://aka.ms/microsofttunnelready
--2021-09-087 18:48:37—— https://aka.ms/microsofttunnelready
Resolving aka.ms (aka.ms)... 184.185.84.21
Connecting to aka.ms (aka.ms)|184.105.84.21|:443... connected.
HTTP request sent, awaiting response... 381 Moved Permanently
Location: https://aka.ms/mst-readiness [following]
--2821-89-87 18:48:37-— https://aka.ms/mst-readiness
i Reusing existing connection to aka.ms:u43.
} HTTP request sent, awaiting response... 381 Moved Permanently
Location: https://download.microsoft.com/download/7/3/8/730915ab-f8e5-Ucdc-96808-2bBOTT31cb9a/mst-readiness [following]
§ ——2021-89-07 18:u48:37—- https://download.microsoft.com/download/7/3/8/738915ab-f8e5-Ucdc-9600-2b8BTT31cb9%a/mst-readiness
Resolving download.microsoft.com (download.microsoft.com)... 204.79.197.219
Connecting to download.microsoft.com (download.microsoft.com)|264.79.197.219]:443... connected.
HTTP request sent, awaiting response... 280 OK
Length: 11785 (12K) [application/octet-stream]
Saving to: ‘mst-readiness?

| mst-readiness 100%[ 11.51K --.-KB/s in @s

{ 2021-99-07 18:u8:38 (147 MB/s) - ‘mst-readiness’ saved [11785/11785]

| [bill@cC-MST-RHEL8U ~]1%

Figure 53 - SSH Connection - sudo wget command

2. Torun the script, we need to make it executable. Let’s run the following set of commands to get this done:

1s -1
chmod u+x ./mst-readiness

Note: since the “mst-readiness” script is owned by root. We use sudo with the chmod cmd.

See example below:
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[bill@CC-MST-RHEL8Y ~]$ 1s -1

total 2@

-rw-rw-r——. 1 bill bill 4u58 Sep 7 18:38 cc-mst-rhels8u-tls.pfx
-TW-r--r—-—. 1 root root 11785 Mar 29 17:15 mst-readiness
[bill@CC-MST-RHEL84 ~]% sudo chmod u+x ./mst-readiness

[bill@CC-MST-RHEL8Y ~]1$% 1s -1

total 26

-rw-rw-r——. 1 bill bill 4u458 Sep 7 18:38 cc-mst-rhel8ud-tls.pfx
-ruxr--r--. 1 root root 11785 Mar 29 17:15

[bill@CC-MST-RHEL8Y ~]1$% |

Figure 54 - SSH Connection Is - | command

3. Run the readiness script with the “network” option:

sudo ./mst-readiness network

This will check for basic network connectivity requirements. The Tunnel Gateway server shares the same requirements
as Network endpoints for Microsoft Intune, with the addition of port TCP 22.

The results of the script should look similar. Note: you will see HTTP 401 Unauthorized messages. These are expected
(shows as “Success Expected error — not enrolled”) as the TLS enrollment cert is not present on the server yet. This is
done as a check to ensure no packet inspection is taking place between the Linux server and the Intune cloud service.

B8 100t@CC-MST-RHELT4:/homefbill

< HTTP/1.1 401 Unauthorized

Checking connectivity:
Issuing Command: curl https://fef.amsub@5@2.manage.microsoft.col
proxy: NA
->48.74.25.3
> Host: fef.amsub@502.manage.microsoft.com
< HTTP/1.1 200 OK

Checking connectivity:
Issuing Command: curl https://fef.amsub@502.manage.microsoft.col
proxy: NA
->49.74.25.3
> Host: fef.amsub@5@2.manage.microsoft.com
< HTTP/1.1 401 Unauthorized

Checking connectivity:
Issuing Command: curl https://fef.msud@l.manage.microsoft.com/T
proxy: NA
->28.37.192.128
> Host: fef.msud@l.manage.microsoft.com
< HTTP/1.1 200 OK

Checking connectivity:
Issuing Command: curl https://fef.msud@l.manage.microsoft.com/T
proxy: NA
->28.37.192.128
> Host: fef.msud@l.manage.microsoft.com
< HTTP/1.1 401 Unauthorized

[ rOOt@CC-MST-RHEL74 billl#

Above is an example of the results from the “readiness” script:

Figure 55 - Readiness Script Execution

4. Now, run with script using the “account” option:

sudo ./mst-readiness account
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Please note: you need to sign-in with a licensed user. See example below:

bill @CC-MST-RHELB:~ #  EM Administrator: Windows Powers X v O X

[bill@CC-MST-RHEL8Y ~]$ sudo ./mst-readiness account
Request ID = 1b10967f-d5u4-u4193-92ab-bbc660ac618f

To sign in, use a web browser to open the page https://microsoft.com/devicelogin and enter the code AF2275D7¢ to authenticate.

Figure 56 - Windows PowerShell - SSH Connection - sudo ./mst-readiness account

At this point, you need to use a browser to point to https://microsoft.com/devicelogin and login with an Intune licensed
AAD account that has Azure Global Administrator or Intune Service Administrator role and use the provided code
generated by the readiness script.

See example below:

Be sure to enter the code provided from the script above.

login.microsoftonline.com,

Update Azure AAD Related ADFS Related Apple Conditional Access CxP CAT Team [ Configuration

B Microsoft

Enter code

Enter the code displayed on your app or device

Figure 57 - Authentication Portal - Microsoft Online

B Microsoft

Pick an account

You will be signed in to Microsoft Tunnel Gateway
Agent on a remote device or service. Select Back if
you aren't trying to sign in to this application on a
remote device or servic

william calero
bealero@calerocorp.onmicrosoft.com

Signed in

+ Use another account

Back

Figure 58 - Authentication Portal - Microsoft Online - Account Selection

42



https://microsoft.com/devicelogin



B® Microsoft

Microsoft Tunnel Gateway
Agent
You have signed in to the Microsoft Tunnel Gateway

Agent application on your device. You may now
close this windaw.

Figure 59 - Authentication Portal - Successful signed to Microsoft Tunnel

After you have successfully entered the code and signed in, you should see something like the results below on your

Linux server:

B bill@CC-MST-RHELE4: ~ ¥ £ Administrator: Windows Power? - e

"UserId": "9f336bab-cbfl-4luf-ab3f-0369895c7988",

"Role": "6cbc8U83-656b-UfB5-78d8-000000000081",

"MamClaim": "True",

"Capabilities": "@",

"TenantId": "5ced53a8-cld2-lebl-b9be-6a1923fazdda",

"Feature”: "{\"enc\":0, \"v\":\"HUsSIAAAAAAAEAGNgQAABBLYAEYNNjkdtA1ShggAjVvnmgi
CnNgUsFFMjx\\/1LTUIKw13IjDEAJSF\\/uzBuvCRhEMBDU3sA0XxMSQINCgxEZ\\ /y3eEzxdM2DFft1
M969T+XRUEBCEN1Za0QQ1ldJEDIAGYdE jKOoDUWPdgBLURFA8ysARUyyAaUeCAZPCY\\ /v\\/cxE2C
0tas08\\/IueCBQMTOLWGZXYDrFqASbeJAdKORL JATWRjOIDTSuyulsIVIRIITAIRAAMSWPT1UGCB2

"CompanyId": "633f377b-Ud26-UBcd-b368-adbaecelelfaa”,

"License": "Intune",

"Authority": "Intune",

"AccountMaintenanceState": "8",

"IsPaid": "False",

"HasQuotaReachedForGraph": "False",

"padAudience": "https://manage.microsoft.com/",

Iltypll: IIUSEI-II‘

"jti": "11776816-8a7f-uU8Ul-9c3b-d3329eeff598",

"Wersion": "2.4",

"Issuelnstance": "2021-689-87T19:02:27.8388338Z",

"iss": "urn:intune:oauth2:msua®2:255b989a-cc26-U4373-93c8-d9ec3c2fb397",

"aud": "urn:intune:service",

"exp": 1631642547,

"nbf": 1631641347
}

[bill@CcC-MST-RHEL8U ~1$%

Figure 60 - Intune Token

MS Tunnel Gateway configuration using MEM console
Before we can begin the MS Tunnel install, we need to first configure a few items in the Microsoft Endpoint Management
(MEM) console.

1. Sign on to the MEM console using an Intune service administrator.

2. From the “Tenant administration” node, select “Microsoft Tunnel Gateway. Select “Server configurations”, and click on “+

Create new ...”
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Microsoft Endpoint Manager admin center

& Home > Tenant admin

# Home +.» Tenant admin | Microsoft Tunnel Gateway
4l Dashboard
= All servi O Search (Ctrl+/
sences | | search (ctl+/) ‘ « Get started Health status Sites  Servers
% FAVORITES 8

o -
: . O retes
L4l pevices “* Microsoft Tunnel Gateway ~

£ Apps

# Connectors and tokens A Search by name

Figure 61 - Microsoft Endpoint Manager Admin Center - Tenant Admin

Use of a “Server configuration” lets you create a Tunnel configuration one time and have that configuration used by
multiple servers. Later, you’ll assign a Server configuration to a Site, which automatically applies that configuration to
each server that joins that Site.

Your server configuration in Tunnel provides configuration settings for the Tunnel server instances. It specifies the DHCP
address pool (IP address or range) for the clients (mobile devices), the DNS server that the clients will use for internal
name resolution, DNS search suffix, and Split tunnel configuration that will specify what address ranges will be included
or excluded from the VPN connection.

Below is a summary of the Server Configuration | created — CC-MST-USNE-ServerConfig. I’'ve used “10.10.5.0/24” for
client IP address pool, pointed DNS to my on-premises Domain Controller running DNS 192.168.0.4, specified my internal
DNS search suffix as “corp.calerocorp.com”, and supplied my internal azure VNET address range 192.168.0.0/24 for
inclusion in the tunnel.

Microsoft Endpoint Manager admin center

& Home »> Tenant admin

Home H
f CC-MST-USNE-ServerConfig
0 Dashboard Configuration properties
= All services i Delete
+* FAVORITES
ﬁ Devices Basics Edit
£E Apps
Name CC-MST-USNE-ServerConfig
‘, Endpoint security Description .
Reports
Settings Edit
Lo Users
48 Groups IP address range 10.10.5.0/24
A% Tenant administration Server port 443
DNS servers
-~ Troubleshooting + support Address
192.168.04
DNS suffix search Address

corp.calerocorp.com

split tunneling rules

IP ranges to include 1
IP ranges to exclude 0
Scope tags Ed

Default

Figure 62 - Microsoft Endpoint Manager admin center - Tenant Admin
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3. Next, we create a “Site”, which we will assign to a “Server configuration”.

Microsoft Endpoint Manager admin center

ﬂ‘ Home
=4l Dashboard
= All services

% FAVORITES

ﬁ Devices

<«

Home > Tenant admin

«.» Tenant admin | Microsoft Tunnel Gateway

‘,-'“J Search (Ctrl+/) | «

ae Tenant status

“* Microsoft Tunnel Gateway

Get started Health status

Create r:_," Refresh

Server configurations

Sites] Servers

Figure 63 - Microsoft Endpoint Manager admin center - Tenant admin - Microsoft Tunnel Gateway

Here we provide a site name, and then enter:

e A “Public IP address or FQDN” - This must be an externally/internet resolvable name. The TLS/SSL cert you use
must also contain the DNS/FQDN in the certificates Subject Alternative Name (SAN).

e Server configuration — use the drop-down list to link to an existing “Server configuration”

o URL for internal network access check — this is optional. Here you can specify an HTTP or HTTPS URL for a
location on your internal network. Every five minutes, each server that's assigned to this site will attempt to
access the URL to confirm that it can access your internal network. Servers report the status of this check as

Internal network accessibility on the servers Health check tab.

e Automatically upgrade servers at this site — When tunnel software updates and fixes become available, they can
be automatically applied to your server. In addition, an update window for maintenance can be set. Refer to
online docs for additional details.

Once complete, hit “Next” and complete the remaining steps — “Scope tags”, “Review + create” See example:

Microsoft Endpoint Manager admin center

ﬁ Home

&4l Dashboard

= All services

% FAVORITES

ﬁ Devices

£ Apps

'} Endpoint security
Reports

aa Users

A& Groups

L% Tenant administration

~< Troubleshooting + support

Home > Tenant admin

Create a site

Microsoft Tunnel Gateway

o Basics o Settings

Public IP address or FQDN * | cc-mst-rh3lg4.calerocorp.com

Server configuration * | CC-MST-USNE-ServerConfig

URL for internal network access check |

Automatically upgrade servers at this site | Yes

Limit server upgrades to maintenance | No

window @

Time zone (0

Start time (@

End time (&

Figure 64 - Microsoft Endpoint Manager admin center - tenant admin - create a site

4. At this point we need to create a “New server”.
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' Create a server X
«.» Tenant admin | Microsoft Tunnel Gateway

Check your environment for readiness (optional)
D this The s ensure your netwark is
Get started Health status Server configurations Sites Servers corr

e Tenant status

Create () Refrash Download readiness tool
Microsoft Tunnel G —_—

Run installer script
To ac
installat
ntune after installation is complete

Figure 65 - Microsoft Endpoint Manager admin center - tenant admin - Microsoft Tunnel Gateway - Servers

You have 2 options, with the 2" option being the simpler approach:

1. Gotothe “Servers” tab, and select “+ Create”, and download the installer script - “Download script” which you must
then SCP (copy) to the Linux server to run the server create script.

2. Simpler option - simply run “wget” from the Linux server to download the script directly.

For this deployment guide, | will show the simpler option 2 in the “Install MS Tunnel Gateway on the Linux server” section
below.

Install MS Tunnel Gateway on the Linux server
Note: we run the following commands while in the following working directory on the Linux server (in this example this
happens to be the home directory of the Linux admin called “bill”):

/home/bill
1. Onthe Linux server, download the installer script using wget:

wget --output-document=mstunnel-setup https://aka.ms/microsofttunneldownload

See example below:

[bill@CC-MST-RHEL8Y ~]1$ wget -—output-document=mstunnel-setup https://aka.ms/microsofttunneldownload

--2821-89-87 19:59:24-- https://aka.ms/microsofttunneldownload

Resolving aka.ms (aka.ms)... 23.18.88.237

Connecting to aka.ms (aka.ms)|23.10.88.237|:443... connected.

HTTP request sent, awaiting response... 301 Moved Permanently

Location: https://aka.ms/mstunnel-setup [following]

--2821-09-07 19:59:24-- https://aka.ms/mstunnel-setup

Reusing existing connection to aka.ms:u4u3.

HTTP request sent, awaiting response... 381 Moved Permanently

Location: https://download.microsoft.com/download/7/3/8/730915ab-f8e5-Ucdc-9600-2bBAT7731cb9a/mstunnel-setup [following]
--2021-89-07 19:59:24-- https://download.microsoft.com/download/7/3/0/730915ab-f8e5-uUcdc-9600-2b0O7731cb9a/mstunnel-setup
Resolving download.microsoft.com (download.microsoft.com)... 204.79.197.219

Connecting to download.microsoft.com (download.microsoft.com)|204.79.197.219|:u443... connected.

HTTP request sent, awaiting response... 288 OK

Length: 9635 (9.4K) [application/octet-stream]

Saving to: ‘mstunnel-setup’

mstunnel-setup 100%[ =>] 9.41K --.-KB/s in @s

2021-09-87 19:59:25 (50.2 MB/s) - ‘mstunnel-setup’ saved [9635/9635]

[bill@CC-MST-RHEL8U ~]$ |

Figure 66 - SSH Connection - wget --output command

Add the execute permission to the mstunnel-setup file (installer script) using chmod.

chmod u+x ./mstunnel-setup
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See example below:

EY bill@CC-MST-RHELS4:~ X EN Administrator: Windows Power® X 1 ~

[bill@CC-MST-RHEL8Y ~]$ chmod u+x ./mstunnel-setup
[bill@CC-MST-RHELSU ~]$ 1s -1

total 32

-rw-rw-r——. 1 bill bill 4458 Sep 7 18:38 cc-mst-rhelsduy-tls.pfx

-rwxr--r--. 1 root root 11785 Mar 29 17:15
-ruxrw-r——. 1 bill bill 9635 Mar 29 17:15
[bill@CC-MST-RHEL8U ~]$ |

Figure 67 - Windows PowerShell - chmod u+x ./mstunnel-setup command

2. Run the installer script:

./mstunnel-setup

B bill@CC-MST-RHELBS: ~ s EN Administrator: Windows Power? 1 N

[bill@CC-MST-RHEL84 ~]% sudo ./mstunnel-setup
Trying to pull mecr.microsoft.com/tunnel/gateway/agent@sha256:21ea5938137c1339a2uU25¢

Getting image source signatures
Figure 68 - Windows PowerShell - sudo ./mstunnel-setup command

You will be presented with the MS Tunnel License Terms (EULA). NOTE: You need to use the keyboard space bar to page
thru.

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT TUNNEL GATEWAY

These license terms are an agreement between you and Microsoft Corporation (or
one of its affiliates). They apply to the software named above and any
Microsoft services or software updates (except to the extent such services or
updates are accompanied by new or additional terms, in which case those
different terms apply prospectively and do not alter your or Microsoft’s
rights relating to pre-updated software or services). IF YOU COMPLY WITH THESE
LICENSE TERMS, YOU HAVE THE RIGHTS BELOW. BY USING THE SOFTWARE, YOU ACCEPT
THESE TERMS.

1. INSTALLATION AND USE RIGHTS.

a) General. You may install and use any number of copies of the software on
your devices. You may use this application with your company’s valid
subscription of Microsoft Intunme or an online service that includes Microsoft
Intune functionalities. You may not use the software in a live operating
environment unless Microsoft permits you to do so under another agreement.

b) Updates. Updates or upgrades to Microsoft Intune may be required for full
functionality. Some functionality may not be available in all countries.

c) Included Microsoft Applications. The software may include other Microsoft
applications. These license terms apply to those included applications, if any,
unless other license terms are provided with the other Microsoft applications.
d) Third Party Components. The software may include third party components with
separate legal notices or governed by other agreements, as may be described in
the ThirdPartyNotices file(s) accompanying the software.

2. TIME-SENSITIVE SOFTWARE.

a) Period. This agreement is effective on your acceptance and terminates on the
earlier of (i) 3@ days following first availability of a commercial release of
the software or (ii) upon termination by Microsoft. Microsoft may extend this
agreement in its discretion.

Figure 69 - Microsoft Tunnel Gateway license agreement

When you’re at the end of the EULA, you will see 100% (q to exit) at the bottom of the page. Hit “q” to continue.
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The script will continue to pull down MS Tunnel container packages. At the end you must accept the terms of the license.
Type “yes” to continue.

[bill@CC-MST-RHEL84 ~]$ sudo ./mstunnel-setup
Trying to pull mcr.microsoft.com/tunnel/gateway/agent@sha256:21ea5938137

Getting image source signatures

Copying blob 16ec32c2132b done

Copying blob dlal52ae7e36 done

Copying blob 3c8d81d358f5 done

Copying blob dafe3a®dldae done

Copying blob ©389bd1594db done

Copying blob 27885be66361 done

Copying blob a2c769dd42ad7 done

Copying blob 8c52175dc28c done

Copying blob bu9faucadec8 done

Copying blob 9847160e2348 done

Copying blob 896e125472ff done

Copying blob e8dab5fe3249 done

Copying blob @ee3edebues8 done

Copying config 6cfd571c9c done

Writing manifest to image destination

Storing signatures
6cfd571c9cle3d8fc5c88c156957foU2UUclbecfladadefaTela®b6c218392al6¢C
Do you accept the terms of the license? (yes/no)

Figure 70 - sudo ./mstunnel-setup process

Once you accept the terms, you will be presented with “Admin Task 2” requiring you to install/you’re your TLS/SSL
certificate to a specific directory. See example below:

Copying blob 9847166e23uU8 done
Copying blob 896e125472ff done
Copying blob e8dab5fe32u49 done
Copying blob 88e3ed8bu858 done
Copying config 6cfd571c9c done
Writing manifest to image destination
Storing signatures
6cfd571c9cle3d8fc5c88cl156957F0U2uUlclbecfladadefaTelafbec218392al6c
Do you accept the terms of the license? (yes/no) : yes
Ufeccf91211289d57529516bed39bll12e5680669551a8aeb37b6U967a22113FU5
: Installing...
: Creating directory: /etc/mstunnel
: Creating file: /etc/mstunnel/env.sh

Admin Task 1
: Validate the variables in file and edit if needed :/etc/mstunnel/env.sh
# Environment variables
LANG=en_US.UTF-8
intune_env=PE
ServerName=CC-MST-RHELS8U

Admin Task 2
: You need to install the TLS certificate and private key
If in PFX format:
Copy the certificate file to /etc/mstunnel/private/site.pfx
If in PEM format:
Copy the certificate file to /etc/mstunnel/certs/site.crt
Copy the private key file to /etc/mstunnel/private/site.key

Perform these tasks in a new terminal and continue, or type 'no' and restart setup after completing the tasks
Continue installation? (yes/no) :

Figure 71 - Installation process

Now we need our TLS/SSL certificate. We need to copy the certificate we uploaded (using SCP) in Section “Copy TLS/SSL
certificate for MS Tunnel Gateway” to the directory “/etc/mstunnel/private/”

At this point we have 2 choices:
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a) Open a new terminal (SSH) to the Linux server, copy the PFX file to the above directory.
b) Stop the install script now (type “no” above), and copy the PFX file to the above directory, and then re-run the
installer script (mstunnel-setup).

3. Inthis guide, | have chosen to open a new SSH terminal and copy the PFX file to the specified location.

NOTE: If using a PFX certificate, the destination file name for the certificate must be “site.pfx”. With this in mind, | copied
the PFX certificate to the specified directory using the following sample command:

cp cc-mst-rhel84-tls.pfx /etc/mstunnel/private/site.pfx

See example below:

E¥ bill @CC-MST-RHELS4: ~ s EN bl @CC-MST-RHEL84:~ * 1 ~

[bill@CC-MST-RHEL8Y ~]$ clear

[bill@CcC-MST-RHEL84 ~]% sudo cp ./cc-mst-rhel8u-tls.pfx /etc/mstunnel/private/site.pfx
[bill@cC-MST-RHEL8Y ~]$ |

Figure 72 - Windows PowerShell - clear and sudo cp command

4. Now back to the SSH terminal where the installer script is running, type in “yes” to continue.

B bill@CC-MST-RHELS4:~ ks N bill@CC-MST-RHELB4:~ X } ~

Copying blob sha256:bu9fausadec8b77u419847d727a298e89723U6U8797164
Copying blob sha256:00e3edbbue58b8u6dc51ed4d32fc199c6al597b2d5a37d
Copying blob sha256:98uU7160e23U8al69Uc201cdb88a5531cc30cfc760996
Copying blob sha256:096e125U72ff62el1431939ba5150c630085e3Ucc6588
Copying config sha256:6cfd571c9cle3d8fc5c88c156957FouU2uldclbeflady
Writing manifest to image destination
Storing signatures

: Upgrading script /usr/sbin/mst-cli...

: Removing container mst-tmp

: Removing container mst-tmp

: Installing SELinux policies

: Removing container mst-tmp
Relabeled /etc/mstunnel from unconfined_u:object_r:etc_t:s@ to u
Relabeled /etc/mstunnel/certs from unconfined_u:object_r:etc_t:s
Relabeled /etc/mstunnel/private from unconfined_u:object_r:etc_t
Relabeled /etc/mstunnel/private/site.pfx from unconfined_u:objecf
Relabeled /etc/mstunnel/messages from unconfined_u:object_r:etc_f
Relabeled /etc/mstunnel/messages/out from unconfined_u:object_r:4
Relabeled /etc/mstunnel/messages/out/LastError from unconfined_u
Relabeled /etc/mstunnel/messages/in from unconfined_u:object_r:e
Relabeled /etc/mstunnel/ca-trust from unconfined_u:object_r:etc_{
Relabeled /etc/mstunnel/EulaAccepted from unconfined_u:object_r:4
Relabeled /etc/mstunnel/images_configured from unconfined_u:objeq
Relabeled /etc/mstunnel/env.sh from unconfined_u:object_r:etc_t:{
Relabeled /var/mstunnel from unconfined_u:object_r:var_t:s@ to u
Relabeled /var/mstunnel/log from unconfined_u:object_r:var_t:se f

: Creating service mstunnel-agent

: Starting service mstunnel-agent

: Importing TLS certificate
Importing TLS certificate
Enter Import Password:

Figure 73 - Windows PowerShell - SSH Terminal

NOTE: you will be prompted for the PFX password (Import Password). Please type in the password from your exported \
PFX certificate. Refer to: MS Tunnel TLS cert
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5. Theinstall will continue — Configuring components. Like how we ran the readiness tool with the “account” option. Here
we need to login with an Intune service admin or Global administrator (licensed for Intune) to enroll this server to your
tenant.

You will be prompted to open a browser and go to: https://microsoft.com/devicelogin and enter the supplied code. See
example below:

: Upgrading script /usr/sbin/mst-cli...

: Removing container mst-tmp

: Removing container mst-tmp

: Installing SELinux policies

: Removing container mst-tmp
Relabeled /etc/mstunnel from unconfined_u:object_r:etc_t:s@ to unconfined_u:object_r:mstunnel_etc_t:s@
Relabeled /etc/mstunnel/certs from unconfined_u:object_r:etc_t:s® to unconfined_u:object_r:cert_t:se@
Relabeled /etc/mstunnel/private from unconfined_u:object_r:etc_t:s@ to unconfined_u:object_ rt_t:se
Relabeled /etc/mstunnel/private/site.pfx from unconfined_u:object_r:etc_t:s® to unconfined_ bject_r:cert_t:sé
Relabeled /etc/mstunnel/messages from unconfined_u:object_r:etc_t:s@ to unconfined_u:object_r:mstunnel_etc_t:s@
Relabeled /etc/mstunnel/messages/out from unconfined_u:object etc_t:s@ to unconfined_u:object_r:mstunnel_etc_t:s8
Relabeled /etc/mstunnel/messages/out/LastError from unconfined bject_r:etc_t:s® to unconfined_u:object_r:mstunnel_etc_t:s8
Relabeled /etc/mstunnel/messages/in from unconfined_u:object_r:etc_t:s@ to unconfined_u:object_r:mstunnel_etc_t:s8
Relabeled /fetc/mstunnel/ca-trust from unconfined_u:object_r:etc_t:s@ to unconfined_u:object_r:mstunnel_etc_t:s8
Relabeled /etc/mstunnel/EulaAccepted from unconfined_u:object_r:etc_t:s® to unconfined_u:object_r:mstunnel_etc_t:s@
Relabeled /etc/mstunnel/images_configured from unconfined_u:object_r:etc_t:s@ to unconfined_u:object_r:mstunnel_etc_t:s@
Relabeled /etc/mstunnel/env.sh from unconfined_u:object_r:etc_t:s@ to unconfined_u:object_r:mstunnel_etc_t:s@
Relabeled /var/mstunnel from unconfined_u:object_r:var_t:s@ to unconfined_u:object_r:mstunnel_var_t:se
Relabeled /var/mstunnel/log from unconfined_u:object_r:var_t:se to unconfined_u:object_r:mstunnel_var_t:se

: Creating service mstunnel-agent

: Starting service mstunnel-agent

: Importing TLS certificate
Importing TLS certificate
Enter Import Password:
/etc/ocserv/certs/site.crt: OK

: Configuring services

Admin Task
You will need to authenticate to Intune as an administrator to enroll the server.
To sign in, use a web browser to open the page https://microsoft.com/devicelogin and enter the code RGBA!RZ5Z to authenticate.
Waiting —|

Figure 74 - device login

When you go to: https://microsoft.com/devicelogin you will be presented an “Enter code” dialog. Type in the supplied code
from the terminal, then sign-in with the proper credentials. See below:

BE Microsoft

Enter code

Enter the code displayed on your app or device.

RGBASRZ5Z

Figure 75 - Authentication Page
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6.

B Microsoft

Pick an account

You're signing in to Microsoft Tunnel Gateway
Agent on another device located in United States. If
it's not you, close this page.

william calero
E bealero@calerocorp.onmicrosoft.com

Connected to Windows

—|— Use another account

Back

Figure 76 - Authentication Page - Account picker

EE Microsoft
bcalero@calerocorp.onmicrosoft.com

Are you trying to sign in to
Microsoft Tunnel Gateway
Agent?

Only continue if you downloaded the app from a
store or website that you trust.

Cancel Continue

Welcome to Calero Corporation

Figure 77 - Authentication Page - sign in confirmation

BE Microsoft

Microsoft Tunnel
Gateway Agent

You have signed in to the
Microsoft Tunnel Gateway Agent
application on your device. You
may now close this window.

Figure 78 - Authentication Page Confirmation

If you have more than one site configured, you will see a prompt to enter one of the listed “Site-ID”s. You must specify
the Site ID, not the Name.
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Relabeled
Relabeled
Relabeled
Relabeled
Relabeled
Relabeled
Relabeled

/ete/mstunnel/messages/in from unconfined_u:object_r:etc_t:s@ to unconfined_u:ob
/ete/mstunnel/ca-trust from unconfined_ bject_r:etc_t:s® to unconfined_u:object
/etc/mstunnel/EulaAccepted from unconfined_u:object_r:etc_t:s® to unconfined_u:ol
/etc/mstunnel/images_configured from unconfined_u:object_r:etc_t:s@ to unconfined
/etc/mstunnel/env.sh from unconfined_u:object_r:etc_t:s@ to unconfined_u:object_j
/var/mstunnel from unconfined_u:object_r:var_t:s@ to unconfined_u:object_r:mstun
/var/mstunnel/log from unconfined_u:object_r:var_t:s® to unconfined_u:object_r:mg

: Creating service mstunnel-agent
: Starting service mstunnel-agent
: Importing TLS certificate

Importing

TLS certificate

Enter Import Password:
fete/ocserv/certs/site.ert: OH
: Configuring services

Admin Task

You will need to authenticate to Intune as an administrator to enroll the server.
To sign in, use a web browser to open the page https://microsoft.com/devicelogin and enter

: Micr

osoft.Intune.MobileAccess.Agent[0]

Configuring site for server to join

Site ID

Name

9c7e3e7b-dade-470d-bbuf-8b3c1f229573 NY-Sitel
1b7603fd-a6ua-14315-b8Ac-292630ad7cas8 NY-Site2
807f52a0-5627-48uUd-b2ab-cd6fclf7U36b NY-Site3
b2efl6dc-c750-Uc36-86fc-aB5827ba62a3 NY-Sited
bbeu5fel-0cBe-Ud66-9398-e52610108629¢C NY-LB-Sitel
81bb86ec-2deb-478a-b167-26e199b9uUB2b Rockland-Site

e41637f2-8

3086-U650-8d87-elB828Befeb5c NY-RHELBU-LB-Site2

aba5Uc9b-33U7-Uc18-a651-bo1499UeBcob USNE-Tunnel-Sitel
Enter Site ID to join :|

Figure 79 - SSH Command - Creating MS tunnel Service

Admin Task

You will need to authenticate to Intune as an administrator to enroll the serve

To sign

in, use a web browser to open the page https://microsoft.com/devicelogi

Microsoft.Intune.MobileAccess.Agent[@]
Configuring site for server to join

Site ID

Name

9c7e3e7b-Uade-U70d-bbuf-8b3cl1¥229573 NY-Sitel
1b7603fd-a6ua-u315-b80c-292630ad7cas NY-Site2
807f52a8-5627-Usud-b2ab-cd6fclf7u3eb NY-Site3
b2efl6dc-c7560-Uc36-86Ffc-aB5827ba62a3 NY-Sited
bbeuUu5Ael-BcBe—-Ud66-9390-e5261018629¢C NY-LB-Sitel
81bb86ec-2deb-U478a-b167-26e199bouUe2b Rockland-5ite
PUl163Tf2-8306-Us50-8d87-elU8280efeB5c NY-RHELBU-LB-Site2
aba54c9b-3347-Ucl8-a651-b01499e8c9b USNE-Tunnel-5Sitel
Enter Site ID to join : aba54c9b-3347-Ucl8-a651-be1499Ue8cob|

Figure 80 - SSH Command - Admin Task

7. You will see additional details, in particular Info: messages stating, “Creating service mstunnel-server” and “Installation

Successfu

|II

At this point we have successfully installed the MS Tunnel Gateway!

52





net.ipvi.neigh.default.gc_thresh2z = 4696
net.ipvi.neigh.default.gc_thresh3 = 8192

Pulling image mcr.microsoft.com/tunnel/gateway/server@sha
af%a7b
Trying to pull mcr.microsoft.com/tunnel/gateway/server@sha256:q

Getting image source signatures
Copying blob sha256:16ec32c2132bu3494832a05f2bo2f7aB822U79f8258]
Copying blob sha256:1eu49f2f10a5b71b2c82c2292dleablfad380efl101eb)
Copying blob sha256:664d7f6febb8308c39b87b3111c89UA0bald28U2660)
Copying blob sha256:160c68c6f9c28U21clild9e676bTT6e1Ud6329cal8s5el
Copying blob sha256:f@af5ccldebccdSealf200ac5cfe8783816ee5e8aae
Copying blob sha256:1eal326bac508U98d9f3a%9a92721eelldfblubUsU8236
Copying blob sha256:cd9e6fedcB8155fe6b85c6bd252e20a2f8ecf2caBlas
Copying blob sha256:696c98399333398081237cdc3e229926d944873U5612
Copying blob sha256:7cdaB8828750208a1336fdda9u75a79f3alld5a37efy
Copying blob sha256:6Udf5848b6d8Un2ac87077211edeb63dcflcT721edas
Copying config sha256:08661clabcd8268bdb36e308c8375a299398b916c96)
Writing manifest to image destination
Storing signatures

Creating service mstunnel-server

Starting service mstunnel-server

Creating monitoring serwvice
Relabeled /usr/sbin/mstunnel_monitor from unconfined_u:object_n
Created symlink /etc/systemd/system/multi-user.target.wants/mst
rvice.

Creating maintenance task
Relabeled /usr/sbin/mstunnel_janitor from unconfined_u:object_r

Installation Successful
Relabeled fusr/sbin/mst-cli from unconfined_u:object_r:bin_t:s8
[bill@CC-MST-RHEL8U ~1$ |

Figure 81 - SSH Command Installation process

NOTE: At the time of this writing there is an issue with the deployment of MS Tunnel on RHEL using Podman. After a
new install, clients will not connect. The mstunnel-server container must be restarted on the Linux host. To do this
simply run the following command:

mst-cli server restart

[bill@CC-MST-RHEL84U-LEl1 ~]1% sudo mst-cli server status
State: running
Health: healthy
[bill@CC-MST-RHEL84U-LEl1 ~]¢ sudo mst-cli server restart
: Restarting service msiunneL-server
: Stopping service mstunnel-server

: Starting service mstunnel-server
[bil1l@CC-MST-RHEL8U-LB1 ~]% sudo mst-cli server status
State: running
Health: healthy
[bill@CC-MST-RHEL8U-LB1 ~]%

Figure 82 - SSH Command - sudo mst-cli server restart





From the MEM console we can now see the new server. See example below:

Home > Tenant admin

«.» Tenant admin | Microsoft Tunnel Gateway

£ Search (Ctrl+/) « ) .
- < - | Get started Health status Server configurations Sites Servers

de Tenant status
T~ Create '.1_:' Refresh
*» Microsoft Tunnel Gateway

Connectors and tokens .
Total: 13

|

Filters (preview)

Roles 2 cc-mst-rheld|

@ Azure AD Privileged Identity

Management Server T Site T4 server configuration T4

Di ti i i
wi Diagnostics settings CC-MST-RHELS4 USNE-Tunnel-Site1 CC-MST-USNE-ServerConfig

Figure 83 - Microsoft Endpoint Manager - tenant admin - Microsoft Tunnel Gateway

Advanced Deployment

For this guide an “Advanced” deployment will consist of two RHEL 8.4 Azure VM’s each with a second Network Interface (NIC)
and the use of Azure Network Load Balancer to provide High Availability.

NOTE: In this deployment guide, the “Simple” deployment is using a single NIC that is both public facing and has access to
an Azure laaS set of VM'’s providing a sample “on-premises infrastructure”.

However, in a real-world deployment, we recommend using two Network Interface controllers (NICs) per Linux server to
improve performance, though use of two is optional.

e NIC1-This NIC handles incoming traffic from your managed mobile clients and should be on a public network with public
IP address. This IP address/FQDN is the address that you configure in the Site configuration. This address can represent a
single server or a load balancer.

e NIC 2 - This NIC handles traffic to your on-premises resources and should be on your private internal network without
network segmentation.

If you run Linux as a VM in the cloud, you’ll need to ensure the server has access to your on-premises network. For example, if
your VM runs in Azure, you can use Azure ExpressRoute or something similar to provide access. If the Linux server is on-
premise, ExpressRoute isn't necessary.

Please keep in mind this guide is using Azure VMs and Azure NLB as an example or framework that can be used to help
customers get familiar with and understand how MS Tunnel works. How a customer chooses to deploy in production is
completely up to their respective IT teams.

With respect to the use of 3" party load balancers, consult your vendors documentation for configuration details. Take into
consideration network traffic and firewall ports specific to Intune and the Microsoft Tunnel.
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Azure Network Load Balancing (NLB)

This section provides guidance on how to configure Azure NLB to provide a load-balancing solution if your Linux server is

running in Azure.

NOTE: If you wish to use Azure NLB then you must configure an “Availability Set” prior to creating your Azure Linux server

VM'’s. This is required as the VM must be associated to an Availability Set at create time.

In environments that require a high degree of scalability and availability for Tunnel, the recommendation would be to deploy

Tunnel in conjunction with a load balancer. By targeting the Tunnel site configuration at the public FQDN or IP of the load
balancer client load will be distributed across each Tunnel service instance in the load balancer VM Pool. This provides the
ability to automatically balance load across server instances and additionally ensure if a Tunnel server is down clients are

automatically redirected to an active server. Sample architecture below for a single site with three Tunnel servers:

Tunnel Site1 | Azure NLB
TunneINLB.fu.net |  PublicIP
: NLB and
|_N LB VM Pool

Azure vNets

SN=TunnelNLB.fu.net
SAN=TunnelNLB.fu.net

Overview deployment for an Azure load balancer are documented here: https://docs.microsoft.com/en-us/azure/load-
balancer/quickstart-load-balancer-standard-public-portal

Create an Azure “Availability Set”

Create an “Availability Set” in your tenant. From the Azure portal, select “Create a resource” and select “Availability Set”.
Ensure it’s in the same resource group and region that you want to create your Tunnel VMs.
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Microsoft Azure (Preview)

Home J Create a resource >

Availability Set =

Microsoft

Availability Set > Add to Favorites

Azure benefit eligible '

Figure 84 - Microsoft Azure Portal - Create a resource - Availability set

Microsoft Azure (Preview) ' search resources, services, an

Home > Create a resource > Availability Set >

Create availability set

Basics  Advanced Tags Review + create

overall solution stays operational. Availability Sets are essential for building reliable cloud solutions.
Learn more about availability sets.

Project details

your resources.

An Availability Set is a logical grouping capability for isolating VM resources from each other when they're deployed. Azure
makes sure that the VMs you place within an Availability Set run across multiple physical servers, compute racks, storage
units, and network switches. If a hardware or software failure happens, only a subset of your VMs are impacted and your

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

Subscription ® (D ‘ Microsoft Azure Internal Consumption

v |
\_I Resource group * (0 I ‘ CaleroCorp-LAB-RG1 v |
Create new
| |
Mame * (@ ‘ USNE-Tunnel-AvailabilitySet I \/|
Region * @ (US) East US ~ |
Fault domains @ O
Update domains (& O
o geeee—
Use managed disks (& \\No [(ELA I Yes (Aligned) )

Figure 85 - Microsoft Azure Portal - Crate availability set

Provision two RHEL 8.4 VM’s specifying the “Availability Set”

Create two or more Linux server VM’s in an “Availability Set” (you cannot use existing VMs that are not in an Availability set).

You can reference the “Simple Deployment” section for the steps on how to provision your RHEL 8.4 VMs. Below is an
example screenshot specifying the “Availability set” created in the previous step — “USNE-Tunnel-AvailabilitySet”.
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[Note: VM’s must be created before you can proceed to create and configure the NLB in step 3. ]

Home > Create a resource > Red Hat Enterprise Linux

Create a virtual machine

Basics  Disks MNetworking Management Advanced Tags Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each
tab for full customization. Learn more &

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
YOuUr resgurces.

Subscription * (@ | Microsoft Azure Internal Consumption ~ |
Resource group * (D) | CaleroCorp-LAB-RG1 ~ |
Create new

Instance details

Virtual machine name * (@ | CC-MST-RHELB4-LB1 \/|

Region * © | s) eastus ~ |

Availability options (& | Availability set A |

1
Create new

Image * @ | %, Red Hat Enterprise Linux 8.4 (LVM) - Gen1 s

See all images

Azure Spot instance (3 D
Size * (D | Standard_D2s_v3 - 2 vcpus, 8 GIB memory ($70.08/maenth) ~
See all sizes

Administrator account

Authentication type @ @ S5H public key
O Password

o Azure now automatically generates an SSH key pair for you and allows you to
store it for future use. It is a fast, simple, and secure way to connect to your
wvirtual machine,

Figure 86 - Microsoft Azure Portal - Create a virtual machine - availability set

After the VM’s are provisioned, create a 2" NIC for each VM. Use the following guidance to create the 2" NIC. In this guide,
we have 1 VNET with 2 subnets:

e A Private Subnet — in our case this is our emulated on-premises network. Keeping in mind for this deployment guide, we
emulate on-premises resources using Azure laaS VM’s to provide an AD Domain Controller, Certificate Authority, and a
Webserver which serves as an on-premises resource to access using test mobile clients using the MS Tunnel app.

- Asaside note, if you plan to host MS Tunnel in Azure, and the resources you wish to make available are on-premise,
then you will need to use something like Azure Express Route to provide the necessary network routes back to on-
prem.

e A Public Subnet — which is used to associate the VM’s public facing NIC to an Azure NLB backend pool.
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Adding a 2" Network Interface (NIC) to an Azure VM

For full details please refer to Azure online documentation: Create a Linux VM in Azure with multiple NICs - Azure Virtual
Machines | Microsoft Docs

The following is an example of how to add a 2" NIC using the Azure Portal console.

1. Using an Azure Resource Group where you current Linux VM is located, click on “+Add” to add a new resource. In the
search bar type in Network, and select “Network interface”. See example:

= Microsoft Azure (Preview) pe

Home > Resource groups > CaleroCorp-LAB-RG1 >

New &

|/'-7 Metwork
Virtual Network
FireEye Network Security
Metwork security group

I Metwork interface I
Local network gateway
Figure 87 - Microsoft Azure portal - Network Interface
2.

Next, provide the necessary details below. Please refer to online docs for specifics.

NOTE: The “Virtual Network” — VNET and subnet selection especially important as this VNET/subnet will be either a

public facing network or have access to the internal network where an Express Route to your on-premises resources
exist.

= Microsoft Azure (Preview) {3 Reporta bug P Search resources, services, and docs (G+/)

Home > Resource groups > CaleroCorp-LAB-RGT > New >

Network interface = &

Microsoft

Network interface © saveforiaer

Microsoft

Overview Plans Usage Information + Support

MNetwork Interfaces are used to configure IP addresses, Virtual Network settings, and DNS servers that will be assigned to a Virtual Machine. Microsoft Azure supports
attaching multiple Network Interfaces (NICs) to a Virtual Machine for additional flexibility in network connectivity options.

Figure 88 - Microsoft Azure portal - Network interface
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= Microsoft Azure (Preview) P Search resources, services, and docs (g

Home > Resource groups > CaleroCorp-LAB-RG1 Create a resource > Network interface

Create network interface

Basics  Tags Review + create

Create a network interface and attach it to a virtual machine. A network interface enables a virtual machine to communicate
with Internet, Azure, and on-premises resources. Learn more about network interface

Project details

Subscription * Microsoft Azure Internal Consumption v |
Resource group * CaleroCorp-LAB-RG1 v |
Create new

Instance details

Name * cc-mst-rhel84-1b1-privatelP v ‘
Region * (US) East US ~ |
Virtual network © CC-VNET1 v |

Manage selected virtual network

Subnet* (@ Subnet-1 (192.168.0.0/20) £ ‘
Private IP address assignment f Static :

Network security group @ [ CC-MST-RHEL84-LB1-nsg v ]
Private IP address (IPv6) D

Figure 89 - Microsoft Azure portal - Virtual network

NOTE: notice, the subnet in the example above — representing our “private” subnet for this deployment guide. The

logical name given to the NIC corresponds accordingly. When the VM was created, the 15t NIC created was associated

to the “public” subnet.

Microsoft Azure (Preview) £ Search

Home > Resource groups > CaleroCorp-LAB-RG1 Create a resource > Network interface

Create network interface
o Validation passed

Basics Tags  Review + create

Basics

Subscription Microsoft Azure Internal Consumption
Resource group CaleroCorp-LAB-RG1
Region East US

Name cc-mst-rhel84-Ib1-privatelP
Virtual network CC-VMET1

Subnet Subnet-1 (192.168.0.0/20)
Private IP address assignment Dynamic

Network security group CC-MST-RHEL24-LB1-nsg
Tags

None

Figure 90 - Microsoft Azure - Network Interface
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= Microsoft Azure (Preview) % Report a bug 2 Search resources, servic
Home >

& Microsoft.NetworkInterface-20201005173623 | Overview = &

Deployment

2 Search (Ctrl+/) « ] Delete & cancel (T Redeploy () Refresh

o
) CIERED € We'd love your feedback! =

E inputs
7= outputs I @ Your deployment is complete I
|8 Template Deployment name: Microsoft.Networkinterface-20201005173623

Subscription: Microsoft Azure Internal Consumption
Resource group: CaleroCorp-LAB-RG1

~ Deployment details (Download)

# Next steps.

Figure 91 - Microsoft Azure - Network interface Deployment

Once the NIC deployment is complete, you need to “Attach” the NIC to your VM.

_
=  Microsoft Azure (Preview) P Search resources, services, and docs (G+/)

Home > Microsoft.Networkinterface-20210908090517

cc-mst-rhel84-Ib1-privatelP = -

Network interface

« > move v [i] Delete () Refresh ' Enable accelerated networking

@ Oveniew A Essentials

Activity log Resource group {change) : CaleroCorp-LAB-RG1 Private P address 1 192.168.024

;?R Access control (1AM) Location EastUS Public IP address

6 s Subscription (change) Microsoft Azure Internal Consumption Private P address (IPv6) : -
Subscription ID 12150836-3221-4993-81aa-71a7d7182339

Settings Accelerated networking  : Disabled Attached to

= 1P configurations Tags (change) Click here to add tags

= DNS servers See more

Figure 92 - Microsoft Azure - Network - IP

3. To attach the new NIC, you must STOP the VM if it’s still running. Then go to the VM, and under “Settings” select
“Networking” and click on “Attach network interface”. See example:

= Microsoft Azure (Preview) £ Search resourced

Home > Virtual machines > CC-MST-RHEL&4-LB1

@ CC-MST-RHEL84-LB1 | Networking

Virtual machine

k-]

|f'7 Search (Ctrl+/) | @ I & Attach network interface &7 Iet;:'- network interface
B overview = cc-mst-rhel84-1b110

AEnTylag IP configuration (@

A Access control (IAM) ipconfigl (Primary) ~

¢ Tags @ Network Interface: cc-mst-rhel84-16110 Effectiv

¢/ Diagnose and solve problems Virtual network/subnet: CC-VMET1/public-facing MIC Pub

Settings .
Inbound portrules  Outbound port rules Applica

& Networking

@& Network security group CC-MST-RHEL84-LE1-nsg (at]

Figure 93 - Microsoft Azure - Networking - Attach network interface

You will see a dialog to “Attach existing network interface”. Use the drop-down list to find the NIC you created. Hit
“OK” to finish.





Home > Virtual machines > CC-MST-RHEL84-LB1

» @ CC-MST-RHEL84-LBT | Networking

Wirtual machine

KX overview Attach network interface
Activity log

Attach existing network interface
Ao Access control (IAM)

|f"7 Search (Ctrl+/) | « & Attach network interface 7 Detach network interfa

| cc-mst-rhel84-1b1-privatelP

€ Tags Create and attach network interface

o IR

&2 Diagnose and solve problems

Settings

Figure 94 - Microsoft Azure - Network - Attach network interface - IP

Create a “Azure Network Load Balancer”

1. Now we create a new “Azure Network Load Balancer”. Go to Azure “services”, search for “load” and select “Load

balancers”. See example:

= Microsoft Azure (Preview)

P Search resources,

All services | 2 load X
Overview
@ Load balancers
Categories
9 & CloudTest PREVIEW
All

&S Cloudsimple Services
General

Figure 95 - Microsoft Azure - Azure Network Load Balancer

= Microsoft Azure (Preview)

AP Search resources, services, and

All services > Load balancing - help me choose (Preview)

|P Search (Ctrl+/) | & f} Manage view v r:_:' Refresh
Overview . i
“ Filter for any field... Subscription == all

Load Balancing Services

Showing 1 to 2 of 2 records.

D Name T
[] € cc-tunnel-e1
(] € cc-tunnel-Ls2

¢ npplication Gateway
@ Front Door

€ Load Balancer

& Traffic Manager

& Load balancing - help me choose (Preview) | Load Balancer

- Export to C5V ‘3': Open ¢

Resource group == all

Figure 96 - Microsoft Azure - Load balancing - Create

Click “+Create”, in the “Basics” tab, under “Instance details”, provide the following:

e Name: a logical name for your NLB.
e Type: select “Public”

e SKU: we suggest “Standard” as this will allow you to use “HTTP” as a probe protocol in your NLB configuration.

e Tier: for our deployment lab — we select “Regional”. However, for production deployments select based on your

needs. Refer to Azure docs for details and guidance.
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2.

See example below:

All services > Load balancing - help me choose (Preview) >

Create load balancer

Basics Frontend IP configuratior Backend pools nbound rules Dutbound rules Tags Review + create

Azure load balancer is a layer 4 load balancer that distributes incoming traffic among healthy virtual machine instances. Load
balancers uses a hash-based distribution algerithm. By default, it uses a 5-tuple (source IP, source port, destination IP,
destination port, protocol type) hash to map traffic to available servers. Load balancers can either be intermet-facing where it
is accessible via public 1P addresses, or intermnal where it is only accessible from a virtual network. Azure load balancers also
support Metwork Address Translation (NAT) to route traffic between public and private |P addresses. Learm more.

Project details

Subscription * | Microsoft Azure Internal Consumption R |

L

Resource group * I CaleroCorp-LAB-RG1 ~ |
Create new

Instance details

Name * [ cc-msT-Tunnel-Le1 -]
Region * [ ws) east us v
Type* @ (O internal

(®) Public
SKU* (@ @ Standard

O Basic

o Microsoft recommends Standard SKU load balancer for production
workloads.
Learn more about pricing differences between Standard and Basic SKU &

Tier* @ Regional

(O Global

< Drwuousl | Next : Frontend IP configuration > IDowr‘.Ioadatemplate for automation &Giw

Figure 97 - Microsoft Azure - Create load balancer

Next in “Frontend IP configuration”, select “+ Add a frontend IP”. See example below:

All services > Load balancing - help me choose (Preview) >

Create load balancer

Basics Frontend IP configuration Backend pools Inbound rules Outbound rules Tags Review + create

A frontend IP configuration is an IP address used for inbound and/or outbound communication as defined within load balancing, inb

I -+ Add a frontend 1P I

Name TL

Add a frontend IP to get started

Figure 98 - Microsoft Azure - add a frontend IP
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In the “Add frontend IP address”, provide a logical “Name”, and you can “Create new” Public IP address — Here you
need to provide:

e Name: a logical name for the frontend IP address
e Public IP address: a logical name for the Public IP address
o SKU, Tier, and Assignment are based on the “Basic” settings chosen
o Availability zone — for the deployment guide we select “No Zone”. Refer to Azure docs for
additional guidance.

Click “OK” and then “Add” to continue. See example screenshot below:

Add frontend IP address x

Name *
[ cc-MsT-LB-Frontend

IP wersion
® ipva O 1pve

IP type
(®) 1P address () 1P prefix

Public IP address *

Choose public IP address ~
Create new
Add a public IP address
Name * | CC-MST-LB-FrontEnd-IP
SKU
Tier
Assignment
Availability No Zone s
zone *

Figure 99 - Microsoft Azure - Add frontend IP address

At this point, you should see the “Frontend IP” created. Click “Next: Backend pools >” to continue. See example
below:





All services Load balancing - help me choose (Preview)

Create load balancer

Basics Frontend IP configuration
A frontend IP configuration is an IP address used for inbound and/or outbound communication as defined within load balancing, inbound NAT, and outbound rules.
= Add a frontend P

MName TL IP address Ty

I CC-MST-LB-FrontEnd I CC-MST-LB-FrontEnd-IP (To be created)

| < Previous I Next : Backend pools > | llwnload a template for automation #Give feedback

Figure 100 - Microsoft Azure — Backend pools

|”

Here we will “+ Add a backend pool” — your VM’s @ See example below:

All services Load balancing - help me choose (Preview)

Create load balancer

Basics Frontend IP configuration Backend pools

A backend poal is a collection of resources to which your load balancer can send traffic. A backend pool ca

I = Add a backend pool I

Mame Virtual network

Add a backend pool to get started

Figure 101 - Microsoft Azure — add a backend pool

At this point you will be presented with the “Add backend pool” interface.
Here you must provide:

o Name: alogical name for the backend pool.

e  Backend Pool Configuration: select NIC

e |P Version: select IPv4

e Virtual machines — click “+Add” and select the VM’s and respective public facing “IP configuration” (hint: this should
be the public IP/subnet). In this deployment guide, it’s the 192.168.17.0 network address





All services > Load balancing - help me choose (Preview)

Add backend pool

Create load balancer

Name *

[ co-msT-LB-Backend-pool -]

Virtual network * @
‘ CC-VNET1 (CaleroCorp-LAB-RG1) £ ‘

Backend Pool Configuration

(®) NIC

O IP Address

IP Version

(®) 1Pva
O e

Virtual machines

You can only attach virtual machines in eastus that have a standard SKU public IP canfiguration or no public IP configuration.
All 1P configurations must be on the same virtual network.

Virtual machine T4

X Remove

IP Configuration Ty Availability set Ty

No virtual machines selected

Add virtual machines to backend pool

@ You can only attach virtuzal machines that are in the same location 2nd on the same virtual network as the loadbaland
Virtual machines must have a standard SKU public IP or no public IP.

el

Filter by name...

(1]

Virtual machine 4
cc-rha4-1b2
cc-rha4-1b2
cc-rha4-lb1
cc-rha4-lb1
CC-MST-RHEL84-1B1

CC-MST-RHEL84-LB2

Resource group T4
calerocorp-lab-rg1
calerocorp-lab-rg1
calerocorp-lab-rg1
calerocorp-lab-rg1
CaleroCorp-LAB-RG1

CaleroCorp-LAB-RG1

Location == eastus

IP Configuration Ty
ipconfigl (192.168.0.23)
ipconfig1 (192.168.17.5)
ipconfig1 (192.168.17.4)
ipconfig1 (192.168.0.22)
ipconfigl (192.168.0.24)

ipconfigl (192.168.0.25)

Virtual network == CC-VNET1

Availability set Ty
tunnel_lb_availabilityset2
tunnel_lb_availabilityset2
tunnel_lb_availabilityset2
tunnel_lb_availabilityset2
USNE-Tunnel-AvailabilitySet

USNE-Tunnel-AvailabilitySet

BECO

CC-MST-RHEL84-LB1

CC-MST-RHEL84-1B2

CaleroCorp-LAB-RG1

CaleroCorp-LAB-RG1

ipconfigl (192.168.17.7)

ipconfig1 (192.168.17.8)

USNE-Tunnel-AvailabiflySet

USNE-Tunnel-AvailabiflySet

Tag

Figure 102 - Microsoft Azure - Add backend pool

After the VM'’s have been added, you should see the following. Go ahead and click “Add” at the bottom of the panel. See

example below:
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All services » Load balancing - help me choose (Preview) > Create load balancer

Add backend pool

Mame *
| cc-MsT-LB-Backend-Pool ]

Virtual network * (@

| CC-VMET1 {CaleroCorp-LAB-RG1) v |

Backend Pool Configuration

(® NIC

O IP Address

IP Wersion

(®) 1pva
) 1pve

Virtual machines

You can only attach virtual machines in eastus that have a standard SKU public IP configuration or no public IP configuration.
All IP configurations must be on the same virtual network.

D Virtual machine T IP Configuration T4 Availability set T4
D CC-MST-RHEL84-LB1 ipconfigl (192.168.17.7) USNE-Tunnel-AvailabilySet
|:| CC-MST-RHEL84-LB2 ipconfigl (192.168.17.8) USNE-Tunnel-AvailabilfySet

Virtual machine scale sets

Virtual Machine Scale Sets must be in same location as Load Balancer. Only IP configurations that have the same SKU
(Basic/Standard) as the Load Balancer can be selected. All of the IP configurations have to be in the same Virtual Network.

0 Mo virtual machine scale set is found in eastus that matches the above criteria

Virtual machine scale set IP address

| | v

Figure 103 - Microsoft Azure - Add backend pool - Virtual machines

At this point the “Backend pool” configuration is complete. Next, we need to create our “Inbound rules”.
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4. Click “Next: Inbound rules >”.

All services > Load balancing - help me choose (Preview)

Create load balancer

Basics Frontend IP configuration Backend pools
A backend pool is a collection of resources to which your load balancer can send traffic. A backend pool can contain virtual machines, virtual machine scale sets, and containers.
T~ Add a backend pool

Name Virtual network Resource Name Network interface IP address
' €C-MST-LB-Backend-Pool
CC-MST-LB-Backend-Pool CC-VNET1 CC-MST-RHEL84-LB1 cc-mst-rheld4-b110 192.168.17.7

CC-MST-LB-Backend-Pool CC-VNET1 CC-MST-RHEL84-1B2 cc-mst-rhelg4-1b2809 192.168.17.8

< Previous Next : Inbound rules > ownload a template for automation SGive feedback

Figure 104 - Microsoft Azure portal - Create load balancer - inbound rules

Here we create our “Load balancing rules”, and any “Inbound NAT rules” we may need. These rules determine what traffic
will be routed, what VM Pool to use, what health probes will be used, and controls sessions persistence. Click on “+ Add a
load balancing rule” to begin:

All services > Load balancing - help me choose (Preview)

Create load balancer

Basics Frontend IP configuration Backend pools Inbound rules

Load balancing rule

A load balancing rule distributes incoming traffic that is sent to a selected IP address and port combination across a group of backend pool instances. The load balancing rule uses a heal

I = Add a load balancing rule I

Name L Frontend IP configuration T Backend pool Ty Health probe Ty

Add a rule to get started

Inbound NAT rule

An inbound MAT rule forwards incoming traffic sent to a selected IP address and port combination to a specific virtual machine.

= Add an inbound nat rule

Name Ty Frontend IP configuration T Service T4

Add a rule to get started

Figure 105 - Microsoft Azure - add load balancing rule

You will be presented with the following panel. Provide a “Name”, select the values (Protocol, Port, Backend port) based on
the example below. For the “Frontend IP address” and “Backend pool” drop down, please select the respective objects we
created previously.

We also need to “Create new”- “Health probe”. This health probe is how the load balancer determines if a VM is responding.
If the VM stops responding on port 443 the load balancer will route traffic to a VM that is responding. This step can be done
now or later. In this deployment guide we’ll take care of it now.
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Provide a “Name”, select TCP for Protocol, and Port 443. Use the example below as your baseline configuration. Click “Add”

when finished.

Add load balancing rule

Mame *

| Load Balancing Rule Name

IP Wersion *
®) 1P

oL

TOnter: agaress o]

[ CC-MST-L8-Frontnd (To be created)

Pratocal
(®) Tcp

O uop

Port *

[#43

Backend port * (O

EE

Backend pool * {0

o [ ccMsT-L8-Backend-Pool

Health probe * O

Create new

Add health probe

Name *
[ CC-MST-Health-Probe ]

Protocol *
[ 1cp v

Port* (O

[ed -]

Interval * (O

s |
seconds

Unhealthy threshold * (O
[2 |
consecutive failures

Used by O
Not used

[

Figure 106 - Microsoft Azure portal - Add load

balancing rule

Name *

| Load Balancing Rule Name

IP Version *

(@) 1pva
O 1evs

Frontend IP address * (O
[ cc-MsT-LB-FrontEnd (To be created) ~

Protocol
(w) TcP

(O uoe

Port *
[as 7]

Backend port * 0]
[ 9

Backend pool * O
e [ Cc-MST-L8-Backend-Pool v |

Health probe * (0
[ tnew) CC-MST-Health-Probe v |

Create new

Session persistence

Client IP ~ |

Idle timeout (minutes) * O
O 4

TCP reset
) Disabled

@) Enabled

Floating IP (D
(®) Disabled

(O) Enabled
Qutbound source fitwork address translation (SNAT) O

(®) (Recommendelf) Use cutbound rules to provide backend
pool memberdaccess to the internet Learn more &

O Use implicit oltbound rule. This is not recommended
because it canffause SNAT port exhaustion, Learn more o'

Add load balancing rule %

Figure 107 - Microsoft Azure portal - Add load

balancing rule - Session persistence

After you have successfully added the “TCP/443 - Load balancing rule”, we need to create a “UDP/443 -Load balancing rule”.

Click on “+ Add a load balancing rule”. Create a UPD/443 rule as follows, then click “Add” to continue:
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All services > Load balancing - help me choose (Preview) > CC-MST-Tunnel-LB1

Add load balancing rule

CC-MST-Tunnel-LB1

o A load balancing rule distributes incoming traffic that is sent to a selected IP address and port combination across a group of
backend pool instances. Only backend instances that the health probe considers healthy receive new traffic.

Name * | cc-MsT-LB-UDP-rule -]

1P Version * (®) 1pva

O 1pve

Frontend IP address * (O [ CC-MST-LB-FrontEnd (52.249.192.51) v
Protocol O TP
@® upp
Port ¥ [ 443
Backend port* © [443 ;
Backend pool * @ [ CC-MST-LB-Backend-Pool v J
Health probe * @ | cC-MsT-Health-Probe (TCP:443) v |
Create new
Session persistence © Client IP v
Floating 1P @ (®) Disabled
O Enabled
Outbound source network address @\,v (Recommended) Use outbound rules to provide backend pool members
translation (SNAT) access to the internet. Learn more o'

O Use implicit outbound rule. This is not recommended because it can cause
SNAT port exhaustion. Learn more &'

“é ;EeabACL

Figure 108 - Microsoft Azure portal - Add load balancing rule

We can now proceed to “Outbound rules” which govern outbound connections to the Internet.

NOTE: Regarding “Inbound NAT rules”. In this deployment guide we will not make use of these rule types. Butas an
example, if you wished to change the SSH port facing the internet, you could create a NAT rule accordingly. However, that
is beyond the scope of this guide.

NOTE: To improve security for your SSH connectivity we would recommend enabling “Just in time” VM access for your
Linux VMs:

Just-in-time VM access

To improve security, enable a just-in-time access.

o Just-in-time VM access secures your VM's management ports and grants access on-demand, for a limited time period, to pre-
approved IP addresses. Learn more about just-in-time access &'

Figure 109 - Microsoft Azure portal -Just-in-time VM access
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All services Load balancing - help me choose (Preview)

Create load balancer

Basics Frontend IP configuration Backend pools Inbound rules

Load balancing rule

A load balancing rule distributes incoming traffic that is sent to a selected IP address and port combination across a group of backend pool instances. The load balancing rule uses a heaith

T Add a load balancing rule

Name Ty Load balancing rule T} Backend pool T4 Health probe Ty
CC-MST-LB-TCP-rule CC-MST-LB-TCP-rule (TCP/443) CC-MST-LB-Backend-Pool CC-MST-Health-Probe
CC-MST-LB-UDP-rule CC-MST-LB-UDP-rule (UDP/443) CC-MST-LB-Backend-Pool CC-MST-Health-Probe

Inbound NAT rule

An inbound NAT rule forwards incoming traffic sent to a selected IP address and port combination to a specific virtual machine.

- Add an inbound nat rule

Name T, Frontend IP configuration T4 Service Ty

Add a rule to get started

utomation Give feedback

orioss | ewt: oubcuna e |

Figure 110 - Microsoft Azure portal - Create load balancer - Outbound rule

Click on “+Add an outbound rule” to begin:

All services > Load balancing - help me choose (Preview)

Create load balancer

Basics Frontend IP configuration Backend pools Inbound rules Outbound rules  Tzgs

QOutbound rules

An outbound rule allocates source network access translation (SMAT) ports from Frontend IP addresses to a backe

I = Add an outbound rule I

Name TL Frontend IP configuration )

Add a rule to get started

Figure 111 - Microsoft Azure portal - Add an outbound rule

Use the following screenshot as an example: provide a “Name”, select the “Front IP address” and “Backend pool” objects

previously created, and “Use the default number of outbound ports” for Port allocation. Click “Add” when finished.
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Add outbound rule X

Mame *

| cc-MsT-Outbound-rule -

Frontend IP address * ()
| 1 selected ~ |

Protocol

(@ an (O 1ce () uoe

Idle timeout (minutes) (&)

Max: 100
TCP Reset (@
(®) Enabled () Disabled
Backend pool * ©
| CC-MST-LB-Backend-Pool {2 instances) e

Port allocation

Azure automatically assigns the number of outbound ports to use
for source network address translation (SNAT) based on the number
of frontend IP addresses and backend pool instances.

Learn more about outbound connectivity &

Port allocation (&

| Use the default number of outbound ports v

A\ Azure may drop existing connections when you scale out.
Manually allocate ports to avoid dropped connections.

Figure 112 - Microsoft Azure portal - Add outbound rule

7. At this point, we have configured all our required settings. Click “Review + create” to proceed.

All services > Load balancing - help me choose (Preview)

Create load balancer

Basics Frontend IP configuration Backend pools Inbound rules Outbound rules  Tags Review + cr

Outbound rules

Add an outbound rule

MName TL Frontend IP configuration T4 Backend pool Ty

CC-MST-Outbound-rule CC-MST-LB-FrontEnd CC-MST-LB-Backend-Pool

An outbound rule allocates source network access translation (SNAT) ports from Frontend IP addresses to a backend pool for outbound connections to the internet.

[
| |
I < Previous H Next : Tags » ‘ Download a template for automation #Give feedback
|

Figure 113 - Microsoft Azure portal - Create load balancer - Review + create
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Review the summary in the “Validation passed” screen. Click “Create” to complete!

All services > Lead balancing - help me choose (Preview)

Create load balancer

@ Validation passed

Basics Frontend IP configuration

Basics

Subscription
Resource group
MName

Region

SKU

Tier

Type

Frontend IP configuration

Frontend IP configuration name

Frontend IP configuration IP address

Backend pools

Backend pool name

Inbound rules

Load balancing rule name

Health probe name

Outbound rules

Outbound rule name

Tags

None

Backend pools Inbound rules Outbound rules

Microsoft Azure Internal Consumption
CaleroCorp-LAB-RG1
CC-MST-Tunnel-LB1

East US

Standard

Regional

Public

CC-MST-LB-FrontEnd

To be created

CC-MST-LB-Backend-Pool

CC-MST-LB-Rule
CC-MST-Health-Probe

CC-MST-Outbound-rule

I I Download a template for automation &Give feedback

Figure 114 - Microsoft Azure portal - Create load blancer - Create

If all goes well the NLB deployment will complete successfully:

All services

o Microsoft.LoadBalancer-20210908125028 | Overview =

Deployment

B Search (Ctrl+/) « [ Delete (T| Redeploy () Refresh

Resource group: CaleroCorp-LAB-RG1

~ Deployment details (Download)

~  Next steps

Go to resource

#% Overview @ We'd love your feedback! =
= Inputs
Outputs @ Your deployment is complete
= Template Deployment name: Microsoft.LoadBalancer-20210908125028 Start time: 9/8/2021, 3:27:04 PM
Subscription: Microsoft Azure Internal Consumption Correlation ID: 429f8d24-4b24-41ed-ab60-69e72ealad5h

Figure 115 - Microsoft Azure portal - deployment completed

Almost done, at this point we need to create a DNS “A” or “CNAME” record for the Load Balancer Public IP object with
your domain provider (i.e., TunnelLB.yourDomainName.com --- > tunnellb2.eastus.cloudapp.azure.com).

Specifying the DNS name for the NLB IP can be done either via any of the VM settings in Azure or via the NLB “Public IP
address” object located in your Resource Group. In this guide, we show how to perform this task via the VM settings.

Select any one of the VM’s you created and edit the “DNS name” value, which should show as “Not configured”. See

example below:
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All services > Virtual machines

a3 CC-MST-RHEL84-LB2 » -

Virtual machine

»

P Search (Ctrl+/) « & cornect [> start C Restart [] stop & capture [i] Delete () Refresh [] Open in mobile

K2 Overview # Essentials

& Activity log Resource group (change) : CALEROCORP-LAB-RG1 Operating system i Linux (redhat 8.4)

,;F( Access control (1AM) Status : Running Size : Standard D2s v3 (2 vcpus, 8 ¢
Location : East US Public IP address 1 52.249.192.51

€ Tags
Subscription (change) : Microsoft Azure Internal Consumption Virtual network/subnet : CC-VNET 1/public-facing

&® Diagnose and solve problems R
Subscription 1D : f2159836-3221-4993-81aa-71a7d7f82339 DNS name : Nt configured

Settings Tags (change) : Click here to add tags

Figure 116 - Microsoft Azure portal - DNS name

Click on “Not configured”, and enter a DNS name for your Azure Network Load Balancer, then “Save”

All services > Virtual machines » CC-MST-RHEL84-LB2 > CC-MST-LB-FrontEnd-IP

&5 CC-MST-LB-FrontEnd-IP | Configuration - X

Public IP address

|,’.‘- Search (Cirl+/) | « X Discard [1_?3' Refresh

= Overview

IP address assignment

B Activity log Static

Ao, Access control (IAM) IP address (D
52.249.192.51

@ Tags

Idle timeout (minutes) @
Settings O | 4 |

= Confi ti . -
— | (SnHiEAlEL DNS name label (optional) ©

M
I Properties |cc-ne-tunne| |

.eastus.cloudapp.azure.com

B Locks

Figure 117 - Microsoft Azure portal - Virtual Machine - Networking - DNS Configuration

Next, you need to add the A or CNAME record with your public domain name provider. Here is an example of the CNAME
record we created for our deployment guide - “CaleroCorp.com” domain:

CNAME cc-ne-tunnel cc-ne-tunnel.eastus.cloudapp.azure.com 1 Hour

NOTE: the FQDN of the CNAME record is — “cc-ne-tunnel.calerocorp.com” — this is the FQDN that we will use when
creating the MS Tunnel “site” object.

Additionally, this FQDN is also used in the certificates we issue for the VM’s — each certificates Subject Name will be the
common name: “cc-ne-tunnel”, and the Subject Alternative Name will be the FQDN: “cc-ne-tunnel.calerocorp.com”
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Using the MEM console, create the Tunnel Site and Server objects.

Now that we have our Azure Network Load Balancer configured. We need to create a new “Site” in MEM. With respect to the
“Server configuration”, you can use an existing “Server configuration” object or create a new one. The steps to configure
these objects are provided in detail in the Simple Deployment section — “MS Tunnel Gateway configuration using MEM
console”.

Below is an example of the new Site we create for our Azure NLB configuration. Note: The Public IP address or FQDN value
should contain the FQDN of our Azure NLB Public IP address CNAME.

Create a site

Microsoft Tunnel Gateway

o Basics o Settings

I Public IP address or FQDN * ‘ cc-ne-tunnel.calerocorp.com

Server configuration * I CC-MST-USNE-ServerConfig N |

—
L&

URL for internal network access check ‘ \

Automatically upgrade servers at this site ‘ Yes v ‘
(O]

Limit server upgrades to maintenance ‘ No N ]

window ©

Time zone O

Start time

End time ©

Figure 118 - Microsoft Azure portal - Public IP Address

At this point, you should (if you haven’t done so already) perform the following tasks:

1. SSHinto your 2 RHEL 8.4 VM,
. install Podman,
3. Install the VMs corresponding TLS/SSL certificates
a. Referto step 8 inthe “Create a Azure Network Load Balancer” section for guidance on the SN, and SAN values to

use. As well as the PKI Certificates section — “Guidance for TLS/SSL cert when Load Balancing MS Tunnel
Gateway”

4. Run the “mst-readiness” script on both VMs

5. Create the MS Tunnel server object using the “mstunnel-setup” script

6. Refer to the Simple Deployment section of this guide for detailed steps on how to accomplish the above steps.

If you need to add additional servers at a later date you will take the following steps:

1. Create a new VM in the existing Tunnel VM availability set
2. Add the new server to the existing Load Balancer Backend Pool
3. When you configure the Tunnel server you will add it to the same NLB site name
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Using Conditional Access (CA) with Tunnel

Before you can use Conditional Access with Tunnel you must enable your tenant to support Microsoft Tunnel for Conditional
Access. This process is documented online here: https://docs.microsoft.com/en-us/mem/intune/protect/microsoft-tunnel-
overview#tuse-conditional-access-with-the-microsoft-tunnel

1. From a Windows 10 desktop, download and install the AzureAD PowerShell module.
. Download the PowerShell script named mst-CA-readiness.ps1 from aka.ms/mst-ca-provisioning.
3. Using credentials that have the Azure Role permissions equivalent to Application Administrator, run the script from
any location in your environment, to provision your tenant. You may have to modify your PowerShell script
execution policy to run the script using the following cmd:

Set-ExecutionPolicy -executionPolicy Unrestricted

to allow the
adine

Figure 119 - Windows Powershell - Set Exeuction Policy

4. The script modifies your tenant by creating a service principle with the following details:

App ID: 3678c9e€9-9681-447a-974d-d19f668fcd88
Name: Microsoft Tunnel Gateway

TenantDomain
=mith@mistersparklecloud.net 0 44 = Tal 2 2 i parklecloud.net U

eletionTimestamp

crosoft

Figure 120 - Windows PowerShell - mst-ca-readiness.ps1 results
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You can now open the Conditional Access blade in the MEM portal and create a new Conditional Access rule. By targeting

the Tunnel Cloud service, you can restrict which users can use Tunnel and enforce device compliance for connection to

the service.

1.

Create a new Conditional Access rule by click on “New Policy”

Home > Endpoint security

Azure Active Directory
¢
i= Policies
@ Insights and reporting
# Diagnose and solve problems
Manage
4> Named locations
a! Custom controls (Preview)
Terms of use
VPN connectivity
i= Classic policies
Troubleshooting + Support

2 New support request

y= Conditional Access | Policies

Q What If ‘f_) Refresh

 Got feedback?

@ New Conditional Access policies now apply to all client app types when not configured, including legacy authentication and Exchange ActiveSync. =

Policy Name
001 - All services MFA

001

0365 mac0s

ompliant Device

002 - Sales F iant Device

001
001

001 - Exchange online EAS basic auth

Compliant and MFA

Compliant or Approved Apps

State

off

off

Figure 121 - Microsoft Endpoint Manager admin center- Conditional Access

Select the user groups you would like to target. In this case | am selecting “All users” and then excluding a group used

for CA exemptions.

Control user access based on conditional
access policy to bring signals together, to
make decisions, and enforce organizational
policies. Learn more

lama ®

Control user access based on users and groups
assignment far all users, specific groups of
users, directory roles, or external guest users
Learn more

Include | Exclude

I
I 001 - Microsoft Tunnel
L

/‘l (O none

Assignments

Users and groups (D)

All users

Cloud apps or actians (&

No cloud apps or actions selected

Conditions @

0 conditions selected

Access controls

Grant @

0 controls selected

Session (D

0 controls selected

|® All users |

O Select users and groups

B All guest and external users (D
D Directory reles (0

[] users and groups

Don't lock yourself out! This policy wil
sffect all of your users. We recommend
applying a policy to a small set of users
first to verify it behaves as expected.

Figure 122 - Microsoft Endpoint Manager admin
center - Conditional Access Policy - Include

Control user access based on conditional
access policy to bring signals together, to
make decisions, and enforce organizational
policies. Learn more

Name *

001 - Microsoft Tunnel

Assignments

Users and groups ()

All users included and specific use...

Cloud apps or actions

Mo cloud apps or actions selected

Conditions @

0 conditions selected

Access controls

Grant @

0 controls selected

Session (@

0 controls selected

Control user access based on users and groups
assignment for all users, specific groups of
users, directory roles, or external guest users
Learn mare

Include

Select the users and groups to exempt from
the policy

D All guest and external users (D

D Directory roles (@

Users and groups

Select excluded users

1 group

AAD - CA Exempt

Figure 123 - Microsoft Endpoint Manager admin
center - Conditional Access - Specific User Group
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3. Then click on “Cloud apps or actions”, click on “select apps”, search for “Microsoft Tunnel Gateway”, check the box
for the service, and click on “Select at the bottom:

> En in ity » Conditional Accass >
Home » Endpeint security > Conditional Access Select X
New Cloud apps

Conditional access policy

| 0 microsoft tunnel |

Control user access based on conditional Control user access based on all or specific v _N;lé”gjfztﬁ;“;ﬁe'a@f:i\;?gesf e |
y 3672c09-0681-4473-0740- «
access policy to bring signals together, to cloud apps or actions. Learn mare
make decisions, and enforce organizational
policies, Learn more Select what this policy applies to
T
[ VGEGEP User actions )
8 J
Mame *
- Mi /|
001 - Microsoft Tunnel Include  Exclude
Assignments O None
Users and groups @ 5 O All cloud apps

All users included and specific use (®) Sclect apps
Selected items
Cloud apps or actiens (&)
o B (1] Select WAl Microsoft Tunnel Gateway
o > 3678060-0681-4475-074d-d131568cd8S

No cloud apps or actions selected

None

P, —
Conditions (i)
— b3

Figure 124 - Microsoft Endpoint Manager admin center — Conditional Access - Cloud apps or actions

4. The click on “Grant” and select “require device to be marked as compliant”. Note that you can control the grant
controls by using other options like “Require multi-factor authentication”. The radio button at the bottom will

determine if either “all” conditions need to be met or only “one”.

Home > Endpoint security > Conditional Access > Grant %

New

rO"C tional access policy
- - = Control user access enforcement to block or

make decisions, and enforce organizational grant access. Learn more
policies, Learn more
O Block access
ame *
Name (® Grant access
001 - Microsoft Tunnel /|

D Require multi-factor authentication @
Assignments

- Require device to be marked as
Users and groups (D) 5 compliant @

All users included and specific use...

D Require Hybrid Azure AD joined

device (@

Cloud apps or actions () -
>
1 app included D Require approved client app @
- - See list of approved client apps
Conditions (i)
> _ .
0 conditions selected D Require app protection policy

(Preview) @
See list of policy protected client apps

Access controls

= D Require password change (Preview) &
Grant (@ >

0 controls selected

For multiple controls

Session (@

> @ Require all the selected controls
0 controls selected
O Require ane of the selected controls

Figure 125 - Microsoft Endpoint Manager - Conditional Access - Access Control - Grant





5. Now under “Enable Policy” select “On”, then click on “Create” to create and turn on the policy:

New

Conditional access policy

make decisions, and enforce organizational
policies. Learn more

Mame *

001 - Microsoft Tunnel v |

Assignments

Users and groups @

>
All users included and specific use...
Cloud apps or actions 5
1 app included
Conditions

>
0 conditions selected

Access controls

Grant (@

>
1 control selected
Session (D)

>

0 controls selected

Enable policy

—
E: Report-cn\',lml off :3

Figure 126 - Microsoft Endpoint Manager admin center - Enable Policy

You can now verify that Tunnel is working with Conditional Access by checking the Azure AD sign-in logs. In the MEM

console select “Users”, select your test user, then click on sign-ins”. You may have to check both “interactive” and “non-

interactive” logs.

1. Inthis “Interactive” sign-in the user was blocked by Tunnel and force to enroll the device

L Download ~ &5 Export Data Settings & Troubleshoot () Refresh Columns  Got feedback?

@ Want to switch back to the default sign-ins experience? Click here to leave the preview. =

Date : Last 24 hours Show dates as : Local User starts with ab2c1195-f876-481f-8448-72272c9bc9e0 Application staris with Microsoft Tunnel < +v Add filters

User sign-ins (non-interactive)

Date L RequestID User +y  Application 14 Status 1P address Location Resource Client app Operating system
10/22/2020, 3:34:53 ... 56d24ac0-1d6a-469... Hiro Nakamura Microsoft Tunnel Failure 184.58.37.25 Middletown, Ohio, US  Microsoft Tunnel Gat.. Mobile Apps and De... i0S 14
10/22/2020, 3:34:53 ...  bff8345f-0ffb-4b1d-... Hiro Nakamura Microsoft Tunnel Interrupted 184.58.37.25 Middletown, Ohio, US  Microsoft Tunnel Gat.. Mobile Apps and De... i0S 14

3

Details N

Basic info Location Device info Authentication Details Conditional Access Report-only Additional Details Troubleshooting and support

Date 10/22/2020, 3:34:53 PM User Hiro Nakamura Token issuer type  Azure AD
Request ID 56d24ac0-1d6a-4693-912a-9e33b4097300 Username hiro.nakamura@mistersparklecloud.net Token issuer name
Correlation ID 9cb9ce1b-2b48-4afb-80ec-4cad08923277 User ID ab2c1195-f876-481f-8448-72272c9bc Latency 258ms
Authentication requirement Single-factor authentication Alternate sign-in name  hiro.nakamura@mistersparklecloud.net Mozilla/5.0 (iPad; CPU OS 14_0_1 like Mac OS X)
User agent ApplewebkKit/605.1.15 (KHTML, like Gecka)
Status Failure Application Microsoft Tunnel Mobile/15E148
Sign-in errar code 530003 Application ID eb539595-3fe1-474e-9¢1d-feb3625d 1bes
Your device is required to be managed to Resource Microsoft Tunnel Gateway

Failure reason
laccess this resource.

Resource ID 3678¢9e9-9681-4473-97. af668fcdas
Resource tenant ID 56609 1e-ed5a-440-b9c6-ffbeb3667e25
Client app Mobile Apps and Desktop clients

Figure 127 - Microsoft Endpoint Manager admin center - Azure AD sign-in logs
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2. After enrolling the device the user connects via SSO and the connection can be found in “non interactive” logins. You
can see now that the device is both enrolled and compliant. Most connections to Tunnel will be found under “non-
interactive” because the user will use existing AAD tokens and not be prompted to enter credentials. If the user is

required to enter credentials or provide MFA during the connection you will find the connection under “interactive”
sign-ins.

Date : Last 24 hours Show dates as : Local User contains ab2c1195-f876-481f-8448-72272¢9bc9e0 Time aggregate : 1 day Application contains microsoft tunnel < +v Add filters

User sign-ins (interactive) I User sign-ins (non-interactive)

@ Sign-ins in the table below are grouped by user and client. Click on a row to see all the sign-ins for a user and client on that date and time.

Date 4 RequestiD 1y Username 14 Application 4ty  Status IP address 1+,  Resource Resource 1D Ty #signins
> 1072172020, 8:00:00 P 102aadfc-3c2a-4b7b-b... hiro.nzkamura@mister... Microsoft Tunnel Success 184.58.37.23 Microsoft Graph 00000003-0000-0000-... 1
10/22/2020, 3:38:5C 108aa4fc-3c2a-4b7b-b... hiro.nakamura@mister... Microsoft Tunnel Success 184.58.37.25 Microsoft Graph 00000003-0000-0000-... 1
Details

Basic info Location Device info  Authentication Details Conditional Access Report-only Additional Details

Device ID 0e912128-4473-4124-86a9-4ee69¢ce32e33
Browser

Operating System los

Compliant Yes
Managed Yes
Join Type Azure AD registered

Figure 128 - Microsoft Endpoint Manager admin center - Sign In logs - Conditional Access status

Connecting a Mobile Device

There are a few required steps to get your mobile devices connected to MS Tunnel:

1. Create a VPN Profile for Microsoft Tunnel

2. Deploy the “Microsoft Defender for Endpoint app” from the Google Play store or “Microsoft Tunnel” app from the
Apple app store.

Create a MS Tunnel VPN profile
Using the MEM console follow the online documentation for creating a VPN profile based on platform (Android Enterprise,
i0S/iPadOS)

e Android Enterprise MS Tunnel VPN profile
o Use “Microsoft Tunnel” VPN Connection Type

Home > Devices > Android

VPN

Android Enterprise

o Basics e Configuration settings

Connection type * (D | Microsoft Tunnel v |

Figure 129 - Microsoft Endpoint Manager admin center - Configuration Profile - VPN Android

e i0S/iPad OS MS Tunnel VPN profile
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o At the time of this writing, you need to use a VPN Connection Type of “Microsoft Tunnel (standalone client)

(preview).

Home > Devices » i05/iPadO5

VPN

i05/iPad0s

o Basics o Configuration settings

Connection type * (D | Micraseft Tunnel (standalone client) (preview) A |

Figure 130 - Microsoft Endpoint Manager admin center - Configuration Profile - VPN iOS

Deploy the MS Tunnel client Applications

To use Microsoft Tunnel Gateway, devices need to use a mobile client app. You deploy the app using the MEM console.

Using Microsoft Defender for Endpoint for Android
For Android, download the “Microsoft Defender for Endpoint” app from the Google Play store.

Follow the online documentation guidance for deploying store apps:

e Add Android store apps to Microsoft Intune | Microsoft Docs

Microsoft Defender Endpoint

Microsoft Corporation Tools * Kk Kk 1,101 &

€ Everyone

Add to Wishlist m

Figure 131 - Microsoft Endpoint Manager - Microsoft Defender for Endpoint - Google Play Store

NOTE: The “Microsoft Defender for Endpoint” is now the tunnel client app for Android. The “Microsoft Tunnel
app”, a standalone tunnel client app was available in preview and used a connection type of “Microsoft Tunnel
(standalone client)”. As of June 14, 2021, both the “Microsoft Tunnel app” and “standalone client connection type”
are deprecated and will drop from support after October 26, 2021

Using MS Tunnel for iOS

At the time of this writing, support for MS Tunnel using “Microsoft Defender for Endpoint” app on iOS is not available. To
access Tunnel on iOS devices you need to deploy the “Microsoft Tunnel app” from the Apple app store.

80



https://docs.microsoft.com/en-us/mem/intune/apps/store-apps-android



This app is available only on the App Store for iPhone and iPad.

Microsoft Tunnel
Microsoft Corporation

*kk %k 506 Ratings

Free

Figure 132 - Microsoft Tunnel - Apple Store

Follow the online documentation guidance for deploying store apps:

e AddiOS store apps to Microsoft Intune | Microsoft Docs

An Example: using Android Enterprise: Personally-Owned Work Profile

Deploy the Defender for Endpoint app for Android Enterprise
1.

Using the MEM console, go to Apps > Android apps > and click on “+ Add”. Then Select app type: “Managed Google

”
Play app
Fome = Apps Select app type
g Android | Android apps Create app
- App type
‘}7 Search (Ctrl+/) ‘ « + add () Refresh Y Filter L Export Columns Select app ype
£ Android apps Filters applied: Platform, App type Store app
| P Search by name or publisher Android store app
Name Ty Type Status Version Managed Google Play app

Figure 133 - Microsoft Endpoint Manager admin center - Apps - Android Manage Google Play store
2. Next, “Search Managed Google Play” — Type in “Microsoft defender for endpoint”

Home > Apps > Android

Managed Google Play

C.} Sync

> Google Play microsoft defender for endg n

Private

Apps

®

Microsoft Defend

Microsoft Tunne
Microsoft Corporatio

Intune Company
Microsoft Corporatio

Microsoft Corporatio
* ok k

LA & & L B &

Figure 134 - Microsoft Endpoint Manager - iFrame - Manage Google Play - Apps Results
3. Approve based on your company requirements:
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Home > Apps » Android

Managed Google Play

(0 sync
rs | Search “
>3
a Microsoft Defender Endpoint
@ I\!c;seo:;r:pmaliun LR R 1.097 =

& This app offers managed configuration
@ This app is only available in certain countries

Figure 135 - Microsoft Endpoint Manager - iFrame - Manage Google Play - Microsoft Defender Endpoint

Approval Settings Notifications

Microsoft Defender *

Endpomt_ Microsoft Defender Endpoint
Microsoft Corporation
Microsoft Corporation

Showing permissions for all versions of this app
P How would you like to handle new app permission requests?

This app has access fo:
@ Keep approved when app requests new permissions.
& Identity
Users will be able to install the updated app.
+ find accounts on the device

« add or remove accounts
O Revoke app approval when this app requests new permissions
W Wi connection information App will be removed from the store until it is reapproved.

« view Wi-Fi connections

Done
&= Storage -

Updates to Microsoft Defender Endpoint may automatically add Figure 137 - Manage Google Play - App Pel'mlsslons

additional capabilities within each group. Learn more

el Confirmation

Figure 136 - Manage Google Play - Approve Apps

NOTE: Ensure you hit the “Sync” button when done to coordinate the Managed Google play store app with your
MEM-Intune tenant.

Next, select the “Microsoft Defender Endpoint” app in your app list and make the necessary “Assignments”. “Edit”
Assignments to choose whether the app is “Required” (app is automatically pushed to the device) or “Available for
enrolled devices” (End User must install the app from Managed Google Play app). Select the appropriate AAD
group(s) based on your environment.
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11! Microsoft Defender Endpoint | Properties

Client Apps
|,"-7 Search (Ctrl+)) | «
App information Edit
@ overview P
Manage Name
Description
I properties
) Publisher
Monitor
Appstore URL
I Device install status Logo

sg User install status

Available licenses

Total licenses

Scope tags Edit

Default

Microsoft Defender Endpoint

Protect your device from security threats; securely
network

Microsoft Corporation

https://play.google.com/store/apps/details?id=con|

Assignments Edit
Group mode

Required

Available for enrolled devices

Uninstall

Available with or without enrollment

Group

Figure 138 - Microsoft Endpoint Manager admin center - App Properties

Create a MS Tunnel VPN profile for Android Enterprise

1. Using the MEM console, create a VPN profile for Android Enterprise. See example:

Home > Devices > Android

& Android | Configuration profiles

[ search (cirl+

@ overview

Create a profile

B Android devices Profile name

B Android enroliment AE-WP CaleroCorp RootCert
Android policies AE-WP-MSTunnel
[4 compliance policies

& Configuration profiles

Platform
‘ « = Create profile columns () Refresh Export Y Filter Android Enterprise
‘ Search by name profile type
VPN

1. Platform T4 Profile type
Android Enterprise Trusted certificate

Android Enterprise VPN

Create and configure a VPN ¢
dedicated, and corporate-owr|

Figure 139 - Microsoft Endpoint Manager admin center - Configuration Profile

NOTE: when creating the VPN profile type for Android Enterprise be sure to select the appropriate Android Enterprise

enrollment type. In this example we use — “Personally-Owned Work Profile”
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Create a profile X

Platform

‘ Android Enterprise ~ |
Profile type

| Select profile type ~ |

OEMConfi
I Fully Managed, Dedicated, and Corporate-Owned Work Profile I

Derived credential

Device restrictions

PKCS certificate

PKCS imported certificate
SCEP certificate

Trusted certificate

VPN

Wi-Fi

Personally-Owned Work Profile I

Custom

Device restrictions

Email

PKCS certificate

PKCS imported certificate
SCEP certificate

Trusted certificate

VPN

Wi-Fi

Figure 140 - Microsoft Endpoint Manager admin center - Configuration Profile - Android Enterprise

2. Next, provide a profile name and description. Hit Next at the bottom of the page to continue

Home > Devices > Android

VPN

Android Enterprise

o Basics Configuration settings Assignments Review + create

Name * AE-Tunnel-Defender-WVPN e

Description This VPN will use the North East MS Tunnel load balancer deployment e

Platform Android Enterprise

Profile type

Figure 141 - Microsoft Endpoint Manager admin center - Configuration Profile - Android Enterprise - Profile Name





For “Connection type”, select “Microsoft Tunnel” from the drop-down list, then expand “Base VPN” — click on “Select

a site”, and choose the site you configured during the MS Tunnel deployment (refer to Simple Deployment section:
MS Tunnel Gateway configuration using MEM console or Advanced Deployment section: Using MEM console, create

the Tunnel Site and Server objects.

Home > Devices > Android

VPN

@ sasis @ Configuration settings

Connection type* (D) Micrasoft Tunnel

~ Base VPN*

Connection name = (0 Contoso VPN

Microsoft Tunnel site * (@)

lect a site

~ Per-app VPN
~ Always-on VPN
~ Proxy

s~ Custom settings

Microsoft Tunnel site

Change the site * (@

Site name

NY-Site1

NY-Site2

NY-Site3

NY-Sited
NY-LB-Site1
Rockland-Site
NY-RHELB4-LE-Site2

USME-Tunnel-Site1

Public address

co-tunnel. eastus.cloudapp.azure.com:443
co-tunnel.calerocorp.com:443
co-ms-tunnel.calerccorp.com:443
cc-mst-rhel74.calerocorp.com:d443
cc-tunnel-lb1.calerocorp.com:443

ce-rheldd.eastus.cloudapp.azure. com:443

co-tunnel-b2 calerocorp.com:443

CC-USNE-MST-LB

cc-ne-tunnel.calerocorp.com:d43

Figure 142 - Microsoft Endpoint Manager admin center - Configuration Profile - Android Enterprise - Microsoft Tunnel -

Connection Type

In this example we will use MS Edge as the Per-app VPN that will use the Tunnel VPN. On Android Enterprise this
setting will limit the use of the VPN to only selected apps. Note, you must have previously added MS Edge from

Google Play into your Intune MEM tenant. For reference see: Add Android store apps to Microsoft Intune | Microsoft

Docs.

Next, Click on Always-on VPN, and Enable (this automatically turns on the Tunnel VPN on the device).
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Home » Devices » Android

VPN

Android Enterprise

o Basics

o Configuration settings

Connection type * (O Microsoft Tunnel

. Base VPN *

Connection name * (i) CC-USNE-VPN

Microsoft Tunnel site * ()

CC-USNE-MST-LB

Change the site

. Per-app VPN

Select apps that would be allowed to use this VPN connection O

AppiD T App Name T

com.microsoft.emmx Microsoft Edge: Web Browser

. Always-on VPN I

Always-on VPN (D

Mot configured

-
|
",

~  Proxy

~v Custom settings

Figure 143 - Microsoft Endpoint Manager admin center - Configuration Profile - Android Enterprise - VPN - Per-App VPN

5. Idon’t make any changes to the “Proxy” section. My test environment is not using a Proxy.

Note: The Proxy setting here does allow for a proxy server that uses “Break and Inspect” technology. These details

are called out in the “Architecture” section.

6. Custom settings - When using Microsoft Defender for Endpoint to connect to Tunnel, use custom settings in the VPN
profile to manage Defender for Endpoint instead of using a separate app configuration profile. If you do not intend to
use any Defender functionality, including web protection, use custom settings in the VPN profile and set the

defendertoggle setting to 0.

In this deployment guide, we are not using Defender functionality, so we set a “Custom setting” — defendertoggle = 0.

See below:
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~ Custom settings

Configuration key Value type Configuration value
| defendertoggle /| | Integer ~ | | 0 /| IDEED
| Mot configured | | s | | Mot configured |

Figure 144 - Microsoft Endpoint Manager - Configuration Profile - Android Enterprise - VPN Profile - Custom Settings

7. Move on to “Assignments” and associate the profile to an AAD Group of users. Next, under “Review + create”, | click
on “Create” to finish.

Defender for Endpoint — MS Tunnel experience on Android Enterprise
From the device side, based on our VPN profile settings, you should see similar screens when the Defender app receives the
Tunnel VPN profile:

12236 G B

Connection request

Microsoft Defender for Endpoint wants
to set up a VPN connection that allows
it to monitor network traffic. Only
accept if you trust the source.

Your admin has disabled Microsoft
Defender for Endpoint. Tap OK to view
updated experience.

e appears at the top of your screen
when VPN is active.

Figure 145 - Microsoft Defender for Endpoint - Figure 146 - Microsoft Defender for Endpoint -
Android Enterprise - Connection Request Android Enterprise - Message Box

NOTE: the reason we see the message above stating “Your admin has disabled Microsoft Defender for Endpoint ...” is
because we are using the customer setting — defendertoggle = 0 in the VPN profile.

Accessing on-premise resources using Edge
Let’s test the connection. Since | enabled per-app VPN for Edge mobile, the Tunnel is only available to Edge on the device. |
also enabled “Always-On” which will keep the tunnel connection for the device active.

When hitting a URL which falls within the Tunnel Server Configuration parameters (DNS search suffix, Split Tunnel rules, etc.)
the on-premise resource is accessible. See Below:
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3:26 L Be=®d 159 W@

@ Tunnel

@g 3  aikido.corp.calerocorp.com @)

B8 Windows Server 7 -

Internet Information Services ! \
1 1
\
Welcome Bienvenue | Tervetuloa ~ ~

+3z% Benvenuto &

VPN Connected

.9 "' Bienvenido' Hos geldiniz | oo orona o Tunnel creates a secure connection to your corporate
network from wherever you are

1)
Kaweg
Vitejte  OpioaTe ) R .

Connection Info

Microsoft Willkommen Melkommen
Name
CC-USNE-VPN
Address
Figure 147 - Android Enterprise - Website Confirmation - ce-ne-tunnel.calerocorp.com
VPN Online Figure 148 - Microsoft Tunnel - Android Enterprise -

Connection Status

If you check the device VPN settings (the example below is a Pixel device) you wil see the MEM — Tunnel VPN profile detail:

2:48 M =®

< VPN Qa @ +

r @

Figure 149 - Android Enterprise - Google Pixel Device - VPN Profile Details

An Example: using iOS/iPadOS

Deploy the MS Tunnel app for iOS:
5. Using the MEM console, go to Apps > i0S/iPadOS apps > and click on “+ Add”. Then Select app type: “iOS store app”

Home > Apps > i0S/iPadOS Select app type
222 i0S/iPadOS | i0S/iPadOS apps Create app
]

) L __ App type
[/0 Search (Ctrl+/) | « + Add () Refresh Y Filter Export == Columns M
&2 i0s/iPadOs apps Filters applied: Platform, App type Store app
i0S/iPadOS app policies ‘ 2 Search by name or publisher i0S store app

Figure 150 - Microsoft Endpoint Manager admin center - Configuration Profile - VPN - iOS/iPADOS

6. Next, “Search the App Store”
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Home > Apps > i0S/iPadOS >

Add App

i0S store app

1 App information 2 3

Selectapp * (@ Search the App Store

Figure 151 - Microsoft Endpoint Manager admin center - Add App - Apple App Store

7. Type in “Microsoft Tunnel”, when it appears, click on “Select” at the bottom of the page.

Search the App Store

|/0 Microsoft Tunnel

Name T,  Publisher

ﬂ Microsoft Tunnel Microsoft Corporation

Figure 152 - Microsoft Endpoint Manager admin center - Search App Store

8. Type in any additional details you wish, and hit “Next” at the bottom of the page to move onto “Assignments”

Home > Apps > i0OS/iPadOS >
iOS store app
v/ App information 2 3

Selectapp * @ Search the App Store

Name * © ‘ Microsoft Tunnel

Description * @ Microsoft Tunnel helps you gai
internal network on the go. Wi

Publisher * © { Microsoft Corporation

Figure 153 - Microsoft Endpoint Manager admin center - Add App - iOS store app - Microsoft Tunnel

9. Under “Assignments” choose whether it’s “Required” (Intune will push the app down to the device automatically) or
“Available for enrolled devices” (End User must install the app from the Company Portal app). Select the appropriate
AAD group(s) based on your environment, in the example below | am using a AAD group called “iOS Users”.

DO NOT associate a VPN profile to the MS Tunnel VPN app. The VPN setting should be “None”
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Home > Apps > i0S/iPadOS >

Add App

iOS store app
~ App information ~ Assignments 3 Review + create

Required ©

Group mode Group VPN
@ Included i0S Users None
+ Add group @ + Add all users @ + Add all devices ©

Available for enrolled devices O

Group mode Group VPN

No assignments

+ Add group @ + Add all users @

Figure 154 - Microsoft Endpoint Manager admin center - Add App - iOS App Store - Include Group

NOTE: At this time, the MS Tunnel app is only available for Intune enrolled managed devices.

10. Move to “Review and Create” and click on “Create” at the bottom of the page. All Done!

Create a MS Tunnel VPN profile for iOS
1. Using the MEM console, create a VPN profile for iOS/iPad. See example:

Home > Devices » i0S5/iPadOS

" i0S/iPadOS | Configuration profiles

Platform
2 rch (Ctrl+/) + i = i
If Search (Ctrl+ Create profile Columns () Refresh & Export 7 Filter 105/IPad0s

B i05/iPadOs devices

Create a profile

f

R Search by name

Profile
B i05/iPadOs enroliment Profile Name Platform VPN
‘0SS - i0S - CaleroCorp Root CA i0S/iPadOs -
i05/iPadOs policies P VPN

= i i Create and configure a VPN ¢
[4 Cconfiguration profiles

Figure 155 - Microsoft Endpoint Manager admin center - i0S/iPadOS - Configuration Profile

2. Next, provide a profile name, and description. Hit Next at the bottom of the page to continue.
Home > Devices > i0S/iPadOS >

i0S/iPadOS

1 Basics 2
Name * | MS Tunnel VPN-1|
Description

Figure 156 - Microsoft Endpoint Manager admin center - Configuration Profile - VPN iOS/iPADOS






3.

For “Connection type”, select “Microsoft Tunnel” from the drop-down list:

Home > Devices > i05/iPadQS >

i0S/iPadQS
~ Basics 2 Configuration settings 3 4
—
|
Connection type * @ Microsoft Tunnel I ~
v Base VPN *

v Per-app VPN

~ Proxy

Figure 157 - Microsoft Endpoint Manager admin center - Configuration Profile - Connection Type - Microsoft Tunnel

Expand “Base VPN” and provide a “Connection name” (this will be the name of the VPN profile that appears on the
mobile device), and select a “Microsoft Tunnel site”, this will display a list of “sites” you have created. In my example
below | have 4 sites to choose from. The MS Tunnel app will use this VPN profile to connect to your on-premises
network based on the site settings configured during the MS Tunnel setup.

Home > Devices > i05/iPadOS >

VPN

105/iPad0S
Select a site * (]

W Basics 2 Configuration settings

Microsoft Tunnel site

Site name Public address
Cannection type * © Microsoft Tunnel ~ |
NY-Site1 cc-tunnel.eastus.cloudapp.azure.com443
NY-Site2 ce-tunnel.calerocorp.com:443
~ Base VPN *
NY-Site3 cc-ms-tunnel.calerocorp.com:443
C 1i * (D orp VPN connect v
onnection name [E NY-Sited cc-mst-rhel74 calerocorp.com:443

Microsoft Tunnel site * (

+ Select a site

Figure 158 - Microsoft Endpoint Manager admin center - Configuration Profile - i0S/iPadOS - VPN Settings

Next, expand “Per-app VPN”, and decide whether this profile will provide a “per-app VPN” connection or not. In my

example | have enabled per-app VPN. Later | cover how to enable the “per-app” VPN trigger for the Edge mobile app
in my tenant.

~ Per-app VPN

Per-app VPN [ crabe ] Not configured

0 After creating this profile, additional steps are required to configure Per-app VPN.

Figure 159 - Microsoft Endpoint Manager admin center - Configuration Profile - VPN iOS - Per-app VPN

| don’t make any changes to the “Proxy” section. My test environment is not using a Proxy.

Note: The Proxy setting here does allow for a proxy server that uses “Break and Inspect” technology. These details
are called out in the “Architecture” section.

I move on to “Assignments” and associate the profile to an AAD Group of users. Next, under “Review + create”, | click
on “Create” to finish.
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iOS per-app VPN using Edge mobile

Since | enabled “Per-app VPN” in the “MS Tunnel VPN profile”, | must enable an app to trigger the VPN. | will use Edge mobile.
1. Using the existing Edge mobile app in my Intune tenant, | modify the “Assignments” property to associate the MS
Tunnel VPN profile | created in the Create a MS Tunnel VPN profile for iOS section.

| start by clicking on “None”. See below:

Home > Apps » i05/iPadOS > Microsoft Edge >

Edit application

i0S store app

Assignments Review + save

Required ©

Group mode

O Included

Group

All users

Figure 160 - Microsoft Endpoint Manager admin center - Microsoft Edge - Per App VPN Include.
2.

Next, | edit the assignment, under the “App settings” > VPN drop down list | select the MS Tunnel VPN profile |
created. See below:

Edit assignment X
All users

>< Remove

Assignment settings

App settings

VPN

[lios - ms Tunnel 1

Uninstall on device removal ‘“ No )

Figure 161 - Microsoft Endpoint Manager admin center - Per App VPN Settings - Microsoft Tunnel

3. Click “OK” at the bottom of the page, next “Review + save”. All done!

Use the MS Tunnel app on iOS

Let’s test the connection. Since | enabled per-app VPN for Edge mobile, and the VPN “Associated Domains” included
“corp.calerocorp.com” the VPN tunnel is triggered when hitting a URL with that domain. See Below:
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3:10 PM Tue Sep 14

@ Aikido in Rockland County, Photos and News

I 1S Windows Server

& = @I (% aikido.corp.calerocorp.com/ I

=R Windows Server

Internet Information Services

Figure 162 - iOS Safari - Website Confirmation - VPN Connected

When | jump into the MS Tunnel App, | can see the connection details:

Connection info

Name
Status
Address

Port

Rules and restrictions
Device-wide connection
Apps that use Tunnel
Connect on demand
On-demand rules

Disconnect on sleep

cc-ne-tunnel.calerocorp.com

CC-NE-Tunnel

Connected

443

No

| @)

2

| @)

v

Figure 163 - Microsoft Tunnel App - iOS - Connection Details

G

0))

B
X IS5
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Troubleshooting — networking, client app logs and more

General Linux host scenarios:
If you’re having client connectivity issues. Please ensure port HTTPS is accessible to the MS Tunnel Gateway. If you're on
a Windows 10 desktop you can use the following PowerShell cmd to test connectivity to port 443:

Test-NetConnection -port 443 your_ Linux_host FQDN ..

ComputerName
RemoteAddress
RemotePort

InterfaceAlias

: your_Linux_host_ FQDN
: 45.75.8.161
: 443

: Ethernet

should output the following results..
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Ensure “ip_forwarding” is enabled after installing MS Tunnel.
As part of the MS Tunnel deployment script, “ip_forwarding” is automatically enabled on the Linux host. To confirm run
either of following cmd’s via an SSH session (both commands return a value of 0 for disabled and a value of 1 for enabled)

sysctl net.ipv4.ip_forward

cat /proc/sys/net/ipv4/ip_forward

Refer to our online doc’s for additional details:
Identify the prerequisites to install and use the Microsoft Tunnel VPN solution for Microsoft Intune | Microsoft Docs

Verify if packet inspection (break and inspect) is being used from the Linux host

In certain customer environments the network, server infrastructure, and mobile management teams are not one and the
same, as a result server installs, and network configurations may not all be on the same page. For example, some
companies employ network “break and inspect” technology for all incoming or outgoing traffic the mobile team installing
MS tunnel may not be aware of when performing the install. As mentioned in the Architecture section “Break and
inspect” is not supported. If you’re having trouble with the Tunnel install script. Check to see if packet inspection is

taking place. To do this perform the following:
Using an SSH connection run the following curl command:

Will produce something similar ... the highlighted cert is associated with the MS auth endpoint ... If packet
inspection is taking place, then you will see a 3™ party proxy self-signed cert in the highlighted text below:

* About to connect() to login.microsoftonline.com port 443 (#0)
* Trying 40.126.2.37...
* Connected to login.microsoftonline.com (40.126.2.37) port 443 (#0)
* Initializing NSS with certpath: sql:/etc/pki/nssdb
* CAfile: /etc/pki/tls/certs/ca-bundle.crt
CApath: none
* SSL connection using TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
* Server certificate:
*  subject: CN=stamp2.login.microsoftonline.com,0=Microsoft Corporation,L=Redmond,ST=Washington,C=US
start date: Oct 06 00:00:00 2020 GMT
expire date: Oct 06 12:00:00 2021 GMT
common name: stamp?2.login.microsoftonline.com
issuer: CN=DigiCert SHA2 Secure Server CA,0=DigiCert Inc,C=US
> POST /common/oauth2/devicecode HTTP/1.1
> User-Agent: curl/7.29.0
> Host: login.microsoftonline.com
> Accept: */*
> Content-Length: 306

*
*
*
*
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> Expect: 100-continue
> Content-Type: multipart/form-data; boundary= d60e23916550

e Use your favorite browser to check tunnel availability.
Ensure the MS Tunnel server is responding, and you can also check its certificate.

<— G |i‘| https://cc-ne-tunnel.calerocorp.com

B® Home - My Visual 5.. v M3 Security Update.. [] AADRelated [ ADFSRelated [7] Apple [ Azure [7] Accentu

0.1(1) Please enter your username.

This XML file does not appear to have any style information associated with 1t. The document tree 1s shown below.
=config-auth client="vpn" type="auth-request"=

=version who="sg"=0_1{1)=/version®>

=auth 1d="main">

=message=Please enter your username </message=

=form method="post" action="/auth"> </form>

=/auth=

=/config-auth=

Figure 164 - Microsoft Edge - Microsoft Tunnel - Server Response

e Verify TLS/SSL certificate:
<& C

B® Home - My Visual §.

[5]1 htfps://cc-ne-tunnel.calerocorp.com

Co nection is secure E <X [OA

1(1) Please enter y
Chis XML file does ng 1S site has a valid certificate, issued by a trusted autharity.

config-auth client="v¥  This means information (such as passwords or credit cards) will be
version who="sg">0, securely sent to this site and cannot be intercepted.

g g Lt
auth 1d="main"> Always be sure you're on the intended site before entering any
message=Please ente  jnformation.

form method="post"

docur

Learn more

Jauth=

/config-auth>

Figure 165 - Microsoft Edge - Certificate Validation - Microsoft Tunnel Webservice

Client-side logs

For troubleshooting purposes, you can obtain logs by tapping on “Help” within the MS Tunnel app.

10:53 AM  Tue Oct 13

w Help

Send logs »

[El Documentation

() connect @ Hep (@ About

Figure 166 - Microsoft Tunnel App - Help Section

Next, tap on “Send logs”
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10:53 AM Tue Oct 13

< Send logs

To begin troubleshooting the problems you're experiencing in Tunnel,
send your logs to Microsoft.

Send logs

®

Sending

Figure 167 - Microsoft Tunnel App - Send Logs

You can provide your MS support person with the “Incident ID” and email the logs as well.

10:53 AM  Tue Oct 13

< Send logs

To begin troubleshooting the problems you're experiencing in Tunnel,
send your logs to Microsoft.

Incident ID 0145ECDB

Tunnel logs (-]

Send an email to your IT support person to let them know your logs are
ready to view.

Email IT support

Send logs again

Figure 168 - Microsoft Tunnel App - Send Logs - Incident ID Confirmation

If you email the logs to yourself, you can discover issues on your own: Open the logs and you should see detailed information

on a connection failure taking place.

el:))MobileAccessVPN attempting to connect

el:))UserAgent: MobileAccess iOS 1.0.2

el:))Deviceld: 8DF8855C-C88B-4C87-BFE7-F6EBD7892E42

el:))Establishing TLS connection...

el:))Establishing TLS connection to sullyzone-tunnel.eastus.cloudapp.azure.com
pvel:))Hostname mismatch for cert '/CN="sullyzone.com' at depth 0

1:))SSL_connect failederror: 6204e0100000012 from tls_openssl_common.hpp line 78, facility MobileAccess with detail: cert validation failed

I:))Unable to create Mobil nnection due to errorerror: 6204e01( 012 from tls_openssl_common.hpp line 78, facility MobileAccess

t: 443 (acquireTokenAndConnect(identity:scope:vpnBuilder:configuration:completionHander:))Failed to connect to
6 (acquireTokenAndConnect(identity:vpnBuilder:configuration:))Failed to connect to server.

7 (connectionFailed(error:))Connection to VPN server failed.

ndNotification(ty sConnected:title:body.connectionld:completionHandler nt notification type: unexpectedError. Authorization s

Figure 169 - Trace Error Log Review

In the example above, there is 1 definite problem, and a 2nd potential issue:
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e The first is simple, the TLS connection is trying a FQDN of “sullyzone-tunnel.eastus.cloudapp.azure.com” and there is a
certificate name mismatch — looks like a wild card cert is being used with “*.zullyzone.com”. In this case the IT Pro forgot
to create a CNAME record for the Linux server in Azure. For example, CNAME: sullyzone-tunnel.zullyzone.com to DNS
record: sullyzone-tunnel.eastus.cloudapp.azure.com
In addition, the Tunnel site configuration has to be updated to match the CNAME record.

e The second issue may be that the required port 443 is being blocked. To fix this, the inbound 443 port needs to be
opened.

Operations

In this section we will cover what’s available from a monitoring and logging/reporting perspective with MS Tunnel Gateway.

To begin, as an IT pro you should become familiar with the Tunnel CLI commands “mst-cli” to monitor and perform some
management tasks. These are well documented here:

e File and command reference for Microsoft Tunnel Gateway, a VPN solution for Microsoft Intune | Microsoft Docs

A few mst-cli examples:

[root@CC-MST-RHEL84-LB2 azureuser]# mst-cli server show users
id user vhost ip vpn-ip device since dtls-cipher status
56131 (none) wunknown 168.63.129.16 1s (no-dtls) pre-auth

561380 (none) wunknown 168.63.129.16 1s (no-dtls) pre-auth
55967 3b6decld2-831e-U4lbb-afe8-eldbd189e6968 default 96.2U6.138.158 16.16.5.156 ma-tun®é u5s (AES-256-GCM) connected
55115 ca28bde2-9a22-ub7f-8266-b2lac26c6a8e default 96.2U6.138.158 .207 ma-tunl 6m:13s (AES-256-GCM) connected

Figure 170 - Windows PowerShell - SSH Connection - mst-cli results

Notes: In the example above, the server is part of our Azure LB setup. As a result, the first 2 entries correspond to the
Azure LB health probes used (TCP, UDP). IP address 168.63.129.16 is a virtual public IP address that is used to facilitate a
communication channel to Azure platform resources — See: What is |IP address 168.63.129.167 | Microsoft Docs for
details.

Users are listed by their AAD GUID, and you will notice the dtls-cipher in use by the connected clients (users)

[root@CC-MST-RHEL84-LB2 azureuser]# mst-cli server show users
id user vhost ip vpn-ip device since dtls-cipher status
327138  (none) unknown 168.63.129.16 1s (no-dtls) pre-auth

327129 (none) unknown 168.63.129.16 1s (no-dtls) pre-auth
321476 ca28bde2-9a22-Ub7f-8266-b2lac26c6a8e default 96.2U6.138.1560 16.10.5.237 ma-tun® 34m:38s (no-dtls) connected

Figure 171 - SSH Terminal - dtls-ciper results

Notes: Notice that the user connected is not using a dtls-cipher (no-dtls). The reason for this in this example is because
the server firewall is blocking UPD port 443. We strongly recommend opening UDP port 443. See Architecture section for
details.
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[root@CC-MST-RHEL8U-LB2 azureuser]# mst-cli server show
show status Prints the status and statistics of the server
show users Prints the connected users
show ip bans Prints the banned IP addresses
show ip ban points Prints all the known IP addresses which have points
show iroutes Prints the routes provided by users of the server
show sessions all Prints all the session IDs

show sessions valid Prints all the valid for reconnection sessions
show session [SID] Prints information on the specified session
show user [NAME] Prints information on the specified user
show id [ID] Prints information on the specified ID
show events Provides information about connecting users
show cookies all Alias for show sessions all
show cookies valid Alias for show sessions valid

Figure 172 - SSH Terminal - mst-cli server show results

Notes: if you type “mst-cli server show” and hit enter you will get a list of available options for “show”. Very helpful cmds.

Monitoring
As an IT pro you can view the server configuration and server health in the Microsoft Endpoint Manager admin center
(endpoint.microsoft.com). For documentation you can reference:

e Monitor the status of the Microsoft Tunnel VPN solution for Microsoft Intune | Microsoft Docs

From the MEM console you can view the overall “Health status” of your MS Tunnel Gateway servers.

Microsoft Endpeint Manager admin center

®  Home > Tenant admin
| Tenant admin | Microsoft Tunnel Gateway
Search (Ctri+/) < . y ) . .
Getstarted  Health status  Server configurations  Sites  Servers
* &b Tenant status
() Refresh £33 Configure thresholds
A <> Microsoft Tunnel Gateway - J
ast updated: 9/9/2021, 1:06:17 PM
.7 Connectors and tokens
.' B Filters (preview)
Haakthy Waming Unbeathy

54 .
I |2 |0 11
- @ Azure AD Privileged Identity
a Management
& > ce-mst-rhel8 }<  status :all
4 B Diagnostics settings
" E Auditlogs
F Status Ty Name site Last check-in

Z1 Device diagnostics

0 Unhealthy CC-MST-RHEL84 USNE-Tunnel-Site1 9/8/2021, 7:10:03 PM
End user expefiences @ Healthy CC-USNE-MST-LB 9/9/2021, 1:02:17 PM
II' Customization @ Healthy CC-USNE-MST-LB 9/9/2021, 1:03:20 PM

Figure 173 - Microsoft Endpoint Manager admin center - Tenant Admin - Microsoft Tunnel Gateway Status Page

The server’s “Name” is a hyperlink which will allow you to have a deeper look at several key metrics:
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Home > Tenant admin >

Health status

B

v Essentials

CC-MST-RHEL84-LB1

Y

*
Health check  Trends  Logs
] _—
Snapshot
num
]
Last check-in: Healthy (7) Current
" 2 minutes ago 0
CPU usage
[ ]
Ak
Py Memory usage (O
Fo Disk space usage (O
’( Latency @O

Management agent certificate (O
TLS certificate ()

Internal network accessibility @
Upgradeability (O

Server version ()

E
W

I 0.00 ses
@ Healthy
@ Healthy
@ Healthy
@ Healthy
@ Healthy
@ Healthy
@ unknown
o Healthy

] Healthy

4%

8%
7.15 GB available of 8.38 GB
0 ms
Certificate expires in 304 days
Certificate expires in 365 days
Unknown
Server can contact the Microsoft Container

Repository.
Up to date

Figure 174 - Microsoft Endpoint Manager admin center - Tenant Admin - Microsoft Tunnel Server Health Status

Logging

From a logging perspective, you have a few options:

e You can download error-related logs via the MEM console: Tenant administration > Microsoft Tunnel Gateway > Health
Status > select Server > select the Logs tab in the view. Note: these logs will not contain Tunnel-client

session/connection events (to see client sessions, you can use the Linux cmdline: “mst-cli server show sessions”). See

example below:

Home > Tenant admin >

CC-MST-RHEL84-LB1

Health status

~ Essentials

Health check Trends Logs

Start ©

09/02/2021 ] I 7:33PM
End @

09/09/2021 | I 7:33 PM

Showing 1 records

9/2/2021, 4:44:15 PM

Start T End Ty

9/9/2021, 4:44:14 PM

Logs are kept for the last 7 days. Select a date and time range to download logs.

Generated Ty

9/9/2021, 4:44:30 PM

Available until T

9/10/2021, 4:44:30 PM

Download

Figure 175 - Microsoft Endpoint Manager admin center - Tenant Admin - Microsoft Tunnel Gateway - Health Status - Logs
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Guidance on common MS-Tunnel log warnings & errors:

Some common errors you may encounter in these logs:

9/15/2021 4:17:04 PM Error error connecting to sec-mod socket '/var/run/ocserv-socket.5bdfefe': No such file or directory

Potential reasons for error:

o When the ms-tunnel server is restarted, this error will show.
o Tunnel server loses connectivity to AAD. In addition to this error, you also see the errors mentioned below.

a N

9/15/2021 4:17:24 PM Error ocserv-oidc: failed to download JSON document: URI
https://sts.windows.net/YOUR AAD TENANT ID /v2.0/.well-known/openid-configuration, CURLcode 6

9/15/2021 4:17:24 PM Error ocserv-oidc: Unable to fetch config doc from
\  https://sts.windows.net/YOUR AAD TENANT ID/v2.0/.well-known/openid-configuration

NG J

Potential reasons for error:

o Tunnel server loses connectivity to AAD. In addition to this error, you also see the errors mentioned below.
Check:
= If using a proxy, check configuration & connectivity
= Check server connectivity to internet. Suggest curl tool.

/ 9/13/2021 3:56: 28 PM Warning GnuTLS error (at worker-vpn.c:861): An unexpected TLS packet was received. \

9/13/2021 6:35:01 PM Warning GnuTLS error (at worker-vpn.c:861): A packet with illegal or unsupported version was
received.

9/13/2021 6:35:04 PM Warning GnuTLS error (at worker-vpn.c:861): The TLS connection was non-properly terminated.

9/13/2021 6:35:04 PM Warning GnuTLS error (at worker-vpn.c:861): No supported cipher suites have been found.

N J

Potential reasons for errors:

o Internet bot probing your tunnel server
o When using a Load Balancer probe like HTTPS, there may be a incompatible TLS cipher used by the probe. You
can change the probe to TCP/443 and what the log to see if the GnuTLS errors subside.

e Tunnel logs can be viewed on the Linux server in the syslog format. In addition to error events, these logs will contain
client session (i.e. mst-cli server show sessions) events which are not available via the MEM Logs download. To view log
entries, you will need to SSH into the Linux host, and use the “journalctl -t” command followed by one or more tags that
are specific to Microsoft Tunnel entries:

o ocserv: Display server logs.
o mstunnel-agent: Display agent logs.
o mstunnel_monitor: Display monitoring task logs.
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For example, to view information for only the tunnel server, run:

sudo journalctl -t ocerv

To view information for all three, you can run:

sudo journalctl -t ocerv -t mstunnel-agent -t mstunnel_monitor

You can add -f to the command to display an active and continuing view of the log file. For example, to actively
monitor ongoing processes for Microsoft Tunnel, run:

sudo journalctl -t mstunnel monitor -f

More options for journalctl:

o journalctl -h — Display command help for journalctl.

o man journalct! — Display additional information.

o man journalctl.conf - Will display information on configuration. For more information about journalctl, see the
documentation for the version of Linux that you use.

Using Log Analytics
Optionally, you can make use of Azure Log Analytics to centrally collect, view and report against multiple MS Tunnel Gateway
servers

The creation of the Log Analytics workspace is beyond the scope of this guide. However you can reference online docs for
guidance: Create a Log Analytics workspace in the Azure portal - Azure Monitor | Microsoft Docs.

Once you have a Log Analytics Workspace, we can take the necessary steps to deploys a Log Analytics agent for Linux - Install
Log Analytics agent on Linux computers - Azure Monitor | Microsoft Docs

1. First, we need to SSH into our Linux host.
Before we install the OMS agent, we will need to install 2 dependent packages:
a. gdb and python3 (note: python 3 may already be installed on your RHEL84 host by default)

Here is an example of how to install these packages:

sudo dnf install gdb -y

sudo dnf install python3 -y

3. We will install the agent (OMS agent) for Linux using a wrapper-script hosted on GitHub. In your Log Analytics Workspace,
under Settings — Agents management, you can copy the wget command. See example below:
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Home > All resources > MS-Tunnel-Log-Collection

» o0 MS-Tunnel-Log-Collection | Agents management

"% Log Analytics workspace

‘,’-‘J Search (Ctrl+/) ‘ « R Windows servers A Linux servers

= (8] H
verview @ 1 Linux computers connected

W Activity log Goto logs

9}1 Access control (IAM)
Download agent

¢ Tags Downlead an agent for your operating system, then install and configure it using the keys for your warkspace 1D,

. You'll need the Workspace 1D and Key to install the agent.
/2 Diagnose and solve problems

Download Linux Agent

Settings

N Download and onboard agent for Linux

wget https://raw.githubusercontent.com/Microsoft/OMS-Agent-for-Linux/master/installer/scripts/onboard_agent.sh && sh onboard... [ ‘

# Agents management

Tm Agents configuration Workspace ID | 0a888450-alea-4cd2-bcb6-8bc0d84905c6 Ui ‘
= Custom logs Primary key [ awovFblLikxDTNFuApVVUC+ pPEWEZUTVELMOCEh KCWONISEA/QEIBPWIMamW+mbV... 11 || Regenerate |
li Computer Groups =

Secondary key | TVRPYY+JUr0IBaHup+jN1MKoWy9zc+ZUI3UESTX6tbRu2Z8eh0svrKnhxhveUbVayTBxl/fz... [ H Regenerate |
22 Data Export

Figure 176 - Microsoft Azure portal - Log Analytics - Microsoft Tunnel Log Collection

To install the agent run the following, replacing with your Workspace ID and Primary key...

sudo wget https://raw.githubusercontent.com/Microsoft/OMS-Agent-for-

Linux/master/installer/scripts/onboard_agent.sh && sh onboard_agent.sh -w YOUR_WORKSPACE_ID -s
YOUR_PRIMARY_KEY

NOTE: Give the service time to initialize. First time setup can take over 10 minutes before you start seeing events
show up in you log analytics workspace. You can also restart the OMS agent and check on its logs...

Restart the OMS agent:

sudo /opt/microsoft/omsagent/bin/service_control restart

Check OMS Agent log:

tail /var/opt/microsoft/omsagent/<workspace id>/log/omsagent.log

4. Setup your Workspace “Agent Configuration”: be sure to at least add facility “daemon”
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Home > MS-Tunnel-Log-Collection

g MS-Tunnel-Log-Collection | Agents configuration

Log Analytics workspace
£ search (Ctrl+/) ‘ &

N SR Windows event logs 28 Windows performance counters A Linux performance counters A Syslog | $f 115 Logs
=5 Overview —_—

Collect Syslog data scurces frem supported facilities. Select the severity for each facility you want to collect.

Activity log Only messages with the selected severities will be collected. Learn more

R{.\ Access control (IAM)

= Add facility

¢ Tags

A Filter facilities |

¢/ Diagnose and solve problems

Settings Facility name Emergency Alert Critical Error Warning Notice Info Debug
B Locks daeman
— m— m— m— — m— m—

Zm Agents configuration

Figure 177 - Microsoft Azure portal - Log Analytics - Agent Configuration

5. To confirm things are working you can run a simple query against your logs. Go to your Workspace > General > Logs and
run the following query (replacing the contains statement with your linux host name):

Syslog | where computer contains “YOUR_LINUX_HOST”

Home > MS-Tunnel-Log-Collection

. MS-Tunnel-Log-Collection | Logs #

e Log Analytics workspace
2 Search (Ctrl+/) | « & New Query 1* & New Query 2+ x|+
== Overview @ MS-Tunnel-Log-C...  Select scope ( Time range : Last 24 hours ) Save v |2 Sh
=
Activity log Tables  Queries - & Syslog | where Computer contains "CC-MST-RHEL84-LB2
p;\ Access control (IAM)
€ Togs |/D Search
(¥ Filter ) IZ Group.. ~
Z® Diagnose and solve problems A d P
Settings T~ Collapse all
O Locks Favorites
y You can add favorites by Results  Chart 00 Columns (5) Display time (UTC+00:00) @
& Agents management o ) W :
clicking on the ¥ icon I
Tm Agents configuration Completed. Showing results from the last 24 hours.
4 LogManagement
= Custom logs » E Heartbeat TimeGenerated [UTC] Y Computer % EventTime [UTC] Y
B8 computer Groups » B Operation > 941042021, 4:55:34.850 PM CC-MST-RHEL84-...  9/10/2021, 4:55:34.000 P...
He »
== Data Export B perf > 9/10/2021, 4:55:34.873 PM  CC-MST-RHEL84-..  9/10/2021, 4:55:34.000 P...
- - » E syslog
= Linked storage accounts » Hu > 9/10/2021, 4:55:34.873PM  CC-MST-RHEL84-...  9/10/2021, 4:55:34.000 P...
. sage
% Network Isolation > 9/10/2021,4:55:34.873PM  CC-MST-RHEL84-..  9/10/2021, 4:55:34.000 P...
» Custom Logs |
General > 9/10/2021, 4:55:34.873 PM CC-MST-RHEL84-...  9/10/2021, 4:55:34.000 P...
=5 Workspace summary > 9/10/2021, 4:55:38.673 PM CC-MST-RHEL84-...  9/10/2021, 4:55:38.000 P...
P R > 9/10/2021,4:55:40.507 PM  CC-MST-RHEL84-..  9/10/2021, 4:55:40.000 P...
[ £ Logs > 9/10/2021, 4:55:40.510 PM CC-MST-RHEL84-...  9/10/2021, 4:55:40.000 P...

Figure 178 - Microsoft Endpoint Manager - Log Analytics - Logs - New Query

If you run into issues with the installation you can reference: How to reinstall Operations Management Suite (OMS)
Agent for Linux - Azure | Microsoft Docs
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https://docs.microsoft.com/en-us/troubleshoot/azure/general/reinstall-oms-agent-linux#verify-the-agent-reinstallation
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6. Modify (using nano or your favorite Linux file editor) the journalctl.conf file to forward MS Tunnel log events to syslog:
sudo nano /etc/systemd/journald.conf

you need to edit/modify the following line: #ForwardToSyslog=no = ForwardToSyslog=yes

See example below:

GNU nano 2.9.8

ForwardToSyslog=yes

B Get Help H§ write Out

Figure 179 - GNU nano terminal

Next, restart the Journald service:
sudo systemctl restart systemd-journald

7. Now, perform some client activity to your MS Tunnel Gateway, which will generate log events. You can use a simple
query (from your Workspace) to look at the log events associated with Tunnel and user logins:

Syslog | where Computer contains "CC-MST-RHEL84-LB" and ProcessName contains “ocserv" and
SyslogMessage contains “user” | project Computer, EventTime, ProcessName, SyslogMessage

See example results:
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1 Syslog | where Computer contains "CC-MST-RHEL84-LB" and ProcessName contains "ocserv” and SyslogMessage contains "user”
2 | project Computer, EventTime, Processhame, SyslogMessage
)
Results  Chart [ Columns ~+ (D) Display time (UTC+00:00) ~ (@ ) Group columns
Completed. Showing results from the last 24 hours. @ o0
Computer Y EventTime [UTC] Y ProcessName Y SyslogMessage
¥  CC-MST-RHEL84-LB1 9/10/2021, 4:58:28.000 P... ocserv sec-mod: initiating session for user '3b6dec42-831e-41bb-af00-e14b0189e690" (session: Ntyzmn)
Computer CC-MST-RHEL84-1LB1
EventTime [UTC] 2021-09-10T16:58:287
ProcessName ocserv
syslogMessage  sec-mod: initiating session for user '3b6dec42-831e-41bb-af00-e14b0189e690" (session: NtYzmn)
>  CC-MST-RHEL84-1B1 9/10/2021, 4:58:28.000 P... ocserv sec-mod: using "oidc’ authentication to authenticate user (session: Ntyzmn)
>  CC-MST-RHEL84-1B2 9/10/2021, 4:58:45.000 P... ocserv sec-mod: using "oidc’ authentication to authenticate user (session: 6Fd6Re)
>  CC-MST-RHEL84-LB2 9/10/2021, 4:58:45.000 P... ocserv sec-mod: initiating session for user '3b6dec42-831e-41bb-af00-e14b0189e690" (session: 6Fd6Re)
>  CC-MST-RHEL84-LB2 9/10/2021, 6:16:59.000 PM  ocserv sec-mod: using "oidc’ authentication to authenticate user (session: RHXlic)

Figure 180 - Microsoft Azure portal - Log Analytics - Query Results

Additional online reference documentation for Log Analytics and Intune:

e Route logs to Azure Monitor using Microsoft Intune | Microsoft Docs

e Stream Azure Active Directory logs to Azure Monitor logs | Microsoft Docs

e Install Log Analytics agent on Linux computers - Azure Monitor | Microsoft Docs
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Tunnel Networking Overview

The following diagram describes the high-level architecture of the MS Tunnel Gateway components,
configuration/deployment actions, and authentication/connection flows:

Microsoft Tunnel Gateway Architecture

0 VPN Profile, MDE Tunnel App
Azure AD

_ AAD Auth,

CA Comptiance eval.

Web Page

Corp Network

Figure 1 - MS Tunnel Gateway Architecture

Tunnel Components:

o A —Microsoft Intune cloud service

o B- Azure Active Directory (AAD).

o C—Linux server with running a Container Engine (Docker or Podman)

o C.1-Microsoft (MS) Tunnel Server container (mstunnel-server)

o C.2—-MS Tunnel Agent container (mstunnel-agent)

o C.3 —Authentication plugin — part of mstunnel-server, provides client authentication with
AzureAD.

D — Public facing IP or FQDN of the Microsoft Tunnel, which can represent a load balancer.

E — Mobile Device Management (MDM) enrolled device.

F — Firewall

G — Internal Proxy Server (optional).

H — Corporate Network.

| — Public internet.

O O 0O O O O





Tunnel Actions:

1. Intune administrator configures “Server configurations” and “Sites”. Server configurations are
associated with Sites. When the Tunnel Server Gateway installs on the Linux host, the admin must
select a Site that will include that server and is linked to a Server configuration. The Management
Agent container that installs on the Linux server is responsible for communicating with the Intune
service to retrieve your server configuration policies, send health telemetry, error logs, and server
and agent updates.

“Server configurations” contains:
o IP address pool for clients — The tunnel server issues an IP address to connecting clients from
this range. This is a Dynamic virtual IP address that’s only visible and used by Tunnel server.

o Server Port — The port the Tunnel server listens on, which is the TCP/UDP port the VPN clients
use when they connect to Tunnel server.

o DNS servers - When the client creates a VPN connection with the Tunnel, it requires a DNS
server for name resolution of on-premises resources.

For example, to resolve an on-premises resource like internal.contoso.com to the server IP
address associated with internal.contoso.com.

DNS servers can sit behind the Linux host. proxy use cases, see the additional notes later in this
document.

o DNS search suffix- When configured, a DNS search suffix is added to DNS queries by the client-
side resolver.

For example, if a suffix is configured as “corp.contoso.com,” and a command then runs to “ping
serverName”, the resulting query pings “serverName.corp.contoso.com.” If there is no suffix
configured, the command pings only “serverName”.

o Split Tunnel rules — Include and Exclude IP address ranges that clients use, and what internal
address ranges are explicitly allowed or denied.

“Sites” contain:
o Sites are logical groups created to apply a common Server configuration to one or more servers.
A typical configuration is to have your sites represent your data centers or physical locations.

o Public IP or FQDN - The IP address or Fully Qualified Domain Name (preferred) of the Tunnel
server. The TLS certificate that the Tunnel Server uses must have this detail in its Subject

Alternative Name (SAN).

o Server configuration — This is a reference/link to the “Server configuration” mentioned above.





o URL forinternal network access check — This is an HTTP or HTTPS URL of a location on your
internal network. Every five minutes, each server that's assigned to this site attempts to access
that URL to confirm that the server can access your internal network. Servers report the status
of this check as Internal network accessibility, which you can view on the servers Health check
tab.

o Limit server upgrades for maintenance window — When set to Yes, server upgrades for this site
can only start between the start time and end time you specify. There must be at least an hour
between the start time and end time. When set to No, there's no maintenance window and
upgrades can start as soon as possible depending on how Automatically upgrade servers at this
site is configured.

Intune administrator creates and deploys a Tunnel VPN profile and the Tunnel app to devices.

The client VPN profile contains the following configurations. The partial list provided below
highlights key settings related to networking. For a full list of settings per platform refer to the
online docs: Install and configure the Microsoft Tunnel VPN solution for Microsoft Intune | Microsoft
Docs

Connection Type - Specify “Microsoft Tunnel”

o Base VPN > Microsoft Tunnel Site — Specify a Tunnel “Site” (Reference Figure 1: Step 1 — Sites)
Per-App VPN - Enable or Not configured. A setting of Not configured will provide a device-wide
VPN connection.

o Proxy: Settings for a proxy server that sits behind the Tunnel Server. The client will use the
specified proxy:port to access on-premises resources. This is a forward proxy. Proxy chaining is
supported. Additionally, you can perform break and inspect at the proxy if desired.

Regardless of whether a forward proxy is used or not, the client must be able to perform DNS
name resolution in order to direct its traffic to the appropriate on-premises resource (like
webservers, application servers, and so forth). The DNS server IP address is set via the Server
configuration, and the Tunnel Gateway host server must be able to directly contact the DNS
servers that perform this name resolution. This can be facilitated by static routes if the Tunnel
Gateway host server and the DNS servers are on different network segments with no routing.
Proxy servers can provide DNS name resolution, but this is beyond the scope of Tunnel Server

\ " configuration.

A

Device/Tunnel Client app authenticates to Azure AD. Conditional Access policies are evaluated. If the

device is not compliant, access to on-premises resources is denied.

With split tunnel:
o Exclude rules: traffic goes directly to the public internet.
o Include rules: traffic goes to your public facing IP address for the Tunnel.

Based on the VPN profile configuration (always-on, per-app, on-demand), a VPN tunnel is established
to the Tunnel server when the device attempts to access a on-premises resource. For example, when
Mobile Edge, Safari, or a LOB App is configured to use an on-premises client-server application.

N




https://docs.microsoft.com/en-us/mem/intune/protect/microsoft-tunnel-configure#create-a-vpn-profile

https://docs.microsoft.com/en-us/mem/intune/protect/microsoft-tunnel-configure#create-a-vpn-profile



\the backup channel over TCP/TLS is being used.

NOTE: MS Tunnel server maintains two connections/channels with the client. The main VPN
channel is established over TCP, HTTP and TLS. This is the control channel as well as the backup
data channel. After its establishment a UDP channel using DTLS (Datagram TLS) is initiated which
serves as the main data channel. If the UDP channel fails to establish or is temporarily unavailable

/

6. The Tunnel routes traffic to your internal proxy (optional) and your corporate network.

Client traffic will have the source IP address of the Linux server host. Microsoft Tunnel Gateway uses
port address translation (PAT). PAT is a type of NAT where the multiple private IP addresses are
mapped into a single public IP (many-to-one) by using ports.

Additional authentication and authorization details:

Conditional Access (CA) is accomplished via the VPN client and requires use of a CA rule that targets
the cloud app “MS Tunnel Gateway”. Non-compliant devices won'’t receive an access token from
Azure AD and can’t access the VPN server unless they meet the grant condition for that CA rule. For
more information about using Conditional Access with Microsoft Tunnel, see Use Conditional Access
with the Microsoft Tunnel.

The Management Agent is authorized against Azure AD using Azure app ID/secret keys.

The Tunnel Gateway server uses PAT to provide addresses to VPN clients that connect to the
corporate network.

MS Tunnel client authentication makes use of “certificate pinning”. Certificate pinning is an
online application security technique that provides a means of thwarting man-in-the-middle
attacks (MITM) and accepts only authorized (“pinned”) certificates for authentication of client-
server connections. Any secure connection request that utilizes certificates other than the
pinned certificate are refused. As a result, Tunnel does not support break and inspect functionality
for clients.

Use of firewalls, proxies, load balancers, or any technology that terminates and inspects the client
sessions (refer to F, D, and C in Architecture diagram above) going into the Tunnel Gateway are not
supported and will cause a client’s connections to fail. However, you can use “break and inspect”
technologies at the Internal proxy server (refer to G in the Architectural diagram) as long as this is
supported by the destination server/service on the internal network (refer to H in the Architectural
diagram).



https://en.wikipedia.org/wiki/Datagram_Transport_Layer_Security

https://docs.microsoft.com/en-us/mem/intune/protect/microsoft-tunnel-conditional-access

https://docs.microsoft.com/en-us/mem/intune/protect/microsoft-tunnel-conditional-access



MS Tunnel Gateway Networking deep dive

Below is a diagram of the networking taking place inside the Linux host:

MS-Tunnel Server MS-Tunnel Agent

Tunnel Client Profile: Container Container

* FQDN of Tunnel Server

* DNS server (provides
internal name
resolution)

*DHCP IP address (ma-
tunN)

+ Split Tunnel rules
(include/exclude IP
by o RN CVeth

* Proxy configuration
(optional. Proxy servers
sitting behind Tunnel Docker-0 I Podman-0
server/Linux Host) BRIDGE

External VPN clients:
TCP/TLS, port 443 (default)
UDP/DTLS, port 443 (default)

: -

IPv4 ip_forward

Internal traffic:
Port Address Translation (PAT)

Source IP [address of Linux Host
ethl —_—

LINUX Host

Figure 2 - Linux Host Tunnel gateway networking

Using Figure 2 above we will look at a MS Tunnel Gateway running on a RHEL 8.4 Linux host using the
Podman container engine to align the diagram to an actual configuration.

1. We confirm that two containers are running on the Linux host using the cmdline: podman images

podman images

REPOSITORY TAG IMAGE ID CREATED SV

mcr.microsoft.com/tunnel/gateway/agent <none> 6¢cfd571c9clde U weeks ago 347 MB
mcr.microsoft.com/tunnel/gateway/server <none> 0661cla6cd82 U weeks ago 140 MB

2. Using RedHat’s “nmcli” (Network Manager CLI) cmdline we see the host has two ethernet interfaces and
a bridge interface — cni-podmano0:
[root@CC-MST-RHEL8U-LB1 billl# nmcli con sh
NAME UuID TYPE DEVICE

[root@CC-MST-RHEL8U-LB1 billl# |






"The Linux Foundation Microsoft Hyper-v"
ethernet (hv_netvsc), ©0:8D:3A:55:27:6A, hw, mtu 1500
ipd default

inetd 192.168.17.7/24

routed 168.63.129.16/32

routed 169.254.169.254/32

routed 0.0.0.0/0

routed 192.168.17.8/24

inet6 fe8@::20d:3aff:fe55:276a/6uU

routeé ff00::/8

routeé feg0::/6U

"cni-podman8"

bridge, 16:EA:C7:26:58:D2, sw, mtu 1588
inetd 10.88.0.1/16

routeld 10.88.0.8/16

inet6 fe80::1ldea:c7ff:fe26:58d2/64U
routeé fes8@::/6uU

routes ffee::/8

"The Linux Foundation Microsoft Hyper-Vv"

ethernet (hv_netvsc), ©0:22:u8:20:5B:5F, hw, mtu 1500
inetd 192.168.8.20U/28

routed 192.168.0.8/20

inet6 fe80::9b69:7e7:b893:7388/6U

routeé fe80::/6U

3. When we bash into (connect to) ms-tunnel-server container (podman exec -it mstunnel-server bash) we
observe the following:

a. Eth0 of the tunnel-server container is 10.88.0.11

b. The ma-tun0 is a VPN client that has an established VPN tunnel with the server. Note that for
each client connecting to the tunnel server, a dynamic/virtual device is created with the name
ma-tunN. When the client disconnects the virtual device is released.

c. The default route of the tunnel server is 10.88.0.1 — which is associated to the cni-podman0
bridge on the host.





reTerTTeyTeTTersSeey 1P 4 | grep ecnu
3: @ifl6: <BROAL CAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisdg
inet 10.88.0.11,16 brd 10.88.255.255 scope global

MS-Tunnel Server root@90693afbc739:/# ip a | grep ma—tun

Container

inet 10.10.5.1 peer 10.10.5.237/32 scope global 0
L put

1raat+AOAAQ23Lfhe730 /H# 40 _route

jdefault via 10.88.0.1 dev eth®
10.58.0.0/16 dev etht proto Kernel scope link| src 10.88.0.11

Docker-0 | Podman-0
BRIDGE

U eopa oo do o o0l
bridge, 16:EA:C7:26:58:02, sw, mtu 1500

IPv4 ip_forward inet4 10.88.0.1/16
Toutel 109.88.0.0/16

cni-podman@®: flags=d4163<
inet 10.88.0.1

ethl

eth@: flags=4163<up,BROADCM ethl: flags=u4163<UP, BROADC
LINUX Host inet 192.168.17.7 inet 192.168.0.24

Figure 3 - tunnel-server container network interfaces

4.

On the Linux host we see the bridge IP address is 10.88.0.1, which is the default route of the tunnel-
server container.

In our example/setup the Linux host eth0 IP is 192.168.17.7 is an outbound/external facing IP. The
address for the inbound/internal facing interface — eth1 IP is 192.168.0.24.

Below is the IIS log of an on-premises webserver that was used by one of the Tunnel VPN clients. Notice
the IP address of the GET request — 192.168.0.24 --- this is the IP address (eth1) of the Linux host.

Internal corp webserver

Note: 192.168.0.24 is the Linux Host with Tunnel Server

hSoFtware: Microsoft Internet Information Services 1.0
#Version: 1.0

#Date: 2021-10-12 13:32:01

#Fields: date time s-ip cs-method cs-uri-stem cs-uri-query s-port cs-username c-ip cs(User-Age
2021-10-12 13:32:01 192.168.0.7 GET / - 443 - 192.168.08.24 Mozilla/5.0+(Linux;+Android+10;+Pix
2021-10-12 13:32:02 192.168.0.7 GET /contosohealth.png - 443 - 192.168.0.24 Mozilla/5.0+(Linux

ﬂlOTE: Client traffic will have the source IP address of the Linux server host. Microsoft Tunnel Gateway \
uses port address translation (PAT). PAT is a type of network address translation (NAT) where multiple
private IP addresses are mapped into a single public IP (many-to-one) by using ports.

The MS Tunnel server container is “bridged” to the Linux host. As a result, the Linux host network
settings, boundaries, default routes, and static routes are used by the Tunnel server clients. /

A

ISk ®: <POINTOPOINT,UP,LOWER_UP> mtu 1434 qdisc fq_codel]

[root@CC-MST-RHEL84-LB1 bill]# podman exec -it mstunnel-server bash
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