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“An analysis and critical evaluation of the strategies, tactics and attack methods adopted by the terrorist group IS”

In carrying out a meaningful evaluation and critical analysis of the strategies, tactics and attack methods of a terrorist group, I have chosen the ‘Islamic State’, also known as ‘Islamic State of Iraq and Syria (ISIS) or ISIL (the Levant), for my study. 
My preferred choice of IS is predominately due to the abundance of readily available material upon which to base my research, this being attributable to the notable rise in global presence, as a terrorist group, between 2012 – 2015. More than this, however, I am particularly interested in the specific change in strategic direction adopted by its leadership in early 2015, this leading to the delivery of different tactics that were not just centred in the Middle East, but targeted towards countries far afield, mainly that of Western Europe and the United States.
To assist in critically analysing the strategies and methodology adopted by the proscribed terror group IS, as listed by the Government, I have broken down the substantive term ‘strategy’ into sub-categories, these outlining the main activities the group successfully employed. In doing so, I am confident that this will allow a critical analysis to be made. (Home Office, 2016).
The sub-categories I have considered for my research is as follows:
1. Governance, leadership and overall management
2. Intelligence Capability
3. Media 
4. Recruitment 
5. Operational Tactical Deployments 
6. Attack Modus operandi 

Terrorism is not a new phenomenon and has been witnessed on a global basis throughout history, from ancient times to the twenty-first century. Historical accounts of terrorism can still be found in most countries and, when these are examined, there is evidence of many different causes of terrorism; issues that motivate terrorists have existed over the entire span of human history. Many of today’s terrorists are still inspired by historical events and it is the connection between past and present that makes the study of the history of terrorism important in understanding modern-day terrorism (Mahan and Griset, 2008). (Blake et al. 2012, p. 2).
The definition of terrorism presents a difficulty in universally agreeing what it is in terms of specific activities that describe it. Globally, one does not exist that all states endorse. The presence of so many competing definitions of terrorism is explained by one expert as being a phenomenon ‘shrouded in terminological confusion’. (C. Gearty, ‘Introduction’, in C. Gearty (ed.), Terrorism (Aldershot; Dartmouth, 1996), p. xi.), (English, 2009, p. 2). 
[bookmark: _Hlk87540657]Within the UK a legal definition for terrorism is provided by section 1 of the Terrorism Act 2000 (as amended by Terrorism Acts 2006 and 2008). (Terrorism Act 2000, as amended)
This definition is clearly presented in terms of prosecution guidance by the Crown Prosecution Service (CPS), who simplify it as:
Terrorism is the use or threat of action, both in and outside of the UK, designed to influence any international government organisation or to intimidate the public.  It must also be for the purpose of advancing a political, religious, racial or ideological cause.
Examples include:
· serious violence against a person or damage to property,
· endangering a person's life (other than that of the person committing the action),
· creating a serious risk to the health or safety of the public or a section of the public,
· action designed to seriously interfere with or seriously to disrupt an electronic system.
(CPS 2017)
The absence of a universally accepted definition continues to be the case in 2021, which makes the fight against terrorism more challenging. (Blake et al. 2012, p.8).
At the height of its power, ISIS was perceived as the biggest contemporary terrorist threat to world security. (Jasko et al. 2018, p.2)
[bookmark: _Hlk87640357]In understanding why this group became so powerful and successful during its period of significance throughout in the build-up to 2014, we will now look at its key strategies.

(1) Governance, leadership and overall management:
IS governed and ruled by fear and strategic terror. The establishment of the caliphate and the conquest of extensive and well populated territory made governance one of ISIS major challenges. From the available evidence, it appears that ISIS, at least in its early days, rose to this challenge with great efficiency (Revkin & McCants, 2015). (Jasko et al. 2018, p.20) 
The great designer of the Islamic State was Haji Bakr, a former colonel in Sadam Hussein’s Iraqi Army, who served as personal advisor to the Calif, Abu Bakar al Baghdadi. Bakr was killed in a fight with a rival faction in January 2014, and a search of his house unearthed a notebook of approximately 30 pages containing a detailed blueprint for the conquest and governance of lands to be seized by ISIS (Reuter, 2015). (Jasko et al. 2018, p.20)
The IS leadership structure was carefully designed, such that if one of its important members was captured or killed, another well-suited member was ready to immediately undertake his role and take over his responsibilities. (Jasko et al. 2018, p.20)
The military organisation of ISIS allowed considerable flexibility to local and regional commanders, enabling operational flexibility in executing the decisions of the military council. Operationally, the ISIS bureaucracy worked in accordance with two interlinked principles, that of legislative tightness, which was reinforced by a system of severe punishments that instilled a deep-seated fear in the population under ISIS control, thus forcing compliance with the rules. Upon the conquest of a city, ISIS representatives articulated a set of rules and commands that were disseminated in various ways to the inhabitants, for instance through the loud speakers of minarets, and through postings on the city’s billboards (Birke, 2015). (Jasko et al. 2018, p.20)
Inhabitants of captured cities were prohibited from leaving their properties without state permit which stated that should they fail to return as agreed, their house and property would be confiscated. (Jasko et al. 2018, p.20)
In reported interviews held by the “Washington Post” (Sullivan, 2015), the majority of residents in captured towns ruled by ISIS viewed it as an occupier rather than a liberating force, and people cooperated with it simply out of fear. "There is no work, so you have to join them in order to live," one man reported to the “Washington Post”. "So many local people have joined them. They were pushed into Daesh by hunger." It was impossible to leave ISIS-ruled territories due to the ban on travel and widespread distrust between communities preventing people from organising any dissent for fear of being criticised and put to death. (Jasko et al. 2018, p.22)

2. The ‘Intelligence Capability’ of IS:
The intelligence capacity of IS was a key strength for the group, enabling it to strategically deploy its soldiers with efficiency when targeting towns and cities in which it wanted to overthrow and occupy. Its effectiveness enabled IS to surprise the world in its ability to seize so much territory in its initial 2014 operations in both Iraq and Syria. 
Research work undertaken by the International Center for the Study of Violent Extremism at George Mason University, have published a lengthy study of IS’s intelligence operations as told by defectors to which they have had access. They describe how the Islamic State works to gather information on those living under its control, as well as how it seeks to gather intelligence on areas into which they seek to expand. In addition, they discuss the Islamic State’s logistical support inside Turkey, recruitment, vetting for would-be jihadis who appear but are not known to recruiters, as well as interactions with other terrorist groups and intelligence services, including those of the Assad regime.
As described by the defectors, well before the arrival the Emni (the Islamic state’s intelligence unit) placed well‐paid informants in villages they intend to invade to map out the political and ideological stance of those living there. Upon capturing the village, and given they have already categorised the people, their modus operandi was to quickly order and carry out assassinations of those they had identified as enemies, or incapable of working with them. This enabled them to act swiftly to restore order and control. Michael Rubin (2016) How does ISIS do intelligence?
The Emni also carefully studied the population of the area they gained control of to safeguard their positions and to eliminate all potential dissenters inside the borders of the “Islamic State.” Having learned well from Saddam’s totalitarian state, paid informants were placed everywhere inside ISIS, creating a widespread fear of defying the group in any manner. ISIS defectors were even sceptical of their own family members, including young children, fearing that they may have been turned into informants. Some observed children as young as 6 and 7‐years‐old being trained and deployed for intelligence work. ISIS cadres also reported that they were loathed to divulge to other members their doubts and disgust with ISIS’ brutality for fear of being informed upon and punished. Michael Rubin (2016) How does ISIS do intelligence?
Operating with such a tight and secretive intelligence regime enabled total control to be established through the strategy of fear.
3. Media Strategy:
IS became globally recognised for carrying out barbaric acts of violence, including public executions, beheadings, crucifixions and rapes and broadcasting these as its signature acts on-line. 
The following ISIS publications, aired on their media network and Qatar’s Al-Jazeera, and then broadcasted on UK sites and YouTube, watched by millions of viewers across the world, had a significant impact in raising the levels of fear. The following executions were publicised:
· The beheading of U.S. journalist James Foley and a video of the bloody execution on YouTube. 
· The beheading of U.S. journalist Steven Sotloff. 
· February 2015, a Jordanian military pilot was burnt alive in a cage. 
· The beheading 21 Egyptian Christians on a beach in Libya. 
· Images of a man being thrown off a building in Syria, because he was a homosexual (March 2015).
(ISIS – History.Com Editors, 2017)
Numerous other videos and images documenting brutal executions have been released and attributed to ISIS.  
[bookmark: _Hlk87652945]In a single year, ISIS released almost 15,000 propaganda materials, including 800 videos and approx. 20 magazines translated into 11 languages, including Mandarin. ISIS Financing (2016) p. 22.

4. Recruitment Strategy
IS maximised the use of the internet to recruit and radicalise those who were vulnerable and wanted to travel to Iraq and Syria, or act as a lone wolf.
Out of more than 30,000 foreigners who travelled to join ISIS by the end of 2015, approximately half came in 2015. This marked a strong upward trend in recruitment, driven in part by the enthusiastic reaction among IS supporters to the declaration of the caliphate. 
A majority of the foreign fighters were volunteers from Arab countries in the Middle East and North Africa, but an increasing number of recruits travelled to Syria and Iraq from Western Europe, Balkans, Russia, and Central and South Asia (The Soufan Group, 2015a).
[bookmark: _Hlk87653430] Although most were young men, the relatively high number of female recruits was unique, attesting to the special excitement that ISIS had managed to engender among young people worldwide (Peresin, 2015). 
There were reports of entire families who, in their own words, were “willingly leaving the so-called freedom and democracy that was forced down our throat in the attempt to brainwash Muslims to forget about their powerful and glorious past” (Akbar, 2015). 
Images of foreign fighters burning their passports after they reached the desired destination in the ISIS-land further reinforced the picture of individuals who enthusiastically had cut all ties with the despised past and eagerly went on to turn a new page in becoming the first generation of denizens in the new caliphate (Malik, 2014). 
This suggests that the decision to join ISIS was greatly facilitated by one’s immediate social network, and that successful recruitment was more personal and focused on the recruiter’s ability to forge close-knit connections with potential volunteers (Holman, 2016; Reynolds & Hafez, 2017).
The IS call to arms on behalf of the caliphate had an irresistible resonance from individuals in search of personal significance. A strong need to matter is a basic human motive recognised by many psychological theorists (Fiske, 2004; Frankl, 1969; Maslow, 1943). 
A trend, evident in IS choreographed attacks in 2014-2016, was to recruit family networks, comprising of siblings and married couples. Examples of this are the Tsarnaev brothers who perpetrated the Boston marathon bombing in April 2013, the Kouachi brothers who carried out the Paris attacks in November 2015, and the Bakraoui brothers involved in the attacks in Brussels in March 2016. A familial connection is ideal for terrorist purposes as its members are loyal, committed and in close communication with to each other. They act of betrayal is unlikely.  It is therefore highly likely that IS recruiters directed their media to attract such familial groups. (Jasko et al. 2018, p.28)
5. Operational and Tactical Deployments
Operational deployment was also a strength for the IS, and its leader Abu Al Baghdadi’s important decision to utilize the professionalism of the soldiers once belonging to the dissolved army of Saddam Hussein paid off. These former experienced military commanders were also responsible for teaching the militants how to use their weapons, prepare their strategies and draft their tactics.
From a strategic viewpoint, the operational objectives for IS were usually major roads, oil fields, refineries, dams and power plants. They acknowledged that they didn’t possess sufficient troops to control large areas and as such they focused on key infrastructures or strategic positions that gained them significant advantage e.g. supplies, financing, freedom of movement and predominance on the ground. Using terror as a weapon, they controlled areas that became increasingly depopulated, which to their disappointment worked against their taxation penalty scheme as a source of revenue. Isis and its military tactics (November 2014)
On matters of tactical deployment, with engaging militants in the field of operation, this was a mixture of traditional warfare, and a combination of bomb or suicide attacks. These often targeted the frontline of their enemy through the deployment of car-bombs which facilitated the advancement of their frontline. Isis and its military tactics (November 2014)
[bookmark: _Hlk87653757]On an operational level, the IS’s attack methodology can be seen as granting the commanders on the field a great level autonomy. Once a strategic target had been identified, the commanders on the ground would decide how to advance. This decentralized the ‘command and control’ hierarchy and provided for a highly flexible approach in adapting to the changing circumstances on the ground. This is in stark contrast to the US led coalition forces whose military strategy and tactical plans are very structured and well-rehearsed, each commander strictly adhering to their training. Isis and its military tactics (November 2014)

Attack Modus operandi 
Between the period 2016 - 2019, IS has been the most active terrorist organization in the European Union as well as in the United States of America, Australia, and the UK. There have been four categories of weaponry used by the terrorist, these being:
· Melee weapon (knives, axes, machetes or meat cleavers)
· Firearm
· Explosive
· Ramming Vehicle
Below are some examples of the incidents we have witnessed along with the types of preferred weaponry used by the terrorist.
Melee Weapons:  
These were used in a number of attacks over the specified period, namely 
· Magnanville (France in 2016), 
· Church attack in Normandy (France in 2016).
· Knife attacks in Minto (Australia in 2016),
· Hannover (Germany in 2016), 
· Ohio State University (USA in 2016) – accompanied by vehicle-based attack
· Louvre museum in Paris (France in 2017) 
· in London (Great Britain in 2017) – accompanied by vehicle-based attack 
From examining the above incidents, the attackers could be identified as single actor (lone wolf) terrorist with the exception of the Normandy church attack.
Firearms:
The use of a firearm is acknowledged as being a second major weapon preferred by IS operators. Examples of its use by IS affiliates are:
· In February 2015, a series of shootings took place at a cultural centre and a Synagogue in Copenhagen. The perpetrator of these attacks used a M/95 assault rifle as well as handguns during the attack. 
· Paris (France in 2015) where 137 were killed. During this attack, an ISIL cell detonated several IEDs and started shotting with AK-47 assault rifles in restaurants and a night club.
· San Bernardino (USA in 2015) and Tel Aviv (Israel in 2016) where semi-automatic rifles and other guns were used.
· Orlando (USA in 2016) - Omar Mateen who shot 50 persons in a nightclub in
· Champs-Élysées (France in 2017) - the lone operator shot at three police officers killing one with an AK 47 rifle. 
The attacks with firearms were executed by both lone operators and small groups who were in contact with IS organisers. This created for a greater degree of pre-planning.
Explosives:
A variety of explosive devices were used by terrorists affiliated with or inspired by IS. However, in a majority of these attacks, improvised explosives devices (IEDs) were used in combination with firearms. For example:
· Paris (November 2015), the cell not only use assault rifles but also detonated three homemade suicide vests containing triacetone triperoxide (TATP). However, the vast majority of casualties during this attack were injured by firearms. 
· San Bernardino, where the couple attempted to detonate three IEDs that were connected with Christmas decoration lights.
· In March 2016, a cell connected to the Paris attack (2015) committed a second attack in which they used TATP based explosives as a main weapon that killed 35 people at Brussels International Airport and at a subway station.
Although especially the two IED attacks in Europe were committed by an organised cell with tacit knowledge in IED manufacturing, also lone operators with ties to IS managed to commit attacks with explosives. 
· July 2016, a Syrian refugee detonated a TATP based suicide vest in Ansbach (Germany) killing himself and wounded 15 other persons. 
· Manchester on 22 May 2017, lone wolf detonated an IED containing TATP at a pop concert. The attack killed 23 persons and wounded 250.
Ramming Attacks:
A new tactic utilised by IS in 2016, in Europe and other Western countries, saw the introduction of a vehicle used to commit terrorist attacks. The concept of a ‘vehicle ramming attack’ replicates that used by Hamas in the Israel-Palestine conflict over the past decade. 
This style of attack was used in the following IS affiliated terrorist incidents:
· Cargo truck driven into a crowd of people celebrating the Bastille Day in Nice (France in 2016) killing 86 people and injured 434 others. 
· USA in 2016 in Ohio State University - stabbing incident, additionally used a vehicle to deliberately run several students over. 
· In December 2016, a Scania R 450 truck was driven into a Christmas market in Berlin (Germany) killing 12 people as well as wounded 56 others. 
· Westminster Bridge, London, (2017), where a vehcile was used to deliberately target pedestrians on the bridge. 
· Attack in Stockholm (Sweden in 2017) where the attacker drove a hijacked brewery truck into a shopping street killing five pedestrians. 
· Westminster Bridge, London, (2017) where two separate ramming attacks including a stabbing occurred on both bridges. This resulted in 14 fatalities collectively. 
· Ramming attacks in Barcelona (Spain) on 17 August, 2017. This involved a small Jihadi cell who killed 13 persons and wounded 130 by driving a van into a popular pedestrian zone.
The use of a vehicle as an attack weapon appears to be particularly popular among IS inspired ‘lone wolf’ operators.
Available at: Terrorist Group: ISIS Weapons Use | Counter-Terrorism Ethics (counterterrorismethics.com). (Accessed: 12th November 2021)
[bookmark: _Toc495054212]
Conclusion:
IS was particularly successful during the period 2012-2014, and made intelligent use of  the geopolitical and religious factors that were in existence at the relevant time to enable it to mobilise. Its leaders have significantly impacted on its successes and indeed its fall in power (proclaiming a Caliphate too early and without the agreement of Al Qaeda). 
From my research, I have seen that the terrorist group’s main strengths have been within its strategic capabilities, as I have outlined, particularly its governance by fear and terror. Coupled to this, its intelligence capability and its intelligent use of on-line media, this being closely connected to its recruitment campaign, which successfully facilitated the significant numbers who responded across the world in the call for arms, many of the needed significance in their lives, all worked to conquer swathes of territory and indeed terrorise the world. The ‘lone wolf’ and ‘pack wolf’ attack methodology, with its far-reaching tentacles across the world, gives IS it its uniqueness as a terrorist organisation, this never being far away and engendering in the ordinary mind a chilling thought of ‘when next will they attack?’. 
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