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Abstract
As digital technology continues to grow and more organisations rely on remote working and cloud systems, cybersecurity risks have become more serious. HealthPlus Analytics (HPA), a healthcare technology company that handles sensitive patient data, has recently faced security issues such as unauthorised access to data and ransomware attacks. These incidents not only put important information at risk but also raise concerns about following regulations like UK GDPR and NHS Digital security standards.
This report aims to develop a data security and governance framework for HPA. It first looks at the main internal and external threats that could affect the organisation. It then suggests a range of security policies based on recognised standards such as ISO 27001 and the NIST Cybersecurity Framework. The report also explains practical measures that can be used to reduce risks and improve overall security. In addition, it outlines how the company can monitor its systems and respond to security incidents effectively. Finally, a staff training program is proposed to increase awareness and encourage better security practices. Overall, these recommendations are designed to help protect data, meet legal requirements, and improve the organisation’s security.

Introduction
Cybersecurity is becoming more important as organisations rely more on digital technology in their daily work. Many companies now use cloud systems, online services, and remote working, which has made work easier and more flexible. However, these changes have also increased the chances of cyberattacks. Businesses now face different types of security risks that can affect their data, systems, and operations.
This is even more serious in the healthcare sector, where organisations deal with sensitive patient information. If this data is accessed without permission or changed, it can cause major problems such as privacy issues, financial loss, and legal consequences. HealthPlus Analytics (HPA) is a company that works with healthcare data for hospitals and clinics across the UK. Recently, it has faced security problems, including unauthorised access to cloud data and ransomware attacks. These issues show that the company needs stronger security controls.
Another challenge is the use of personal devices and remote working. Employees often use their own laptops or mobile phones to access company systems, which can increase security risks if these devices are not properly protected. Because of this, it is important for HPA to have clear rules and strong security measures in place.
This report will look at the main cybersecurity threats that HPA faces, including both internal and external risks. It will also suggest security policies and practical solutions to reduce these risks. In addition, the report will explain how the company can monitor its systems and respond to security incidents. Finally, it will discuss the importance of staff training to improve awareness and promote better security practices. These steps will help HPA protect its data, follow legal requirements, and improve its overall security.
Organisations must also follow data protection laws such as UK GDPR to protect sensitive information [3]. Cybersecurity is not only a technical issue but also something that organisations need to manage properly. Companies like HPA must regularly review and improve their security measures to deal with new and changing cyber threats.

Identification of Threats
HealthPlus Analytics (HPA) faces different types of cybersecurity threats that can affect its systems and sensitive patient data. These threats can come from inside the organisation or from external attackers. It is important to understand both types in order to reduce risks and improve security. Ransomware has become one of the most common cyber threats in recent years [5].

4.1 Internal Threats
Internal threats are risks that come from people within the organisation, such as employees or contractors. These threats are often caused by human error, lack of awareness, or misuse of access.
One common internal threat is human error. Employees may accidentally share sensitive data, click on harmful links, or send information to the wrong person. This can lead to data breaches and loss of confidentiality.
Another issue is weak passwords. If staff use simple or repeated passwords, it becomes easier for attackers to gain access to systems. This can put patient data at risk.
There is also the risk of insider threats, where an employee may misuse their access on purpose. This could involve stealing data or sharing it without permission.
In addition, the use of personal devices (BYOD) can create security problems. If employees use their own laptops or phones without proper protection, it can expose the company network to malware or unauthorised access.
These internal threats mainly affect confidentiality and integrity, as sensitive data could be accessed or changed by unauthorised users.

4.2 External Threats
External threats are risks that come from outside the organisation, usually from hackers or cybercriminals. These attacks are often designed to steal data, damage systems, or stop services from working properly. One of the main threats is ransomware. This is when attackers block access to systems or data and ask for money to unlock them. This can seriously affect the company’s ability to operate and may lead to loss of important information.
Another common threat is phishing and social engineering. In this type of attack, cybercriminals send fake emails or messages to trick employees into giving away login details or clicking harmful links. This can allow attackers to gain access to company systems.
Malware is also a major risk. This includes different types of harmful software, such as viruses or spyware, which can damage systems or steal sensitive data without the user knowing.
HPA may also face cloud security risks, especially because it stores data online. If cloud accounts are not properly secured, attackers may be able to access patient information.
In addition, DDoS attacks can target the company’s systems by flooding them with traffic. This can make services slow or completely unavailable.
These external threats can affect all three parts of the CIA triad. For example, confidentiality can be affected if patient data is accessed by people who are not authorised. Integrity can be damaged if data is changed or interfered with. Availability can also be affected if systems are attacked, such as with ransomware or DDoS, making them unavailable when needed.



5. Security Policies
To improve the overall security at HealthPlus Analytics (HPA), it is important to have clear security policies in place. These policies help employees understand how to use systems safely and protect sensitive patient information. They also make sure the organisation follows important standards such as ISO 27001, the NIST Cybersecurity Framework, and UK GDPR. These policies are based on recognised frameworks such as NIST and ISO 27001 [1][2]. These policies are important because they help reduce risks and make sure that sensitive healthcare data is properly protected from cyber threats.

5.1 Access Control Policy
The access control policy makes sure that employees only have access to the data and systems they need for their role. This helps reduce the risk of sensitive information being accessed by the wrong people. Access permissions should also be checked regularly, especially when employees change roles or leave the organisation.

5.2 Password and Authentication Policy
A good password policy helps protect user accounts from being hacked. Staff should create strong passwords and avoid using the same password for multiple accounts. Multi-factor authentication (MFA) should also be used, as it adds an extra layer of protection even if a password is stolen.

5.3 Data Protection and Privacy Policy
Because HPA deals with sensitive healthcare data, it is important to keep this information secure. This policy should ensure that data is encrypted when stored and when being shared. It should also make sure that only authorised users can access the data and that all processes follow UK GDPR requirements.

5.4 Bring Your Own Device (BYOD) Policy
Since employees may use their own devices for work, a BYOD policy is needed to manage the risks. Personal devices should have basic security measures such as antivirus software, password protection, and encryption. If a device is lost or stolen, it must be reported immediately.

5.5 Backup and Recovery Policy
Backups are important to prevent data loss, especially in case of cyberattacks like ransomware. The company should carry out regular backups and store them securely. It is also important to test backups to make sure data can be recovered if needed.

5.6 Incident Response Policy
This policy explains what should be done when a security incident happens. Employees should report any unusual activity as soon as possible. The organisation should have clear steps to deal with incidents quickly and reduce the impact.

5.7 Acceptable Use Policy
The acceptable use policy sets rules for how employees should use company systems and devices. It should prevent unsafe actions such as installing unknown software or clicking suspicious links. This helps lower the chances of security problems.

6. Mitigation Measures
To deal with the risks identified earlier, HealthPlus Analytics (HPA) needs to put suitable security measures in place. These measures help to protect systems, reduce the chances of attacks, and limit damage if something goes wrong. The solutions should be practical and easy for the organisation to apply. These measures are practical and can be applied within HPA without major difficulty. They help reduce both the chances of cyberattacks happening and the impact if an incident occurs.
The table below shows different threats and how they can be managed:







		Threat
	Mitigation Measure
	How it will be implemented

	Ransomware
	Backup systems and endpoint security
	Carry out regular backups and use anti-malware software on all devices

	Phishing attacks
	Email protection and staff training
	Use email filters and train employees to identify suspicious messages

	Weak passwords
	Strong password rules and MFA
	Enforce strong passwords and use multi-factor authentication for accounts

	Insider threats
	Limited access and monitoring
	Give access based on job roles and review permissions regularly

	Malware
	Antivirus and updates
	Install antivirus software and keep systems updated

	Cloud data breaches
	Data encryption and secure access
	Protect data with encryption and control who can access it

	Unpatched systems
	Regular updates
	Keep all software and systems updated to fix security issues

	BYOD risks
	Device security rules
	Make sure personal devices have basic protection like passwords and antivirus

	DDoS attacks
	Network protection
	Use firewalls and monitoring tools to manage unusual traffic









7. Monitoring and Incident Response
To keep systems safe, HealthPlus Analytics (HPA) needs to regularly monitor its network and be prepared to deal with security incidents when they happen. Monitoring helps the company notice suspicious activity early, while having a clear response plan ensures problems are handled quickly and properly.

7.1 Monitoring
Monitoring is important because it allows the organisation to spot unusual behaviour before it turns into a serious issue. HPA should use different tools to check what is happening across its systems and network. For example, log monitoring can be used to track user activity and identify things like repeated failed login attempts or unusual access times. Tools such as firewalls and intrusion detection systems (IDS) can also help detect suspicious network traffic. In addition, a SIEM system can be used to collect and analyse security data from different systems in one place. By doing this, HPA can detect problems such as unauthorised access, malware, or possible data breaches at an early stage and take action quickly. Monitoring tools such as SIEM systems are recommended in cybersecurity frameworks [1].

7.2 Incident Response
Even with good security in place, incidents can still happen. Because of this, HPA needs a clear process to deal with them effectively.
The first stage is detection, where the problem is identified, either through monitoring systems or by staff reporting something unusual.
Next is containment, where steps are taken to stop the issue from spreading, such as isolating affected devices.
The third stage is eradication, which involves removing the cause of the problem, for example deleting malware or fixing vulnerabilities.
After that is recovery, where systems are restored and normal operations continue.
The final stage is review, where the organisation looks at what happened and makes improvements to prevent the same issue in the future. 
The incident response process used by HPA is shown in Figure 1.
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Figure 1: Incident Response Process at HPA



8. Training and Awareness Program
HealthPlus Analytics (HPA) should provide regular cybersecurity training to help employees understand how to keep data and systems secure. Many security problems happen because of mistakes made by staff, so it is important that everyone knows how to avoid risks. New employees should be given basic training when they start working at the company. This should cover topics such as creating strong passwords, using systems safely, and handling sensitive patient information correctly. Current employees should also take part in regular training sessions to stay updated on new types of cyber threats. The company should also run phishing awareness activities. For example, sending test emails can help check if employees can recognise suspicious messages. This can reduce the chances of real attacks being successful. Employees also need guidance on using personal devices securely, especially when working from home. They should make sure their devices are updated, protected, and used safely when accessing company systems. Training can be delivered through online lessons, short sessions, or internal communication like emails. Simple quizzes can also be used to check if employees understand the training. Overall, a good training programme can reduce human errors, improve awareness, and help staff follow security policies properly.



9. Conclusion
To conclude, HealthPlus Analytics (HPA) is exposed to a range of cybersecurity threats from both inside and outside the organisation. These risks can affect sensitive patient data and disrupt systems if they are not managed properly. This report has identified key threats and suggested security policies that can help reduce these risks. It has also explained different measures that can be used to improve system security and protect important data. In addition, monitoring and having a clear incident response process are important to detect and deal with problems quickly. Training employees is also very important, as many cyber incidents happen due to human mistakes. By improving staff awareness, the organisation can reduce risks and improve overall security. Overall, applying these recommendations will help HPA improve its security and better protect its systems and data over time.
References
[1] National Institute of Standards and Technology (NIST), "Cybersecurity Framework," 2023. [Online]. Available: https://www.nist.gov/cyberframework

[2] International Organization for Standardization (ISO), "ISO/IEC 27001 Information Security Management," 2022. [Online]. Available: https://www.iso.org/isoiec-27001-information-security.html

[3] Information Commissioner’s Office (ICO), "Guide to the UK General Data Protection Regulation (UK GDPR)," 2023. [Online]. Available: https://ico.org.uk/for-organisations/guide-to-data-protection/

[4] NHS Digital, "Data Security and Protection Toolkit," 2023. [Online]. Available: https://www.dsptoolkit.nhs.uk/

[5] Verizon, "2023 Data Breach Investigations Report," 2023. [Online]. Available: https://www.verizon.com/business/resources/reports/dbir/

[6] Kaspersky, "What is Ransomware?" 2023. [Online]. Available: https://www.kaspersky.com/resource-center/threats/ransomware








Appendix: Presentation Slides[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
image4.png
Security Policies

* Access control policy

* Password and authentication policy
* Data protection and privacy policy

* BYOD policy

* Backup and incident response policy




image5.png
Mitigation Measures

* Regular backups

* Multi-factor authentication

* Antivirus and anti-malware software
* Encryption for sensitive data

* Regular software updates




image6.png
Monitoring and Incident Response

* Use logs, SIEM, firewalls, and IDS
* Detect unusual behaviour early

* Incident response steps:

. Detection

. Containment

. Eradication

. Recovery

. Review




image7.png
Training and Awareness

* Cybersecurity training for all staff
* Phishing awareness activities

* Secure use of personal devices

* Regular refresher training

* Quizzes and short workshops




image8.png
Conclusion

* HPA faces internal and external cyber threats

* Strong policies and controls are needed

* Monitoring and response improve security

* Staff awareness helps reduce risks

* Recommendations support GDPR compliance




image1.png
Data Security and Governance
Framework for HealthPlus
Analytics

Network and Cybersecurity Essentials
Ivan Yordanov Ivanov
Student ID: 2434440




image2.png
Introduction

* HPA handles sensitive healthcare data
* Remote working and cloud systems create more risks

* Strong security is needed to protect data




image3.png
Key Threats

* Internal threats: human error, insider misuse, weak passwords
* External threats: ransomware, phishing, malware

* Cloud security risks can expose patient data

* DDoS attacks can affect system availability




