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[bookmark: _Toc124251325]Introduction
Cybersecurity is an increasingly important concern for organizations of all sizes, as the reliance on digital systems and networks continues to grow. Non-governmental organizations (LENDING HANDs) are no exception, as they are often targeted by cybercriminals due to their access to sensitive information and resources. It is essential that LENDING HANDs take steps to protect themselves against cyber threats and vulnerabilities, to ensure the security and integrity of their systems and networks. In this paper, research into developments in recent technological advancements in cybersecurity will be made and the potential cybersecurity risks facing lending hands will be discussed. Recommendations for improving their cybersecurity will be made. By implementing these recommendations, lending hands will be better equipped to safeguard their physical and informational assets and protect against future cyber threats.
[bookmark: _Toc124251326]Research	
There is a wide range of research in the cybersecurity field, as the industry continues to evolve and respond to new threats and challenges. Some areas of focus in cybersecurity research include developing new technologies and techniques for protecting against cyber-attacks, improving the security of networks and devices, and finding ways to detect and respond to cyber threats more effectively.

One technological advance in cybersecurity that has received significant attention in recent years is the use of artificial intelligence (AI) and machine learning. These technologies have the potential to significantly improve cybersecurity by enabling systems to learn and adapt to new threats in real time, as well as to identify and respond to potential attacks more quickly and accurately. ‘Artificial intelligence in cyber security: research advances, challenges, and opportunities’ entail a review of articles focusing on the use of AI, for Cybersecurity purposes. The four key areas reviewed are user access authentication, dangerous behaviour monitoring, abnormal traffic identification, and network situation awareness [1].
  To apply risk-based authentication, companies like OneLogin, use technologies with implemented AI. The AI analyses each scenario and determines a threat score depending on different factors about the login attempt and will produce a risk score. Examples of possible threats which may raise a flag or produce a higher risk score are attempted logins from an IP address that has previously been flagged, or a log-on attempt that takes place in the middle of the night. Neural networks have also been incorporated as a part of machine learning in Cyber security. Neural networks attempt to copy a human brain and ‘learn’ through analysing correct data sets and determining the best algorithm to detect cyber-attacks. The AI will search for reoccurring events in the data sets that will produce a pattern that can be used to determine incoming cyber threats [2]. 
  To reduce the risk of cyber threats a vast number of organizations are using AI to assist with behaviour monitoring and analysis. User behaviour analytics is a technique that helps identify unusual activity within an organization by comparing it to a baseline of normal user behaviour. This is achieved by collecting data on a user's typical actions, such as logging in and accessing certain systems or files. Using artificial intelligence and machine learning, user behaviour analytics can then analyse new user activity to determine if it falls within the normal behaviour range. If there are significant deviations from what is considered normal behaviour, it may indicate a potentially compromised account or other security threat. This is used to help safeguard against threats by alerting administrators to potential problems before they can cause significant damage [3].
 Traffic analysis is a cyber security method that involves observing and analysing network traffic to identify potentially harmful or unusual activity. By examining factors such as the amount, type, and destination of network traffic, security professionals can detect anomalies that may signal a security threat, such as a virus, malware, or hacking attempt. This technique helps to protect against cyber-attacks and ensure the integrity of networks and systems. Traffic analysis is a valuable tool for network administrators and other security professionals in defending against cyber threats [4]. AI can be used to automate the process of analysing network traffic, allowing security professionals to focus on more high-level tasks. The AI identifies anomalies and patterns in the network traffic data to indicate security threats and risks in real time. Therefore, Artificial intelligence significantly enhances the capabilities of traffic analysis in cyber security, enabling organizations to identify and defend against threats more effectively. Through automation and advanced pattern recognition, AI can streamline the process of analysing network traffic and help security professionals focus on the most pressing issues. It can also detect advanced threats that may be difficult for humans to identify, such as zero-day vulnerabilities or advanced persistent threats. As a result, the use of AI in traffic analysis can greatly improve the efficiency and effectiveness of cyber security efforts and provide organizations with a stronger level of protection [5].
 As more organisations move towards cloud computing there is a corresponding importance of improving and integrating cloud security. Cloud security is vital as it is used to protect cloud-based systems and infrastructures from cyber-attacks. One of the biggest advancements in cloud computing is SECaaS. SECaaS, or Security-as-a-Service, is a cloud-based security solution that is accessed via the internet. With SECaaS, organizations have the option to outsource their security needs to a third-party provider rather than managing their own security infrastructure internally. This option can be attractive for organizations that don't have the resources or expertise to handle their own security or want to free up internal resources to focus on other priorities. SECaaS offers a variety of security services, including firewall protection, virus and malware protection, intrusion detection and prevention, and data backup and recovery [6]. Identity and access management (IAM) is another crucial component of cloud computing, as it controls who has access to cloud-based systems and data. It involves the use of technologies, processes, and policies to manage and protect the identities of users and devices that access the cloud. Authentication is a key component of IAM as it involves verifying the identity of users and devices before they are allowed access to cloud-based systems and data. This is typically done using authentication methods such as passwords, tokens, and multi-factor authentication. IAM helps ensure that only authorized users and devices can access sensitive information, helping to protect against unauthorized access and data breaches. IAM allows the ability to determine which users and devices in the network have access to specific resources in the cloud through role-based access control. IAM includes the ability to monitor and manage access to cloud-based systems and data, including the ability to track and audit user activity and enforce policies and compliance requirements [7].
To protect individuals and organisations from cyber threats, developments in regulation and compliance have been made. Governments and industry organizations have implemented new laws and standards to enhance the security of organizations and systems. There are several regulations in place that aim to improve the cybersecurity posture of organizations and protect against cyber threats. For example, the General Data Protection Regulation (GDPR) in the EU and the Payment Card Industry Data Security Standard (PCI DSS) are both designed to improve the security of organizations by establishing frameworks for governance, risk management, and control in the field of cybersecurity. These regulations require organizations to implement a set of baseline cybersecurity measures to address identified risks, regularly assess the level of maturity of these measures, create an approved plan for improving cybersecurity, and promptly share incident-related information with CERT-EU [8]. CERT-EU is a cybersecurity agency of the European Union that was created in 2016. Its mandate is to safeguard EU institutions, agencies, and bodies from cyber threats and to promote a secure and resilient cyber ecosystem within the EU [9]. Several cybersecurity frameworks have been developed to provide guidance on best practices for securing systems and data. Examples include the National Institute of Standards and Technology (NIST) Cybersecurity Framework and the Center for Internet Security (CIS) Controls.  NIST Cybersecurity Framework is a framework that provides guidance to organizations for managing cybersecurity risks. The NIST Cybersecurity Framework is a risk-based approach that helps organizations identify, assess, and manage cybersecurity risks. ‘It consists of five core functions: Identify, Protect, Detect, Respond, and Recover’. Each function is supported by a set of associated outcomes and implementation tiers that provide a structure for organizations to assess and improve their cybersecurity. The framework is intended to be flexible, so that it can be tailored to the specific needs of different organizations [10]. Like the NIST framework the CIS controls are a set of best practices for cyber security defence that help organizations protect against cyber threats. They are designed to be implemented in a prioritized manner, with the most critical controls being implemented first. The CIS Controls are organized into 20 control families, which are grouped into three categories: Basic, Foundational, and Organizational. Each control family represents a specific area of cybersecurity, such as asset management, access control, or incident response. The CIS Controls are intended to be used as a strategic guide to help organizations identify and prioritize the most important cyber defence activities. The CIS controls are constantly evolving and changing in corelation with the growing amounts of cyber-attacks and threats[11]. 
Overall, the use of artificial intelligence and machine learning in cybersecurity is helping organizations to better defend against threats and improve their cybersecurity posture. It is crucial for organizations to assess the potential risks and ethical implications of using new technologies, such as AI, and to use them in a responsible and transparent manner by adhering to relevant regulations and compliance requirements. By doing so, they can ensure that the use of these technologies aligns with their values and does not pose harm to their stakeholders.
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Sublist3r
[image: Text

Description automatically generated]
Sublist3r is a tool that can be used to discover subdomains of a given domain. It uses a variety of search engines and other resources to find subdomains, and it can be used for a variety of purposes:
Information gathering: Sublist3r can be used to gather information about a target domain, such as the number and types of subdomains it has, which can be useful in the context of a security assessment or other investigation. Penetration testing: Sublist3r can be used to discover subdomains of a target domain that may be vulnerable to attack, as well as to identify hidden subdomains that may not be listed in public records. Reducing false positives in security monitoring: Sublist3r can be used to create a list of known subdomains for a given domain, which can be used to filter out false positives in security monitoring tools.
Overall, Sublist3r is a useful tool for discovering subdomains of a target domain, and it can be used in a variety of contexts to help identify hidden subdomains, gather information about a domain, and reduce false positives in security monitoring


Alternative: altdns
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altdns is a tool that can be used to generate permutations, alterations, and mutations of subdomains for a given domain. It can be used in various contexts:
Penetration testing: altdns can be used to discover subdomains of a target domain that are not listed in public records, which can help identify hidden subdomains that may be vulnerable to attack. Reducing false positives in security monitoring: altdns can be used to create a list of permuted subdomains that can be used to filter out false positives in security monitoring tools. altdns can also  be used to discover subdomains of a target domain that may not be easily discoverable through other means, such as by using common subdomain lists or brute-forcing subdomains. altdns can be used to generate a list of subdomains that can be used as part of a wordlist to perform password cracking against subdomains. Overall, altdns is a useful tool for discovering subdomains of a target domain, and it can be used in a variety of contexts to help identify hidden subdomains, reduce false positives in security monitoring, and generate subdomain-based wordlists for password cracking.
Both Sublist3r and altdns are tools that can help you find subdomains of a specific domain. However, they differ in how they achieve this. Sublist3r uses search engines and online resources to search for subdomains, while altdns generates variations of subdomains through permutations, alterations, and mutations. Sublist3r is easier to use because it has a simple command-line interface and does not require any advanced knowledge about DNS or subdomain enumeration techniques. Altdns, on the other hand, is a more advanced tool that requires a deeper understanding of these concepts to be used effectively. Sublist3r is generally faster than altdns because it relies on external resources, while altdns generates subdomains through permutations and mutations, which can take longer. In summary, Sublist3r and altdns are both useful tools for discovering subdomains, but they are suitable for different purposes. Sublist3r is better for quick and easy subdomain discovery, while altdns is better for generating many permuted subdomains.
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Email track and trace involves monitoring and following the journey of an email from the point it is sent until it is received. This may include details such as the date and time the email was sent, when it was received, and the path it took through various servers on the internet. Some track and trace tools for emails may also provide information about any issues that arose during delivery, like being blocked by a spam filter or being unable to be delivered due to an invalid email address.
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Email Tracker Pro is a tool or service that enables users to monitor the activity of emails they have sent. This can include details such as the date and time the email was opened, how many times it was opened, and which links within the email were clicked on.
Bellow eMailTracker pro has been used to trace the original location and date that the email came from.
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Bananatag is an email tracking and monitoring tool that allows users to see when their emails are opened, how many times they are opened, and what links within the email are clicked on. It is available for both desktop (Windows and Mac) and mobile (iOS and Android) platforms. In addition to email tracking, Bananatag also offers features such as email scheduling and reminders.
Bananatag and email Tracker Pro are very similar tools that allow users to track and monitor the activity of emails. The key difference between the two is that Bananatag can be used across a variation of platforms from IOS, Android to any Desktop, while Email Tracker Pro is confined to desktop use. Bananatag also has some additional features like email scheduling and reminders which are not included with Email Tracker Pro. Finally, Bananatag can be used with various email clients whereas Email racker Pro can only be used with Gmail.
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Recon-ng is a Python-based web reconnaissance framework that is commonly used by security professionals and researchers during the information gathering phase of a penetration testing project. It offers a variety of tools and features for tasks such as identifying and enumerating domains and subdomains, scraping search engines, and collecting information from social media profiles. Recon-ng is used to gather intelligence about a target organization or individual and to discover potential vulnerabilities that can be exploited. It is free and open-source software and can be used on Linux, macOS, and Windows operating systems.
[bookmark: _Toc124251334]Alternative Maltego
Maltego is a digital forensics and intelligence-gathering tool that allows users to gather and visualize data from a variety of sources, including social media, websites, and public records. It is designed to be used for tasks such as domain and subdomain enumeration, social media profile enumeration, and link analysis.
Both maltego and recon -ng are tools used by cyber security professionals to gather intelligence. The key difference between Maltego and Recon -ng is that Maltego uses a Graphical User interface as appose to Recon -ng being a command-line tool making maltego an easier tool to use overall. Maltego is more heavily focused on the visualization and analysis of the data gathered whereas Recon -ng is focused on just gathering the data. Ultimately both tools can be used for intelligence gathering however Maltego should be used if the key interest is visualizing and analysing the data collected and Recon -ng should be used if a more comprehensive set of data tools is needed for data gathering and recon.
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Wireshark is used by Network administrators and security professionals for network protocol analysis. It is used to in order to troubleshoot networks, find vulnerabilities in a network and analyse network traffic.
 Wireshark has a graphical user interface and includes a range of features and tools for analysing and visualizing network traffic, including the ability to display packets in real-time, decode and display various network protocols, and search and filter traffic using various criteria.  
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TCPDump is a command-line packet analyser that allows users to display TCP/IP and other packets being transmitted or received over a network to which the computer is attached. It is available for Linux and Unix systems, and is commonly used to troubleshoot network problems, analyse network traffic, and monitor the flow of packets on a network.

TCPDump and Wireshark are both tools that are used for capturing and analysing network traffic. TCPDump is a command-line tool that is available for use on Linux, macOS, and other Unix-like operating systems. It is a simple and lightweight tool that allows users to capture and analyse network traffic, but it does not have as many features or tools for analysing and visualizing traffic as Wireshark. Wireshark, on the other hand, is a graphical user interface tool that is available for use on Linux, macOS, and Windows. It includes a range of features and tools for analysing and visualizing network traffic, such as the ability to display packets in real-time, decode and display various network protocols, and search and filter traffic using various criteria. TCPDump is often used by network administrators and security professionals to troubleshoot network issues and identify security vulnerabilities, while Wireshark is also used by developers to debug network issues and analyse traffic for various purposes. The choice between TCPDump and Wireshark will depend on the specific needs and preferences of the user.
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Proxy Switcher is a software tool that allows users to switch between proxy servers quickly and easily. A proxy server works by acting as a link between a client and a server. When a proxy server is used and a client connects and makes a request the proxy server forwards the request and responded to a client. This can be useful for a variety of purposes, such as bypassing internet censorship, masking the client's IP address, and improving privacy and security. Proxy Switcher allows users to switch between different proxy servers easily, typically by selecting a new proxy from a list or by importing a list of proxies from a file. It may also include features such as proxy testing and proxy management. Proxy Switcher is often used by individuals and organizations to improve their internet privacy and security, or to access content that may be blocked in their location.
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Proxy SwitchyOmega is a browser extension that allows users to switch between proxy servers easily. It is available for use with the Google Chrome browser. 
Proxy SwitchyOmega and Proxy Switcher are both software tools that allow users to switch between proxy servers. Proxy SwitchyOmega is a browser extension for the Google Chrome browser, while Proxy Switcher is a standalone software application for Windows. Both tools allow users to switch between different proxy servers and manage proxy lists, but Proxy SwitchyOmega also includes features such as the ability to import proxy lists from URL and auto-switch between proxies based on URL patterns. Both tools are often used to improve internet privacy and security or to access content that may be blocked in a particular location. The choice between the two will depend on the user's specific needs and preferences. If using the Chrome browser and requiring additional features like URL-based proxy switching, Proxy SwitchyOmega may be the better choice. Alternatively, if not using Chrome or not needing these additional features, Proxy Switcher may be a suitable alternative.
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Nessus is a tool that aids organizations in detecting and fixing vulnerabilities in their networks and devices. Its capabilities include identifying missing patches, misconfigured devices, and unauthorized devices on a network. Security professionals and network administrators use Nessus to find and prioritize vulnerabilities in their systems, ensuring that they are secure. Nessus accomplishes this using a database of known vulnerabilities and a set of plugins to scan networks and devices. Nessus can be run on a range of operating systems such as Windows, OS X and Linux.
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OpenVAS is an open-source tool for finding vulnerabilities in networks and devices. It scans for potential issues such as missing patches, misconfigured devices, and unauthorized devices on a network using a database of known vulnerabilities and a set of plugins. Security professionals and network administrators use OpenVAS to identify and prioritize vulnerabilities in their networks and ensure that their systems are secure. It is available on Linux systems.
OpenVAS and Nessus are both tools used to scan networks and devices for vulnerabilities. While both include features for detecting and assessing vulnerabilities, such as detecting missing patches and misconfigured devices, Nessus also offers additional features like compliance reporting and asset management. OpenVAS, on the other hand, has a more modular design that allows users to add custom plugins. The choice between the two will depend on the user's specific needs and preferences. Those looking for a free and open-source tool with a more modular design may prefer OpenVAS, while those willing to pay for additional features and support may prefer Nessus.

[bookmark: _Toc124251344]Propose a mitigation strategy

As an ethical hacker who has been granted permission to legally penetrate LENDING HAND's network potential cyber threats and vulnerabilities that could compromise the LENDING HAND's physical and informational assets have been identified. To assist LENDING HAND in understanding and addressing these threats, a mitigation strategy which includes recommendations for improving the organization's cyberspace has been created. This strategy aims to identify technical weaknesses in LENDING HAND's security, provide recommendations for addressing these weaknesses, and help LENDING HAND protect against future cyber threats. By implementing this strategy, LENDING HAND will be able to better protect their physical and informational assets and maintain the security of their systems and networks.

Based on the given scenario LENDING HAND faces several cyber risks that could compromise the security of the organization's physical and informational assets. These risks include:
The lack of cybersecurity training for LENDING HAND staff members poses a significant risk to the organization. Many staff members have not completed mandatory training and are unaware of best practices for protecting against cyber threats. As a result, they may inadvertently expose the organization to data breaches, loss of sensitive information, and damage to its reputation through human error. To mitigate this risk, it is essential that the LENDING HAND prioritizes providing mandatory cybersecurity training to all staff members and regularly reminds them of the importance of following best practices.
Sharing a building with multiple businesses introduces additional risks to the organization. If one of these businesses experiences a cyber-attack, it could potentially affect the organization as well. Additionally, the organization may not have visibility into the cybersecurity practices of these businesses, leaving it vulnerable to attacks. The potential outcomes of this risk include data breaches, loss of sensitive information, and damage to the organization's reputation. To mitigate this risk, the organization should carefully assess the cybersecurity practices of any businesses it shares a building with and consider implementing additional security measures, such as separate networks or access controls, to prevent cross-contamination. Additional physical security measures should also be considered to ensure no changes or damage is made to the physical systems.
The LENDING HAND's lack of access controls in certain areas may expose it to risk. While LENDING HAND has implemented access controls for employees to enter and leave the building, there may be other areas where access controls are lacking. For example, LENDING HAND shares its building with multiple businesses, there may be limited controls on which employees or contractors have access to certain areas. Potential outcomes of this risk include unauthorized access to sensitive information, data breaches, and damage to the organization's reputation. In order to mitigate this risk  LENDING HAND should review and assess their access controls to ensure that they are adequately protecting all areas and assets.

Insufficient security measures on laptops pose a risk to the organization. Without strong passwords and encryption, these laptops may be vulnerable to cyber-attacks. The potential outcomes of this risk include data breaches, damage to the organization's reputation and loss of sensitive data. To mitigate this risk, the organization should ensure that all laptops have strong passwords and are encrypted to protect against cyber attacks
LENDING HAND's lack of visibility into the cybersecurity practices of its partners poses a risk to the organization. As LENDING HAND receives funds from various sources, including governments, multilateral agencies, academia, the private sector, and foundations. If the cybersecurity practices of these partners are not adequately assessed, LENDING HAND may be at risk of data breaches or other cyber-attacks. Potential outcomes of this risk include loss of sensitive information, damage to the organization's reputation, and financial losses. In order to mitigate this risk LENDING HAND should establish processes for regularly assessing the cybersecurity practices of its partners and ensuring that they meet appropriate standards.
To further strengthen LENDING HAND’s Network the following mitigation strategies should be followed:
A thorough network security assessment should be conducted in order to identify any technical weaknesses in the organization's systems and networks. This could include penetration testing to simulate real-world cyber-attacks and identify vulnerabilities that could be exploited by attackers.
A review of LENDING HAND's access controls should be conducted and the implementation of additional measures to restrict access to sensitive areas and systems should be put in place. This could include the use of security badges, security cameras, and other security measures to ensure that only authorized personnel have access to sensitive data and assets.
Implement strong passwords and password management policies to protect against brute-force attacks and other password-based attacks. This could include the use of password managers and two factor authentication.
Implement data encryption to protect sensitive data such as fund sources, banking details, and any sensitive data in which the company would not want to get leaked.
A robust firewall should be installed alongside an intrusion detection system to protect against external threats and monitor for unusual activity on the network.
All systems and software should be regularly updated and patched to ensure that the organization is protected against the latest threats and vulnerabilities.
By implementing these measures, the LENDING HAND will be better equipped to protect against cyber threats and safeguard their physical and informational assets.
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# Coded By Ahmed Aboul-Ela - @aboul3la

[-] Enumerating subdomains now for google.com

[-] Searching now in Bing..

[-] Total Unique Subdomains Found: 27

[-] Start port scan now for the following ports: 80
dialogflow.cloud.google.com - Found open ports: 80
hangouts.google.com - Found open ports: 80
earth.google.com - Found open ports: 80
fi.google.com - Found open ports: 8@
groups.google.com - Found open ports: 80
activity.google.com - Found open ports: 8@
business.google.com - Found open ports: 80
drive.google.com - Found open ports: 80
classroom.google.com — Found open ports: 8@
feedburner.google.com - Found open ports: 8@
docs.google.com - Found open ports: 80
console.developers.google.com - Found open ports: 80
ipv6étest.google.com - Found open ports: 80
messages.google.com - Ffound open ports: 80
journaliststudio.google.com - Found open ports: 8@
merchants.google.com - Found open ports: 8@
marketingplatform.google.com - round open ports: 80
meet.google.com — Found open ports: 80
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