Checkpoint Appliances Installation Guide
ACCA7032 Enterprise Network Security

Introduction (Part 2)
Important Information
Prerequisite

This activity assumes successful completion of Part 1: Understand and Configure Enterprise

Network with S-DC & L-DC (SWANSEA.ACCA).

Fundamental procedures—such as virtual machine installation and network adapter

configuration—are not repeated here, as they were covered in Part 1.

Activity Sequence: Complete the tasks in the following order:

1. Installation of Check Point (GAIA) Appliances
Deploy the following components:
A-GUI (Management Interface), A-SMS (Security Management Server), A-
GW (Security Gateway)
2. Configuration of Check Point (GAIA) Appliances
a. Perform initial setup and policy configuration on all deployed appliances.
3. Interconnect S-DC and Check Point (GAiA) Networks
a. Establish and verify connectivity between the S-DC network and the Check Point
infrastructure.
4. Enforce Security on the S-DC Network

a. Implement and test security policies to protect the S-DC environment.

Demonstration Requirement: In addition to the core tasks, configure and enforce security policies for

the L-DC network as part of your final demonstration.
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Chapter 1:

Lab Topology

Part 2
Securing Enterprise Network

SWANSEA.ACCA

A-GUI
10.1.1.201/24
DG:10.1.1.1
S-DC
A-SMS Domain Controller
10.1.1.101/24 DNS Server Clients1
DG:10.1.1.1 DHCP Server Domain Member

192.168.1.1/24 192.168.1.10

DG: 192.168.1.254/24 DG: 192.168.1.254
Windows Server 2022

Windows 10

IntSWA

20.0.0.2/30

ClientL1

Bemain Member
199.168.2.10
DGY192.168.2.1

L-CD IntLCD

Child Domain Controller
DHCP Relay Server
192.168.2.1/24

Windows Server 2022 Windows 10

Initial Focus to Setup the Appliances

SWANSEA.ACCA
A-GUI
10.1.1.201/24
DG: 10.1.1.1
IntCP
S-DC
A-SMS Domain Controller

10.1.1.101/24 DNS Server ClientS1

DG: 10.1.1.1 DHCP Server Domain Member

192.168.1.1/24 192.168.1.10
DG: 192.168.1.254/24 DG: 192.168.1.254

Windows Server 2022

Windows 10

INtSWA
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Configuration Details

IP Addressing Summary
Default Configs
Component||Role IP Address &
Gateway
A-GUI SmartConsole + GUI Access||10.1.1.201/24 10.1.1.1 Win 10 -8 GB RAM
o o 50 GB HDD
S ity M t CP R81.20-8 GB
A-SMS ecurity Vianagemen 10.1.1.101/24 10.1.1.1
Server RAM - 25 GB HDD
AGW Security Gatewa 10.1.1.1/24, 192.1.1.254/24, CP R81.20-8 GB
y Y 20.0.0.1/30 RAM — 25 GB HDD
Primary Domain Controller Pre Configured
S-DC 192.168.1.1/24 192.168.1.254
(SWANSEA.ACCA) /
Windows 10 Domain Pre Configured
ClientS1 192.168.1.10/24 192.168.1.254 g
Member
Child Domain Controller Pre Configured
L-CD 192.168.2.1/24, 20.0.0.2/30 |-
(LONDON.SWANSEA.ACCA) / /
. Windows 10 Domain Pre Configured
ClientL1 192.168.2.10/24 192.168.2.1
Member
Make sure the adapter settings are correctly configured.
A_GUI
B Generat RNetwork | W concru S
L!.‘A Sstems ::r:‘m:::.:,::rm Adapter3  Adapterd L!_j Co .j.»dl‘ptﬂ‘i Adapter2  Adapter3  Adapterd
! Ofephay Attached to: Internal Network | ! Display [/.mwe”t-!-"c'::d:wvm'
@ stonse N o e
1/“‘ Audio A Intel PRO/1000 MT Desktop (82540EM) Y | \f‘ Audio Adapter Type:  Intel PRO/1000 MT Desktop (82540EM)
{0 SerialPorts ] Cable Connected [ £ SerislPorts
In.ul»dml.nq;Sr!«xzd @ Cancel Help - Cancel Help
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- a X @ A-SMS - Settings =
Search settings £ Basic ' earch settings
s B General Network
Adepter!  Adepter2  Adapter3  Adapterd o Adapter]  Adspter2  Adwpter3  Adapterd
[ Enabie Network Adapter (2 Enable Network Adapter
Attached to: Network v W oo Attached te: [NAT v
Nome: [1ntCP ] (2] storsge or
Jv @ fntel
Audio Adapter Type: lnte
o — il - ———
MAC Address: | @ MAC Address: [ceo02T7741CF | ®
2 Cable Connected 5 SersiPors ] Cable Connected
O use Port Forwarding
(7] shared Foiders
Serial Ports. Serial Ports.
[T usertntestace
oot Linodm it vt poa PYOYW o T S
o[ conce Help [Cox ]| concel Help
@ A-GW - Settings - O X |@ AGN-Seting: -
General Network ] Genern P
Ad 1
i apter Aag..z Adipter3  Adapterd By Adipter1 Adpter2  Adapter3  Adapterd
u [ Enable Network Adapter [ Enable Network Adapter
= Attached to: Internal Network v o o Attached to: _Internal Network v
(&) storage Name: IneCP v & storage Name: [intSwa <]
@ aoso Adsptes Type: fntel P Avio Adapter Type: Intel PRO/1000 MT Desktop (B2540EM) v
P cuous Mode: L v
g - e —
MAC Address: [080027ARDFCA | @ = MAC Address: | ®
£ serifors & Cable Connected £ sersiports 2 Cable Connected
[7] sharedrolders Serial Ports [T] sharedFolders Serial Ports
Port 1 Port2 Pot3  Portd P
e onl  Pom2 Pomt3  Pord
[ user totertace = [T vserinterface N e
o1 conce Hep o ]| conce Help
@ A-GW - Settings = a X & A-GW - Settings = a
- M |
= Genera Network o Genen Network
1 Adaj 3 A 4
System Adapter Adapter 2 prer d-ﬂ{} Adapter 1 Adapter2  Adapter3  Adapterd
u [ Enable Network Adapter [ enable Network Adapter
Attached to: | Intemnal Network v ! = Attached to: NAT v.
73 e
Sterage Name | EtLCD v & storage
D Audo Adapter Type: intel PRO/1000 MT Desktop B25406M) |~ @ Ao Adspter Type: intel
N e i , EEEER ..
m MAC Address: 080027535034 | @ MAC Address: [080278C6TFE
£ Sersipors [ Cable Connected 5 seipors K2 Cable Connected
O us L uss Port Forwarding
(7] shored folders Serial Ports [7] Shared foders
= Portl  Pot2  Pon3  Pond SectalPorts
Userlaburtace [T user ntertace
S PR o e e
[Coc ][ cnca | Hep o, ][ cn
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Installation of SmartConsole on A-GUI

1. Download the ISO’s from \\192.168.135.200\accb6000S\VM.
2. Look for ENS Downloads (Only) Folder
3. Install Win 10 OS (Refer to the Table above for Configurations).
4. Start the A-GUI machine.
5. To download the Licenses (you might need them later for your activities) and SMART
Console, you need to connect to the Shared Folder.
In order to do that, make sure you add a bridged adapter (later you might disable it)
Basic M Search settings
E General Network
System Adapter1  Adapter2  Adapter3  Adapterd
Enable Network Adapter
E‘ B Attached to: |BridgedAdaptar ~
Storage Name: |\ﬂte\(R] Ethernet Connection (17) 1213-V ~
(D] Audio Adupter Type: Jntel PRO/ICOIT Desknp (B2540EM)
Promiscuous Mode: | Deny \
MAC Adriress: |CH00ZTASEOER 7]
@ Serial Ports
[9 UsB
[] shared Folders
E‘ User Interface ETEIRS
Cancel Hel|
T
Use the run command to get into the Shared Folder
Type the name of a program, folder, document or Internet
resource, and Windows will open it for you.
Open: | ~
O This task will be created with administrative privileges.
Cancel Browse...
Make sure you login to SOAC.LOCAL
e
Windows Security x
Enter network credentials S
|
Enter your credentials to connect to: 192.168.135.200
I soac.local\yoursoacusername ‘
| o...ooooooool o I
Domain: soac.local
D Remember my credentials
OK Cancel
L A &
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Open the ENS Downloads (Only) Folder and download the SMART CONSOLE and Licenses
Folder

o

™M

Share View
v 4 > Network > 192.168.135.200 > accb6000S > VM > ~ o Search VM

Name - Type S

## Quick access
i

S N | ENS Downloads (Only)

] AccBs000.ova
& Downloads * ] ENS - Configured EN.ova
] Documents - | ENS_BASIC.ova
&= Pictures -

D Music
B Vvideos
@ OneDrive
Wl This PC

=¥ Network

6. Install the Smart Console and Enable | have read and agree to the Check Point End User
License Agreement and click install.

® CHECK POINT
0 SmartConsole

® Weicome
RS

Welcome to

SmartConsole”

[¥] 1 have read and agree to the Check Point End User ense Agreement

Install Directory: C:\Program Files (x86)\CheckPoint\SmartConsole\R81.20 Browse...
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Smart Console will begin the installation.

® CHECK POINT
SmartConsole

°

® Installation -

1 5% Installing now: SmartConsole

® CHECK POINT
0 SmartConsole

T 0.%

@
@® Finish

Thank you for installing
SmartConsole

[¢] Launch SmartConsole

t

RS

8. You could see Smart Console R81.20 in A-GUI desktop.

SmartConsole

Starting...

This is the end of the lab 1.
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Chapter 2 : Installing the Primary Security Management Server (A-SMS)

In this lab, you will install the Gaia OS on A-SMS machine and configure the A-SMS as
Security Management Server using First Time Wizard.

1. Download the GAIA I1SO (R81.20) from \\192.168.135.200\accb6000S\VM.
2. Look for ENS Downloads (Only) Folder
3. Install GAIA OS (Refer to the Table above for Configurations).
4. Make sure you select Ubuntu in the OS.
5. Before power on A-SMS, go to the settings of A-SMS machine. Under General
properties, make sure version refers to other/Unknown(64-bit)
&7 A-SMS - Settings - 0 X
E Genersl Name |A-SMS
= . o B
(1] sywem o— i)
!,' Display Versiore  Other/Unknown (64-bat) ¢
u Storage
System
_.7' Network Motherboard Processor Acceleration
f) Serial Ports BaseMemory: A0%6MB 2
1/ usBe 4MB 65536 M8
Boot Order: [ B4 Floppy
|| Shared Foiders 5 ® Optics
— 4 B Hard Oisk
[T] Userinterface 0 & Network
[ﬁgf;] Cancel Help

6. Mount to GaiaOS.iso and start the machine. When the system is started, the following
screen appears:
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Welcome to Check Point Gaia R81.20

Install Gaia on this system

Do not install Gaia. Boot from local drive

Press [Tabl to edit options
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7. Click on install Gaia on this system

A warning message will appear, select OK to continue the installation and press Enter

1‘ A-SMS [Running) - Oracle VintualBox

File Machine View Devices Help

Check Point Gaia

Input

1 Warning |
This process will Install the

operating system and associated applications,

Do you wish to proceed with the installation?

‘ Machine Info

& & O

&) Right Ctrl

Reyboard Selection

Which keyboard type is attached
to this computer?

German :
Hungarian
Icelandic

Italian
Japanese
Norwegian
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9. Check the partition configuration. The disk space depends on your system configuration.
So, don’t change it. Press TAB key to select the OK button and press Enter.

X A-5M5 [Running] - Oracle VirtuaiBox - 0 X

Partitions Configuration

Your disk size is 88 GB.

Disk space will be assigned as follows:

System-swap (GB) ? 187
System-root (GB) 197
Logs (GB) 197
Backup and upgrade (6B) 41 527

10. Enter the password for the admin account and confirm it. You can use any password. For
this document, Chkp!234 is used as password.

X A-SMS [Running] - Oracle VirtuaiBox - O X

ficcount Conf iguration

Choose a password for the “admin” account.

Password:
Conf irm:
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11. Enter the password for Maintenance admin password. For this documentation,
Chkp!234 has been used as a password. You can choose any password of your choice.

Make sure you remember it.
12. Click OK to continue.

n A-SMS [Running] - Oracle VirtualBox - 0 X

Maintenance password

Create a password for Maintenance
wode (“admin” user).

Password :
Conf irm:

X A-SMS [Running] - Oracle VirtusiBox

Hanagement Port

You have multiple metwork ports on this
system. Choose the port you would like
to use for managing the system.

pth8 [link upl

ethi [link upl
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14. Enter the system configuration for A-SMS.

IP address 10.1.1.101
Netmask 255.255.255.0
Default Gateway 10.1.1.1

DHCP server on Disabled (Default)
this interface

15. Select OK and press Enter to continue.

&X A-SMS [Running] - Oracle VirtuaiBox - O X !

IP address: L
Netmask:
Default gateway:

16. Select OK to confirm the installation of GAIA OS in the A-SMS. Press Enter to start the
installation process.

ED A-5MS [Running] - Oracle VirtualBox < @A A-5MS [Running] - Oracle VirtusiBox

Ct}nf irmation

The next stage of the installation process will

format all your hard drives.
Tnstalling 08

fire you sure you want to continue?
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17. After the installation completes, press Enter to quit the installer process.
& A-5MS [Running] - Oracle VirtusBox o X !

18. After the reboot, choose Do not install Gaia. Boot from local drive and press Enter.

Welcome to Check Point Gaia R81.20

Install Gaia on this system

Do not install Gaia. Boot from local drive

Press [Tabl to edit options

Automatic boot in 43 seconds...

19. When the system reboots, it will ask for login details to login to the Gaia OS. Use the
following details:

Username: admin S AR Rl Ao e it
Password: Chkp!234

20. Once login, Set the inactivity and web session timeouts and save the configuration using
save config
set inactivity-timeout 720
set web session-timeout 720
save config
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;l A-Shi5 :P-_..\.\:.ts:,i - Dwache VirtuaiBos

21. Type Exit and press Enter to logout the A-SMS console window.
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Chapter: 2.1 Configuring Security Management Server(A-SMS) through the First Time Wizard
Access the Web Ul and finish the First Time Wizard on the A-SMS machine.

2.1.1 Go to A-GUI, open a web browser.
2.1.2  Use the following URL to access the A-SMS through web portal from A-GUI
http://10.1.1.101

2.1.3  You might see a warning message as shown below, select Advanced and continue

T w
Bl >rhecy oerer = BB B e =

A A

Your connection isn’t private

isn't private

2.1.4 Use the admin login that you have created during the A-SMS installation to log in to the A-
SMS using Gaia portal from Web GUI.

Username: admin
Password: Chkp!234

o This system is for authorized use only.

Usermame admin

Password  sesesessses -

LOGIN =

You will see the following welcome screen from the First Time Wizard to configure A-SMS

R81.20 First Time Configuration € *check

Chédg éé\ht First Time Configuration Wizard

Platform: Open Server
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2.1.5 Select Continue with R81.20 configuration and click Next to continue

Deployment Options

etup
@ Continue with R81.20 configuration
illation

Install from Check Point cloud

Install from USB device

Import existing snapshot o

Cancel

EITE E=TE

NS

2.1.6 Check the settings on the Management Connection page is correct and click on Next to
continue.

3
. cHeck

Management Connection

Interface: ethO

Configure IPv4: Manuaily s’
IPv4 address: 10 . 101
Subnet mask: 255.255.255. ©

Default Gateway: 183 = 1§ 1

Configure IPvE: ofr -

Next >

Cancel

Internet Connection

Leave the settings as it is from the following screen.
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2.1.7 Configure the A-SMS using the Device Information and select Next to continue

Hostname : A-SMS
. i 1 ™ cHecx
Domain Name : swansea.acca e C IR S

Primary DNS Server :

Host Name: A-5MS

192.168.1.1 Domain Name: e
Secondary DNS : 8.8.8.8 S 19216811
Teritary DNS Server : 4.2.2.2 . ==

o a—

] Use a Proxy server

2.1.8 Select use Network Time Protocol on the Date and Time Settings page. Configure the NTP
servers with time.google.com. Also choose London,Europe(GMT) for the Time Zone. Select Next to
continue.

Primary NTP Server : .
. Date and Time Settings € cHeECck
timel.google.com

Secondary NTP Server :
time2.google.com

Set time manually:

@ Use Network Time Protocol (NTP):
Primary NTP server: time1.googie.com Version: 4 |>
Secondary NTP server: | timeZ.google.com Version: a |

ime Zone: London, Europe (GMT) b

2.1.9 On the installation type, select Security Gateway and/or Security Management and select
Next to continue.

Installation Type

@ Security Gateway and/or Security Management

Multi-Domain Server

[ o J vy QI coneot
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2.1.10  Select Security Management option from the Products page and ensure Security Gateway
is disabled. Verify the Define Security Management is set to Primary. Select Next to continue

Products

| Security Gateway

V| Security Management

Define Security Management a<: Primary ™

[ oocx |3 N I concel |

2.1.11 Choose Define a new administrator from the Security Management Administrator page and
configure new administrator. You can use any username and password (This is going to be used to
login to A-SMS from Smart Console. For this documentation, the following details were used. Select
Next to continue

Administrator Name : cpadmin
. . . ~ .
Password : Ch kp|234 Security Management Administrator CHECK

2.1.12  Select the Network option the Security Management GUI Clients page and use the
following details. Choose Next to continue

IP Address : 10.1.1.0 ) ) .
Security Management GUI Clients € cHeEck
Subnet : 255.255.255.0

GUI clients can log into the Security Management from:

Any IP Address

This machine

@ Network
IP Address: 10.1.1.0

Subnet: 255.255.255.0

Range of IPv4 addresses:
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2.1.13  Make sure the First Time Configuration Wizard Summary shows only Security
Management: Primary Security Management, select Finish to finalise the configuration.

First Time Configuration Wizard Summary @ cn First Time Configuration Wizard Summary o’c“

Your device will be configured with the following products:

Security Management: Primary Security Management

First Time Configuration Wizard

O Configuration completed successfully

The installation and usage of this product(s) are subject to the terms of Check Point’s End-user License|
ana Privacy Policy

* Review Update and Data Sharing settings here

=ZE T |

2.1.14 Select OK to confirm the configuration.

2.1.15 Click Open Terminal and run the command api status to check the API readiness test to
check the status of the A-SMS startup process.

BB A-GUI[Runing] - Oracle Vitus
m B) caia x =
— C o N hps://10.1.1.101/ ¢
Open Server
A'sms

Manage Software Blades using SmartConsole [k

System Overview A X

3.10.0-1160.15.2cpx86_64
64-bit

634

&% Hosts and DNS

24 minutes

&= IPv4 Static Routes

& NetFlow Export i Softw no new rec. updates detected

3 &¥ System Management
¥ System Passwords
& Proxy
¥ Time
£¥ sNmP
£ Job Scheculer
¥ Mmail Notif
¥ Messages

£ Display Format Open Server
¥ Session
e

2.1.16 You should see API readiness test Successful. You may need to run the command more than
once to get the SUCCESSFUL message. Exit the terminal using exit command.
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Chapter 3: Installation of the Check Point Gateway (A-GW)

1. Install GAIA OS (Refer to the Table above for Configurations).
2. Make sure you select Ubuntu in the OS.
3. Turn on A-GW machine.

KA A-GW [Running] - Oracle VirtualBox - [m} X

File Machine View Input Devices Help

Welcone to Check Point Gaia RB1.20

Install Gaia on this systen

Do not install Gaia. Boot from local drive

Press [Tab) to edit options

oy SR B romcn

4. A warning message will appear, select OK to continue the installation and press Enter

A A-5MS [Running] - Oracle VinualBox

File Machine View Input Devices Help

Check Point Gaia

— Warning |

This process will Install the
operating system and associated applications,

Do you wish to proceed with the installation?

SOy BWE - B righc
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5. Select a keyboard language. US is the default, select Great Britain version:

AN A-5MS [Running) - Otacle VirtuslBox - o X

Reyboard Selection

Which keyboard type is attached
to this computer?

German

freat Britain |
Hungarian

Icelandic

Italian

Japanese

Norwegian

6. Check the partition configuration. The disk space depends on your system configuration.
So, don’t change it. Press TAB key to select the OK button and press Enter.

v A-GW [Running] - Oracle VirtuaiBox — 0 X

File Machine View Input Devices Help

Check Point Gala
Partitions Configuration
Your disk size is 48 6B.
Disk space will be assigned as follows:

System-swap (GB) 3 B8z

System-root (GB)
Logs (GB)
Backup and upgrade (GB) 24

@ QU = o) _‘_J m &) Right Ctrl ;
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7. Enter the password for the admin account and confirm it. You can use any password. For this

document, Chkp!234 is used as password.

EA 4-GW (Running) - Oracle VirtualBox

View Devices Help

Check

File Machine Input

Point Gaioa RD1.28

fccount Configuration

Choose a password for the “admin" account.

Password :
Conf irm:

[o ]

between eclements

BoOL=o

@0 G rgn

8. Enter the password for Maintenance admin password. For this documentation, Chkp!234
has been used as a password. You can choose any password of your choice. Make sure you

remember it. Click OK to continue.

&R 4-GW [Running] - Oracle VirtualBox

File Devices Help

Check

Machine View Input

Point Gaia R81.28

Maintenance passuword

Create a password for Maintenance
mode (“admin" user).

Password :

Confirm:

<Tab>

between elements
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9. Select ethO interface and configure the A-GW

A A-GW [Running] - Oracle VirtualBox

File Machine View Input Devices Help
Check Point Gala R81.28
Management Fort

You have multiple network ports on this
system. Choose the port you would like

to use for managing the system.

eth3d [1ink uﬁl
ethl nk up

ethZ [link upl

Tab?> between eclements

10. Enter the system configuration for A-GW.

IP address 10.1.1.1

Netmask 255.255.255.0
Default Gateway

DHCP server on Disabled (Default)
this interface

11. Select OK and press Enter to continue.

A 4-GW [Running] - Oracle VirtualBox

File Machine View Input Devices Help
Check Point Gaia R81.28

Management Interface ethd }

IP address:
Netmask:
Default gateway:

server on this interface

2A A-GW [Running] - Oracle VirtualBox - I

File Machine View ut  Devices Help

Confirmation

The next stage of the Installation process will
format all your hard drives.

Are you sure you want to continue?
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You will see the following screen.

a o

Check Point Gala R8
one moment .

1 for anaconda bluesk ed

1 the installatj

eparate textsplain
Installation complete res return to quit

se do not remove the installation media until the system reboc

{ Installing OS

Settlni ui the installation environment

between elements

This is the end of the A-GW installation.
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Chapter 3.1 Running the First Time Wizard on the Security Gateway

Access the Web Ul and finish the First Time Wizard on the A-GW machine.

3.1.1 Go to A-GUI, open a web browser.

3.1.2 Use the following URL to access the A-GW through web portal from A-GUI http://10.1.1.1

3.1.3 You might see a warning message as shown below, select Advanced and continue

Your connection isn’'t private ction isn’t private

3.1.4 Use the admin login that you have created during the A-SMS installation to log in to the A-GW
using Gaia portal from Web GUI.

Username: admin
Password: Chkp!234

© This system is for authorized use only.

Username admin

Password:  sesnnees

You will see the following welcome screen from the First Time Wizard to configure A-GW

R81.20 First Time Configuration

Welcome to the

Check Point First Time Configuration Wizard

You're just a few steps away from using your system!
Click Next to configure your system

Platform: Open Server
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3.1.5 Select Continue with R81.20 configuration and click Next to continue

Deploymeizt Options

Setup

@ Continue with R81.20 configuration

) Install from Check Point cioud

Install from USB device
rRecovery

Import existing snapshot 0

3.1.6 Check the settings on the Management Connection page is correct and click on Next to
continue.

Management Connection

Interface: &thO

Configure IPv4: Manually o8
IPv4 address: 0. 1 . 1 . 1

Subnet mask: 255.255.255. 0O

Default Gateway:

Configure IPvE: Off -

[oocc J pon- I concer |

Leave the settings as it is from the following screen.

V2.2025
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- -
Internet Connection € cHECK

Configure the interface to connect to the Internet (optional) @

Interface: eth1 ~

Configure IPva: orf ~

Configure IPvE: Off e

Cancel

3.1.7 Configure the A-GW using the Device Information and select Next to continue

Hostname : A-GW

Domain Name : swansea.acca
Primary DNS Server : 192.168.1.1
Secondary DNS : 8.8.8.8

Teritary DNS Server : 4.2.2.2

= = -
Device Information € cHeck

Host Name: A-GW
Domain Name:

Primary DNS Server: 192.168.1.1
Secendary DNS Server: 8888

Tertiary DNS Server: 4.2.22

Use a Proxy server

[once J e P coree

3.1.8 Select use Network Time Protocol on the Date and Time Settings page. Configure the NTP
servers with time.google.com. Also choose London,Europe(GMT) for the Time Zone. Select Next to

continue.

Primary NTP Server :
timel.google.com
Secondary NTP Server :
time2.google.com

@ Use Network Time Protocol (NTP):

Primary NTP server:

Secondary NTP server:

ime Zone:

Date and Time Settings € "cHeck

Set time manually:

time1.google.com Version: 4 |

timeZ2.google.com version: a |

London, Europe (GMT) ~

3.1.9 Make sure Security Management option is disabled from the Products page and ensure
Security Gateway is enabled. Verify the Define Security Management is set to Primary. Select Next

to continue

V2. 2025
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Products

ducts

| Security Gateway

[7] Security Management

Clustering

Unit is a part of a cluster, type: ClusterXL e

oo J vigi- J concer

3.1.10 Verify No is selected on the Dynamically Assigned IP and press Next to continue

Dynamically Assigned IP

Does this have a dy: it IP address (DAIP gateway)?

3.1.11 On the Secure Communication to Management Server page, enter the Activation key. This key
is used to establish the Secure Internal Communication (SIC). For this activity, Chkp!234 has been
used for the activation key.

Activation Key : Chkp!234

Secure Communication to Management Server

Activation Key: PUR— ———— SUONg

Confirm Activation Key: |ssrssssssss, 4

9

Learn more about SIC here

“

] Connect to your Management as a Service

Don't have an account? Click here

[ oo J nea-
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3.1.12 Verify only Security Gateway is listed on the First Time Configuration Wizard Summary page
and press Finish to start the configuration process. Press Yes to the following process to continue.

First Time Configuration Wizard Summary € ®checx

Your device will be o with the o

Security Gateway

* The instaliation and usage of this product(s) are subject to the terms of Check Point’s End-user License Agreement
and Privacy Policy
= Review Update and Data Sharing settings here

First Time Configuration Wizard

0 This will start the configuration process. Are you sure you want to continue?

B [~

3.1.13 You will be seeing the following screen. Once done, press Ok to restart the A-GW.

First Time Configuration Wizard Summary

Verifying Configuration

00

Security Gateway
First Time Configuration Wizard

You must restart the system in order to finish the configuration. Click OK to restart now.

Reboot in 54 seconds

3.1.14 After A-GW finishes its reboot, log in to the Gaia Portal again. Navigate to Network
Interfaces. Select the eth0 and choose Edit. You will see a Caution! message indicating that
you are trying to edit the interface you are connected to. Select Ok button to continue

V2.2025
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Network Management » Network Interfaces
ccccccccc
@ overview
5 & Network Management
= = Add - Refresn
& Network Imevws
& ARP
2 DHCP Server Configure interfaces, aliases, bridges and VLANS
&= Hosts and DNS il thernet 10119
therne s

& I1Pva Static Routes

255.255.255.0

& NetFiow Export
= 4% System Management =
127.00.1 255.000

&3 System Passwords

You are about to change the settings of an interface you are connected to.
Click CK to proceed, Cancel to return,

oK ‘ |  Cancel

3.1.15 Check the configuration of eth0 and verify the following settings and press OK to close
the configuration window for eth0

Enable: Enabled

Comment : Swansea.acca
Ipv4 Address : 10.1.1.1
Subnet Mask : 255.255.255.0
3.1.16 Select ethl , click on Edit and configure the ethl interface with the following details

Enable: Enabled

Comment : IntSWA

Ipv4 Address : 192.168.1.254
Subnet Mask : 255.255.255.0

3.1.17 Select eth2 , click on Edit and configure the eth2 interface with the following details
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Network Management » Network Interfaces

=
Interfaces
Acd ~ ‘ Edit \ ete Refresh ‘

Name Type 1Pv4 Address Subnet Mask IPv6 Address

etho # Ethernet 10.1.1.1 255.255.255.0

ethl 4 Ethernet 192.168.1.254 255.255.255.0

eth2 - Ethernet

eth3 & Ethernet ~ =

o - Loopback 127.0.0.1 255.0.0.0

<4 »
Page (1 of 1 Disptaying 1 -50f5

Management Interface

Enable: Enabled Y
Link Status: Down

Comment : ExtLCD Tye: PR

Enable: 7|

Ipv4 Address : 20.0.0.1 o[BS
Subnet Mask : 255.255.255.252 Pva | iPve | Einermet I

) Obtain IPva address automatically
@ Use the following IPv4 address:

1Pv4 acdress: 20.0.0 .1

Subnet mask: 255.255.255.252

“p"_.on( Cance:

3.1.18 Select eth3, click on Edit and configure the eth3 interface with the following details

eno & Etnemet 10111 255.255.255.0
e & Ethemet 192.166.1.254 2552552550
etn2 & Ethemet 20001 255255255252
etn3 & Etnemet - -

o # Loopback 127001 255000
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Enable: Enabled FEE— |

Link Status: Down

Comment : Extint s # Ethemet
Choose Obtain IPv4 address — o=
automatically. ———

@ Obtain Pvg aares sutomaticatly

Use the foilowing IPv4 address:

oK Cance

3.1.19 Click Sign Out to log out of the A-GW Gaia Portal. Close the browser.

Network Management » Pvd Static Routes Configuration | Mondtoring

Destration Address Next Hop Type Rank  LocalScope  Gateways Priority)  Moniiored Protocols Png  Comment

Detaurt Norma A 2030113254 (Nore)  Nore

This is the end of the Lab.
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Chapter 4 Establishing Secure Internal Communication

To create a Security Gateway object in SmartConsole, complete the following steps.

1.

V2. 2025

On A-GUI, log into A-SMS using SmartConsole.

Username : cpadmin
Password : Chkp!234
IP Address: 10.1.1.101

1 * cpadmin

o

SmartConsole

- 101110

Demo Mode @

Read Only

Select Gateway from the New menu, select Wizard Mode to create the new Gateway

object using the Check Point Security Gate

way Creation Wizard.

Check Point Security Gateway Creation

Create the Check Point Security Gateway using

A
v

Wizard Mode

=]

Classic Mode

[[] Dont show this again

Configure the object with the following details and select Next

Gateway name : A-GW
Gateway platform : Open | |
server

IPv4I1P:10.1.1.

D
| & cHECKPOINT

[ Cancel

Enter the one-time password, Chkp!234 and select Next
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Check Point Gateway Installation Wizard ? x

Secure Internal Communication Iniialization

PO Intializing the Secure Intemal Commumication

i ommunication
= General Properties @ Inttiate trusted c —

» Trusted Communication Enter an one-time password that will be used to inttialize the Secure

. Intemal Communication between the gateway A-GW and the Securtty
Manacement Server.
Thia onetme password must be the same one-time password you entered
in the "Secure Int Communication’ tab when you installed
configured the Check Port saftware on the gateway AGW.
Gateway's Name [AGW ]
Onetime [ | |
Trust State [Unintickzed |

O Skip and inttiate trusted communication later

-
@ CHECK POINT

<oock | [ot> ] [ Concel

5. You should able to see the configuration information from the Get Topology Results,
once verified select Close.

Get Topology Results x I
The topology was retrieved successfully.
The following table shows every interface found for the given machine
Networks (or a group of them) that reside behind each interface are also shown here
Name IPv4 Address IPV4 Netmask IPvE Address
D eth2 20.0.01 255.255.255.252 N/A
O eth3 100215 255.255.2550 N/A
O3~ ethO 10.1.11 255.255.255.0 N/A
0+ ethl 192.168.1.254 255.255.255.0 N/A
< >
Legend
B New object was created
B Existing object was used

6. Select Finish to complete the Check Point Gateway Installation Wizard.

Check Point Gateway Installation Wizard ? x

55 Installation Wizard Completion

{x The Gateway's installation wizard has completed

= General Properties Configuration Summary ]
= Trusted Communication Ga]ewayg Name: AGW
» End 10.1.11

Platlorm Open server

SiC Trust established

NAT Disabled

Active Blades Firewall and NAT

[~ Edtt Gateway properties for futher configuration

)
@y CHECK POINT

sl

7. Go to the General Properties for A-GW, enable the Firewall and Monitoring.
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4 Network Managemert Machine
o NAT Name AGW Color: [ Pk ~]
HTTPS Inspection -
HTTP/HTTPS Proxy 1Pva Address: [10.1.11 Resolve from Name [ Dynamic Address
4 ICAP Server
Platform Portal I Ssihne
Mai Transfer Agent S
Comment Swansea Network SMS
Monttoring Software bl o— e Mot
#- Logs Secure Intemal Communication:  [Trust established oo
Fetch Policy L Comemuni
Optimizations Platform
Het Count
41 Other Hardware: | Open server ~| Version: [R81.20 <) os:[Gaa <] [ Ge
&% Network Securtty (2) GJ Threat Prevention (Custom) & Management (0)
Access Control Advanced Networking Infinity Services |
© Dynamic Routing © 10T Protect
© SecurexL © SDWAN
[Jaos
[ Mobile Acce: Moritoring
[J Application Control Other.
] URL Fiteting [ Data Loss Prevention
[ 1dentity Awareness [] Anti-Spam & Email Security
[C] Content Awareness
= Mobile Access
Integrated Mobile Access that provides efficient and secure remote access
connectivity for both managed and unmanaged clients.
< >
==

8. \Verify the IP addresses and topologies match this image.

General Properties
- Network Management
#- NAT
HTTPS Inspection
HTTP/HTTPS Proxy
41 ICAP Server
Platform Portal
Mail Transfer Agent
Monitoring Software bl
Logs
Fetch Policy
Optimizations
Hit Count
41 Other

+% Get Interfaces.. ~ \ Edt

Topology P

etho This network
eth1 This network

eth2 This network

eth3 This network

2 Actions ~ (& Q Search

Comments.

10.1.1.1/24
192.168.1.254/24
20.0.0.1/30

10.0.2.15/24

Cancel

9. Select the Gateway & Servers view. Double click the A-GW object

V2. 2025

Columns: @ General ~ «s  Q Search T
Status Name P Version Active Blades Hardware CPU Usage
- R81.20 =0 Open server
< R81.20 ww B8 Open server - 13%
Summary Tasks Alerts Licenses
A-GW
Swansea Network SMS Open server
1Pv4 Address: 10.1.1.1
os: Gaia
Version: R81.20
License Status: —N/A
Alerts: -
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10. Select Communication

&% Network Securty ) G Threat Prevention (Custom) ¥« Management (0)

Access Controt Advanced Networking: Infinity Services:

[ Frewal © Dynanic Routing © lof Protect

[JIPsecVPN © SecureXL © SDWAN
Policy Server Oaes

(] Mobie Access [ Monioting

[ Appication Contiol Other

[JURL Fiteiing [JData Loss Prevention

Dl A DA S

[ Content Awareness

11. Select the Test SIC Status communication

Check Point Gateway - A-GW ? X
General Propeties
- Network Management Machine
@ . ] o
HTTPS Inspection
HTTP/HTTPS Proxy 1Pv4 Address: [10.1.1.1 Resolve from Name [J Dynamic Address
- ICAP Server . [ ]
Plafom Potal SN
Mai Transfer Agent
S Comment:  [Apha Cooration Headquarters Gateway —
&-Logs Secure Intemal Commurication abished ‘Communication..
Fetch Polcy [Trust et ][ ]
Optimizations Platforn
Het Count :
& Other Hardware:  Open server | Version: [R81.20 | 0s:[Gaia v| [ Ga

Trusted Communication ?

Open server / Appliance ~

Certficate state: @@ Trust established

12. If SIC has been established properly, you will see a status of Communicating.

1

Trusted Communica

. -

Flattarm | Open server / Applance ~
Authd SIC Status 1
Dred
Card
T .
DN: |CN=A-GW O=A-SMS swansea acca ruey A |
Apon

— _—

Certificate state: @ Trust established Reset..  Test SIC Status
OK Cancel
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13. Select the Close button to close the SIC Status window and select OK to close the
Trusted Communication window. Select OK to close the A-GW object.
14. Select Publish button on the global toolbar to save the changes to the database.

Chapter 5: Managing Licence
To Analyse the Current Licence Status

1. Login to the SmartConsole from A-GUI machine using the credentials below.
Username : cpadmin
Password : Chkp!234
IP Address : 10.1.1.101

Select the Gateways & Servers

2. Select A-GW object and check the licence status from the summary tab below. You
should see Not Activated

V2.2025
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Columns: @ General - . Q Search... T 2 &
Status MName P Version Active Blades Hardware CPU Usage Recommended Upd
(-] £ A-GW  10.1.1.1 RS81.20 =0 Open server = 17%
< €= A-smMI¥10.1.1.101  Rs1.20 wr EH Open server = 12%
Summary Tasks Alerts Licenses i

A-GW

Swansea Network SMS

Open server

IPvd Address: 10.1.1.1

Os: Gaia
Version: R81.20 Q
License Status: t Act

Alerts: (] i
CPU: -

Memory: e 40%
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3. Select the Device & Licence Information and select Licence status from the left object
pane and verify the Expiration date and close/exit the Device & Information window.

& Device Status

Summary Tasks Alerts Licenses
License Status
A-GW v
Swansea Network SMS Open server 23 » System Counters
1Pva Address: 10.1.1.1 » Traffic
os: Gaia

Version R81.20 o

License Status:

Alerts: <
CPU. - 17%

Memory: e 40%

4. Examine the licence for A-SMS and Exit the window.

& Device Status < S &

License Status
System Counters @
Traffic

A-GW an

|
Firewal Security Policy: InitialPolic
< Y Y y >

Installed On: Tue Jul 8 15:54:26 2025

& Device Status = Options

License Status

System Counters A-GW
Traffic P 10.1.1.1 N/A
N/A N/A
u N/A N/A
Blade Name License Status Expiration Date Additional Info
223 Firewall < Available Jul 23, 2025 (Evaluation
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Chapter 4A :Attaching a Licence Using SmartUpdate

SmartUpdate is an utility to manage and maintain licence. In this chapter, we will go through
how to attach licences using SmartUpdate.

1.

Choose Manage licence and packages from the SmartConsole application menu.

B A-GUI [Runving) - Orace VirtualBox

& % i

(€]

=23

Manage policies and layers.

Open Object Explorer...

New object

Session details
Install policy..
Verify Access Control Policy...

Install database...

Uninstall Threat Prevention Policy..

Manage licenses and packages...
SmartProvisionity..
Endpoint
Global properties...
View
About Check Point SmartConsole
Help
Exit
Version:
License Status

Alerts

Ctri-O

Ctri=E Q, Search. Y 29
n Active Blades Hardware CPU Usage Recommended Upd
[ : 0 Open server @ 17%
] ww B8 Open server - 12%

Ctri=Shift-Enter

enses

Ik

Open server

Alt-Fa

R81.20 Q

2. Select OK to proceed further.

Check Point products are activated and entitled
automatically in most common scenarios.

If needed, you can manage software licenses for a Security Gateway or a Security
Management Server within SmartConscle by using the Licenses tab in the Gateways

& Servers view

Deploying software packages can also be done within SmartConsole via the toolbar
menu of the Gateways & Servers view

See sk

for more information

OK Cancel

3. Select the Licence and Contracts tab at the top of the window.

V2. 2025
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&3 10.1.1.101 - Check Point SmartUpdate
(=B e e ]

-—
—* Package Management E Licenses & Contracts
Machines IPv4 Address  IPv6 Address Version State SKU
a 10.1.1.101
= A-SMS 10.1.1.101
=n AGW 10.1.1.1

4. From the SmartConsole menu, choose, Licence & Contracts and select View Repository

W A-GUI [Running] - Oracle VirtualBox
1.1, - ec oint Smart! ate
10.1.1.101 - Check Point Si Upd.

4 Address  IPv6 Address
Packages o
[ Licdses & Contracts Attach
Operations > Detach...
Teols > Attach all Agsigned
Window > Get all Licenses
Help » Get Licenses
Add License >
Delete

Export to File.
Show Expired...
Update Contracts >

View Repository

5. Right click in the Licence and Contracts Repository pane, choose Add Licence and select
From File option.

BB .GUI (Rurning] - Orace Vitusler
&5 10.1.1.101 - Check Point SmartUpdate

El TaS v s, &g Ep )0 e ® BES

Eile >
View N Licenses & Contracts
Tree B
Packages » o —
Licenses & Contracts Attach Fasvemad
Operations » Detach
Tools » Attach all Assigned
Window » Get all Licenses
Help » Get Licenses
Add License From User Center...
Delete Erom File...
Export to File. Nesnually...
Show Expired...
Update Contracts  »

View Repository
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6. Go to the licence directory that you have downloaded from Moodle. You could see all the
licence for the Check Point appliances. Select A-SMS.lic

U A-GUI [Running] - Oracle VirtualBox

&3 Choose License File b
— L <« Dow... > License Files_Do ... ~ o Search License Files_Do Not D... ©
Organize ~ New folder =~ ™ @
~ Name - Date modified W
»# Quick access .
] A-EPM-02.lic 20/12 3:14 1]
B Desktop - [ A-Gw.lic 08/01/2024 07:53 u
§ Downloads [ A-sMs.lic 20/12/2023 13:08 u
[%] Documents # [ B-GWc 12:50 u
&= Pictures -* | ] Border Router.lic u
D Music [7] ccas Rre1.20 .lic L
System32 [ cces .uc 1]
[7] cCME .Lic 2 u
Vidi
I videos [ cems.ic 25/12 U
@ OneDrive [ ccsa .ic 20/12, u
B This PC ] ccCsE.lic 22/01 4 13:02 L
—_— ] CCTA .lic 20/12/2023 11:06 L~
¥ Network v < >
File name: | A-SMs.lic ~| |License or Activation Files (“.lic ~
o License And Contract Repository
7. Select OK to acknowledge to the message.
Check Point SmartUpdate x
Import File Summary:
The file contains 1 license(s).
j All licenses were added to the License Repository.
st..

8. You could see the local licence was attached to the SMS server.
i 2 10.;.1.|u1 - Check Point SmartUpdate

Bl Sy o, o oap e

- ] x

® Check Point

6 SmartUpdate

A  Package Management @ Licenses & Contracts
Machines IPv4 Address  IPv6 Address Description
= 10.1.1.101

= EF A-SMS 10.1.1.101
[ cPsmc-5CcPsMm-
AGW 10111

Tnal Period
CPSMC5CPSMNGSMC... Secunty Management container to manage up to ... nevs

Attached Machine Upgrade St... Version IP Address  SKU Description  Certificate .. Name Type Expiration ...

[dAttached A-sMs Software Bl... 10.1.1.101 CPSM-C-5... Security M... OBD70EC82.. CPSM-C-5... local never
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1. Rightclick in the Licence & Contracts repository pane. Select Add licence and
choose From File.

5 A-GUI [Running] - Oracle VintualBex

£ 10.1.1.101 - Check Point SmartUpdate

Bl mS mmo mpn 00 5 r Rt EES &
—>* Package Management @ Licenses & Contracts
Machines IPv4 Address |Pv6 Address Version State SKU
S| 10.1.1.101
EH A-SMS 10.1.1.101
& AGW 10.1.11
' ® Details
Small Icons
List
~ Show Grid
* License And Conti View all Licenses & Contracts Eroi
[ Manually... TS T
Attached Machi View Unattached Licenses 4 Description Certifi
View Attached Licenses
View Contracts

2. Go tothe licence directory that you have downloaded from Moodle. You could see
all the licence for the Check Point appliances. Select A-GW.lic

I A-GUI [Running] - Cracle VirtualBox

=

&3 Choose License File

x
~ O Search License Files_Do Not D 0

e <« Dow... » License Files_Do ...
Organize « New folder =S - . | o
n Name . Date modified A
»# Quick access i _ = =
B Desktop > l '.J A-EPMTOZJ-: 20/12/2023 13:14 L
] A-GW.lic 08/01/2024 07:53 1]
¥ Downloads  # [] A-sMms.lic 20/12/2023 13:08 L
[%] Documents [ B-GW.lic 20 L
& Pictures -+ | '] Border Router.lic 28 L
D Music [] ccAas Rre1.20 .lic 22 ]
System32 [ cces.uc 20, 1]
B Videos | ] CCME .Lic 1 23 11:33 L
|| CCMS.lic 25/12/2023 07:43 L
@ OneDrive [ ccsa ic 20/12/2023 11:06 Ll
This PC [ ] CCSE.lic 22/01/2024 13:02 L
P [ ccTa .ic 20/12/2023 11:06 Ll v
¥ Network v < S E
File name: [A-Gw.lic ~ ] License or Activation Files (*.lic ~ ]
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3. Select Ok to acknowledge the licence was added to the repository.

Check Point SmartUpdate x

Import File Summary:
The file contains 1 license(s).
All licenses were added to the License Repository.

5t... [ pox |
Ly

4. The licence is added to the repository but it is not attached to the Security Gateway.

&3 10.1.1.101 - Check Point SmartUpdate

Bl s eaab mgn o0 8 et EES & Gocheckl’sl;:’t
Smart ate

-— =
—*  Package Management Licenses & Contracts
Machines IPv4 Address  IPv6 Address Version State SKU Description Ep
= 10.1.1.101
= &g A-SMS 10.1.1.101 Trial Period 15
[ cPsmc-5cPsSM- Software Bla CPSM-C-5 CPSM-NGSM C Security Management container to manage up to ... ne\
Get Licenses
Attach Assigned Licenses
Detach all Licenses
Show Installed Packages...
<
x [ =
Attached Machine State Upgrade St... Version IP Address SKU Description  Certificate ... Name Type Expiration ...
FlAttached  A-sMS Software Bl... 10.1.1.101 CPSM-C-5... Security M.. OBD70EC82.. CPSM-C-5.. local never

5. Right click on the Unattached licence and select Attach Licence. Choose A-GW from
the option given below

e And C R - Attach Licenses ? by
Attached Machine St.. U.. Version IP Address SKU Attach icense(s) to:
[lAttached  A-sMs Software Bl... 10.1.1.101 CPSM-C-5 CPSM-NGSM CPSB-W Machine
[Attached  A-SMs Software Bl... 10.1.1.101 CPSB-WS CPVP-SNX-U-NGX CPY
5 oo | Err coso-c.0 oso-c.e.0 coso f I
£ nattac... 73 .1V C O-L-& o0 o PO

Detach License

Add License >

Delete License/Contract

Export License to File...

® View all Licenses & Contracts

View Unattached Licenses

View Attached Licenses

View Contracts

Cance

6. Make sure now, Smart Update shows all the licence were installed on both machines.

x

License And Contract Repository

Attached Machine St.. U.. Version IP Address SKU Description

EJAtta(hed A-SMS Software Bl... 10.1.1,101 CPSM-C-5 CPSM-NGSM CPSB-WKF...  Security Management container to manage up tc
DAttached A-SMS Software Bl... 10.1.1,101 CPSB-WS CPVP-SNX-U-NGX CPSB-S... Web Security blade. SSL Network Extender for un
ElAttached | A-GW Software Bl... 10.1.1,101 CPSG-C-8-U CPSG-C-8-U CPSB-FW ... Security Gateway Container for Security Gateway

V2.2025
Renuga Jayakumar and Munyaradzi Murira



Checkpoint Appliances Installation Guide

ACCA7032 Enterprise Network Security

V2.2025
Renuga Jayakumar and Munyaradzi Murira



Checkpoint Appliances Installation Guide
ACCA7032 Enterprise Network Security
Update the Service Contracts.
1. Explore the Licence & Contracts view, you will see on the right, Has Contracts column
£ 10.1.1.101 - Check Point SmartUpdate
Ee|R wm - ey e

|
—> Package Management

et oM R FE=

e w10,

@ Licenses & Contracts

Machines IPv4 Address |Pv6 Address Version State
& 10.1.1.101
= % A-SMS 10.1.1.101
[ cPpsmc-s5CcPsSM-.. Software Bla...

Attach Assigned Licenses

Detach all Licenses

Show Installed Packages...

X I g — — —

2. Select SmartConsole menu and choose Licence & Contracts and select Update Contracts
and choose From File. Navigate to ServiceContract.xml. Select and open it.

&5 10.1.1.101 - Check Point SmartUpdate

® Check Point

0 SmartUpdate

Tree » P4 Address IPvE Address Version State SKU Description Expir
ackages »

Packag - g—— Tral Period 152
Licenses & Contracks = N Software Bla. CPSMC-5CPSM-NGSMC... Securty Management container to manage up to ... newv(
Operations » Detach...
Tools ®: Attach all Assigned Software Bia CPSGLC-8-UCPSGC-8-UC... Securty Gateway Container for Secunty Gateway... 180
Window » Get all Licenses
Help > Get Licenses

Add License >

Delete

Export to File...
Show Expired...

[[v] View Repository From File...

——— — >
= ~ License And Contract Repository -
Attached Machine State Upgrade St... Version IP Address  SKU Description  Certificate ... Name Type Expiration ...
[JAttached A-sMs Software Bl... 10.1.1.101 CPSM-C-5... Security M... OBD70EC82.. CPSM-C-5... local never
FlAttached A-GW Software Bl... 10.1.1.101 CPSG-C-8-... Security Ga... 4DD4D2B0... CPSG-C-8-.. central 18Dec2024
T ~ Operation Status |
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a | Check Point SmartUpdate
2 Choose Contract File >
l <« Dow... » License Files_Do ... v O Search License Files_Do Not D... ©
Organize « New folder == - ™ ®
~ Name Date modified "R
# Quick access ==
[ ] cces.uc 20/12/2023 13:14 LI
- r
B Desktop [7] CCME .Lic 1771272023 11:33 LI
& Downloads = [ ccms.iic 25/12/2023 07:43 LI
[¥] Documents [ ccsa .iic 20/12/2023 11:06 LI
&= Pictures - [ ccsE.lic 22/01/2024 13:02 L
License Files_Do [ ccTa .iic 20/12/2023 11:06 L
B Wusic [ ] cCTEdic 22/01/2024 13:02 L
[ '] €CVS Local license.lic 28/12/2023 10:46 ]
System32
i [ covs.ic 19/12/2023 15:39 L
Bl Videos [ c-GW.lic 23/01/2024 16:15 LI
@ OneDrive [7] ReadMe for 2024-v1.4 23/01/2024 16:08 Te
& ServiceContract 22/01/2024 13:06 Mo
3 [ This PC & =
File name: [ServiceCon(ract Vj IAII Files (*.") VI
Concel

3. Verify both A-GW and A-SMS has contracts. Close the SmartUpate.

B % R0 R

E Licenses & Contracts

~* Package Management

Machies IPvé Adeess [Py Address Vesson State SKU Desergtion Expiration D... | Has Contracts
={E]{10.1.1.101

= WY ASMS 101000 Trial Peod 15 12apanz

[ crsmLsCPSM. Software Ba. CPSMCSCPSM-NGSMC..  Secusty Management containerto manage up fo .. never Yos

| L[] cPSBWSCPVP-. Software Ba. CPSBWS CPVP-SMM-UN..  Web Securty blade. S5L Netwosk Exdender foru... 2340r2024 | Yes

& e AGW 0111

[ cPsGLBUCPS.. Software Ba CPSGCA-U CPSGLCAUC.. Secusty Gateway Contaner for Securty Gateway.. 234pr2024 | Yes

4. Now the contracts have been attached to A-GW is complete.
5. Press X to close the SmartUpdate window.
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Generating a Licence Report

1. InSmartConsole, navigate to Gateway & Servers and choose Licences option
Columns: r‘ Licenses -
@ General I
0 Health
® Traffic
£2% Access Control
g Threat Prevention
W Management
F‘ Licenses
Columns: |[R Licenses ~ Q Ssearch 2Q
€ Genenai Version  Llicense Status  CK SKU Account ID P——
) Health
© . Traffic sop20 S
© @3 Accesscontrol o0 =N
Threat Prevention
W Management
(R Licenses L}
Summary Tasks Alerts Licenses ¥
A-GW
Swansea Network SMS Open server EiE
IPv4 Address: 10.1.1.1
Os: Gaia
Version: R81.20
License Status N/A Q
Alerts: <
CPU: L 18%
Memory: s 40%

2. Select the Action button and choose Licence Report.
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Columns: [[R Licenses - s=  Q search.
< Monitor
Status Name 3 vd
= Actions
< & A-GW 10111 Ri
& Scipts
] €8 A-SMS 10.1.1.101 R
X  Delete
N Edt
#  New.
Summary Tasks Alerts Licenses
A-GW
Swansea Network SMS
IPva Address: 10.1.1.1
os: Gaia
Version R81.20
License Status —N/A
Alerts: ©

System Backup...

T

System Restore
Open Shell..

Gaia Portal

Install Hotfix/Jumbo
Version Upgrade.
License Repofyy,:
Export...

Open server

3. Alicence report will be created.

LICENSE INVENTORY

=
- Senrex pomr
-
—— |

= Options ~

Q Refresh

G* Export D>

‘)‘ul 8. 2025 «

Go through the inventory report and you can see the blades are available and active.

4,
Also, you can see any inactive blades detail as well.
5. Select the options menu and select Export to PDF. The PDF is ready, it is ready to
download.
This is the end of Managing and Licence lab.
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Attach Licenses

License(s) to attach:

Name SKU IP Address Expiration ...
FEJcpsG-c-8... CPSG-C-8-U CPSG-... 10.1.1.101  18Dec2024
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