Software to Analyse code using source code extraction and AI


Project Background

Introduction
This project proposal investigates the need for abstraction in code and proposes an idea for a piece of software that uses machine learning to determine if code is well written or not, and by that means determine if it is effective code or not, by means of its efficiency.
Project Rationale 
Within software engineering, a critical aspect of writing effective programs is the idea of code efficiency. Code that is efficient takes up less space, and runs quicker, in this way code that is more efficient has a better logarithmic function and will operate more effectively with large datasets.
The project will create software for determining if code is well written, by extracting data from the source code; knowing the code is inefficient a software engineer would then be able to correct their code, making a program more effective.
The software in this project could be made for a specific programming language or use its own machine learning system. There are also multiple ways in which the source code could be extracted. After examining a report looking at using ChatGPT to examine source code[1], it has been decided that the project will use ChatGPT for its analysis and attempt to operate on as many programming languages as it can, by using purely source code as a way of analyzing. This means that it will not be able to provide suggestions for implementing improvements but will be able to determine if the code is written to a standard.
Review of Literature 
Literature review: To gather information on the topic within which the project will be and to gather data to assist with the completion of the project, a literature review was conducted on source code, code efficiency and ChatGPT.
While the idea of using ChatGPT for analysis is new, it is not unheard of[2], one study proposed a tool for doing so[1], and another brought forwards the idea of comparing source code to styles or standards[3]. This Project would be the result of the synthesis of these ideas brought to fruition. 
One study, that investigated ChatGPT, and it’s use in analyzing code looked at finding a common vulnerability in code by having ChatGPT look at the source code. The study found that when ChatGPT was looking for this vulnerability with these methods that the “detection rate for this particular type of model of 88.76%” [1]. The results of this study are generalizable to other applications of ChatGPT within the realm of code analysis and indicate that appraising the quality of code through the use of a language model such as ChatGPT is very possible.
A journal article proposed the idea of using source code to analyze the quality of code, by comparing it to a model, based on standards and rules for source code. The journal went on to make suggestions to improve source code detection and analysis.[3]
The literature review also investigated ChatGPT’s understanding of code and found that ChatGPT could understand and assist programmers with their programming[4], [5], suggesting that it would have the necessary resources to analyze source code in the way that it would need to for this project. One study sought to conduct an empirical investigation, that contrasts the effectiveness of ChatGPT in software development in comparison to actual software engineers. Whilst it did not find ChatGPT to be as effective at programming as a fully-fledged software engineer; the study found that ChatGPT was effective enough to assist them, thus, it can be presumed that such a language model would be effective enough to analyze already written code and provide an insight into its efficiency[6].
Research was done on the idea of extracting the source code of a program[7] and using it to analyze code as well as the idea of classifying the code, although such literature mostly discussed approaches other than analysis from ChatGPT the research gathered suggests that a solution like this would be both viable and useful as a tool for improving the quality of code. [6]
Project Aim
· Create a piece of software for extracting important data from the source code of programs and pass the data it extracts on to ChatGPT so it can be analyzed to determine code quality.
Objectives:

· Perform a literature review in the field of code efficiency and programming to a good standard and around the project.
· Use collected research alongside new research to determine what parts of the source code will be relevant and how they should be extracted. 
· Write simple prototypes for data extraction.
· Based on the effectiveness of these prototypes, develop an effective solution for extracting data from the source code.
· Experiment with ChatGPT's ability to determine well written code from parameters extracted from the source code based on various standards.
· Implement a way for the data to be delivered to ChatGPT so it can determine the effectiveness of the code.



PROJECT DESIGN

Data Collection Methods 
A literature review will be performed to determine what makes efficient code, and how it should be improved. This will be a collation of various works in the field that will help to determine the standard that extracted source code should be compared to and assist in determining the best method for extracting said source code.
Part of the data collection will involve experimenting with and testing ChatGPT to see how it handles inputs and what style rules should be used. This will be software testing, as a method of collecting data. The data gathered here will be invaluable in improving the model by which the source code is analyzed when extracted, as well as determining what the software will look for when extracting information from the source code.
Data Analysis Methods 
The data collected for this project will be analyzed and used for the work done on the project, the data collected in the software testing will be directly used to improve the effectiveness of the model, and the research done in the literature review will be used to help build a standard by which to compare the source code, ensuring that the software can correctly identify efficient code.
This will be an exploratory analysis of the data collected and will involve identifying ways in which the research done can assist the application of the project.
Ethical Considerations 
One potential ethical problem with this project is the impact of false positives, if the program were to incorrectly flag a programmer's work as being poorly written it could cause unnecessary stress to that programmer. There is also a potential issue with software that helps with code review, in that it may take strain off human code review which could affect job prospects.

Generalizability, Reliability and Validity of Research
The research conducted for this project will be generalizable to other solutions looking at code extraction or data analysis, this is a relatively niche, although important area in computing so the results will not be very generalizable.
RESOURCES & PLANNING

Resources Required
This project will require access to a sufficiently powerful workstation for development and testing of the software, as well as potentially requiring access to either ChatGPT’s API or some other way of communicating with ChatGPT. 
Outcome of the Project / Deliverables
The project will produce a piece of software that will determine how well written code is. It will do this by extracting data from the source code, such as the number of loops, and comparing that to a standard using a machine learning model such as ChatGPT. As well as exploring the need for it in programming, once the project is completed there will be both a proposal for such software as well as an initial prototype.  There will also be a standard by which ChatGPT can compare it, which will be produced by the surrounding research for the project.
Chart of Project Management 
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