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Intrusion Detection Using Ensemble Learning on the NSL-KDD Dataset
1 INTRODUCTION
1.1 Background
Cyber-attacks continue to increase as networks grow in size and complexity. Organisations rely on Intrusion Detection Systems (IDS) to monitor network traffic and identify suspicious or abnormal behaviour. Traditional IDS often use signature-based rules, which work well for known attacks but struggle with new or slightly modified ones. Because of this limitation, machine learning approaches have become more common in intrusion detection, as they can learn patterns from data and identify a wider range of threats [1]. Ensemble learning techniques, such as Random Forest and Gradient Boosting, are particularly effective because they combine multiple decision trees, improving accuracy and reducing the impact of noisy features.
1.2 Problem Statement
Although machine learning models can support intrusion detection, their performance depends heavily on proper preprocessing, model selection and tuning. Different attack types may be difficult to classify, especially when datasets contain imbalanced classes. It is not always clear which ensemble method performs better for multi-class intrusion detection or how much hyperparameter tuning contributes to improving results. Therefore, a systematic comparison between Random Forest and Gradient Boosting on the NSL-KDD dataset is needed to understand their strengths, weaknesses, efficiency and suitability for IDS applications.
1.3 Aim
The aim of this study is to develop, evaluate and compare two ensemble classifiers Random Forest and Gradient Boosting for multi-class intrusion detection using the NSL-KDD dataset.
2 RELATED WORK
2.1 Intrusion Detection Systems
Intrusion Detection Systems (IDS) are used to monitor network traffic and identify abnormal or malicious activity. IDS techniques can generally be divided into signature-based and anomaly-based approaches. Signature-based systems rely on known attack patterns and are effective for detecting previously identified threats. However, they struggle with zero-day attacks or variations of existing attacks [1]. Anomaly-based IDS aim to detect deviations from normal behaviour and therefore offer better generalisation, but they often suffer from higher false positives. Because of these limitations, researchers increasingly explore data-driven and machine learning-based IDS solutions, which can learn from historical traffic and provide improved adaptability.
2.2 Machine Learning for IDS
Machine learning approaches have been widely studied for intrusion detection, using classifiers such as Support Vector Machines (SVM), k-Nearest Neighbours (k-NN), Artificial Neural Networks (ANN), Decision Trees and Naïve Bayes[ 2]. These models aim to automatically learn patterns that distinguish normal traffic from different types of attacks. Previous studies show that traditional classifiers can achieve good performance but often struggle with high-dimensional data, imbalanced classes or large-scale datasets. The NSL-KDD dataset is frequently used in IDS research because it addresses several weaknesses in the earlier KDD’99 dataset, such as redundant instances and biased class distributions. Machine learning success on NSL-KDD varies across studies, highlighting the need for consistent comparison of modelling approaches [3].
2.3 Ensemble Learning Approaches
Ensemble learning methods combine multiple base learners to improve prediction accuracy and robustness. Two of the most widely used ensemble methods in IDS are Random Forest and Gradient Boosting. Random Forest builds many decision trees using random subsets of features and samples[4], reducing overfitting and improving generalisation. Gradient Boosting, on the other hand, builds trees sequentially, where each tree focuses on correcting errors from the previous one. This often leads to strong performance but can be computationally expensive and more sensitive to parameter settings [5]. Several studies have reported that ensemble models generally outperform single classifiers for intrusion detection, but comparisons between Random Forest and Gradient Boosting show mixed results depending on dataset quality, feature preprocessing and tuning[6].
2.4 Summary of Literature
Overall, existing research agrees that machine learning has strong potential for intrusion detection, and ensemble methods commonly achieve the highest accuracy on benchmark datasets like NSL-KDD. However, prior studies also highlight challenges such as class imbalance, computational cost and model interpretability. Despite multiple studies applying Random Forest or Gradient Boosting individually, there is limited work that directly compares both models under the same experimental conditions. This creates a clear motivation for the present study, which aims to evaluate and compare the two ensemble methods using consistent preprocessing, tuning and evaluation metrics.

3 METHODOLOGY
3.1 Dataset Description
This study uses the NSL-KDD dataset, which is a refined version of the KDD'99 intrusion detection benchmark. NSL-KDD removes redundant and duplicate instances. The dataset contains both normal traffic and several categories of attacks, such as DoS, Probe, R2L and U2R. Each record includes 41 features describing network traffic behaviour.
Two files are used: kdd_train.csv for model training and kdd_test.csv for testing. Both datasets contain mixed numerical and categorical features.

3.2 Data Preprocessing
Several steps were performed to prepare the dataset for machine learning:
· Categorical encoding: The features protocol_type, service and flag were label-encoded to convert them into numeric form.
· Label encoding of target values: Attack labels were encoded into class indices so that models could perform multi-class classification.
· Feature scaling: StandardScaler was applied to normalise numerical features. Scaling helps improve training stability, especially for Gradient Boosting.
3.3 Exploratory Data Analysis
Exploratory analysis was carried out to understand class balance and general dataset behaviour. Class distribution plots for the training and test sets showed imbalance between attack types, with some rare classes containing significantly fewer samples. This is an important observation because imbalanced data can influence model performance and metric selection.
3.4 Model Development
Two ensemble classifiers were developed for intrusion detection:
· Random Forest Classifier
· Gradient Boosting Classifier
Both models were first implemented using baseline parameters to establish a reference performance. The evaluation function created earlier was used to compute accuracy, precision, recall, F1-score, training time, prediction time and the confusion matrix for each model [7].
3.5 Hyperparameter Tuning
To improve model performance, GridSearchCV was applied to both models:
· 
· For Random Forest, tuning focused on
· number of trees (n_estimators),
· maximum tree depth (max_depth),
· and feature selection strategy (max_features).
· For Gradient Boosting, tuning included
· number of estimators,
· learning rate,
· and tree depth.


3.6 Evaluation Metrics
Several evaluation metrics were used to assess model performance:
Accuracy: Overall proportion of correctly predicted instances.
Precision, Recall, F1-score: Weighted versions used to account for class imbalance.
Confusion matrix: Shows how each attack category was classified.
ROC - AUC (macro and micro): Measures class separability across multiple attack types.
Training and prediction time: Used to compare model efficiency.


4 RESULTS
4.1 Baseline Random Forest performance
“The baseline Random Forest model achieved strong overall performance on the NSL-KDD test set, with an accuracy of 91.39%, a weighted precision of 0.8703, recall of 0.9139, and F1-score of 0.8766. These results show that even without tuning, Random Forest provides a solid starting point for multi-class intrusion detection.
The classification report shows very high performance on major classes such as class 14, 15, 16, 20, 25, 27, 31, and 32, where F1-scores are close to or equal to 1.0. This indicates that the model handles high-frequency attack types and normal traffic well [8].
[image: A screenshot of a computer]However, the model struggled significantly with many of the minority classes, such as classes 0, 5, 10, 11, 21, 22, 24, 26, 28, 29, 33, 34, 35, and 36, where the model predicted almost none of the samples correctly. This is expected due to extreme class imbalance in the NSL-KDD dataset.

The normalised confusion matrix supports these observations. Most of the diagonal values for frequent classes are bright yellow, showing strong correct classification, while many rare classes show dark diagonals, indicating missed detections [9].

4.2 Baseline Gradient Boosting Performance
The baseline Gradient Boosting model achieved an accuracy of 90.65%, with a weighted precision of 0.8619, recall of 0.9065, and F1-score of 0.8756. These values are very close to the baseline Random Forest results, showing that Gradient Boosting is also effective for intrusion detection on the NSL-KDD dataset.
However, the class-level performance reveals important differences. Gradient Boosting performed strongly on the major classes such as 14, 16, 25, and 27, achieving F1-scores between 0.92 and 0.99. It also classified class 7 with high accuracy. But, similar to Random Forest, the model struggled with rare classes like 0, 5, 10, 11, 21, 24, 26, 28, 29, 34, 35, and 36, where precision, recall and F1-scores were essentially zero.
Compared to Random Forest, Gradient Boosting showed slightly weaker performance on mid-frequency classes like 4 and 15, where recall dropped significantly. For example, class 4 achieved only 18% recall, indicating many false negatives. Class 15 also saw reduced performance compared to Random Forest [10].
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AI-generated content may be incorrect.]The normalised confusion matrix shows this visually. While Gradient Boosting has strong diagonal streaks for major classes, there is noticeably more dispersion (lighter off-diagonal values), meaning the model made more misclassifications across several classes compared to Random Forest [11].


Overall, while Gradient Boosting achieves a competitive overall accuracy, Random Forest performs slightly better in distinguishing several attack types.
4.3 Confusion Matrix Analysis
The confusion matrices for the baseline Random Forest and Gradient Boosting models provide deeper insight into how each classifier handled the 37 attack categories present in the NSL-KDD dataset. Because the dataset contains several highly imbalanced classes, the confusion matrices reveal important strengths and weaknesses that accuracy alone cannot show [12].

Random Forest (Baseline)
The normalised confusion matrix for Random Forest shows strong diagonal dominance for the major attack classes such as 14, 16, 25, 27, 31, and 32. These bright yellow diagonal blocks indicate that the model correctly classified the majority of samples belonging to these frequent classes [13].
Random Forest also produced very few false positives for these large classes, which is consistent with its high overall recall (0.9139).
[image: A screenshot of a graph]However, many minority classes ( 0, 5, 10, 11, 21, 22, 24, 26, 28, 29, 33, 34, 35, and 36) show little to no diagonal activity. These appear as dark squares, meaning the model failed to correctly classify most or all of the samples in these rare categories. Instead, the predictions for these classes were often mapped to the dominant classes (primarily class 16), which is typical when the dataset is heavily imbalanced.

Gradient Boosting (Baseline)
The confusion matrix for Gradient Boosting shows a similar overall pattern but with more visible off-diagonal values compared to Random Forest. This means Gradient Boosting made more misclassifications across classes, particularly mid-frequency ones such as 4, 12, 15, and 32.
Although Gradient Boosting achieved strong performance on the largest classes like 14, 16, 25, and 27, the diagonal areas are slightly less concentrated than in Random Forest. This is consistent with the lower weighted precision (0.8619) and F1-score (0.8756) observed earlier.
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AI-generated content may be incorrect.]Like Random Forest, Gradient Boosting struggled with minority classes, often predicting them as one of the major categories. Rare classes with fewer than 20 samples show almost no correct predictions[14].


Comparison Summary
· Random Forest shows a cleaner diagonal: fewer errors for major classes.
· Gradient Boosting has more off-diagonal activity: more misclassifications, especially for mid-frequency classes.
· Both models struggle with rare classes, confirming that class imbalance remains a major challenge in NSL-KDD.
· Random Forest demonstrates better class stability and consistency, aligning with its higher recall and F1-score.


4.4 ROC–AUC Analysis
ROC–AUC analysis was used to evaluate the probability-based discrimination ability of both models. Because NSL-KDD contains many extremely rare classes, several categories did not have enough positive samples to compute class-level ROC curves. This led to undefined (NaN) macro-AUC values for both classifiers, which is a known limitation when working with highly imbalanced datasets [15].
ROC–AUC Summary Table
	Model
	Macro AUC
	Micro AUC

	Random Forest (Baseline)
	NaN
	0.9649

	Gradient Boosting (Baseline)
	NaN
	0.9458



Interpretation

Random Forest
Random Forest achieved a high micro-AUC of 0.9649, indicating strong ability to distinguish between normal and attack samples across the dataset. Although some rare classes produced undefined AUC values, major attack categories showed near-perfect separability (AUC = 1.00). This aligns with the strong diagonal patterns seen in the confusion matrix[15].
Gradient Boosting
Gradient Boosting produced a slightly lower micro-AUC of 0.9458. While it performed very well for some frequent classes ( AUC = 1.00 for class back), its performance dropped for certain rare attack types ( buffer_overflow AUC = 0.35). This inconsistency is visible in both the ROC curve plots and confusion matrix [16].


Comparison
· Random Forest demonstrates stronger probability ranking performance across classes. Gradient Boosting is competitive but more sensitive to class imbalance. 
· models fail to generate valid macro-AUC values due to rare classes lacking positive samples. 
· The micro-AUC scores support the earlier conclusion that Random Forest generalises better.
[image: A graph of a graph with a line][image: A graph of a graph with a line
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4.5 Feature Importance
Random Forest Feature Importance
The Random Forest model shows a diverse set of important features, with several connection-based attributes contributing significantly to classification performance. The top-ranked feature was src_bytes, indicating that the amount of data sent from the source is a major indicator for distinguishing between normal and attack traffic.
[image: A graph with a bar chart
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These features relate to service similarity, connection flags, server error rates, and traffic volume. This suggests that Random Forest relies on patterns in connection behaviour and server usage errors to separate benign from malicious activities. The importance values are more evenly distributed across features, indicating that Random Forest leverages a wide feature set rather than depending on a few dominant predictors.

Gradient Boosting Feature Importance
Gradient Boosting revealed a different pattern. It assigned extremely high importance to just two features: src_bytes , ame_srv_rate
These two features alone dominate the importance distribution, with src_bytes contributing over 0.38 and same_srv_rate over 0.32, according to the output. This means Gradient Boosting depends heavily on traffic volume and similarity rate to classify samples.
The third and fourth most important features  diff_srv_rate and dst_host_srv_diff_host_rate  have much smaller contributions, followed by other features such as:
[image: A graph with orange and white text]here:
Comparison of Feature Importance Between Models
· Random Forest distributes importance more broadly across multiple connection-level attributes, making it more robust.
· Gradient Boosting is more sensitive to a small set of features, which may explain its vulnerability to misclassifying minority attack classes.
Random Forest's more balanced feature usage aligns with its superior micro-AUC score and confusion matrix patterns.
4.6  Tuned Model Performance
Hyperparameter tuning was applied to both Random Forest and Gradient Boosting to improve classification performance and evaluate how parameter optimisation affects model behaviour. The tuned models were then tested on the NSL-KDD test set, and their results were compared with the baseline models [17].
Random Forest (Tuned)
After tuning, the Random Forest model retained similar performance to the baseline version. The best parameters selected included:
· n_estimators = 100
· max_features = "sqrt"
· max_depth = None
	Metric
	Value

	Accuracy
	0.9139

	Precision
	0.8703

	Recall
	0.9139

	F1-Score
	0.8766

	Training Time
	12.57 seconds

	Prediction Time
	0.179 seconds

	Micro-AUC
	0.9649


The results show that tuning did not significantly change performance, which suggests the baseline parameters were already close to optimal. The confusion matrix indicates strong classification for major classes such as normal, neptune, smurf, and satan, while minority classes continue to show sparse or inconsistent predictions. This behaviour is expected due to extreme class imbalance.
Gradient Boosting (Tuned):  The tuned model used optimised values for learning rate, number of estimators, and tree depth. The tuned Gradient Boosting achieved:
	Metric
	Value

	Accuracy
	0.9076

	Precision
	0.8607

	Recall
	0.9076

	F1-Score
	0.8725

	Training Time
	111.93 seconds

	Prediction Time
	0.164 seconds

	Micro-AUC
	0.9458



Compared to its baseline counterpart, the tuned Gradient Boosting model performs slightly better in terms of precision and recall for several attack classes.
A notable observation is the extremely large training time (over 110 seconds), which is nearly ten times slower than Random Forest. This highlights Gradient Boosting’s computational cost when tuned with deeper trees and more boosting stages.
Comparison of Tuned Models
	Model
	Accuracy
	Precision
	Recall
	F1 Score
	Training Time
	Prediction Time
	Micro AUC

	Random Forest (Tuned)
	0.9139
	0.8703
	0.9139
	0.8766
	12.57 s
	0.179 s
	0.9649

	Gradient Boosting (Tuned)
	0.9076
	0.8607
	0.9076
	0.8725
	111.93 s
	0.164 s
	0.9458


5 Discussion
This section discusses the comparative performance of the two ensemble models, examines computational efficiency, highlights overfitting and underfitting tendencies, and interprets the significance of key features. The limitations of the study are also outlined.
5.1 Comparison Between Models
Both Random Forest and Gradient Boosting performed well in detecting intrusions within the NSL-KDD dataset, achieving accuracy scores above 90%. However, Random Forest consistently outperformed Gradient Boosting in almost all major evaluation metrics.
· 
· Random Forest (Tuned)
· Accuracy: 0.9139
· F1 Score: 0.8766
· Micro-AUC: 0.9649
· Gradient Boosting (Tuned)
· Accuracy: 0.9076
· F1 Score: 0.8725
· Micro-AUC: 0.9458

Random Forest demonstrated more stable classification across majority classes such as normal, smurf, neptune, and satan. Gradient Boosting performed competitively but displayed greater inconsistency with minority attack categories. The confusion matrices show that Gradient Boosting misclassified more instances from rare classes such as guess_passwd, snmpgetattack, or warezclient, whereas Random Forest maintained slightly more reliable predictions.
Overall, Random Forest appears more robust and balanced, making it a better choice for intrusion detection on this dataset.
5.2 Computational Efficiency
A significant difference was observed in computational cost:
Training Time
· Random Forest (Tuned): 12.57 seconds
· Gradient Boosting (Tuned): 111.93 seconds
Gradient Boosting required almost 10 times longer to train, mainly due to its sequential boosting strategy, where trees are built iteratively to reduce previous errors. Random Forest, in contrast, builds trees in parallel, making it much faster.


Prediction Time
Prediction time was similar for both models:
· Random Forest: 0.179 seconds
· Gradient Boosting: 0.164 seconds
Random Forest is more suitable when frequent retraining is required.
5.3 Overfitting and Underfitting

✔ Random Forest
Random Forest showed stable generalisation, with nearly identical training and test performance. This suggests that the model did not significantly overfit. The broad distribution of feature importance also helps reduce reliance on a small subset of features, which enhances generalisation[18].

✔ Gradient Boosting
Gradient Boosting displayed mild signs of overfitting:
This dependency on a narrow set of features may cause Gradient Boosting to capture noise or patterns specific to the training set, especially in an imbalanced dataset like NSL-KDD [19].


5.4 Insights and Interpretation
1. Traffic volume is a major indicator of attacks.
Both models ranked src_bytes as the most important feature. This suggests attackers often send anomalous amounts of data compared to normal users.
2. Service behaviour patterns reveal abnormal activity.
Features like same_srv_rate, diff_srv_rate, and srv_count highlight how attacks frequently target the same service repeatedly, which is typical in probing or DoS attempts.
3. Error rate features distinguish malicious traffic.
Attributes such as dst_host_serror_rate and srv_error_rate were significant for Random Forest. These reflect failures or aborted connections, commonly associated with scanning or exploitation attempts.
4. Gradient Boosting is more sensitive to feature imbalance.
Its top two features dominated the model, which might explain why it underperformed in classes that require a broader feature context.
6 CONCLUSIONS
This study developed and evaluated two ensemble learning models  Random Forest and Gradient Boosting  for multi-class intrusion detection using the NSL KDD dataset. The dataset underwent thorough preprocessing, including label encoding, handling categorical features, and normalisation. The models were trained, tuned, and assessed using accuracy, precision, recall, F1-score, confusion matrices, ROC AUC scores, and feature importance analysis.
The results indicate that Random Forest consistently outperformed Gradient Boosting across most performance metrics. It achieved higher accuracy (0.9139), stronger F1-score (0.8766), and a superior micro-AUC (0.9649). Additionally, Random Forest exhibited faster training times and more stable predictions across both frequent and rare attack classes.
Gradient Boosting also performed well, achieving 0.9076 accuracy and a micro-AUC of 0.9458. However, it required significantly longer training time and showed more sensitivity to class imbalance and feature dominance.
Overall, the findings demonstrate that ensemble models are highly effective for intrusion detection tasks, with Random Forest showing strong robustness, computational efficiency, and interpretability for real-world IDS applications.
6.3 Future Work
Future research can extend this study in several ways:
Incorporating deep learning models such as LSTMs, CNN-based intrusion classifiers, or autoencoders for anomaly detection. Using unsupervised learning to detect unknown or zero-day attacks. Evaluating models on real-time network traffic rather than static datasets. Implementing cost-sensitive learning to prioritise high-risk attack types. Analysing model explainability using SHAP or LIME for deeper insight into decision-making behaviour.

6.4 Closing Remarks
This project demonstrates the value of machine learning  and particularly ensemble methods  in designing effective intrusion detection systems. While the NSL-KDD dataset presents challenges due to imbalance and outdated attack types, the study highlights important insights into model performance, feature importance, and practical deployment considerations. With further refinement, ensemble-based IDS can play a critical role in enhancing the security of modern network environments.
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Gradient Boosting (Normalized)
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Top 20 Features — Random Forest
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Top 20 Features — Gradient Boosting
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