Rest Security – Basic Auth
Enabling basic security in Spring is exceptionally easy. We can even just include a dependency, which will trigger the inclusion of SecurityAutoConfiguration.
<dependency>
    <groupId>org.springframework.boot</groupId>
    <artifactId>spring-boot-starter-security</artifactId>
</dependency>
We can include this, run our program and get an automatically configured Spring Security instance using basic http authentication. Note that when you run your program, you’ll see a password, e.g.:
[image: ]
Note that this password will be regenerated every time you run the service – and isn’t really intended to be used beyond testing.
Try to connect now to one of your endpoints and get an error:
[image: ]
In order to get this to work, we’d need to specify the username and password in Postman. In the “authentication” tab, you can specify basic authentication, the Username “user” and the password autogenerated by Spring. Now your requests will work again but authenticated through a password.
[image: ]
If we’d really like to use basic authentication, we can always specify these parameters in our application.properties config:
spring.security.user.name=tim
spring.security.user.password=badunsecurepassword







OAuth2
Preface: this ecosystem, in Spring Boot is a disaster. Numerous broken or incompatible libraries and a lot more opaque fiddling than should ever be required. I’ll mention, in a few places, where things don’t work as they should.
First among these is the Spring authorization service. It’s “in development” and has finally been released, but after years of development hell it remains a buggy mess. I have tested what’s there as of now (March 2023) and found it still desperately lacking. As such, it should be avoided in favour of one of a number of mature alternatives. Today, we’ll be using Keycloak.
Start Keycloak (on whichever OS you’re using) including the parameter:
kc.bat start-dev --http-port=8090
Which will run the http server on 8090.
Navigate to localhost:8090 and create an admin login.
Add a realm:
[image: ]
[image: ]Check the clients list, a few are added for us:
Add a client for our application:
[image: ]

Set a redirect url using a wildcard for our service:
[image: ]
Add two roles, one for users, one for administrators. I’m calling these “studentserviceuser” and “studentserviceadmin”:
[image: ]
Add two users for our application, I’m calling them basicuser and adminuser.
Give them a password (something trivial) under the “credentials” section. Assign them the appropriate roles under “Role Mappings”.
Test this. Keycloak provisions a REST service, so we can test our config with postman by issuing a POST to:
http://address:port/realms/realmname/protocol/protocolname/token
So if you’ve been following along with my naming so far, this would be:
http://localhost:8090/realms/StudentServiceAuthRealm/protocol/openid-connect/token
Use the urlencoded format and send:
	client_id
	username
	password
	grant_type (set this to “password”)

[image: Graphical user interface, text, application, email

Description automatically generated]
You should get a 200 with a lengthy response which contains an access and refresh token:
[image: Text

Description automatically generated]
This means it’s working. We can use the access token to authenticate or the refresh token to refresh and obtain a new bearer/refresh token.
Note: postman will cache a cookie which contains this, called JSESSIONID. You’ll have to remove this cookie if you want to reauthenticate before it expires.






Now let’s secure our endpoints.
Remove the previous spring-boot-starter-security dependency and instead, add:
<dependency>
    <groupId>org.springframework.boot</groupId>
    <artifactId>spring-boot-starter-oauth2-resource-server</artifactId>
</dependency>

It should be noted that there are keycloak libraries which, in theory, are much easier to use than what we’re about to do – unfortunately, they’re buggy when used with Spring Boot REST, so we’re going to devise a custom solution. This isn’t a bad thing – this will allow what we learn to be more transferrable to other environments. But do note that Spring Security has pre-built functionality for dealing with common OAuth2 providers.
Add application properties:
server.port=8080
server.servlet.context-path=/

spring.security.oauth2.resourceserver.jwt.issuer-uri=http://localhost:8090 /realms/StudentServiceAuthRealm
spring.security.oauth2.resourceserver.jwt.jwk-set-uri=http://localhost:8090/realms/StudentServiceAuthRealm/protocol/openid-connect/certs

Create the mapper to obtain roles from the jwt token:
import org.springframework.core.convert.converter.Converter;
import org.springframework.security.core.GrantedAuthority;
import org.springframework.security.core.authority.SimpleGrantedAuthority;
import org.springframework.security.oauth2.jwt.Jwt;

import java.util.Collection;
import java.util.List;
import java.util.Map;
import java.util.stream.Collectors;

public class KeycloakRealmConverter implements Converter<Jwt, Collection<GrantedAuthority>>
{
    @Override
    public Collection<GrantedAuthority> convert(Jwt jwt) {
        final Map<String, Object> realmAccess = (Map<String, Object>) jwt.getClaims().get("realm_access");
        return ((List<String>)realmAccess.get("roles")).stream()
                .map(roleName -> "ROLE_" + roleName)
                .map(SimpleGrantedAuthority::new)
                .collect(Collectors.toList());
    }
}

Create the security config:
import org.springframework.context.annotation.Bean;
import org.springframework.context.annotation.Configuration;
import org.springframework.core.convert.converter.Converter;
import org.springframework.http.HttpMethod;
import org.springframework.security.authentication.AbstractAuthenticationToken;
import org.springframework.security.config.annotation.web.builders.HttpSecurity;
import org.springframework.security.config.annotation.web.configuration.EnableWebSecurity;
import org.springframework.security.config.http.SessionCreationPolicy;
import org.springframework.security.oauth2.jwt.Jwt;
import org.springframework.security.oauth2.jwt.JwtDecoder;
import org.springframework.security.oauth2.jwt.NimbusJwtDecoder;
import org.springframework.security.oauth2.server.resource.authentication.JwtAuthenticationConverter;
import org.springframework.security.web.SecurityFilterChain;

@Configuration
@EnableWebSecurity
public class SecurityConfig
{
    String jwkSetUri = "http://localhost:8090/realms/StudentServiceAuthRealm/protocol/openid-connect/certs";

    @Bean
    public SecurityFilterChain filterChain(HttpSecurity http) throws Exception {
        http.authorizeHttpRequests()
                .requestMatchers(HttpMethod.DELETE, "/**").hasRole("studentserviceadmin")
                .requestMatchers(HttpMethod.GET, "/**").hasRole("studentserviceuser")
                .requestMatchers(HttpMethod.POST, "/**").hasRole("studentserviceuser")
                .requestMatchers(HttpMethod.PUT, "/**").hasRole("studentserviceuser")
                .requestMatchers(HttpMethod.PATCH, "/**").hasRole("studentserviceuser")
                .anyRequest().authenticated();
        http.oauth2ResourceServer().jwt(jwt -> jwt.jwtAuthenticationConverter(jwtAuthenticationConverter()));
        http.sessionManagement().sessionCreationPolicy(SessionCreationPolicy.STATELESS);
        return http.build();
    }

    private Converter<Jwt, ? extends AbstractAuthenticationToken> jwtAuthenticationConverter() {
        JwtAuthenticationConverter jwtConverter = new JwtAuthenticationConverter();
        jwtConverter.setJwtGrantedAuthoritiesConverter(new KeycloakRealmConverter());
        return jwtConverter;
    }

    @Bean
    JwtDecoder jwtDecoder() {
        return NimbusJwtDecoder.withJwkSetUri(this.jwkSetUri).build();
    }

}

Now we can test from Postman. First, no auth:
[image: Graphical user interface, text, application, email

Description automatically generated]
Select OAuth2 and enter credentials:
[image: Graphical user interface, text, application, website

Description automatically generated]
Hit “Get New Access Token”
[image: Graphical user interface, text, application, chat or text message

Description automatically generated]
And “Use Token”
[image: Graphical user interface, text, application

Description automatically generated]
Now authenticated:
[image: A screenshot of a computer

Description automatically generated]
However a delete attempt will fail because we’re authorised as basicuser, not admin:
[image: Graphical user interface, text, application, email, website

Description automatically generated]
Re-auth as admin and test delete.
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