


Cybercrime is an evolving crime due to the rapid growth of modern technology and the increase in smart devices such as mobile phones, tablets and computers, this have created more opportunities for offenders to commit cybercrimes (Yar, 2018, p19).
Previously, the police service and the criminal justice system struggled to develop laws to keep up with the forever developing offences which can be carried out anonymously (Yar, 2018, p19).
Cybercrime is widely known as the criminal offences which taking place online (Crown Prosecution Service, 2021). Cybercrime can be described by two different statements; firstly, cyber dependant crimes, these are the criminal offences which can only take place online through the use of a technological devices (Crown Prosecution Service, 2021). Secondly, cyber-enable crimes is the termed used for traditional crimes which can increase the threat of the offences when being used online (Crown Prosecution Service, 2021). 
Cybercrimes offences consist of offences such as hacking, social media offence and software attacks, the aim of these cybercrime offences are to disrupt the day to day running of  businesses, to steal money and, in serious cases such as the social media the likelihood of the offender carrying out sexual offences such as grooming (Crown Prosecution Service, 2021).

The lack of research and statistics which indicate that cybercrime is still a difficult offence to police and sentence, is supported by evidence found that the ‘Office of National Statistic’ are unable to collect data on cyber offences in the United Kingdom (Office of National Statistics, 2019), this is due to the fact that they are unable to breakdown and collect data from the police records (Office of National Statistics, 2019). 
Information regarding cyber can be found by a survey for businesses whether they have been impacted by a security breach in 2020 (Department for Digital, Culture, Media & Sport, 2020). The survey concluded that cyberattacks are becoming more frequent in society today against businesses. For example, nearly half of business, 46 percent reported the breach in cyber security between 2019 and 2020 (Department for Digital, Culture, Media & Sport, 2020). 
The survey also identified that there has been a change in the way a cyberattack is carried out on businesses since 2017. Previously, attackers would use approaches such as introducing viruses and other harmful software into business computers. However, over the last five years the use of phishing emails has affected businesses in many negative ways, this has led to an increase to 86 percent of the use of phishing emails as the main approach (Department of Digital, Culture, Media & Sport, 2020). 

The laws and legislation surrounding cybercrime can be seen as minimal and have rarely been updated to support the development of the crime. The Computer Misuse Act 1990 is still used to today to charge and convict a person of a cybercrime or misconduct. The Computer Misuse Act is best described as;
‘An Act to make provision for securing computer material against unauthorised access or modifications, and unauthorised modification of computer material’ (Fafinski, 2013, p.34)
The issues with this Act are that it can be seen as outdated due to being implemented 32 years ago (Fafinski, 2013, p37 ).The Computer Misuse Act can also be criticised for only using the term ;computer’ (Fafinski, 2013 p37). As technology moves on at an incredible pace, the Act has not specified devices such as smart phone and tablets, which in society today can easily be hacked (Fafinski, 2013, p37)
The 1970’s was the decade where computer crimes were being a serious problem to businesses such as telecommunication services and electronic funds (Clough, 2015, p4). Cyber criminals targeted these businesses at the time due to fact that people technological devices such as computers and phone were rarely used by individuals (Clough, 2015, p4). However, when compared with society today, we rely heavily on technology. Evidence suggests that in the United Kingdom in 2020, 84 percent of adults owned some form of a smart device (Westgarth, 2021). With the increase in technology and devices, it comes as no surprise that the average person spends on average 2 hours and 34 minutes a day on their devices  (Westgarth, 2021). 

Therefore, it comes as no surprise that cybercrime is on a continuous rise in all areas including businesses and private attacks (National Crime Agency, 2021) In Britain, the largest cyber attacks took place between 2017 and 2018 which saw the likes of British Airways and even the National Health Service become victims to cyber attacks (National Crime Agency, 2021). The current push for criminals is to target businesses over individuals as current tactics, due to increase in technology are able to bypass many security systems, although, individuals are still being victims of cyber attacks, many have become aware of tactics such as phishing texts and emails (National Crime Agency, 2021).

Cybercrimes cost the United Kingdom billions of pounds to be able to protect businesses and to support and reduce the likelihood of an attack on our national security (National Crime Agency, 2021). To help reduce the threat from a cyber attack is for the United Kingdom’s organisation to build a rapport with additional countries to help with the threat of international attacks as evidence suggests many international hackers communication using Russian therefore, collaborations with the ‘Europol, FBI and the US Secret Services are essential (National Crime Agency, 2021).  

Additional approaches which have been implemented to help reduce the threat from cyber crime is cyber security. The term cyber security can be described as the security which is carried out online, cyber security has become an essential part of the use of the internet as it help to protect individuals personal and businesses data (Buch et al, 2017).  Moreover, cyber security must use the latest technological advances to help keep on top of the risk that is posed by the attackers, the security must act as a process which protects not only computers but, the networks which they are connected to, as well as the systems database and programming system (Buch et al, 2017).  However, cyber security is there to protect from a cyber attack it also has it disadvantages these include, the expense of how to develop the software to protect devices, this is a continuous process as technology is constantly developing (Buch et al, 2017). 

There are many third sector organisations which also look at reducing the threat from cybercrime. In Wales the establishment of the Cyber Resilience Centre, it was created in 2020 as part of the national roll out to help support the fight against cyber crime (The Cyber Resilience Centre for Wales, 2021). The aim of the centre is to help support businesses in Wales to help understand cybercrime and how they can protect themselves from being a victim, by identifying their weaknesses and working on their vulnerabilities and build an overall plan on how to minimise their risks of becoming a victim to an attack  (The Cyber Resilience Centre for Wales, 2021).

One well-known case that used the support of employees from the centre, is the case of hacker Daniel Kelley. Kelley’s first victim of an attack was on Coleg Sir Gar where he was previously a student (Pennink, 2016). However, whilst out on bail the cyber attacks escalated to a great extent, the business which become his largest victim was, broadband giants ‘talk talk’ on return for the data of their customers, Kelley demands 465 Bitcoins from the chief executive, in comparison this is on average around 285,000 sterling pounds (Pennink, 2016). However, as previously stated technology is constantly developing therefore, a hacker will in rare cases leave a trace. In the case of Kelley, the work from both the digital forensic department and highly skilled investigator helped pinpoint him and two additional hackers for the attack (Pennink, 2017).  This shows that the increase in technology does not just work in favour of the hackers but in extreme cases it can also work against them. 

To conclude, cybercrime is a complex system which is constantly developing and challenging with the increase of modern technology, the increase in smart devices and computers has led to opportunities for attacks to carry out the crimes (Yars, 2015). The lack of legislations which are in place to support the development of the crime can be a cause for concern, as the Computer Misuse Act 1990, is outdated and is in need of a reform in a way the terms within the legislation can be modernised. For example, the use of ‘computer’ should be replaced with ‘devices’ to cover a range of equipment such as smart phones and tablets (Fafinski, 2013, p.34). The use of cyber security is in place to protect businesses, individuals and more importantly the National Security Service (National Crime Agency, 2021). The threat of a cyber attack is a constant fear for many, as evidence suggests many large businesses and organisations have become a victim to cyber attacks in recent years include, British Airways and the National Health Service (National Crime Agency, 2021). Therefore, an increase in firewalls and to keep update with the relevant technology must be at the forefront of the fight against cybercrime. 
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