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Research Question (1 sentence max.)
The effectiveness of Digital Forensic Triage (DFT) in reducing demand on Digital Forensics, whilst improving the efficiency and outcomes of criminal investigations. A critical analysis in Dyfed Powys Police.
Literature Review (700 words max)
As new technology grows at a rapid pace, digital forensics plays a vital role in the vast majority of criminal investigations (The Police Foundation, 2021). The advancements in technology have enabled the rapid growth of the internet in the last decade, in turn amplifying the manner in which victims are exploited online (Lee et al, 2020, p.1). The Science and Technology Select Committee has stated that this growth presents challenges to the criminal justice system with no strategy to deal with the impact (House of Lords, 2019).
The Transforming Forensics Programme, led by the National Police Chief’s Council, aims to improve the use of digital forensics in the criminal justice system. The programme's research report identified challenges including Demand and Capacity, Skills and Knowledge, System Weaknesses, Technology, and Law and Ethics (The Police Foundation, 2021). If not addressed it would lead to an ineffective criminal justice system and serious miscarriages of justice (House of Lords, 2019). The report subsequently influenced the development of the Digital Forensic Strategy, with aims to address the opportunities and challenges faced in policing by the emerging digital landscape in crime (NPPC, 2020).
In a recent inspection by HMICFRS (2022), it was found that there are over 25,000 devices waiting to be examined in UK police forces. This backlog has led to delays of at least 18 months for device examinations, resulting in victim dissatisfaction. Backlogs and delays were found to be consistent across all forces and had a negative impact on criminal investigations and relationships with victims and witnesses. The inspection also revealed that digital forensic triage was not being utilised to address the backlog or conducted by adequately by skilled personnel with the necessary tools and experience. 
Research by Quick & Choo (2016) explored options to reduce volumes of data acquired in digital forensics at the collection stage. However, its use is limited to digital forensic units with the appropriate tools and training, providing no scope for on scene DFT.  
Casey (2013) highlights the positive impact of DFT on investigation outcomes. When performed prudently it can provide useful information in a timely manner, whilst being cost effective, maintaining the soundness of evidence, and supporting decision making. Horsman, Laing and Vickers (2014) identified that DFT was not being utilised to its full capacity and explored a novel approach of case-based reasoning to guide investigators in their search for evidence. However, a study by Wilson-Kovacs (2020) warns that an inadequate understanding of the limitations of triage can lead to conflicts between officers and digital forensics practitioners, resulting in failed evidence gathering and interpretation, ultimately impacting on the admissibility of evidence in court. 
Advancements in technology including the use of cloud data, presents issues around the current use of digital forensics. A study by Garfinkel (2010) argues that the use of cloud data restricts investigator’s ability to access evidence. This is supported by Grispos, Glisson and Storer (2013) who argue that established digital forensic procedures will be invalidated and restrict investigator’s ability to acquire evidence. This further supports the need for the effective and strategic use of DFT. However, Casey (2013) highlights the importance of not substituting DFT for more thorough digital forensic extractions; even if investigators secure crucial evidence, additional relevant information may be available. 
DFT has the potential to improve investigation outcomes and reduce demand on digital forensics. However, its effectiveness depends on suitable tools, trained staff, and its method of implementation. Inconsistent approaches to digital device recovery and examination were found in a recent HMIC inspection, and senior leaders may not fully understand the demand for digital forensics and its impact on investigations (HMICFRS, 2022). Initial research suggests a lack of consistency in DFT, particularly at the scene, restricting its effectiveness in reducing demand on digital forensics in investigations. Further research is needed to identify best practices and ensure reliable and consistent implementation of digital forensic triage within Dyfed Powys Police. 
(Words 654)
Method (500 words max)
Aim(s): Identify the key aim(s) of this study in a sentence or two.
The research aims to evaluate the effectiveness of Digital Forensic Triage (DFT) in Dyfed Powys Police, with a specific focus on reducing the demand on digital forensics, improving the efficiency of criminal investigations, and assessing the outcomes of cases using DFT. The study will critically analyse the implementation of DFT and identify any barriers to its successful adoption in the organisation.
(Words 61)
 Objective(s):  Bullet points of what you need to achieve to succeed in your aims
· Conduct a systematic review of existing literature on Digital Forensic Triage.
· Establish the extent to which Digital Forensic Triage is currently used in investigations by Dyfed Powys Police, through a survey of digital investigation units, specialised units, and criminal investigation units.
· Critically analyse the data collected to assess the impact of Digital Forensic Triage on the efficiency and effectiveness of digital investigation units. This will include an analysis and comparison of the quality of the evidence obtained using traditional forensic processes against evidence obtained through Digital Forensic Triage. 
· Identify the challenges associated with the use of Digital Forensic Triage in digital investigation units and at scene, through surveys and interviews with digital investigators, forensic examiners, and traditional investigators.
· Provide recommendations for the effective use of Digital Forensic Triage in digital investigation units based on the findings of the study, whilst considering opportunities to expand any recommended use to other investigation departments within Dyfed Powys Police and other police forces.
(Words 159)
 Design: Quantitative or qualitative? Survey or secondary data approach? 
The research design for this study will involve a mixed-methods approach to gather both quantitative and qualitative data. The study will involve the following steps:
The researcher will conduct a systematic literature review on Digital Forensic Triage (DFT) to evaluate the current knowledge on the subject, including best practices, challenges, and limitations faced in digital investigation units. The literature sources will be sourced from the University library, National Police library, and Google Scholar.
An electronic survey will gather data on the current usage of DFT in both internal and external digital investigations units. It will be conducted among investigative units in Dyfed Powys and aims to collect information on the effectiveness of DFT in investigations, the types of cases where it is most useful, and its impact on the workload of digital investigators and units. Microsoft Forms will be used to administer the survey, which will have a sample size of at least 20 participants, with at least three participants from each department specialism. Interviews with business leads from each department specialism will be conducted in the event of an unsatisfactory participation in the survey. 
To analyse the impact of DFT on the efficiency and effectiveness of digital investigation units and on-scene departments, the researcher will use a case study approach. At least three case studies will be identified from survey responses that showcase investigations where DFT was instrumental in identifying critical evidence. These case studies will focus solely on analysing the number and type of devices examined, the time and resources expended during the investigation, and the influence of DFT on the quality of evidence obtained.
 (Words 267)
Sample: Who/what, how many, where from, sampling method. 
20 or more participants will be sampled from different investigative units of Dyfed Powys Police, including digital investigations, specialist investigative departments, and criminal investigation departments, with at least three participants selected from each unit to ensure diversity.
If survey responses are insufficient, one-to-one interviews will be conducted with at least two business leaders from each investigative department.
For case studies, a minimum of three investigations in which digital forensics played a significant role and concluded within the last five years will be examined. The selection will include investigations with varying degrees of complexity and types of crime. 
(Words 97)
Ethics:  Briefly cover any ethical issues that you need to consider.  
The proposed study on the effectiveness of Digital Forensic Triage raises ethical issues related to the collection of sensitive data. To minimize potential harm to participants, the principal researcher will store data securely and restrict access to authorized personnel only. Personal and private data will be sanitized, and any case studies will only use process data without sensitive information. Informed consent will be obtained from all participants, and conflicts of interest will be disclosed and addressed to ensure the study's independence. Validated research methods will be used to reduce bias and ensure objectivity, and participant privacy and confidentiality will be maintained. The researcher will take appropriate measures to protect participants and report the study's results accurately and objectively. 
(Words 118)
 Analysis: What will you do with the data when you have collected it and why?
The survey, case studies, and interviews will yield data analyzed through quantitative and qualitative methods. These findings will inform recommendations for optimal DFT use in criminal investigations, drawing on best practices, challenges, and limitations from the literature review and data collected. 
(Words 41)
Proposed Timeline (not included in word count)
[image: ]Insert table or figure/flow chart to depict your proposed project timeline of key events.

Anticipated Outcomes (300 words max)
Briefly explain what you hope to achieve with this research project (i.e. could your findings influence practice, policy or training?).  
The research is expected to provide valuable insights into the potential benefits and limitations of Digital Forensic Triage (DFT) in criminal investigations, particularly in the context of law enforcement agencies. The findings may have implications for future research and policy decisions related to digital forensics and could contribute to the broader body of knowledge of digital forensic triage, not only in Dyfed Powys Police but regionally and nationally. Furthermore, the study is expected to enhance the capacity of Dyfed Powys Police to formulate a strategy for the effective use of DFT to improve their investigative processes and outcomes, ultimately benefiting the organisation, the criminal justice system, and communities they serve.
(Words 110)
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