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Abstract
In this report, the author is given a scenario of a data breach having happened in their organisation. The author is tasked with creating various documents based on this scenario after outlining any assumptions made regarding about it. The required documents are reports to the Head of Information Governance and the Executive Board, as well as a discussion note for the next Governance Committee meeting and a poster to be displayed in staff areas. These are based on the policy and procedures of the author’s organisation. Finally, the author will draw their conclusions about the process of creating the documents.
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[bookmark: _Toc49278815]Introduction
The author is tasked with creating material based on the scenario of a data breach in their organisation. This scenario is outlined in the next section of the report, along with the author’s assumptions regarding the scenario. The author will need to create the following material:
· [bookmark: _Hlk49278960]A report to the Head of Information Governance
· A report to the Executive Board
· A discussion note for the next Governance Committee meeting
· A poster to be displayed in staff areas (see Appendix C).
Following the creation of the above material, the author will draw their conclusions about creating it.
[bookmark: _Toc49278816]Scenario
This section of the report outlines what the scenario is that the documents will be based on, as well as any assumptions the author has made regarding the scenario if the information was not available in the brief.
[bookmark: _Toc49278817]Scenario outline
In this scenario, the author is a manager that is responsible for information governance in their organisation (University of Wales Trinity Saint David). A line manager has reported to the author that they have accidently emailed the names and addresses of the staff they line manage to a member of the public instead of the leaflet they intended to send as they were both stored in the same location on their computer. They had downloaded these details from an operational system to carry out a task more efficiently. Further investigation has highlighted that scanned copies of sick notes and occupational health reports were also stored in this location on their computer.
[bookmark: _Toc49278818]Author’s assumptions
The author is making the following assumptions about the scenario.
1. The file sent in the email was not encrypted or password protected.
2. The manager has completed online Data Protection training, but it was more than 12 months ago.
3. The data the manager downloaded was appropriate for the task it was originally intended for.
4. The task the data was being used for had been completed and the data was no longer required when the breach happened.
5. The number of staff the line manager manages is less than ten.
6. The person who received the file erroneously reported it to the line manager and confirmed they had deleted the data.
[bookmark: _Toc49278819]Report to the Head of Information Governance
[bookmark: _Toc49278820]Summary of the circumstances
[bookmark: _Toc49278821]The data
The data exposed in the breach includes the names and addresses of some of the organisation’s staff members. These staff members (the ‘data subjects’) are all managed by the same line manager. This information is held by the organisation for payroll and contact purposes. The data is stored centrally in the Human Resources system, although authorised users can export data from the system to be used locally.
[bookmark: _Toc49278822]The breach
The manager that originally reported the breach was the perpetrator. They had downloaded data containing the names and addresses of the staff they line manage from the Human Resources system. They claim this was done in order to carry out a task ‘more efficiently’. The data was downloaded to the desktop of their computer. This data was subsequently sent via email to a member of the public. The reason for this is that the manager accidently attached this data instead of the leaflet they intended to send as both the files were stored in the same location on their computer.
[bookmark: _Toc49278823]Data Protection implications
According to Article 4 of the European General Data Protection Regulation (GDPR), personal data is “any information relating to an identified or identifiable natural person.” [1] The data exposed in the breach contained the names and addresses of staff and therefore falls under this category. This also means it is within the scope of the GDPR.
Three of the seven Data Protection principles set out in the GDPR have been breached in this scenario. These are:
1. Principal (a): Lawfulness, fairness, and transparency
2. Principal (e): Storage limitation; and
3. Principal (f): Integrity and confidentiality (security).
Principal (a) has been breached based on the ‘lawfulness’ element of the principal. Processing is considered to be unlawful by the GDPR if the duty of confidence between the data subject and the data holder is breached [2], which is the case in this scenario. 
Principal (e) covers the retention of the data, and requires that data where individuals can be identified should be kept “for no longer than is necessary for the purposes for which the personal data are processed” [3]. This principal was breached as the manager had already completed the task they required the data for, but they had left the file on their computer instead of deleting it once the task was complete.
Principal (f) focuses on the security of the data. It should be protected from being accidentally or deliberately compromised [4]. This covers both the storage and transmission of the data [4], both of which are concerned in this scenario. The data was being stored on the manager’s local computer alongside other frequently accessed files, increasing the likelihood of this kind of data breach. The data was transmitted via email to a general member of the public in an unsecured format, meaning the data may have been exposed during transmission as well as when it was received by the recipient. 
[bookmark: _Toc49278824]Risk matrix
A risk matrix is used to assess the risk exposure of the breach. The likelihood of the breach happening and the impact of the breach are each given a value between 1 and 5, and the values are multiplied together to give an overall risk score. Table 1 shows the risk matrix being used, and Table 2 shows the risk levels based on the risk scores. The criteria used to assign values to the impact and likelihood of the breach can be found in Appendix A and Appendix B respectively.
Assessed against the criteria, the score for the likelihood of this type of breach is 3 as this type of breach may happen or recur occasionally. The impact score is 2 in that the impact to the data subjects’ privacy is minor. This results in an overall risk score of 6 (see Table 1), meaning this breach is of a moderate risk level (see Table 2). In addition, the Article 29 Working Party guidance states “disclosure of the name and address of an individual … is unlikely to cause substantial damage” [5]. Recital 85 of the GDPR advises that low-risk breaches do not need to be reported to the supervisory authority [6]. Consequently, the author suggests this risk level does not require the breach to be reported to the ICO. 
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Certain
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	5
	10
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	4
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	12
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	3
Moderate
	3
	6
	9
	12
	15
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	1
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	1
	2
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	4
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[bookmark: _Ref47200915]Table 1: Risk matrix
	Risk score
	Risk level

	1 – 3
	Low risk

	4 – 6
	Moderate risk

	8 – 12
	High risk

	15 - 25
	Extreme risk


[bookmark: _Ref48466961]
[bookmark: _Ref49110463]Table 2: Risk levels
[bookmark: _Toc49278825]Summary of policies in relation to the breach
A review of the university’s guidance against the way the data was handled shows a clear breach of multiple policies. In the first instance, the ‘Information Technology and Systems Acceptable Use policy’ [7] has been breached, with section 5.2 of the policy stating that violating the privacy of other users is considered inappropriate use. 
Section 4 of the ‘UWTSD Group Policy on taking sensitive information and personal data outside of the secure computing environment’ [8] requires that personal data must be encrypted if it leaves the university environment. In this scenario, the data was not encrypted before it was sent. Other guidance in Section 5 of the same document was also not followed. Section 5 iii states the university’s shared drives should be used to store personal data. Section 5 vii says sending personal data via email should be avoided and reiterates the requirement for encryption if the data is being sent outside of the university environment. Section 5 x outlines that personal data should be kept no longer than is necessary in line with the Records Management policy [9]. These three requirements were not followed in this scenario. 
Section 5.5.1 of the ‘Policy in Relation to Special Categories of Personal Data’ [10] also highlights the requirement for deleting or anonymising personal data once it is no longer required. Section 4 in the ‘Record Management policy’ [9] also supports this, requiring that records are “preserved as long as they are required to support University functions.” 
[bookmark: _Toc49278826]Actions
[bookmark: _Toc49278827][bookmark: _Hlk48573494]Actions relating to future data breaches
The breach occurred because the manager did not delete the data once they had finished their task with it. They also failed to realise the wrong file had been attached to the email. Whilst the university’s policies are clear about the responsibilities of staff regarding data security, it is apparent that they may not be front of mind for staff. To this end, it would be prudent to audit which staff have completed the Information Security training and have those that have not completed it do so. It would also be worthwhile to put in place a ‘refresher’ course for those that completed the course more than 12 months ago in order to reiterate their responsibilities. 
The manager downloaded the data from the Human Resources system. A review of access rights should be carried out to establish whether staff levels of access are appropriate. What data line managers can view regarding their staff should also be reviewed as it may not be necessary for line managers to view this kind of data about their staff. Data exports from the system could be disabled to prevent breaches of this nature in future, as the slight reduction in efficiency could potentially be outweighed by the increase in data security. A Data Protection Impact Assessment should take place to assess this. If data exports are required, they should be stored on a centrally managed shared drive with appropriate access levels to prevent unauthorised access. The data on these shared drives should be periodically reviewed against the guidelines set out in the university’s ‘Records Retention Schedule’ to ensure they are still required and, if so, whether they are still up to date. Additionally, the data stored on the line manager’s computer should be audited to ensure sensitive data is stored appropriately.
[bookmark: _Toc49278828]Actions relating to persons affected by the breach
As previously stated, the author does not believe the breach is likely to be a high risk to the rights and freedoms of the data subjects. Section IV of [5] advises that communication of a breach to the data subjects is only triggered when this risk is high. Despite this, it may be prudent to notify the data subjects for the breach to maintain the university’s dedication to transparency and making the ‘right moral choice’. Care should be taken to protect the identity of the line manager if this course of action is taken to prevent working relationships from being soured. On a larger scale, the author does not believe the level of risk requires the workforce at large to be informed, but they should be reminded of their responsibilities via the Staff Bulletin and training resources should be put in place as previously stated in this document.
[bookmark: _Toc49278829]Other considerations
During the investigation, it became apparent that the manager has been storing other sensitive information on their computer. This included scanned copies of staff sick notes and Occupational Health reports. These are classed as Special Category Personal data due to being related to the data subjects’ health [12]. Whilst the conditions for processing this data (employment and health or social care) are valid according to Article 9 of the GDPR [12][13], the way the data is being stored makes another breach similar to the current scenario possible. However, the nature of the data involved increases the risk level. The author suggests the impact score against the risk matrix criteria would be 3, with a likelihood score of 3. This would result in a risk level of 9 and therefore a high-risk level. A breach of this nature would need to be reported to both the ICO and the data subjects. Actions should be taken to mitigate this risk. The sensitive information should be removed from the manager’s computer, either through archiving or deletion. The importance of proper record management should be reiterated to the line manager as this demonstrates a lack of understanding of the importance of data protection on their part. Disciplinary action in the form of an official note on their Human Resources record would reinforce the seriousness of their actions.
[bookmark: _Toc49278830]

Report to the Executive Board
[bookmark: _Toc49278831]Summary of the circumstances
The manager that originally reported the breach was the perpetrator. They had downloaded data containing the names and addresses of the staff they line manage from the Human Resources system. They claim this was done in order to carry out a task ‘more efficiently’. The data was downloaded to the desktop of their computer and was subsequently sent via email to a member of the public. The reason for this is that the manager accidently attached this data instead of the leaflet they intended to send as both the files were stored in the same location on their computer. The European General Data Protection Regulation (GDPR) states personal data is “any information relating to an identified or identifiable natural person.” The data exposed in the breach contained the names and addresses of staff and therefore falls under this category. This also means it is within the scope of the GDPR.
[bookmark: _Toc49278832]Data Protection implications
Three of the seven Data Protection principles set out in the GDPR have been breached in this scenario. These are:
1. Principal (a): Lawfulness, fairness, and transparency – the confidence between the data subject and the data holder has been breached.
2. Principal (e): Storage limitation – the data was kept longer than was necessary on their computer.
3. Principal (f): Integrity and confidentiality (security) – the data was accidentally compromised.
[bookmark: _Toc49278833]Risk exposure
Assessed against the criteria, the score for the likelihood of this type of breach is 3 as this type of breach may happen or recur occasionally. The impact score is 2 in that the impact to the data subjects’ privacy is minor. This results in an overall risk score of 6, meaning this breach is of a moderate risk level. Consequently, the author suggests this risk level does not require the breach to be reported to the ICO.
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Table 1: Risk matrix
	Risk score
	Risk level

	1 – 3
	Low risk

	4 – 6
	Moderate risk

	8 – 12
	High risk

	15 - 25
	Extreme risk



Table 2: Risk levels
[bookmark: _Toc49278834]Actions to be considered
The breach occurred because the manager did not delete the data once they had finished their task with it. They also failed to realise the wrong file had been attached to the email. It would be worthwhile to audit which staff have completed the Information Security training. Those that have not completed it should do so, and those that completed the course more than 12 months ago should complete a ‘refresher’ course. 
The manager downloaded the data from the Human Resources system. Data exports from the system could be disabled to prevent breaches of this nature in future, as the slight reduction in efficiency could potentially be outweighed by the increase in data security. A Data Protection Impact Assessment should take place to assess this. Data exports from the system could be disabled to prevent breaches of this nature in future, as the slight reduction in efficiency could potentially be outweighed by the increase in data security. A Data Protection Impact Assessment should take place to assess this. Additionally, the data stored on the line manager’s computer should be audited to ensure sensitive data is stored in line with the ‘Records Retention Schedule’ and ‘Information Technology and Systems Acceptable Use policy’.
Whilst the risk level is not high enough for reporting to the data subjects to be a requirement, it may be prudent to notify the data subjects for the breach to demonstrate the university’s dedication to transparency and making the ‘right moral choice’. Care should be taken to protect the identity of the line manager if this course of action is taken to prevent working relationships from being soured.
[bookmark: _Toc49278835]Other considerations
During the investigation, it became apparent that the manager has been storing other sensitive information on their computer, including scanned copies of staff sick notes and Occupational Health reports. These are classed as Special Category Personal data due to being related to the data subjects’ health. The way the data is being stored makes another breach similar to the current scenario possible. However, the nature of the data involved increases the risk level. The author suggests the impact score against the risk matrix criteria would be 3, with a likelihood score of 3. This would result in a risk level of 9 and therefore a high-risk level. A breach of this nature would need to be reported to both the ICO and the data subjects. These records should be removed from their computer and archived or deleted. The expectations on them regarding data protection should be reinforced, and an official note could be added to their Human Resources record due to the serious implications if this type of data had been exposed.
[bookmark: _Toc49278836]Discussion note for the Governance Committee
[bookmark: _Toc49278837]Summary of the circumstances
A line manager that in the university has reported they have accidently sent data containing the names and addresses of the staff they line manage to a member of the public. They claim they originally downloaded the data to the desktop of their computer in order to carry out a task ‘more efficiently’. It was sent because they unintentionally attached this data instead of the leaflet they intended to send as both the files were stored in the same location on their computer.
It should also be noted that the investigation highlighted other more sensitive data (sick notes and occupational health report) was also stored on the line manager’s desktop, but these were not part of the breach.
[bookmark: _Toc49278838]Risk exposure
When assessed against the risk matrix criteria, the score for the likelihood of this type of breach is 3, and the impact score is 2. This results in an overall risk score of 6, meaning this breach is of a moderate risk level.
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	Risk score
	Risk level
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[bookmark: _Toc49278839]Actions for consideration
Below are potential actions to be considered based on the findings of the investigation.
· The breach highlighted that staff may either not be fully aware of their responsibilities regarding data protection, or that these responsibilities are not ‘front of mind’. A potential action could be to audit which staff have completed the Information Security training. Those that have not should be made to do so, with those that completed it more than 12 months ago having to complete a ‘refresher’ course. This will highlight the importance of data protection to the workforce.
· The breach was caused by the line manager exporting data from the Human Resources system. A review could be carried out (including a Data Protection Impact Assessment) to see whether allowing data exports is worth the risk to data security. It could be removed if not. If the functionality remains, access to it should be reviewed and those with access should be reminded of how to store the exports appropriately (i.e. in the correct location and in line with the ‘Records Retention Schedule’).
· The investigation of the breach highlighted Special Category Personal data was also being stored on the line manager’s computer in the same fashion as the data involved in the breach. An audit of their computer could be carried out to identify any sensitive data that is not being stored correctly and either dispose of it or archive it in line with the ‘Records Retention Schedule’. This will greatly reduce the risk of those records from being exposed unintentionally. Consideration should be given to putting an official note on the line manager’s Human Resources record due to the serious implications were this data to have been exposed. 
· It may be worthwhile to notify the data subjects despite there not being a requirement to do so, as this would demonstrate the university’s dedication to transparency. If this route it taken, measure should be taken to protect the identity of the line manager to prevent working relationships from being affected.
[bookmark: _Toc49278840]Conclusion
It is the author’s belief that the ‘Information Technology and Systems Acceptable Use policy’ and ‘UWTSD Group Policy on taking sensitive information and personal data outside of the secure computing environment’ provide very clear explanations of the expectations of staff regarding data protection and how to mitigate data breaches. These expectations are also outlined in lesser detail in the Data Protection policy, along with an outline of the data protection principles and the data subjects’ rights. However, the Data Protection policy does not explicitly give guidance for actions following a data breach, short of reporting the breach to the Data Protection Officer for them to carry out an investigation to assess who should be informed [11]. Point 9.9 in the policy states, “We have put in place procedures to deal with any suspected Personal Data Breach…” but does not outline what these procedures are. Whilst this does provide an element of flexibility for dealing with breaches from the university’s perspective, it may be pragmatic to provide at least a skeleton procedure that provides greater transparency regarding the process. It was also noted that the university’s policies do not outline details for a schedule of training regarding data protection or IT acceptable use, although the author is aware that this training does in fact take place. 
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[bookmark: _Ref47201541][bookmark: _Toc49278844]Appendix A
[bookmark: _Toc49278845]Risk matrix impact
	IMPACT
	1
	2
	3
	4
	5

	
	Negligible
	Minor
	Moderate
	Major
	Catastrophic

	
	Minimal / no privacy impact
No/minimal intervention required

Other manual or electronic process in place to mitigate the IG risk
	Minor impact on an individual’s privacy

Other manual or electronic process in place to mitigate the IG risk
	Moderate privacy impact requiring professional intervention 

Aspects of reputational damage for the organisation if IG requirement not adopted

Could impact on a moderate (less than 100) number of patients/clients
	Breach leading to possible larger scale privacy breaches 

Mismanagement of patient/client privacy with long-term reputational issues

Would impact on over 100 patients/clients – part system failure
	Serious IG breach and non-compliance with the law if requirement not adhered to

An event which impacts on a large number of patients/clients – full system breach because of no adherence to standards. Is likely to be 1000 of patients/clients




[bookmark: _Ref47201553][bookmark: _Toc49278846]Appendix B
[bookmark: _Toc49278847]Risk matrix likelihood
	LIKELIHOOD
	1
	2
	3
	4
	5

	
	Rare
	Unlikely
	Possible
	Likely
	Almost certain

	
	This will probably never happen/recur
	Do not expect it to happen/recur but it is possible it may do so
	[bookmark: _Hlk48467641]Might happen or recur occasionally
	Will probably happen/recur but it may not be a persisting issue
	Will undoubtedly happen/recur
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[bookmark: _Toc49278849]Poster to be displayed in staff areas
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What can you do?

Here are some ways you can protect the data UWTSD holds
and protect the people who that data is about

e Make sure confidential documents are disposed of
properly

e Lock your computer when you're away from your desk

e Ensure your office is secured if you're the last person
leaving

o Delete or archive files containing sensitive data that aren't
needed anymore

e Encrypt any sensitive data shared via email

* Avoid viewing sensitive information in public areas

e Double-check before sharing sensitive information

e Avoid storing sensitive information on your computer
where central storage is available instead





