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[bookmark: _Toc235867385]Introduction
Cybersecurity has become a business-continuity, governance and reputation issue rather than a purely technical one. NIST's Cybersecurity Framework describes cybersecurity risk management as an enterprise-wide task, and the 2025 UK Cyber Security Breaches Survey frames cyber resilience as a mainstream business issue affecting large shares of UK organisations. In that survey, 43% of businesses reported a breach or attack in the previous year, phishing remained the most common incident type, and only 14% reviewed immediate supplier cyber risks while just 7% reviewed wider supply-chain risk. (NIST, 2026)
The M&S incident provides a strong contemporary case. Reuters reported that M&S disclosed a cyber incident on 22 April 2025, then halted online clothing and home orders on 25 April as it managed disruption to contactless payments and click-and-collect. Subsequent reporting stated that some customer personal data had been accessed, although M&S said payment-card details and account passwords were not taken. By June 2025, M&S resumed online orders after a 46-day pause, and public reporting linked the event to a projected £300 million hit to operating profit before mitigation (Reuters, 2025)
The case matters for research because it sits at the intersection of trust, crisis communication, third-party cyber governance resilience. NCSC guidance stresses that supply chains are complex, vulnerabilities can be introduced at any point, and better supply-chain control improves resilience and reduces disruption. ICO guidance adds that organisations must rapidly assess breach risk, report notifiable personal-data incidents where feasible within 72 hours, and notify affected people when risk is high. These governance expectations make the M&S case analytically useful for a business methods project focused on how firms respond when operational continuity and customer trust are both at stake (NCSC, 2018).
[bookmark: _Toc235867386]AIM, OBJECTIVES AND RESEARCH QUESTIONS:
[bookmark: _Toc235867387]Research Aim
This research aims to examine how the 2025 Marks & Spencer cyberattack influenced customer trust and organisational resilience, and to identify implications for third-party cyber-risk governance in UK retail.
[bookmark: _Toc235867388]Research Objectives
· To examine how the cyberattack was publicly framed and managed by M&S and key external stakeholders.
· To assess the likely impact of the incident on customers trust using secondary trust indicators.
· To evaluate how the incident revealed strengths and weaknesses in organisational resilience and recovery.
· To derive lessons for third-party cyber governance and crisis communication in retail.
[bookmark: _Toc235867389]Research Questions
· How did the M&S cyberattack communicated and managed in the public domain?
· In what ways did the incident appear to affect customer trust?
· What does the case reveal about organisational resilience before, during and after a cyber incident?
· What governance lessons emerge regarding third-party cyber risk in retail?
[bookmark: _Toc235867390]LITERATURE REVIEW AND GAP ANALYSIS
The literature on cyber incidents, customer trust, organisational resilience and third-party governance provides a useful foundation, but it also contains notable inconsistencies, assumptions and blind sports that require critical evaluation.
Recent literature and guidance converge on four themes. First, customer trust is fragile where personal data, service continuity and transparency are threatened. A recent review of security communication finds that users need communication that is credible, comprehensible and actionable, while government and industry evidence shows rising concerns about breaches and digital trust. M&S's disclosure that some personal data were accessed, even without payment details or passwords, is therefore likely to matter for trust because data exposure and prolonged service interruption combine symbolic and practical harm. (Alexandra Mendes, et al., 2025)
Second, trust erosion does not always map neatly onto immediate sales effects, so trust should not be studied through revenue alone. Scholarly work on breach disclosure questions whether customers always punish firms through short-term spending reductions, while other work on breach awareness suggests many consumers do not fully register or act on breach information. For this topic, that means "customer trust" should be interpreted through a broader documentary lens: message tone, customer guidance, media emphasis on data exposure, recovery speed, and visible remediation. (Muhammad Zia Hydari, et al., 2025)
Third, the literature increasingly treats organisational resilience as more than prevention. NIST's CSF 2.0 foregrounds enterprise risk management, while recent cyber-resilience scholarship defines resilience in terms of preparation, response and recovery from threats that cannot always be prevented. The UK breaches survey reinforces this point by showing persistent incident prevalence, lower take-up of advanced controls among many organisations, and variable incident-response maturity. M&S's prolonged recovery window, profit impact and subsequent acceleration of technology investment make it a strong case through which to study resilience as adaptive recovery rather than absolute protection. (NIST, 2025)
Fourth, third-party risk is central. NCSC states that vulnerabilities can be introduced anywhere in the supply chain and that improved supplier oversight reduces disruption. NIST likewise highlights software supply-chain practices, vendor assurance and procurement-related scrutiny. Scholarly evidence also suggests supply-chain attributes can meaningfully predict cyber risk. Public reporting on M&S repeatedly pointed to social engineering involving a contractor or third-party route, making vendor governance a core analytical dimension of the case rather than a peripheral detail. (NCSC, 2025)
The main gap is therefore not whether cyberattacks damage organisations in general; that is already well established. The gap is that there is very limited public academic analysis of a major, post-2025 UK retail case that integrates trust, resilience and third-party governance in one bounded event. Much available evidence is either technical, generic or consumer-focused, whereas this proposal studies how one high-profile retailer's response illuminates the business relationship between cyber disruption, public trust and recovery capability. (Carolina Carreira, et al., 2025)
[bookmark: _Toc235867391]METHODOLOGY
A secondary qualitative case-study design is the most feasible choice. The project concerns one contemporary event, has ample public documentation, and does not require access to confidential internal data. A quantitative design would be weaker at undergraduate level because a single case offers limited direct, comparable trust metrics, and public numerical data cannot cleanly identify causality. The study will therefore use documentary thematic analysis. (Reuters, 2025)
Data sources
The dataset will combine:
Data will be drawn from public M&S disclosures, reputable reporting (Reuters, FT, AP), regulatory guidance (ICO, NCSC), government survey evidence and scholarly literature. While these sources are credible, they vary in purpose, audience and reliability. Company disclosures may emphasise reassurance, media reporting may prioritise newsworthiness, and regulatory guidance may reflect idealised expectations rather than actual organisational capability The methodology must therefore critically compare sources rather than treat them as equally objective.
Thematic analysis will be used to code evidence into four categories: trust signals, service disruption response and recovery, and third-party governance. A critical step will involve strengthens validity by reducing reliance on any single narrative. Ethical considerations include accurate representation of public evidence, clear distinctions between confirmed facts and reported claims, and avoidance of unnecessary reproduction of sensitive breach details. The methodology is feasible and appropriate for undergraduate research, but findings must remain interpretive rather than definitive due to the constraints of secondary data.(Reuters, 2025).s
[bookmark: _Toc235867392]Inclusion criteria
English-language sources; published 2020-2026 where possible, directly relevant to M&S, cyber resilience, customer trust, third-party risk or breach communication; official documents, reputable news, or scholarly sources. Exclusion criteria: anonymous blogs, speculative forums, duplicate reports, and sources focused only on technical malware detail without business relevance.
Sampling of documents
A practical undergraduate sample is 25-25 documents, likely split across 6-8 primary case documents, 6-10 regulatory/governance documents, and 10-15 contextual scholarly or industry sources.
This is manageable and sufficient for pattern identification without over-extending the project.
[bookmark: _Toc235867393]Analysis Steps

			Table 1 Analysis Steps
Initial coding will focus on four categories: trust signals, service disruption, response/recovery, and third-party governance. Themes will then be refined by comparing how the same issue is framed across company, regulatory, media and scholarly sources.
[bookmark: _Toc235867394]Objective-method map
	Objective
	Main data sources
	Analysis method

	Examine public management of the incident
	M&S disclosures/results coverage, Reuters, FT, AP
	Event chronology and thematic coding

	Assess trust impact
	M&S customer data statements, customer-facing updates, media framing, security-communication literature
	Thematic coding of trust indicators

	Evaluate resilience and recovery
	M&S recovery milestones, UK survey, NIST CSF, NCSC guidance
	Pattern matching against resilience concepts

	Derive governance lessons
	NCSC, NIST, ICO, third-party risk literature
	Cross-source synthesis


				Table 2 Objective-method map
Ethics 
No human participants will be involved. The project uses lawfully available public documents only. Ethical care is still needed in three areas: accurate representation of public evidence, clear distinction between confirmed facts and reported claims, and avoidance of unnecessary reproduction of sensitive breach details. ICO guidance on breach reporting and risk assessment supports the importance of careful, responsible handling of incident information. (iCO Information Commissioner's office, 2025)
Limitations
The study cannot directly measure customer sentiment; it infers trust from public indicators. A single case also limits generalisation beyond UK retail. Finally, some incident details remain based on public reporting rather than a full official forensic account, so attribution and sequence must be treated cautiously (TATA Consultancy Services, 2025).
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The study is expected to show that the M&S incident affected trust through a combination of data-security concern and prolonged service disruption, not merely through abstract privacy risk. It is also likely to show that resilience in retail depends on response speed, communication clarity, recovery sequencing and supplier oversight as much as on pre-incident controls. That expectation is consistent with M&S's lengthy service interruption, explicit customer-data messaging, and subsequent emphasis on accelerated technology recovery, as well as wider UK evidence that supplier-risk review remains under-developed Theoretical contribution will be modest but clear: the project links customer trust and organisational resilience within one public cyber case, showing how trust can be treated as both a reputational and operational outcome. Practically, the dissertation should produce concise lessons for retail managers on supplier governance, breach communication. And recovery planning. It should also give the supervisor confidence that the topic is feasible, data-rich, current and methodologically appropriate for a final-year undergraduate proposal. (Julia Kollewe and Sarah Butler, 2025).
[bookmark: _Toc235867397]Verified source list
Key primary and official sources
1. M&S incident disclosure and early operational disruption via Reuters.
2. M&S customer-data exposure update reported in May 2025
3. M&S recovery and resumption of online orders after 46 days
4. M&S profit-impact estimate and recovery investment signals.
5. ICO guidance on breach reporting, notification thresholds and 72-hour reporting.
6. NCSC supply-chain security guidance and 12 principles.
7. UK Cyber Security Breaches Survey 2025
8. NIST Cybersecurity Framework 2.0
9. NIST software supply-chain security guidance.
[bookmark: _Toc235867398]Industry and reputable reporting
1. FT reporting on possible third-party entry route and contractor investigation
2. AP reporting on later law-enforcement action linked to the retailer attacks.
3. Reuters first-half results coverage showing continuing impact.
4. Guardian reporting on disruption duration and customer-trust rebuilding.
5. Deloitte/WSJ connected consumer evidence on security concern and trust erosion.
Scholarly and research-context sources
· Hu, Levi Yahalom and Zerhouni on supply-chain characteristics as predictors of cyber risk.
· Carreira et al. systematic review of security communication strategies.
· Zhu on foundations of cyber resilience 
· Wojak et al, on data protection and corporate reputation management
· Bhagavatula, Bauer and Kapadia on real-world awareness of security incidents.
· Hydari, Liang and Telang on the limits of revenue as a post-breach behavioural signal.
· Ali and Hicks on UK mandatory cyber-incident reporting effectiveness.
· Weinz et al. on phishing, social engineering and organisational resilience.
This gives a verified starting corpus of 20 sources, with strong coverage of official, industry and scholarly material suitable for an undergraduate proposal.
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