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[bookmark: _Toc229487300]TASK 1
[bookmark: _Toc229487301]Introduction The Evolving Landscape of Digital Forensics
The dynamic field of computer forensics, fundamental remain constant while Technology and tools continuously evolve to address emerging challenges in an increasingly digital world. As devices become more sophisticated, networks expand, and cloud ecosystems dominate data storage, forensic investigators require versatile toolsets capable of handling diverse evidence types across various scenarios. This research evaluates modern forensic tools representing different categories within the Computer Forensics Investigation procedure, FTK Imager, Magnet AXIOM, Autopsy.
The process typically follows a structured approach encompassing identification, preservation, collection, examination, analysis, and reporting. Each phase requires specialized tools designed for specific forensic objectives. Understanding the strengths, limitations, and feature sets of these tools is essential for investigators to make informed decisions based on case requirements, budget constraints, and evidence types, one main advantage is FTK is Open source free to use, also paid version available “The Forensic Toolkit (FTK) Imager is an open-source software program developed by Access Data “ [1] In comparison AXION extremely expensive access by subscription fee., this all depending on business needs.
[bookmark: _Toc229487302]FTK 
[bookmark: _Toc229487303]Overview
FTK Imager represents widely adopted forensic imaging solutions in the industry, Developed by Access Data this tool serves as both a standalone imaging utility and an integral component of broader forensic suites. It is available in two versions a free community edition and a commercial Pro version.
[bookmark: _Toc229487304]Disk Imaging Capabilities
FTK Imager good at creating bit-for-bit copies of storage media, supporting multiple methods including direct imaging from physical drives, logical volume imaging for specific partitions, and imaging to capture only changed sectors since a previous image

[bookmark: _Toc229487305]Supported File Systems
FTK software maintains compatibility with an extensive range of file systems including NTFS, FAT32, exFAT, HFS+, APFS, ext4, XFS, UFS, and ZFS. This versatility makes it suitable for cross-platform investigations involving Windows, macOS, Linux, and mobile devices.
[bookmark: _Toc229487306]Verification and Integrity:
Strength of FTK Imager is its hash verification system. It computes MD5, SHA1, SHA256, and SHA512 hashes during acquisition to ensure data integrity. The tool automatically verifies these hashes after imaging completion, providing cryptographic proof that the forensic image matches the original source media.
[bookmark: _Toc229487307]Interface and Usability:
The user interface is straightforward with a drag-and-drop functionality for selecting drives to image. It includes a preview mode allowing investigators to browse file structures without creating full images
[bookmark: _Toc229487308]Cost Structure
Free Version
The community edition is completely free with no licensing fees. This version provides all core imaging functionality including disk copying, verification, and preview capabilities. It requires minimal system resources and runs on Windows XP/7/8/10.
Pro Version
When integrated into FTK Complete or available as a standalone commercial product, the Pro version adds advanced features such as larger sector size support, enhanced compression algorithms, parallel imaging capabilities for faster acquisition of large drives, and integration with the full FTK analysis suite. 
[bookmark: _Toc229487309]Supported Types
FTK Imager primarily focuses on disk-based evidence including, hard drive images HDD SDD, USB flash drives and removable media, Network forensic captures via TFTP imaging, Virtual machine disk files VMDK, VHD, VHDX While primarily an imaging tool, FTK Imager's integration capabilities allow it to support, File system metadata extraction, Deleted file recovery from raw images, Email artifact collection Browser history and cache data, Registry for Windows investigations
[bookmark: _Toc229487310]Reporting Capabilities
The free version provides basic imaging reports documenting parameters, hash values, and image verification status. The Pro version generates comprehensive audit trails suitable for court presentation, including timestamps, operator details, hardware configuration, and chain-of-custody documentation which is Industry Standard if evidence needs to be provided to the court of law.
[bookmark: _Toc229487311]Magnet AXIOM
[bookmark: _Toc229487312]Overview
AXIOM, developed by Magnet Forensics, represents a comprehensive commercial forensic platform designed to handle the complexities of modern digital investigations. Unlike traditional disk-focused tools, AXIOM emphasizes mobile forensics, cloud artifacts, and application-specific data extraction, making it particularly valuable for cases involving smartphones, tablets, and cloud-based services and its biggest stand-out feature is AI automation, catalogue features, making this process optimal for large tasks including language capture, you could dynamically search for topics or conversations.
“At Magnet Forensics, we’ve always seen the potential of AI to help anyone working with digital evidence,” says Jad Saliba, Magnet Forensics co-founder. “With the mountains of data coming to users every day, we need to arm them with the tools necessary to cut down on the noise and find what they need faster than ever.” [2]

[bookmark: _Toc229487313]Mobile Forensics Capabilities
AXIOM's primary strength lies in its AI automation. It connects to iOS devices via cables and extracts data from Android devices through various protocols and proprietary connectors for specific manufacturers like Samsung. The tool supports multiple extraction levels ranging from logical accessible files only to physical complete sector-by-sector extraction.
[bookmark: _Toc229487314]File System Support
AXIOM maintains compatibility with Windows (NTFS, FAT32), macOS (APFS, HFS+), Linux (ext4, XFS), and mobile file systems including iOS APFS and Android ext4/f2fs. The tool also processes virtual machine images and memory dumps.
[bookmark: _Toc229487315]
Application-Specific Analysis
The platform includes specialized modules for analysing specific applications such as Slack, Microsoft Teams, Zoom, Skype, and more. Each module extracts conversation history, participant lists, media attachments, timestamps, and device identifiers with full metadata context.
[bookmark: _Toc229487316]Licensing Model
Magnet AXIOM operates on a subscription-based licensing model with tiered pricing: AXIOM Essential: Approximately £300-£500 per user/month - Basic mobile and cloud forensics AXIOM Complete: Approximately £800-£1,200 per user/month approximately Full feature set including all mobile platforms, advanced cloud services, and memory analysis Enterprise/Network License: Custom pricing for multi-user deployments with centralized management.
[bookmark: _Toc229487317]Supported Evidence Types
AXIOM handles diverse evidence categories, Mobile Devices iOS/Android phones and tablets with full extraction capabilities from Cloud Services: Social media, file storage, email, messaging platforms and  Desktop Applications: Email clients Outlook, Web browsers including Chrome, Safari, Firefox, Incorporating Memory Forensics from Virtual Machines VMware, VirtualBox, Hyper-V images, also analysing, call logs and text messages, WhatsApp, social media, geolocation history and camera with meta-data, and more.
[bookmark: _Toc229487318]Autopsy 
[bookmark: _Toc229487319]Overview
Autopsy, developed by the Digital Forensics Laboratory at Carnegie Mellon University and maintained as open-source software under the Apache License 2.0, represents a comprehensive alternative to commercial forensic suites. Running primarily on Linux with Windows versions available, Autopsy provides enterprise-grade features without licensing fees, making it invaluable, without incurring any fees.
[bookmark: _Toc229487320]Modular Architecture
Autopsy's strength lies in its modular design where various plugins handle specific analysis tasks. This architecture allows users to enable or disable modules based on investigation needs, covering file system analysis, database forensics, email extraction, browser history, registry examination, network packet analysis, and more.
[bookmark: _Toc229487321]File System Analysis
The core module provides deep file system parsing with support for NTFS, FAT32, HFS+, APFS, ext4, XFS, UFS, ZFS, and many others. It creates detailed metadata maps showing file creation times, modification times, access times, file sizes, permissions, owners, and extended attributes.
[bookmark: _Toc229487322]
Plugin Ecosystem
Correlates events across multiple files with unified timeline visualization, mail analysis, extracts from various email client’s browser Forensics including Chrome, Firefox, Safari, Edge browser data for history, cache, cookies, passwords, database analysis for WhatsApp, Telegram, Messenger and SQL-based systems, Including register examinations and ram dumps.
[bookmark: _Toc229487323]Open-Source Licensing
Autopsy is completely free under Apache 2.0 license with no user limits, deployment restrictions, organizations can deploy unlimited instances without additional licensing costs, options for extra components generally no fee, they have a separate product, which fee based called Cyber Tirage.
[bookmark: _Toc229487324]Best Suited
Budget constraints limit commercial tool options, large-scale investigations require parallel processing across multiple images, deep file system analysis with extensive metadata extraction needed, plugin flexibility allows customization for specific case requirements, open-source transparency required for audit purposes
[bookmark: _Toc229487325]Cellebrite UFED 
[bookmark: _Toc229487326]Overview
Cellebrite Universal Forensic Extraction Device UFED represents the gold standard in mobile forensics, deployed across law enforcement agencies worldwide, UFED combines hardware and software solutions specifically engineered for extracting data from modern smartphones including the most recent iOS and Android with proprietary connectors not available in other commercial tools.
“Professionals use a tool called Cellebrite UFED to recover data from locked or encrypted tablets and smartphones.” [3]

[bookmark: _Toc229487327]Key Features
UFED comes in multiple hardware configurations mainly Pocket Go/Touch Portable handheld device for field work, connects via Lightning/USB-C cables Phoenix, Desktop-based system supporting simultaneous multi-device connections and larger storage requirements and others depending on requirements.
UFED supports multiple extraction techniques accessing files from apps, contacts, messages less invasive, including deleted items deep extraction, including encrypted files, across most mobile units, including tablets, UFED maintains regular updates supporting newly release devices.

[bookmark: _Toc229487328]UFED specializes in mobile specific evidence
Specialise extraction for mobile phones, and all portable devices complete data extraction including encrypted backups, passcode bypass and physical memory dumps, SMS, iMessage, WhatsApp, Viber, Telegram, Signal message history Call logs including international numbers, duration, and timestamps, Voicemail transcription Bluetooth call records and paired device lists and more extremely comprehensive all logs from attached hardware
[bookmark: _Toc229487329]Cost 
Solution is targeted to government agency, approximately £5000 to £60000 depending on subscription and yearly fee reflecting comprehensive extraction, depending on single or multiuser license.
[bookmark: _Toc229487330]Best Suited 
UFED is the primary choice during the collection and analysis from government agencies, who require maximum data extraction with no compromise, also allowing for portable devices during fieldwork, as these are targeted to governments, budget is not an issue, premium is justifiable.

[bookmark: _Toc229487331]Comprehensive comparison table
Detailing advantages, disadvantages Quick glance for perspective organisations or small organisations.
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[bookmark: _Toc229487332]Conclusion
In the Computer Forensics Investigation (CHFI) process, fundamental concepts remain constant while tools and technology continuously evolve to address emerging digital challenges. As devices become more sophisticated and cloud ecosystems dominate data storage, investigators require versatile toolsets capable of handling diverse evidence types across various scenarios. This research evaluates four modern forensic tools: FTK Imager, Magnet AXIOM, Autopsy, and Cellebrite UFED, covering both commercial and open-source options suitable for different CHFI phases such as Imaging, Analysis, Mobile, and Cloud.
FTK Imager, developed by Access Data, serves as a foundational imaging utility available in free community and Pro versions. Its primary strength lies in disk imaging with robust hash verification to ensure data integrity during the Collection phase. It supports many file systems including NTFS, FAT32, and APFS, making it suitable for cross-platform investigations where budget constraints require a cost-effective solution.
Magnet AXIOM, developed by Magnet Forensics, represents a premium commercial all-in-one suite operating on a subscription model Its standout feature is AI automation and integration with services Google Drive, iCloud, Facebook, including the standout feature, cataloguing and language recognition.
Autopsy offers an enterprise-grade open-source alternative, with a modular plugin architecture supporting file system analysis and timeline visualization, it provides unlimited deployment instances without licensing fees. It is best suited for organizations requiring deep file system metadata extraction or large-scale parallel processing on a budget.
Cellebrite UFED remains the industry standard for mobile forensics, combining proprietary hardware and software solutions. Targeted primarily at government and law enforcement agencies, it offers deep physical extraction and passcode bypass capabilities across most models. Its high cost is justified by its comprehensive data recovery from encrypted iOS and Android devices during both Collection and Analysis phases.
Ultimately, tool selection depends on specific case requirements, budget constraints, and the nature of evidence involved. While FTK Imager and Autopsy excel in general imaging and file system depth, Magnet AXIOM and Cellebrite UFED dominate specialized mobile and cloud investigations where maximum data extraction is critical for legal proceedings.
[bookmark: _Toc229487333]END OF TASK 1


[bookmark: _Toc229487334]TASK 2 Case study Sabotage
[bookmark: _Toc229487335]Executive Summary
This forensic investigation report documents the comprehensive examination of Rich Daley's Windows 11 workstation at Cyfusion Mobile Manufacturing Company (CMMC), London, UK. Following Rich's resignation and subsequent contact with competitor 360tech regarding proprietary Samsung Galaxy Z Flip 6 designs, CMMC's CEO Ms Ker Walters engaged Troy Simpson, a CHFI and CEH certified professional, to determine the extent of potential data sabotage and recover lost intellectual property.

The investigation followed established CHFI Computer Forensics Investigation methodology and adhered to ACPO Good Practice Guidelines for digital evidence handling. Using tools identified in Task 1 research—specifically FTK Imager Pro, Autopsy, and Magnet AXIOM he forensic team successfully acquired a bit-for-bit image of Rich's BitLocker-encrypted drive, detected anti-forensic activity through registry analysis and event log examination, recovered partial Autodesk Maya project files from unallocated space using file carving techniques, and extracted cloud synchronization evidence from browser artifacts.

The findings demonstrate that Rich Daley intentionally sabotaged CMMC's £5M and R&D investment by systematically deleting design files using the Eraser file-wiping tool and synchronizing critical data to his personal Google Drive account within 7 days of resignation. The correlation between local deletion timestamps (2024-11-15T14:00:00Z) and cloud upload sessions provides strong circumstantial evidence of coordinated anti-forensic effort to conceal the transfer of proprietary mobile phone interface designs before departing CMMC.
[bookmark: _Toc229487336]Investigation Steps Mirroring Methodology
Evidence Acquisition from Encrypted Drive Collection Phase, Rich Daley's Windows 11 device was protected by BitLocker Full-Disk Encryption, requiring a specialized acquisition approach. The primary tool selected for this phase is FTK Imager Pro due to its advanced support for encrypted drive decryption workflows, which the free community version lacks. The acquisition process followed these precise steps:
Power on device and boot into Windows 11 environment using FTK Imager ProConnect external write-blocker hardware to prevent accidental modification Acquire forensic image of entire disk using E01 format with hash verification, verify image integrity by comparing source vs. image MD5/SHA256 hashes
FTK Imager Pro was chosen over Autopsy for this phase because the commercial version offers superior support for encrypted drive imaging, including automatic BitLocker password prompts and sector-level encryption handling. The E01 format selected provides compression reducing 478GB raw image to approximately 128GB compressed and includes built-in hash verification within the file structure itself.
Expected Output A forensic image file (.e01) with MD5, SHA256, and SHA512 hash values documented in a comprehensive audit trail suitable for legal proceedings.
[bookmark: _Toc229487337]Proving Anti-Forensic Activity Using Wiping Tools
To detect file-wiping tools like Eraser used by Rich Daley, FTK Imager Pro combined with Autopsy's Timeline View plugin provides comprehensive analysis capabilities. The Windows Registry was searched for entries related to Eraser and CCleaner or similar wiping software, revealing installation dates and configuration files that indicate when the tool was first introduced to the system.
Windows Event Logs Application & System logs were examined using FTK Imager Pro's Software Analysis module, which parses Event IDs 4687/4689 in the Windows Security Log. These specific event codes record file system deletions with precise timestamps, showing activity within one week before Rich's resignation. The Autopsy File System Plugin checked Autorun and Startup folders for scheduled wiping scripts that often run automatically on boot to ensure persistent deletion cycles across multiple sessions.
The timeline visualization in Autopsy allowed investigators to correlate registry changes with Event Log entries, creating a chronological map of when Eraser was installed 2024-11-15T09:32:47Z and subsequently used to delete 47 files between 14:00-16:30 on the same day.
[bookmark: _Toc229487338]File Carving Strategies for Deleted Autodesk Maya Projects 
For recovering Autodesk Maya project files marked as deleted Autopsy's File Carving Plugin was selected as the primary tool due to its free enterprise-grade capabilities and extensive plugin ecosystem. The forensic image's unallocated space underwent deep carving searches using Autodesk-specific file signatures maya, max, mbf identified through hex pattern analysis in the raw disk sectors.
Both FTK Imager Pro and Autopsy support signature-based recovery even when metadata has been stripped by wiping tools like Eraser, allowing fragmented data reconstruction from slack space and unallocated sectors where Rich Daley's tool may have left residual traces. The carving process involved

Scanning for known Autodesk file headers e.g., Maya 2024 magic bytes Slack Space Analysis Examining unused space within allocated clusters where partial data often remains after deletion, Fragment Reassembly Attempting to reconstruct corrupted or fragmented files from multiple pieces
Expected Output Recovered file fragments with original metadata preserved, including creation dates prior to the deletion event 2024-11-01T08:00:00Z.

[bookmark: _Toc229487339]Cloud Synchronization Evidence Extraction 
To extract cloud synchronization evidence from browser artifacts regarding Google Drive access, Magnet AXIOM was optimal due to its comprehensive web browser forensics module that parses Chrome, Edge, and Firefox data for history, cache, cookies, and synced file metadata. The tool extracted timestamps showing Rich Daley's web browsing sessions connected to his personal Google Drive account, correlating with the timeline of design deletions on the local device.
Magnet AXIOM's cloud integration capabilities allowed investigators to connect directly to Rich's browser profile and extract:
Browser History URLs visited including drive.google.com access timestamps
Sync Metadata File upload records showing 12 files transferred from CMMC Samsung Z Flip 6 Projects folder
Cookie Data Session tokens indicating active authentication during deletion window this cross-platform evidence correlation strengthened the case by linking cloud activity patterns 15:45 on 2024-11-15  to local anti-forensic actions 14:00-16:30, demonstrating a coordinated effort to move data off the device before departure.

[bookmark: _Toc229487340]Findings Detailed Evidence Discovered
Registry Evidence Autopsy Analysis
The Windows Registry examination revealed critical evidence of Eraser software installation and usage:
HKEY_CURRENT_USER\Software\Eraser found with installation timestamp: 2024-11-15T09:32:47Z
Configuration file shows "Quick Wipe" mode enabled, suggesting rapid deletion preference over standard deletion, startup folder entry detected for automatic execution on system boot
Event Log Evidence FTK Imager Pro Analysis
Windows Security Event Logs provided precise timestamps of file operations:
Event ID 4687 File Created Eraser.exe launched from C:\Users\Rich\AppData\Roaming at 09:32 AM on 15/11/2024
Event ID 4689 (Folder Deleted): 47 files deleted between 14:00 and 16:30 on the same day, including. mbf, .max, and. maya project files
Event ID 4663 (File Access): Read access to design folders at 13:45 AM preceding deletion activity
Cloud Synchronization Evidence Magnet AXIOM Browser Forensics
Browser artifact analysis from Chrome profile revealed Google Drive synchronization activity
Browser History shows drive.google.com access on 2024-11-15T15:45:00Z, approximately 1.5 hours after local deletion began
Sync history indicates 12 files uploaded from CMMC_Samsung_Z_Flip_6_Projects folder to personal account
Cookie data confirms active session during the primary deletion window 14:00-16:30
File Carving Results Autopsy File System Plugin
Deep file carving recovered partial Autodesk Maya project fragments from unallocated space recovered 3 partial .mbf file fragments with valid Autodesk Maya signatures (Maya 2024.0)
Metadata shows original creation date: 2024-11-01T08:00:00Z prior to deletion event, File sizes range from 15MB to 45MB, indicating substantial design data recovered despite wiping attempts
[bookmark: _Toc229487341]Conclusion: Summary of Actions Taken
Based on comprehensive forensic evidence collected and analysed, Rich Daley intentionally sabotaged CMMC's £5M and R&D investment through a coordinated multi-phase anti-forensic operation executed in the 7 days preceding his resignation. The timeline correlation between local deletion activity 14:00-16:30 on 2024-11-15 and cloud upload sessions demonstrates a calculated effort to conceal the transfer of proprietary mobile phone interface designs to competitor 360tech.
Key Findings Supporting Intentional Sabotage:
Eraser file-wiping tool installed and configured for Quick Wipe mode on 15/11/2024
47 Autodesk Maya project files deleted in concentrated time window of 3-hour
Google Drive synchronization active within 1.5 hours of local deletion, suggesting data offloading
Creation timestamps recovered from unallocated space deletion by 14 days
Business Impact Assessment
Direct R&D Loss £5M and investment in Samsung Galaxy Z Flip 6 interface design, IP Exposure Risk Designs now accessible to competitor via cloud synchronization
Patent Timeline Disruption Delayed patent filing due to missing source files
Market Position Threat Potential loss of first-mover advantage against Apple iPhone 17 Flip
The forensic evidence establishes a clear chain of causation linking Rich Daley's actions directly to the disappearance of critical design assets. The combination of local file deletion, cloud synchronization, and timing correlation provides sufficient circumstantial evidence for legal proceedings against former employee.
[bookmark: _Toc229487342]Simulated Hash Log for Evidence Image
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[bookmark: _Toc229487343]Professional Invoice
TROY SIMPSON FORENSICS
CHFI & CEH Certified Digital Forensics Consultant
London, United Kingdom | Phone: 20 7946 0958
Email: troy.simpson@forensic-expert.com
Invoice #FS-2024-1186
Date: 02/02/2026
Bill To: Cyfusion Mobile Manufacturing Company (CMMC)
Project Reference: Rich Daley Sabotage Investigation
invoice Date: 02/05/2026
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[bookmark: _Toc229487346]Appendix
=================================================================
SOURCE MEDIA AND FORENSIC IMAGE VERIFICATION LOG
=================================================================Source Media Identifier: CMMC-Win11-RichDaley-2026-Evidence
Physical Drive: D:\ (Primary System Partition)
Logical Volume: C: (Windows 11 OS, BitLocker Encrypted)
Image Format: E01 (EnCase Compatible)
Acquisition Tool: FTK Imager Pro v5.8 Build 1234
Operator: Troy Simpson, CHFI/CEH Certified
Department: CMMC Legal Forensics Unit

=================================================================
HASH VERIFICATION RESULTS
=================================================================Source Drive Hash Values:
─────────────────────────────────────────────────────────────
MD5 (Root Sector):     a7f3c9e2b4d1f8a6c0e5d9b3x7y2z4w8
Image File MD5:        a7f3c9e2b4d1f8a6c0e5d9b3x7y2z4w8 ✓ MATCH
SHA-256 (Root Sector): b8g4d0f3c5e2h9b7d1f6e0c4v8x3z5y9w7
Image File SHA-256:    b8g4d0f3c5e2h9b7d1f6e0c4v8x3z5y9w7 ✓ MATCH
SHA-512 (Root Sector): c9h5e1g4d6f3i0c8e2g7f1d5w9y4a6b8
Image File SHA-512:    c9h5e1g4d6f3i0c8e2g7f1d5w9y4a6b8 ✓ MATCH
=================================================================
ACQUISITION METADATA
=================================================================
Acquisition Timestamp: 2026-11-18T10:15:32Z
Image Size (Raw):     478.5 GB
Image Size (E01 Comp):128.3 GB (Compression Ratio: 3.7x)
Verification Status: PASSED - Cryptographic Integrity Confirmed

Write Blocker Used: Tableau TB-900 External Write Blocker
BitLocker Password Source: Physical Key Card #CMMC-2024-RD001
Sector Size:          512 Bytes (Standard ATA)
CHAIN OF CUSTODY RECORDS
=================================================================
Person 1: Troy Simpson (CHFI/CEH) - Acquisition Date: 18/11/2026, Time: 10:15 AM
Person 2: Ms Ker Walters (CEO) - Review Date: 19/11/2026, Time: 09:30 AM
Person 3: CMMC Legal Counsel - Legal Handover: 20/11/2026, Time: 14:00 PM
All transfers documented with signature and timestamp. Original device secured in evidence locker #LF-2024-RD.
SOFTWARE ANALYSIS CHECKSUMS
=================================================================
FTK Imager Pro v5.8:    SHA256 = f3a7c9e2b4d1f8a6c0e5d9b3x7y2z4w8 (Verified)
Autopsy Plugin Pack:    SHA256 = g4b8d0f3c5e2h9b7d1f6e0c4v8x3z5y9w7 (Verified)
Magnet AXIOM Module:    SHA256 = h5c9e1g4d6f3i0c8e2g7f1d5w9y4a6b8 (Trial Version)
=================================================================END OF VERIFICATION LOG
=================================================================
Prepared By: Troy Simpson, CHFI/CEH
Date: 02/02/ 2026
Location: CMMC Forensics Lab, London, UK

END
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SOURCE MEDIAANDFORENSICIMAGE VERIFICATION LOG

SourceMedialdentifier: CMMC-Win11-RichDaley-2024-Evidence

Physical Drive: D\ Primary SystemPartition)
Logical Volume: C: (Windows 11 0S, BitLocker Encrypted)
Image Format: E01 (EnCase Compatible)
Acquisition Tool: FTK Imager Pro v5.8 Build 1234
Operator: Troy Simpson, CHFI/CEH Certified

: CMMC Legal Forensics Unit

HASH VERIFICATION RESULTS

SourceDriveHash Values:

MDS (RootSector): a7f3c9e2b4d118a6c0e5d9b3x7y224w8
ImageFileMD5:  a73c9e2bA4d11826c0e5d9b3xX7y224w8 v MATCH

SHA-256 (RootSector): bBgad0fac5e2h9b7d116e0c4vBX3zEYIWT
ImageFileSHA-256: bBgAd0f3c5e2h9b7d16e0cAVBX3Z5YOW7 v MATCH

SHA-512 (RootSector): cOh5e1g4d613i0c8e2g7f1d5wIy4a6b8
ImageFileSHA-512: cohSe1g4d613i0cBe2g711d5WIy4a6b8 v MATCH

ACQUISITION METADATA

Acquisition Timestamp: 2024-11-18T10:15:322
ImageSize (Raw): 478.5GB

ImageSize (E01 Comp):128.3 GB (Compression Ratio: 3.7)
Verification Status: PASSED- Cryptographicntegity Confirmed

Write Blocker Used: Tableau TB-900 External Write Blocker
BitLockerPassword Source: Physical Key Card #CMMC-2024-RD001
SectorSize: 512 Bytes (Standard ATA)

CHAIN OF CUSTODYRECORDS

Person 1: Troy Simpson (CHFI/CEH)-Acauisition Date: 18/11/2024, Time: 10:15 AM
Person 2: Ms KerWalters (CEO) -Review Date: 19/11/2024, Time: 09:30 AM
: CMMC Legal Counsel - Legal Handover: 20/11/2024, Time: 14:00 PM

Person

Alltransfers documented with signature and timestamp. Original device secured in evidencelocker #LF-2024-RD.

SOFTWARE ANALYSIS CHECKSUMS

FIK Imager Prov5.8: SHA256 = f3a7c9e2b4d11826c0e509b3x7y224w8 (Verified)
AutopsyPlugin Pack: SHA256 = g4b8d0f3c5e2h9b7d116e0c4v8x3z5y9w7 (Verified)
MagnetAXIOMModule: SHA256 = h5coe1 g4d63i0cBe2g711d5wIy4a6ha (Trial Version)

ENDOFVERIFICATION LOG

Prepared By: Troy Simpson, CHFI/CEH
Date: 18 November2024
Location: CMMCForensicsLab, London, UK




