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[bookmark: _Toc92408741]Abstract
The overview of this report is that I discussed the threats, vulnerabilities and attacks which can occur on a network and the problem which was being faced in the scenario was a manager of a business was facing security problems of the lack of understanding and I came to find solutions on how they can overcome these problems, as the problems may have affected the data prior but once implemented it can secure the network for the future in which they can avoid any of these problems with data being damaged or leaked.
[bookmark: _Toc92408742]Introduction  
In this report the scenario of the manager is wanting to increase the business popularity and income, as the business is called “Batman Textiles”. Even though the business did increase the income and popularity, the methods which they implemented to gain attraction cause more harm than good. As the manager decided to hire Alfred as head of marketing in which Alfred had full access to the business applications including sales details, purchase orders etc, but the methods they added to attract customers was “Public Wi-Fi” and not separating the network from the business. Also, prior the business had 15 employees which all of them did not have full access to the business applications but later received access to them due to Alfred. Also Alfred withdrawn two employees in which they both had full access of the business applications.  So, I will be assisting “Batman Textiles” to provide solutions and methods in which they can secure the network prevent from these problems from occurring in the future.
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Security Breach 1 – Disgruntled Employee
The first security breach which is likely to happen in the scenario stated is a disgruntled employee, a disgruntled employee is an employee or an ex-employee who is not content with the business actions and plans which the business is planning to work on, and in which have the mindset of sabotaging the businesses operations or harming the confidentiality, integrity, or availability of the business information.[9] As in the scenario mentions all employees within the business have full access to the business applications this states within the scenario that despite your role within the business all employees have equal permissions on the network, due to this in the scenario this can lead to a disgruntled employee to have malicious thoughts about causing a data breach in the network. A data breach is an occurrence when valuable and sensitive information on the network such as personal, customer and financial data is withdrawn from the network which then can be accessed to the public, though a business will be able to know a data breach has occurred, they will not be able to know the specific data breached until it has been investigated. As well in the scenario it mentions one sales head lost their job then infected an end device with ransomware encryption to the important files meaning as the hacker has hold of these files, they can potentially release the original documents to the public if needed if the business does not meet with their conditions.[2]
Security Breach 2 – Email Phishing 
The second security breach likely to occur in the scenario stated is phishing. As phishing can be transmitted either web downloads, spam email etc. But the most common phishing used is through email phishing. Email phishing has the malicious intent of infecting a workstation of malware from sending an email to employees within the business or even a single person within a business e.g., manager and this is called spear phishing. Usually, the attachment with the email can be an executable file which contains harmful code which can make the network a lot more vulnerable and easier for the hacker to obtain sensitive and valuable information of the business, employees, or the customers.[10] Due to the scenario, it mentions the business is attracting more customers all the business to become a bigger target for hackers, as malware can be used by hackers for their own personal gain which can be financial benefit. As phishing can also be related to spam email due to spam email being sent to endless recipients, spam email can contain malware and spam email can be achieved by using botnets to send out spam.[7]
Security Breach 3 – Public Wi-Fi 
Third security breach which can occur related in the scenario is the public Wi-Fi as stated in the scenario the public Wi-Fi does not require a password meaning it has a low security risk. Which can be easily exploited by a hacker, as one method which can be used is a man in the middle attack which is when a hacker intercepts two communication ends which can be a laptop and a Wi-Fi router, and the hacker is able to access sensitive information and edit the information which is being sent to the destination.[6] As well as if a hacker joins the public network, they would be able to eavesdrop on the traffic happening on the network which can contain login credentials [5] which can be related towards the business containing sensitive data. 
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[bookmark: _Toc92408745]Threats: 
What is a Threat? 
A threat is when a hacker will gather information about the security of the network they are wanting to attack, as they gather the information they have identified of the network, they will then analyse the information to find vulnerabilities of the network in which they can attack from, in which the hacker may create scripts or codes to exploit the network.
Types of Threats.
The types of threats which can occur on a network can vary depending on the situation given, but the most common technique threats are unstructured threats, structured threats which can be classed as external threats. Unstructured threats are inexperienced individuals which use hacking tools such as viruses, worms and trojan horse etc to damage a network. Structed threats are highly experienced users which know how to identify network vulnerabilities and create codes and script which can damage a network, they will usually target a high value business and governments to retrieve sensitive information. Internal threats are users inside a business which have authorised access to user accounts. [4]
Significance of threats in a Network.
The threats which are happen in the scenario which can be a threat towards the network would be social engineering attacks, as a method most used is email which can be used for phishing and social engineering attacks can be common due to a trust relationship being built by the employee and hacker, but the victim is chosen by who they think can provide them with privileged information.[3] Phishing can be used retrieve sensitive data such as login details, by impersonating a credible organisation or source, these emails can direct you to pseudo websites to make the user input their login details [8] or even the email may attach some sort of malware.[10]
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What?
A vulnerability is a weakness which is in a network which can allow a hacker to gain unauthorised access within the network. Vulnerabilities can be exploited through existing in hardware, software and in a network.[5] 
Why?
Vulnerabilities occur in networks which can be due to software, hardware, or the network. Software vulnerabilities can be found within the OS and application software, as there can be bugs within the software which leads to a vulnerability. Network vulnerabilities can happen by a poor infrastructure as this can be from lack of knowledge of planning when creating the network. [4]
How?
Vulnerabilities happen can vary depending on either software or hardware issues, an example on how vulnerabilities can occur in software if an OS is not up to date as frequent updates can fix bugs which can be vulnerabilities.[4] Hardware vulnerability can be if a workstation was left unattended and this gives a hacker a chance to infect the workstation with malware damaging important documents.[5]
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What?
An attack on a network is when a hacker or group intend on damaging a network by using the vulnerabilities on the network, as attacks can occur on networks depending on the hacker’s motive which can be personal gain for example. As attacks can either be physical or digital attacks. [4]
Why?
Hackers would have a purpose of deploying an attack on a network for either the hackers own personal gain, in which can be financially related or even just solely have the intent of damaging the confidentiality, integrity and availability of the data on a network.[4] Or another driver can be that they want to sell the sensitive data of the person or business to other third parties.[5]
How?
Hackers can attack the network in the scenario of the network by simply injecting end devices with some type of malware in which can vary to be a virus, spyware, and worms etc and if malware is installed on an end device connected to the network, then this can damage the confidentiality, availability, and integrity of the network. 
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What it is?
The “.rekt” file is a sort of file which is ransomware encryption ransomware encryption which means it will encrypt files on a workstation which has been infected with ransomware and the files which have been encrypted with ransomware will not be available for the user unless the users pay some sort of ransom depending on the hacker's choice of ransom. [10]
How it affects the operation?
Related to the scenario having “.rekt” file format encrypted on the important documents and services on the workstation connected to the network meaning the documents are not accessible to anyone unless they retrieve the encryption for the documents and possible the hacker may release the information to the public if the business does not meet the requirements to the hacker.[1]
Are there any methods to recover?
One of the possible methods to recover from the ransomware attack provided in the scenario would be to use ransomware decryption tools which can aid in recovering the files which have been encrypted but related to the scenario the encryption released by the sales head may be a weakness as the key management may be poor.[1]
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Security Devices to ensure a secure network
Security devices which could have been implemented related to the scenario and topology which could make the network secure would be to invest in a hardware firewall with the specification model of FortiGate 30E as a firewall enables the business to have an extra layer of protection to filter the unwanted traffic on a network which can separate the public network from the private network. Another security measure to implement would be to close all ports not being used on the network to prevent a hacker exploiting this vulnerability to have access on a network.
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Responsible use for digital space
A security measure which should be followed in the business would be that all hardware and software on the network is always up to date, as the third-party manufacturers will always release latest updates on software such as an OS and the manufacturer will always look to fix existing threats when a new update is released, so keeping up to date with the latest updates can always improve the security. [10]
Another essential procedure which the employees should follow to protect the network is to ensure that the network has several layers of protection of the network for the data remain protected and to make the infrastructure of the network a lot stronger and this can be accomplished by adding firewalls on all workstations, separating the public Wi-Fi for the customers from the business employees and even adding virtual private network on all workstations. [10]
Another responsibility which should be required for the business is teaching employees awareness of being cyber aware as cyber security awareness programs educate users on a network about threats and about several types of malwares, phishing, and other essential security policies in cyber security as if a business follows awareness programs this can make a business less susceptible to cyber-attacks due to employees being educated. [10]
A security measure which should be followed by the business is that with all the employees which are not employees anymore of the business the business should disable to delete the user accounts which are not in use anymore or even restrict the permissions of the inactive account, as keeping these accounts active can allow a hacker to take advantage of the situation and steal and release all the sensitive data which is related to the business and customers. [8]
Another security measure which should be followed by employees and customer are that they secure devices and login credentials with unique passwords, as well if they offer another layer of security which vary from 2FA for the login credentials and as well for biometrics for devices as biometrics is hard to replicate. [6]
The customers in the business in the scenario of “Batman Textiles” should have the responsibility of knowing to not let their own personal devices unattended when they are not using their devices, and this can be easily accessed by hackers which can lead to a hacker infecting their personal device with some sort of malware or even steal personal information about the customer.
Another policy which can be followed by customers of “batman textiles” is that when customers are connecting to the public Wi-Fi, they are sure they are connecting to the correct network as the network is public a hacker is able to create a fake network by using a WAP and this network can be named the same as the original network which can lead to the customers data being compromised with a hacker.
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To conclude in this report the threats, vulnerabilities and attacks which occur in the network are increasingly growing and developing, as technology is always growing and, in this report, provides the information in which allows user to understand the dangers of their data and the different methods which can be used to steal data. As entirely this report shows awareness to the reader on the methods and security measures on how you’re able to secure your data on your device or network. But in general, no one’s data is safe but you’re able to make your data harder to access if you’re able to implement the correct practices.
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WAP – Wireless Access Point
OS – Operating system
2FA – Two-Factor Authentication 
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