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I have gone into the interfaces and I have checked the statuses of the following interfaces. This is the results that I got.

	Interface
	S1
	S2

	
	Status
	Protocol
	Status
	Protocol

	F0/1
	Up 
	Up
	Up 
	Up

	F0/6
	Down
	down
	Down
	down

	F0/18
	Down
	down
	Down
	down

	VLAN 1
	Administratively down
	Administratively down
	Administratively down
	Administratively down


There is reason why some of the Fast Ethernet ports are up because there is something that is connected to it whereas down means its down, nothing is connected to it.

What can prevent a ping from being sent between the PCs would be the firewall?
There might be a certain setting in the user’s antivirus/firewall that prevents the PCs from pinging each other.
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I have connected up the network and that I can already see by looking at the topology that I have correctly set up by following the instructions but there is a problem with the connection between PC-B, the switch and router. The ping to PC-B was not successful at all. 
After configuring the router, following the instructions. I have tried to ping PC-B again from PC-A and it does not work at all again. This is because they are not still connected at all with each other. 
The IOS image that the router is running is C1900 Software (C1900-UNIVERSALK9-M), Version 15.1(4)M4.
The DRAM memory that the router has is 491520K/32768K which is 512MB.
The NVRAM memory that the router has is 255Kb.
The flash memory that the router has is 249856Kb

The IOS image that the switch is running is C1900 Software (C1900-UNIVERSALK9-M), Version 15.1(4)M4.
The DRAM memory that the switch has is 21039Kb.
The NVRAM that the switch has is 63488Kb.
The model number of the switch is 2960.
The code that is used in the routing table to indicate a directly connected network would be C which means connected. 
The interface types that is associated to the C coded routes would be 2. 
The operational status of G0/1 interface is down/down.
The MAC address is 000c.8554.8a02 (bia 000c.8554.8a02).
The internet address is displayed like this “Internet address is 192.168.1.1/24.”
[bookmark: _Toc40473837]Reflection
If there interface G0/1 that is shown as administratively down, the interface configuration command that I would use to change the interface to up would be the interface gigabit ethernet 0/1 and then the command that I would use would be no shut down and this changes the interface to administratively up.
If we incorrectly configured interface G0/1 on the router with an IP address of 192.168.1.2, this would mean that PC-A will not be able to ping PC-B at all. This is because by making the router 192.168.1.2 it makes that part of the network and PC-B to be on a different network than PC-A.  If we would try to ping it, it will never reach its destination as it is on a different network. 
A router is a network device, this network devices job is to be the communication for the internet and the devices that are within the network such as personal computers. The device also helps with security purposes as it also acts as another level of security. Also, if the user wants to check if another device is working by trying to ping it, the router works as the communication to both devices in the network like emailing the user something. 
The switch is a network device and this network devices is connected to everything that is on the network and this allows the devices in the network to be able to communicate with each other such as share information like documents etc. 
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[bookmark: _Toc40473839]Understanding IPv4 and IPv6
In this part, I will be discussing about the features of IPv6. IPv6 was developed by IETF which is short for Internet Engineering task force, this is to help with the problems with IPv4.  The businesses that deployed IPv6 would been carrier networks and ISPS, but the first to really start deploying IPV6 would have been the mobile networks.
IPv4 at the beginning when it was realised and being used. Since back then in the 80s, that was the birth of the internet and so there was barely anyone who had the technology. At the time, since the technology was quite new, the size of IPv6 was 32 bits long and that it had around 4,294,967,296 IP addresses which was enough for the time.
 IPv4 was replaced later by a new version and that would be IPv4, it was replaced because as there was more users using the internet and that would demand more addresses and it would stretch IPV4. Another problem with IPv4 would be that it does not provide security at all. Between 2011-2018, most of the IPv4 addresses basically ran out but they can be sold and then rebought/reused. It is just a matter of time that people will decide they will want to move away from IPv4 and slowly transition to IPv6. There are different types of IPv6 addresses, there is unicast addresses, multicast addresses, anycast addresses.  
IPv6 has multiple features within that makes it better than IPv4. The following features of IPv6 are larger address space, simplified header, end-to-end connectivity, auto-configuration, faster forwarding/routing, IPsec, no broadcast, anycast support, mobility, enhanced priority support, smooth transition, and extensibility. 
As said before, about IPv4 was made to work with the limited when more people started using the internet which asks for more addresses as the size different IPv4 is around 4,294,967,296 whereas for the IPv6 it is about 3.4 x 1038 addresses. It can provide addresses for the world. IPv6 is simplified as all the unnecessary information are put at the end of the header.
When given the unique IP address, you can already travel through the internet for whatever you are looking for without using NAT. This means that the host can reach other hosts instantly but there could be problems that could come along the way such as firewalls etc. 
NAT is short for network address translation and this takes IP addresses and then it turns them into a public address. When a computer wants to send files to another device which is a private ip address to another device outside which is a public ip address. The packet will go into the router or firewall and then at first the destination of where the packet is going to go, and the source will be put into something called the “translation table.” [1] [2]
At the beginning of the header, it has information that is supposed to be for the router, and it will contain the routing information on what to tell the router on where the information is going to. As for security IPv6 has IPsec security which makes it more secure than IPv4 and it is optional if the user wants it or not.  
Another feature of IPv6 would be that there is a mode called Anycast, this mode basically assigns a anycast IP address and when routers are doing their job of routing packets/information will send the packets to the closest destination 
The next feature would be that IPv6 allows good mobility, devices such as mobile phones can be in a different area but they are stay connected with the same IP address, this is because IPV6 has features like IP Configuration and extension headers to allow this to happen.  There are different entities that is involved in this. The entities are mobile node, foreign link, home address, care-of address, correspondent node, and home link. 
There is smooth transition, this is because the devices all get a unique IP addresses and that NAT is not required which means no one has to do anything else and also it just straight away allows devices to be able to communicate with each other. The header is less loaded which allows the router to do its job by sending the packet to the destination as soon as the packet arrives to the router. 
With Ipv4 you can have options but the options that ipv4 gives is only 40 bytes whereas for IPv6 can have as much options as it is the size of the packet. 
The problems with IPV6 back then would be that many people/businesses that had IPV4 would have a problem because they will take their time to switch to IPV6 if they are used to IPV4. If you wanted IPV4 and IPV6 to be able to communicate with each other then another device is needed for them to communicate. When it comes to readability, IPV6 is much harder to understand/read compare to IPV4.
[3] [4] [5]
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	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	A
	172.16.2.0/24
	255.255.255.224
	172.16.2.1
	172.16.2.30
	172.16.2.31

	B
	172.16.2.0/21
	255.255.248.0
	172.16.0.1
	172.16.7.254
	172.16.7.255

	C
	172.16.2.0/24
	255.255.255.248
	172.16.4.1
	172.16.4.6
	172.16.4.7

	D 
	172.16.2.0/23
	255.255.254.0
	172.16.4.1
	172.16.5.254
	172.16.5.255

	E
	172.16.2.0/24
	255.255.255.192
	172.16.6.1
	172.16.6.62
	172.16.6.63

	F
	172.16.2.0/24
	255.255.255.0
	172.16.7.1
	172.16.7.254
	172.16.7.255
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R1(config)# login block-for 30 attempts 2 within 120
In the above command, the meaning of 2 within 120 would be that if you make 2 attempts of logging within 2 minutes then you will be blocked from logging into the router. 
In the above command the meaning of the block-for 30 means that the user will be blocked off from trying to logging in for 30 seconds. 

When trying to telnet to the router1 from the pc, it lets me connect to the router. This is because the commands we have entered like “transport input telnet shh” allows me to gain access to the router1 through telnet.
When entering admin and the password ciscopacket, the router accepts the connection. 
After the two attempts to login into trying to connect to router1, it does not allow me to reconnect back to the telnet until a certain amount of time.  
I have logged in again and it only displays “r1#” if I miss type the password, after two tries, it will lock me out for a certain amount of time, this is because of the security command we put in place.
I am unable to establish an SSH session with the switch. 
Cannot do the versions of SSH 
You can add people to the device by adding more usernames and passwords to the to the device database by using the username and password command. 

[bookmark: _Toc40473842]Encryption standards
AES which stands for Advanced Encryption Standard is basically a block cipher that will encrypt text. It is mainly used to encrypt sensitive data which could be for example, government information also cybersecurity and other sensitive data. AES has three block ciphers and they are AES-128, AES-256 also AES-192. [6] [7]
SHA which stands for secure hash algorithms is designed to keep data secured that will change the data by using the hash function which can also be called the one way-encryption. There are a family of SHA standards, they are SHA-1, SHA-244, SHA-384 and there are many more in the family.  When the information is sent to the user then the receiver will have to use the same function which will give the user a value so they can then compare them both to that with the message. 
SHA- 1 is basically barely used anymore since people already saw the problems that they were getting which contained the SHA-1 Algorithm. Later, SHA-1 was changed to another standard in the family which is SHA-2 which consists of a family of different encryption and it has more of variety of bits compare to SHA-1.
When given the hash values, if it is the same then that means there are no errors within them.  When data is entered, the data will then be put into a random generator which is 256 symmetric cipher key and then it is passed through the “AES engine”. After the text is turned into cipher text, it will then be stored.
Example of Hashing, if we wanted a certain sentence which is “The Quick Brown Fox Jumps Over the Lazy Dog” and put it into the algorithm we would get “07606bb6”
 [8] [9] [10] [11] [12] [13]
DES which stands for data encryption standard and this is a block cipher and key-length of this standard is 56-bits. It only uses one key to encrypt the data and both users will have to have the key to be able to encrypt the data the key could just be a password to get into the data. This encryption used to be very popular but ever since users have found out their it is not that good against powerful attacks and now that it has lost its popularity. [14] [15]
RSA which stands for Rivest, Shamir and Adelman and these names comes from the people who invented the standard. This encryption will consist of two keys, the first key would be the public key, and this can be shared to anyone else and once the message is encrypted then the only way to be able to decrypt the message would be using the second key which is called the private key. This encryption is not used when transferring files or messages as it is used for schemes and digital signatures. There are multiple functions that are included in RSA to encrypt the data, these functions are “trapdoor functions, generating primes, Carmichaels totient function”. [16]
DES and AES are both symmetric encryption keys, RSA is an asymmetric key also SHA is a hashing. Symmetric keys are faster in general than the other keys and that they are harder to break compare to the others.  The advantages of the asymmetric encryption keys would be that they are better key distribution also it is better when it comes to working well when it is changed. [17]
[bookmark: _Toc40473843]DES vs AES
As said in the paragraphs above, DES lost popularity later because it could not handle the far bigger/powerful attacks. Data encryption standard is no longer used for these reasons. Firstly, it took them “84 days to break the encrypted message using brute force attack.” This proved that the encryption standard is not very safe to use because it wasn’t able to handle the brute force attack which is why it lost popularity then after that there was two more brute attack tests happen twice and one of them took a month and another one just took less than 3 days to get into. 
AES is the replacement of DES, this is because it allowed you to pick whatever bit you wanted you key to be. The choices the user could have would be 128, 192,256 and this is far stronger than DES as DES key length is only 56-bit. Another difference between both of the encryption would be that “DES uses Feistel network which divides the block into two halves before going through the encryption steps. AES on the other had uses permutation substitution, which involves a series of substitution and permutation steps to create the encrypted block.” This means that the AES takes more action in protecting the data when the data is going to the receiver. [18]
[bookmark: _Toc40473844]Lab 5
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Cat-5e which is short for category 5 enhanced, Cat-5e cable which is mainly a cable that is used for networking. It is part of the wiring for the ethernet cable, fast ethernet and gigabit ethernet. The Cat-5e is cable of providing performances that is up to 100 MHz and the max length of it would be up to 100 meters.   
The cable is made up of four unshielded twisted pairs of copper wire and at the end of the wire it has a RJ45 connecter. The cable has a strict specification for Power Sum Equal-Level Far-End Crosstalk, Near-End Crosstalk etc.  This cable is better than CAT5 cable as it is an enhanced version of it. This cable can be used in multiple situations such as home network [19] [20]
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Cat-6, which is short for category 6, it is a cable that is used for networking. It is known such as ethernet data cable, LAN. The cable is made up of 4 twisted pair wrapped copper wire cable and this will support transfer rates up to 1gb/1,000mb. If installed to a network, this allows large files to be transferred in a fast rate in a big network such as an office one. 
Cat-6 is compatible with gigabit networks and fast ethernet 10base-T, 100base-tx. At the end of the wire there would be an eight-position connecter that is used to connect two devices in the network together. If it does not meet the requirement to CAT6 then you will not be able to get the max performance.  Cat-6 also provides a separator that will handle crosstalk. Crosstalk is things like telephone calls, radio or the computer devices are interfering with the communication channels which could cause the data transfer rate to be slower than usual.  The job of the separator is to keep the twisted wires away from each other and this will help reduce crosstalk also providing faster file transfer and faster speed. 
There are two different types of cables that works with Cat-6, one of the cables is shielded twisted pair (STP) and there is unshielded twisted pair (UTP). This wire is mainly would be used in a different setting compare to a normal office network. This is because there would probably much more radio, computer devices and telephone calls that will probably interfere with the communication levels. The shielding around the cable could be made up from foil shield and then it is also wrapped in either PVC or LSZH.
The unshielded twisted pair cable, would just be the average cable but without the shielding foil shield and no PVC or LSZH, it can help with protection from the crosstalk but it isn’t as affect as the shielded twisted pair cable. 
Cat-6 is better than CAT-5e because their differences of their data transfer rates and also when it comes of pricing of these two of the wires, Cat-6 is more expensive as it is better than Cat-5e and also provides faster speed. 
[21] [22] [23]

[bookmark: _Toc40473847]TIA/EIA 568A Wiring & TIA/EIA 568B Wiring
TIA/EIA is short for Telecommunication Industries Association/Electronic Industries Alliance. Both wires are unshielded twisted pair cables standards, they are mainly used in networking cabling. There are not much any different in both wires, they work the same in the network but the only difference between both cables are just the positions of the green and orange wire as they are switched. These two cables will have an eight-position connecter at the end of cable, so it is able to connect to devices within the network. 




[24] [25]
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