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[bookmark: _Toc196895029]1.0 - Introduction 
This assignment involved creating a shopping list of computer components for an electrical engineer to build a reliable PC for remote work. The PC should handle daily software use, online meetings, and presentations, with a focus on speed and robust cybersecurity to protect sensitive files.
[bookmark: _Toc196895030]2.1 Task 1 - Design a Custom Desktop Computer
[bookmark: _Toc196895031]2.2 - Shopping List 
	Item
	Product 
	Price (£)
	Image Reference
	Total Cost (£)

	CPU
	Intel® Core™ i7-12700KF 
	£214.98
	1
	£214.98

	Motherboard
	ASRock B660M STEEL LEGEND
	£201.67
	2
	£416.65

	RAM
	Lexar UDIMM 16GB 
	£23.81
	3
	£440.46

	Storage
	KingSpec 1TB SATA SSD 
	£43.69
	4
	£484.15

	GPU
	ASUS GeForce RTX 3050 6 GB 
	£168.99
	5
	£653.14

	Power Supply
	CORSAIR RM650 80 PLUS Gold 
	£74.99
	6
	£728.13

	Case
	NZXT H5 Flow 
	£79.99
	7
	£808.12

	Monitor
	2 x PHILIPS 27E1N1100A 
	£77.57 x 2
	8
	£963.26

	Keyboard, Mouse, and Webcam
	Logitech MK270 with C270 HD Webcam
	£38.92
	9
	£1,002.18

	Network Connectivity
	UGREEN Ethernet Cable 2M
	£7.99
	10
	£1,010.17

	Software
	Windows 11
Microsoft Office 365
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Image 2: Motherboard
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[bookmark: _Toc196295565]Figure 2: ASRock Motherboard

Image 3: RAM
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[bookmark: _Toc196295566]Figure 3: Lexar 16GB RAM
Image 4: Storage
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[bookmark: _Toc196295567]Figure 4: 1TB SSD Storage



Image 5: GPU
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[bookmark: _Toc196295568]Figure 5: ASUS 6GB VRAM GPU
Image 6: Power Supply
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[bookmark: _Toc196295569]Figure 6: Corsair 650W Power Supply



Image 7: Case
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Image 8: Monitors
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Image 9: Keyboard, Mouse, & Webcam
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[bookmark: _Toc196295572]Figure 9: Logitech Keyboard, Mouse & Webcam
Image 10: Network Connectivity
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[bookmark: _Toc196295573]Figure 10: 2M Ethernet Cable
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[bookmark: _Toc196895033]2.3.1 - CPU 
The CPU chosen is the Intel Core i7-12700KF Desktop Processor, offering a processing speed of 5.0 GHz, which exceeds HP's Tech Takes' [1] recommended 4.0 GHz for professional use. With 12 cores, it can easily handle heavy multitasking and simultaneous applications [2].
[bookmark: _Toc196895034]2.3.2 – Motherboard
An ASRock motherboard was selected for its compatibility and I/O ports. It features a compatible LGA socket for the CPU and various ports, including USB, HDMI, Ethernet, and audio jacks. The dual HDMI 2.1 ports support a dual-monitor setup, and its Micro ATX form factor ensures a compact design.
[bookmark: _Toc196895035]2.3.3 - RAM 
For RAM, 16GB of DDR4 is ideal as it balances system performance and cost. According to HP [3], 16GB is sufficient for multitasking and should easily handle the required software. DDR4 is chosen over DDR5 due to its price, with a maximum capacity of 128GB in the spare DIMM slots available for future additions.
[bookmark: _Toc196895036]2.3.4 - Storage 
A 1TB SSD is selected, offering ample storage at a minimal price difference compared to 512GB models. SSDs provide superior performance and energy efficiency [4] compared to HDDs, making them suitable for long-term use. 
[bookmark: _Toc196895037]2.3.5 - Input/Output Ports 
The ASRock motherboard features six Type-A USB ports, one USB-C port, HDMI, and DisplayPort. At the same time, the GPU contains another HDMI port and three additional DisplayPort’s, supporting the dual-monitor setup. Additionally, it features a 2.5G RJ45 Ethernet port for wired network connectivity and multiple audio jacks to support headphones if needed.
[bookmark: _Toc196895038]2.3.6 - Graphics Card 
The selected GPU provides 6GB of VRAM, which, according to Corsair’s website [5], is the minimum requirement for 3D modelling, which an electrical engineer may need to do in the future. This GPU provides a good visual definition of 1080p to the dual-monitor setup. It also features a dual-fan cooling system and a compact, dual-slot form factor, ensuring compatibility and performance.



[bookmark: _Toc196895039]2.3.7 - Power Supply and Case 
With a total component power consumption of approximately 425W, a 650W Corsair RM650 PSU is selected, operating at 65% capacity, which allows for headroom for future upgrades. The 80 Plus Gold certification ensures high energy efficiency and is expected to provide an efficiency of 87% at its maximum load. It can be 90% efficient or higher when running at 50% load, according to Dell [6]. A compact ATX case featuring high airflow and a black-tempered glass design was chosen, supporting optimal airflow cooling and aesthetics.
[bookmark: _Toc196895040]2.3.8 - Monitor, Webcam, Keyboard, and Mouse 
A dual-monitor setup with 27” screens is selected for multitasking. For example, during online Microsoft Teams meetings and screen sharing, or while running simulations on software such as SolidWorks, it is common to have multiple cable schedules or spreadsheets open simultaneously for reference. They provide full HD resolution and a 100Hz refresh rate, which should be ideal for general office use [7]. A wireless Logitech keyboard and mouse bundle reduces costs while meeting functional needs, including an HD webcam for meetings with coworkers or shareholders.
[bookmark: _Toc196895041]2.3.9 - Network Connectivity 
The PC will use a wired Cat 8 ethernet connection at home to provide a more stable and reliable internet connection than wireless [8]. This is important as applications, online meetings, or presentations crashing or buffering is unprofessional and will make the engineers' time less effective.  To access the business's documents on a server, a VPN will be implemented to securely connect to the company’s Local Area Network (LAN), ensuring that business and technical information is not compromised [9]. 
[bookmark: _Toc196895042]2.3.10 - Software 
The computer will run the Windows 11 operating system, enabling the engineer to access all required software and applications. Firstly, the SolidWorks Electrical website states that it can run on Windows 11, with a recommended RAM of 16 GB and SSD storage [10], all of which the PC has. Furthermore, SolidWorks is the most demanding application among LabView and PSpice, so the PC will easily handle the other software. Next, the PC easily meets the system requirements of Microsoft Office 365 software [11] and can handle tasks such as report writing, budget preparation, and online meetings, as required. For security software, Windows 11 is pre-equipped with Windows Security, which serves as the default antivirus and firewall [12], providing sufficient protection against potential cybersecurity attacks. 


[bookmark: _Toc196895043]Task 2 3.1 – Evaluating Cybersecurity Risks
[bookmark: _Toc196895044]3.2 – Identify and Evaluate Cybersecurity Risks
[bookmark: _Toc196895045]3.2.1 – Outdated Firewall
An outdated firewall could allow unauthorised access to sensitive data, leading to data breaches, exposing confidential employee and customer information, impacting the company's reputation, and violating GDPR. The company's proprietary design theft could also result in a competitive disadvantage. The effects of these risks range from decreased employee trust and productivity to loss of customers and regulatory fines or lawsuits [13], which could devastate a business.
[bookmark: _Toc196895046]3.2.2 – Outdated Firmware
Outdated firmware can be an easy target for hackers due to outdated security and a lack of intrusion detection and monitoring. Additionally, default passwords can often be found online, such as the password for a Siemens’ SCADA system, which was publicly available for years [14]. Affected firmware, such as emergency shutdown valves, trip alarms, and other instrumentation, could be disabled, impacting plant integrity and employee safety.
[bookmark: _Toc196895047]3.2.3 – International Suppliers with Weak Protection
International third-party suppliers with poor security measures can often introduce breaches [15]. This could also cause significant operational interference, such as DDoS attacks and production downtime, deliberate equipment damage, and the spread of every product using the components, safety risks, and malware, which could also be leveraged by the perpetrator for financial gain. These can result in serious plant integrity issues, a compromised supply chain, endangering workers, and violating HSE rules. 
[bookmark: _Toc196895048]3.2.4 – Limited Employee Training 
Phishing and social engineering attacks on businesses can have numerous effects, from monetary and information theft to a damaged reputation, employee identity theft, and disruptions to operations and production [16]. Untrained employees might click on nefarious links or even give out sensitive data such as emails and passwords without realising it, potentially exposing the business and its employees.


[bookmark: _Toc196895049]3.3 – Prioritising Risks
[bookmark: _Toc196895050]3.3.1 – Outdated Firewall Risks
An outdated firewall is the most critical risk from the audit due to its high severity and likelihood of being compromised in the event of an attack. This is the highest priority because the entire network will be affected. Due to the nature of the business and industry, this means client and employee data breaches, ransomware installed on OT and IT systems, and GDPR fines. These impacts will harm customer and employee trust and relations, and prolonged operational problems and fines could cause the company to shut down.
[bookmark: _Toc196895051]3.3.2 – International Suppliers with Weak Protection Risks
The second most significant risk to the business is their suppliers as it can also affect the integrity of the manufacturing processes, like outdated firmware. However, it poses a larger risk to the supply chain and end-users, resulting in unauthorised software modifications, compromised media devices, and access to data and confidential information [17]. For example, the SolarWinds Orion supply chain attack affected 18,000 companies [18].
[bookmark: _Toc196895052]3.3.3 – Outdated Firmware Risks
Outdated firmware on the production line is the third most important risk to prioritise since the severity of an attack could be extremely high. However, it is not as likely to occur as an outdated firewall. If devices used in the manufacturing process are compromised, serious consequences, such as equipment overheating or over-pressuring, could put personnel in danger and be used as a way into the network to access customer data. Depending on how hazardous the process is, damage could range from explosions to equipment being taken offline, affecting employees and the downstream business.
[bookmark: _Toc196895053]3.3.4 – Limited Employee Training Risks
The final risk that the company needs to address is the limited training of its employees. This is because the severity of a potential attack is relatively low. Moreover, such attacks can be easily detected, which improves the chances of recovering from or preventing an incident. However, the likelihood of occurrence is high due to the common nature of phishing emails and other scams that target businesses. 





[bookmark: _Toc196895054]3.4 – Cybersecurity Strategy
[bookmark: _Toc196895055]3.4.1 – Outdated Firewall Strategy
The outdated firewall should be reconfigured, regularly updated, and enhanced. Additionally, IP access should be limited to only the necessary users within the company [19]. The business would also benefit from implementing a next-gen firewall (NGFW) with an intrusion detection system (IDS) [20]. These changes would prevent unauthorised access to the company's network. 
[bookmark: _Toc196895056]3.4.2 – Outdated Firmware Strategy
All devices should be updated with new, unique passwords immediately. Additionally, a maintenance schedule should be implemented for outdated firmware to replace the equipment with new, secure versions. This will prevent hackers from gaining access to the system by guessing passwords and reduce the risks associated with outdated firmware and its vulnerabilities. 
[bookmark: _Toc196895057]3.4.3 – International Suppliers with Weak Protection Strategy
When sourcing from third-party vendors, they should introduce a checklist system to evaluate their cybersecurity practices and assess the potential for introducing vulnerabilities into their processes. This checklist can be based on ISO 27001 [21], and vendors must be compliant. Introducing this system will reduce potential vulnerabilities and backdoors in the business network and secure the manufacturing process from unauthorised control. 
[bookmark: _Toc196895058]3.4.4 – Limited Employee Training Strategy
For the business to improve the awareness and training of its employees, the National Cyber Security Centre (NCSC) [22] recommends introducing measures such as company-wide training to identify phishing and social engineering attacks and the correct reporting procedure. Additionally, dummy links and emails can be utilised after the course to ensure continued vigilance and awareness. This training will reduce the risk of a successful attack on the business and help employees spot and report potential threats early.


[bookmark: _Toc196895059]3.5 – Incident Response Plan
[bookmark: _Toc196895060]3.5.1 – Identify
According to the NIST Cybersecurity Framework [23], the first step of an incident response plan is identifying threats. This entails monitoring all systems for suspicious activity through the IDS, which will enable the business to respond more timely and thereby enhance the likelihood of preventing a catastrophe [24]. 
[bookmark: _Toc196895061]3.5.2 – Containment
To contain a cyber-attack and limit potential damage, companies should isolate any compromised systems from the business network. If employee accounts have been hacked due to a phishing attack, they should be disabled to prevent enabling further system access. Additionally, the business should report the incident immediately to the NSCS, which can provide guidance and support [25]. 
[bookmark: _Toc196895062]3.5.3 – Eradication & Recovery
The next stage is to eradicate. As recommended by NIST, this includes deleting and removing all components of the incident that were affected, such as malware, and addressing any weaknesses. The business should then attempt to restore system operation by updating systems from a safe backup. Finally, perform rigorous testing to ensure no threats remain [23].
[bookmark: _Toc196895063]3.5.4 – Post Incident Activity
Following the complete defense against the cyber-attack, the business should hold meetings to review how the incident was handled and discuss the overall process to update the company’s policies and employee training standards to strengthen the future integrity of its cybersecurity [23]. 
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1. Intel® Core™ i7-12700KF Desktop Processor 12 (8P+4E) Cores up to 5.0 GHz Unlocked LGA1700 600 Series Chipset 125W  
https://www.amazon.co.uk/Intel-i7-12700KF-3-60-5-00GHz-without-K%C3%BChler/dp/B09GYJJ1PT?th=1
2. ASRock B660M STEEL LEGEND Motherboard, Intel B660, 1700, Micro ATX, 4 DDR4, HDMI, DP, PCIe5, 2.5G LAN, RGB, 2x M.2 https://www.amazon.co.uk/ASRock-B660M-STEEL-LEGEND-SOCKET/dp/B09QFSBR8X
3. Lexar UDIMM 16GB DDR4 RAM 3200 MHz, 288-Pin DDR4 U-DIMM Desktop Memory 
https://www.amazon.co.uk/Lexar-288-Pin-High-Performance-Computer-LD4AU016G-B3200ASST/dp/B0C7Z279CP
4. KingSpec 1TB SATA SSD 3D NAND Flash, 2.5 Inch SATA 3 Internal Solid State Drive 
https://www.amazon.co.uk/KingSpec-1TB-SSD-Internal-Computer/dp/B0BKPWQVHV?th=1
5. ASUS GeForce RTX 3050 6 GB GDDR6 Dual OC Graphics Card 
https://www.amazon.co.uk/ASUS-GeForce-3050-Gaming-Graphics/dp/B086ZSQZZ7?th=1
6. CORSAIR RM650 80 PLUS Gold Fully Modular Low-Noise ATX 650 Watt Power Supply
https://www.amazon.co.uk/CORSAIR-RM650-Modular-Low-Noise-Supply/dp/B0CJRXYGY9?th=1
7. NZXT H5 Flow - Compact ATX Mid-Tower PC Gaming Case - High Airflow - 2 x 120mm Fans Included - 360mm Front & 240mm Top Radiator Support - Cable Management System - Tempered Glass – Black 
https://www.amazon.co.uk/NZXT-H5-Flow-Mid-Tower-Management/dp/B0D2MK6NML?th=1
8. PHILIPS 27E1N1100A - 27 Inch FHD Monitor, 100Hz, IPS, 4ms, Speakers, LowBlue mode, FlickerFree (1920 x 1080, 250 cd/m², VGA/HDMI 1.4)
https://www.amazon.co.uk/PHILIPS-27E1N1100A-Speakers-managment-FlickerFree/dp/B0CX9CVS9Q
9. Logitech MK270 Wireless Keyboard and Mouse Combo for Windows, Black with C270 HD Webcam
https://www.amazon.co.uk/Logitech-Wireless-Keyboard-Windows-Webcam/dp/B07YZYCFQZ
10. UGREEN Ethernet Cable 2M, Cat 8 Internet Cable Flat High-Speed 40Gbps 2000Mhz Network Cable, Gigabit Braided RJ45 LAN Cable Patch Cord
https://www.amazon.co.uk/UGREEN-Ethernet-Braided-Extender-Raspberry/dp/B0875VL1CJ?ie=UTF8&tag=&hvadid=719417706386&hvpos=&hvexid=&hvnetw=g&hvrand=9572361055750035543&hvpone=&hvptwo=&hvqmt=&hvdev=c&ref=&adgrpid=170683664338&hvdvcmdl=&hvlocint=&hvlocphy=1007434&hvtargid=dsa-1463395464853&hydadcr=&mcid=&gad_source=1&th=1
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Tower PC Gaming Case - High Airflow -
2 x 120mm Fans Included - 360mm
Front & 240mm Top Radiator Support -
Cable Management System - Tempered
Glass - Black

47 dekhokds v

100+ bought in past month

-11% £79%°
RRP: £89:99 @

v

|Savings| Experience 60 days of Audible free
Style Name: Flow 2024

Flow 2024 Flow RGB Elite Flow RGB
2024

£79.99 £99.28 Currently £118.19

£3589 £0559 unavailable.

See available

options
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PHILIPS 27ETN1100A - 27 Inch FHD
Monitor, 100Hz, IPS, 4ms, Speakers,
LowBlue mode, FlickerFree (1920 x
1080, 250 cd/m?, VGA/HDMI 1.4)

Visit the PHILIPS Store
43 hkhddr v 135 ratings

#1 Best Seller (EREVILTIGIS

1K+ bought in past month

£7757
FREE Returns v
In stock
Brand PHILIPS
Screensize 27 Inches
| "///////- o= Resolution FHD 1080p
Full HD Fast Respone 100Hz  Adaptive -Sync Aspectratio  16:9

Screen surface Matte
description

Image contrast 1300:1

v See more

About this item
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Logitech MK270 Wireless Keyboard and Mouse
Combo for Windows, Black with C270 HD

Webcam
Visit the Logitech Store
4.4 %k kkodr v 27,513 ratings

Bundle RRP: £69:98 Details

Bundle Price: £38.92
You Save: £31.06 (44%)

|Savings| Experience 60 days of Audible free Terms

Pattern Name: Combo + Webcam

Bundles with this item

-0

+ Headset, Black
-28% £38.97

RRP: £53:98

Brand Logitech
Colour Black
Connectivity Wireless USB

amazon.co.uk/gp/cart/view.html?ref_=nav_cart technoloav
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UGREEN Ethernet Cable 2M, Cat 8 Internet
Cable Flat High-Speed 40Gbps 2000Mhz
Network Cable, Gigabit Braided RJ45 LAN
Cable Patch Cord Compatible for PC/Laptop,
PS5, Xbox, Modem, Router, Switch, TV

Visit the UGREEN Store
4.6 kkkkofr v 13,427 ratings

Amazon's

1K+ bought in past month

£799
FREE Returns v
Join Prime to buy this item at £6.99

[5aVe5%] on any 4 Qualifying items> | Terms

Item Display Length: 2 Metres

2 Metres
£7.99

0.5 Metres
£5.99

1 Metres

£6.99 £9.69

3 Metres ‘
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amazon .. ® Ubd;ﬁe e Computers & Accessories v

e

3ViDEOS

UNLOCKED

Discrete
Graphics
Required

Search Amazon.co.uk

Processor 12 (8P+4E) Cores up to 5.0
GHz Unlocked LGA1700 600 Series
Chipset 125W

Visit the Intel Store
47 ok kkdr v 1,015 ratings

50+ bought in past month

214

FREE Returns v
|Savings| Experience 60 days of Audible free Terms
Style Name: 2700KF

2700F |
227.90
Brand Intel
CcPU Intel
manufacturer

CPU model Corei7

CPU speed 3.6 GHz
CPU socket LGA 1700
Platform Windows 10

v See more

About this item

o Performance-core Race Freatiencv 2 60 GH7
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Computers & Accessories > Components & Replacement Parts > Motherboards

ASRock B660M STEEL LEGEND, Intel
B660, 1700, Micro ATX, 4 DDR4, HDMI,
DP, PCle5, 2.5G LAN, RGB, 2x M.2

Brand: ASRock
27 hkhkdr v 11ratings

201

Brand ASRock
CPU socket LGA 1700

Compatible  Personal Computer
devices

RAM memory DDR4
technology

Compatible Intel 12th Gen Core, Intel 13th Gen Core, Intel 14th

processors Gen Core

v See more

About this item

« CPU:INTEL SOCKET1700 FOR INTEL 12TH GEN CORE
 CHIPSET:INTEL B660

« MEMORY:4*DIMM MAX 128GB DDR4

» See more product details

—




