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[bookmark: _Toc216688710]1.1 Contextual Background and Context
The cloud-based Healthcare Systems (CDS) have revolutionized how patient data are stored, managed and accessed. These systems come with a range of benefits such as scaling. The cost of operations is reduced. Information is available in real time. Over the last few years these systems have increasingly been used for electronic medical records, as well telemedicine. In order to boost the effectiveness of their services and operations, many healthcare organisations now use cloud-based systems[1].
Cloud computing has become increasingly popular, raising concerns over the safety and privacy of patient information. Data privacy is of paramount importance. This also includes information about your personal health. While cloud computing offers many benefits it can also have several weaknesses relating to the possibility of theft, data breaches or unauthorised accessibility. For this reason, encryption plays a vital role in protecting sensitive health information[2].
Traditional encryption techniques such as Advanced Encryption Standard (AES) and Rivest-Shamir-Adleman (RSA) have long been used to secure data in cloud environments. However, the limitations of these encryptions methods are very significant when it comes to computing encrypted data. In order to use this encryption method, the data must be first decrypted. It is also inefficient to use the cloud. Health care is an area that requires a high level of security and privacy for patient data, while still being able to conduct research, analyze, make decisions, etc[11].
A solution which could be successful is the homomorphic encoder. Homomorphic (HE), which is different from traditional cryptography due to the fact that it can be used for computations, differs. This makes HE extremely effective, specifically when used with cloud-based health services. The data analytics capabilities enhance the security of your data without impacting privacy[15].
Recent advances in Homomorphic Encryption could be utilized to enhance security within cloud environments and combat privacy concerns. Techniques like Paillier, Brakerski-Fan-Vercauteren (BFV), and Cheon-Kim-Kim-Song (CKKS) have been developed to support secure computations on encrypted data. A range of disciplines have taken note because they are capable of secure data-analysis. Large cloud environments also require a high level of performance and scaling[3].

[bookmark: _Toc216688711]1.1.1Current Events
Cloud computing technology has seen rapid growth in recent years. There has been a significant increase in cloud platform usage to store information about patients, analyse it and manage it. IBM published in 2023 a report that indicated healthcare data breaches increased by 25%. Allein in the United States over 30,000,000 records had been compromised. IBM report 2023 shows a 25% increase in breaches of health care data, including over 30 million compromised records just in the United States[1].
Recent improvements in Homomorphic Encryption methods have focused on improving their efficiency and scalability. Paillier’s encryption is a good example of a scheme which is both simple to use and implement but has some limitations. For instance, its ability to multiply the encrypted data is not possible. BFV and CKKS allow more complex operation, however, they have higher computing costs. This has led to a significant improvement in the application of Homomorphic Encryption for cloud-based healthcare system. However there are several challenges with regards to the cost-effectiveness and performance of these methods when they are deployed on a large scale.
[bookmark: _Toc216688712]1.2 Problems with Research:
While AES and RSA are effective encryption tools for cloud storage, they do not provide the security needed to perform secure data analysis. For healthcare professionals, who must process large quantities of sensitive data for decision-making and research purposes, being unable to calculate on encrypted data can be a serious problem. Because of the existing encryption scheme, data must first be decrypted and then analyzed. Sensitive information is exposed to possible security breaches[11].
The costs for computing the traditional approach are very expensive. The result is increased the processing time and costs. For example, a study by He et al. The encryption of data as well as its analysis prior to processing may improve processing speeds by up to 70% in 2023. The inefficiency can be a major problem in the healthcare industry since accurate decisions and treatments are only possible by having data regarding patients readily available[3].
There is a need for research in the context of security techniques for encryption to protect patients' information, as well as facilitate accurate and reliable data analysis through a cloud-based health systems. While homomorphic encryption could be a feasible option but it is important to assess its effectiveness and efficacy when applied to large-scale healthcare settings
[bookmark: _Toc216688713]1.2.1Current Challenges:
Although Homomorphic Encryption could be an exciting, innovative technique, it faces a number of obstacles to its application for cloud-based health care. One of the biggest challenges is the increasing computation needed by HE. The BFV Schemes and CKKS are highly effective cryptographic schemes. They require a great deal of computing power since their calculations are complicated. This means they'll need a lot of memory and processing. Some instances it can impact cloud-based environments in a negative way[6].
Cloud-based applications that connect health care systems poses a different issue. Most health organizations are currently using cloud-based data management tools. It is therefore difficult to integrate health information seamlessly. The main concern is capacity. To handle the increasing amount and complexity of health records, it's essential for Homomorphic Encryption to be scalable[2].
[bookmark: _Toc216688714]1.3 Research Aims and Objectives
Aim: The aim of this research is to assess and compare the performance, security, and scalability of three homomorphic encryption techniques--Paillier, BFV, and CKKS--in cloud-based healthcare systems. The research will examine ways to implement the encryption techniques to ensure that they are safe and secure, yet nevertheless preserving computing efficiency[1].
Objectives:
1. Comparative Analysis: Examine the computational effectiveness, security, and BFV encryption strategies using cloud-based analytics[5].
2. Testing and comparison of performance Testing the schemes with actual datasets such as MIMICIII anonymized datasets. Also, you should determine whether these schemes can be used to be used in large-scale projects[12].
3. Model Development: Develop and create a model that helps in the integration of HealthEye to cloud-based services but also ensuring it doesn't interfere with the performance of these applications.
4. Evaluation of feasibility, cost-effectiveness and scale-up of Homomorphic Encryption -based cloud environments[4].

[bookmark: _Toc216688715]1.4 Significance of this research
This study will address the privacy concerns of cloud healthcare by evaluating techniques for homomorphic decoders. Homomorphic Encryption enables organisations to secure analyze encrypted information, reducing privacy risk[3].
This study can affect cloud computing as well as healthcare. It offers an efficient solution for data security and privacy. This in turn could encourage the adoption of cloud-based medical systems. As a result, the security of data about patients would be enhanced and so too would their quality. In addition, the research conducted on Higher Education will be used to improve the quality of healthcare[14] .
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2. Literature Review
[bookmark: _Toc216688717]2.1 Introduction:
This review of literature aims to offer a broad overview of current research regarding homomorphic Encryption. This review also discusses its use in cloud based medical systems. Homomorphic encoded is a technique of encryption, which allows the use encrypted data to carry out computations. This results in encrypted data. The method used to encrypt sensitive information ensures its privacy and protection even as it is being computed. In a cloud computing environment, when data is being stored, transferred, and processed remotely, Homomorphic Encryption presents a way that can protect medical confidentiality. This report will examine the main trends and issues in using HE as a healthcare tool[12].
This section will cover a range of different contributions. In this section, we will examine their impact on Homomorphic Encryption for Healthcare. We'll also look at some of the challenges they face. In this section, we'll focus on implementation problems and healthcare cloud systems[4].
[bookmark: _Toc216688718]2.2 Thematic Review
[bookmark: _Toc216688719]2.2.1 Major Contributions, Gaps & Key Information
Homomorphic Encryption Homomorphic Encryption, which is the primary research area of a number of new studies. (HE). This is the case for healthcare as well. These research studies are intended to assist in determining the most efficient approach to make use of cloud-based data analysis technologies. Homomorphic Encryption is able to offer a reliable solution to security and privacy concerns with regards to cloud-based storage as well as processing. A number of studies found that the Homomorphic Encryption system can be efficient in storing and analyzing health information, with the ability to maintain important data analytics. The difficulties of expanding Homomorphic Encryption and its use remain[5].
Liu et al. It is a significant contribution. (2021), who conducted a comparative study of three popular HE schemes--Paillier, BFV (Brakerski-Fan-Vercauteren), and CKKS (Cheon-Kim-Kim-Song). Their study focused on the implementation of encryption in healthcare. Paillier was the least level of complexity, and therefore was insufficient for calculations which involve a high degree of complexity. The two programs BFV & CKKS allow for multiplication and addition. They are better suited to analysing medical information. They require more computing that could limit their effectiveness[3].
Along with providing valuable information, these researches also highlighted a significant gap. That is the absence of empirical data which evaluates actual-world performance for Homomorphic Encryption techniques in cloud based systems. Despite numerous research studies that prove the potential of Homomorphic Encryption to protect data in a secure manner, only a small number have investigated these techniques at large scales. Many studies have already been carried out to test the safety and privacy features of Homomorphic Encryption. However, little is known about the potential of Homomorphic Encryption to work in cloud-based healthcare environments[1].
Also, the literature shows a deficit of knowledge on Homomorphic Encryption effectiveness and efficiency. Most studies address the issue of security in Homomorphic Encryption technology, however there are still many issues with regard to resource usage and overhead. This is even more true with regard to huge healthcare datasets. Not enough research has been done to determine the true cost of cloud computing for Homomorphic Encryption, in terms of resources used and operation overhead[9].
[bookmark: _Toc216688720]2.2.2 Theoretical Framework:
The Homomorphic Encryption is based around "computations with encrypted data", allowing the data to remain encrypted. In contrast to conventional encryption which requires that data must be decrypted first before being processed or analyzed, Homomorphic Encryption technology allows mathematic operations to take place on the encrypted data without ever decrypting it. As a result, all the data on the system are private, safe, and protected. Homomorphic Encryption allows this option to be viable, especially in healthcare cloud systems[4].
Homomorphic Encryption operates by allowing you to carry out mathematical operations (such as addition or multiplying) on encoded data. Your results will then be sent to you encrypted. Your plaintext data will not be visible until you have the code for decrypting them. Homomorphic Encryption possesses a feature that allows for computations (including cloud-based) to be secured while maintaining confidentiality.
The mathematical algorithms used for Homomorphic Encryption - namely BFV and CKKS - as well as FHE, (Fully Homomorphic), (Bit-For-Void), are a good foundation to allow complex data operations. Costly computations are a major obstacle to adoption. When evaluating Homomorphic Encryption, the use of cloud-based computing must be weighed against security and cost[2].
[bookmark: _Toc216688721]2.2.3 Technical Framework
This hybrid technique is becoming increasingly popular. Different advantages as well disadvantages are present. Paillier encryption, one of a range of  Homomorphic Encryption scheme developed by researchers. The data is multiplied and not increased. Paillier combines simplicity with data analytics such as summarizing, analyzing and decrypting data. However, multiplication and more complex tasks are not available. Paillier does not have this capability and, therefore, is not suitable for any healthcare system that requires sophisticated analytics using patient encrypted data[13].
Both schemes, BFV & CKKS, are FHE schemes. These schemes allow you to multiply or add up encrypted data. CKKS excels when it comes to approximate calculations. It is very useful for analytics used in the healthcare industry, as precision does not matter. BFV/CKKS, while a powerful and useful tool, has a significant computational overhead. This may increase resource usage, especially for large datasets.[9]
BFV & CKKS in Healthcare are confronted with issues of efficiency due to the high volume and complexity information. Because these cloud-based apps are so large, their costs of computing and requirements for memory and processing can be prohibitive. Researchers are working to find new ways of optimizing large-scale software applications[15].
[bookmark: _Toc216688722]2.2.4 Connection to your Study
This study is an extension of research conducted previously that examines Paillier the BFV as well as CKKS performances in the cloud. This study provides evidence on the way Homomorphic Encryption methods performed against real-world healthcare datasets. For instance the MIMIC-III anonymized patient record. Cloud-based environments can be a fantastic environment to try these strategies and learn more about how you can integrate Homomorphic Encryption in healthcare facilities[1].
Moreover, the study fills in some gaps. It does not focus on the security or privacy benefits. This research also examines the operational challenges of its cloud deployment. One of the major contributions of this research to literature is the detailed evaluation of computing overheads and resources required for Homomorphic Encryption. Also, it shed light on costs-effectiveness. This study aims at filling a crucial gap in existing literature by integrating Homomorphic Encryption technology into cloud based medical systems.
[bookmark: _Toc216688723]2.2.5 Applications and Challenges of Homomorphic Encryption in Cloud-based Healthcare Systems
Homomorphic encryption (HE) is being touted as an effective method of protecting healthcare information in cloud-based systems while permitting the analysis of encrypted information. The capacity of  Homomorphic Encryption to ensure confidentiality while making it possible to perform computations in a secure manner is the greatest protection for private health data. But, the use of Homomorphic Encryption within health cloud services has several possibilities and challenges that require more research.
[bookmark: _Toc216688724]2.2.5.1 Applications of Homomorphic Encryption
One of the main uses of homomorphic encryption within healthcare cloud systems is to ensure the security of sensitive patient information like medical records, diagnoses and treatment plans are safe while processing by the cloud. Through the Homomorphic Encryption technology, healthcare providers are able to perform calculations with encrypted data and not expose confidential information to anyone else or their systems. This is crucial in the case of large data sets including the anonymized MIMIC-III data set, which contains important medical data that may be used to target cyber-attacks[3].
Furthermore, Homomorphic Encryption could be used in predictive analytics as well as the tools for making decisions that depend upon healthcare information. Healthcare systems, for instance, could use Homomorphic Encryption in order to study changes in health records of patients as well as ensure privacy isn't compromised. This could help in making decision-based on data to make personalized treatments, development of drugs as well as monitoring public health as well as ensuring compliance with rules regarding privacy of information, like HIPAA within the United States[4].
Additionally, Homomorphic Encryption can support research efforts through enabling secure data sharing among hospitals, research institutes as well as pharmaceutical firms. Data that is encrypted and secured is analyzed together which allows for research that does not compromise the privacy of patients. This allows multi-center studies, long-term research and creation of innovative medical technology and are more dependent to cloud computing.
[bookmark: _Toc216688725]2.2.5.2 Challenges in Implementing Homomorphic Encryption
Although it is a promising technology that homomorphic encryption within healthcare systems has many issues. One of the main obstacles is the cost of computation that is associated with homomorphic encryption. Strategies like BFV as well as CKKS demand significant computing power, specifically when they're applied to massive datasets. They can also cause performance issues, particularly in cloud-based environments, where instantaneous data processing is vital for quick decision-making. Therefore, companies have to carefully weigh the benefits of Homomorphic Encryption in terms of security and the requirement for speedy data processing.
Additionally the integration of Homomorphic Encryption in existing cloud-based health systems presents interoperability problems. Healthcare institutions use cloud computing platforms that have their specific encryption protocols as well as data management procedures. The integration of Homomorphic Encryption in these systems needs significant changes and adjustments in order to guarantee compatibility. Additionally, the capacity of the Homomorphic Encryption system in massive cloud environments is an important issue, because encryption strategies might not be able to cope with the ever-growing volume of healthcare information.
Cost is another barrier. Although Homomorphic Encryption increases security, it increases the cost of computation. The amount of resources needed for encryption as well as processing and the decryption of medical data could be huge, which can result in increased operational expenses for healthcare organizations. It could prove prohibitive for small healthcare facilities or with a limited budget for security infrastructure.
Additionally, although Homomorphic Encryption can enable secure computations on encrypted data, it is not able to completely eliminate security risks. Security of the data, integrity of encryption keys and the risk of attacks via side channels are issues that must be considered in every medical application using the Homomorphic Encryption.
[bookmark: _Toc216688726]3. Methodology
[bookmark: _Toc216688727]3.1 Research Design
This study uses a comparative methodology' to assess, compare, and evaluate three homomorphic encoding, or Homomorphic Encryption, schemes – BFV CKKS & Paillier – within a cloud-based system of healthcare. For this project, the comparative study approach is ideal as it allows an extensive analysis of every scheme, its performance and security. The research will provide information on the benefits of encryption as well its limits for the security of healthcare data[6].
A number of cryptographic algorithms are evaluated. These schemes each come with unique technical properties, and have different tradeoffs. Paillier – a partially homomorphic encryption scheme – is much easier to implement. Paillier does not support operations which are complex. This makes it unsuitable for multifaceted analyses. BFV/CKKS use a homomorphic fully scheme capable of handling more complex data but with a high computational burden. It is possible to compare the Homomorphic Encryption schemes and choose which one best suits cloud-based medical apps[2].
When using these systems in the context of healthcare, comparing approaches enable us to be sure that the outcomes we obtain are real and based on reality. This allows us to select the right encryption method which can be used to large-scale technology. Analysis of data in the cloud is then a crucial component of our development plans in the future[13].
[bookmark: _Toc216688728]3.1.1 Research and materials:
[bookmark: _Toc216688729]3.1.1.1 Methods:
Mixed-methods research is utilized in this research, which encompasses quantitative as well as qualitative methodologies for research. The effectiveness in Paillier and BFV secured schemes are evaluated. The main focus is on the quantitative measures like the ones used to measure efficiency, computational resources and security. They allow to evaluate encryption techniques in terms of their ability to safeguard health information in cloud environments[1].

1. Data Collection:- It will analyze both secondary data and primary information.

· Secondary Data: Literature review to provide insight into research on Homomorphic Encryption and theoretic frameworks in health care. These secondary data will help us understand how HE is being applied in cloud computing while maintaining privacy.
· Primary Data: Actual healthcare datasets, such as MIMIC-III datasets and real world health care data sets will be utilized to measure the effectiveness of the Homomorphic Encryption schemes. Primary data will consist of anonymized medical records from publicly-available datasets, including the MIMIC III. MIMIC III's dataset of patient data including demographics, diagnosis, laboratory test results, and medications will enable a realistic, comprehensive assessment of encryption schemes when used in conjunction with analytics of healthcare data. Due to its accessibility, the MIMIC-III dataset has a high relevance in terms of healthcare research[7].
2. Homomorphic Encryption Programmes
The following three Homomorphic Encryption programmes will be considered in the study:
· Paillier (Partial homomorphic): An encryption scheme that only allows the addition and not the multiplication of encrypted information. It has a limited ability to analyze complex data but is very easy to set up[15].
· BFV (Brakerski-Fan-Vercauteren): A fully homomorphic encryption scheme that supports both addition and multiplication, making it suitable for more complex operations but at the cost of higher computational resources[4].
· CKKS (Cheon-Kim-Kim-Song): Another fully homomorphic encryption scheme that is optimized for approximate computations, making it particularly well-suited for healthcare analytics where perfect precision is not always necessary.

3. Microsoft SEAL Library provides widely accepted and efficient implementations of homomorphic encrypting algorithm for use by each scheme. SEAL will give you the tools necessary to implement the chosen scheme, and test it against healthcare data[3].

4. Metrics and Evaluation
            The following key metrics are used for the evaluation of the HE scheme performance:
· Execution: We will measure the time to encrypt/process/decrypt data using each scheme. This is the primary measure to evaluate the efficacy of every scheme, and also the suitability of it to the real-time applications of health.
· Computer Resources - Amount required of CPU/memory to run a scheme. This metric indicates the resources used by each scheme. Also, it provides an insight as to its capacity for scaling in cloud environments[5].
· There will also a be a review of the security level and risk associated with each HE solution. Security: Each encryption system will be evaluated on its ability to protect against unauthorised access and for security[2].
5. Model Development:
It also involves the design of a useful model on how to integrate Health Education and cloud-based Healthcare Infrastructures. The model will outline how each of these HE Schemes could be integrated within a Healthcare System while maintaining performance or security. This requires a reliable data pipeline to process large volumes of encoded health data[14] .

6. Feasibility Report:
A cost-benefit analysis will be performed to help us evaluate whether the scheme is feasible. This study will investigate the costs incurred in the implementation of schemes to improve health, including computing expenses and efforts needed to ensure encryption is up-todate.
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3.2 Materials
These materials include hardware and software resources as well as data sources.
1. Software:

· Microsoft SEAL -- The Microsoft SEAL library will implement Paillier-BFV CKKS Schemes. This library, available as an Open Source project, contains all of the required tools for processing encoded data[10].
· AWS Services Cloud : Amazon Web Services or AWS will be used as a way to simulate cloud environments. AWS Cloud Computing Resources AWS Cloud Computing resources provide scalable computing power that can be used in order to execute computationally demanding tasks[7].
· Python: Python for data analytics and visualization. NumPy pandas matplotlib and other Python libraries will be employed to calculate performance metrics, process data and visually display results[8].
· Jupyter Notebooks: Jupyter will be used as a tool to develop and test the schemes. They offer an interactive platform for analyzing and conducting experiments.

2. Hardware:
· Computer Resources: In order to simulate a real cloud environment, AWS cloud computing will be utilized. These resources can provide enough computational power to test the performance of these Homomorphic Encryption schemes.
· GPU: GPUs can be useful for some calculations[1].
3. Data:
· MIMIC III will serve as a primary source of data for the healthcare industry. This dataset includes anonymized medical records that contain diagnoses. treatments and lab tests. This data is often used to conduct healthcare research[15]

[bookmark: _Toc216688731]4. Expected Outcome
The research results are:
Performance Metrics - The study should provide a complete comparison of all three Homomorphic Encryption systems - Paillier BFV CKKS based execution time on computational resources and security. Paillier's performance is expected to be better, in terms if execution speed but it will still have limitations in its ability handle complex analytical tasks. BFV/CKKS provide more flexibility but higher computing costs
1. The privacy implications of health data. This research aims to determine the efficiency in security, efficiency and efficacy in the cloud-based Healthcare Systems using HE. Healthcare's calculations based on encrypted information can improve privacy but without compromise studies of data[10].
2. Cloud Infrastructure and Cost Savings: This research aims at providing insight into how to integrate HE with cloud architecture without it compromising the performance. A study is also being conducted to determine the best way of implementing HE in cloud-based health systems[8].









[bookmark: _Toc216688732]5.Timeline:
A detailed timeline for the project is outlined below:
· Week1 to week3 : Literature review, data collection, and selection of HE schemes.
· Week4 to week 8: Implementation of HE schemes (Paillier, BFV, CKKS) in a simulated cloud environment using Microsoft SEAL and AWS resources[2].
· Week9 to week12: Performance evaluation of each Homomorphic Encryption scheme using the MIMIC-III dataset, focusing on execution time, computational resources, and security.
· Week13 to week16: Development of a model for integrating HE into cloud-based healthcare systems.
· Week17 to week20: Research report, including final data analysis, validation of model and research report.
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