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Abstract 
First, I had to tackle the multiple issues that Bruce’s company was facing and how to improve the security and deal with certain problems like disgruntled employees or workers not understanding the risks of using a computer. I done this by explaining the problems the network had with employees who are inexperienced and how they could correct this problem I then talked about how Bruce should proceed in the future when it comes to things like access rights and making sure he does train for new employees who don’t understand the risks of networking. There were many other issues I came across like the network being open to public but this being also connected to there private network and once again explained this to Bruce and how he can proceed to correct this problem. In conclusion I feel as though I have helped Bruce with his problems and have also offered Bruce long term solutions to fixing these issues and how in future, he needs to be careful with who he trust’s and who he gives access rights to. 
Introduction
For this assignment I plan on helping Bruce out with his current problems on his network. In this assignment I will come across many issues about Bruce’s network like the lack of security and the lack of roles set for staff members, so I hope to look into these further. I will also want to offer long terms solutions to Bruce on how he can prevent anything like this happening to him again when it comes to attackers to the network. I also plan on setting up a current network plan and offer security solutions to Bruce that he could incorporate these into his network. 
[bookmark: _Toc92405706]Task 1
[bookmark: _Toc92405707]Security Breach 1 – Open Wi-Fi
Alfred is a potential risk to the business this is due to him initially allowing for “Complimentary Wi-Fi” that linked to the main network this is a risk to the business. This is because all their main files no longer have a password and for an attacker to gain access all they must do is join the public Wi-Fi gain access into that then they have the entire files for the network. I feel as though Alfred should access the potential risks of this before rushing to make Wi-Fi “Complimentary” Organizations report that 42% of security incidents happen to do their employee’s actions and this is a good example of that. [1] Another issue with open Wi-Fi is that the attacker will be able to view the traffic coming in and out of the network from a far distance away which means he can pick and choice his targets. 
[bookmark: _Toc92405708]Security Breach 2 – Phishing (Email)
Further on Alfred makes another mistake and he does this by allowing all the users to have access to the business applications. This is once again a dangerous mistake because if an employee that has been added is not well trained with the risks of using a computer, then they could be vulnerable to a phishing attack this is where someone claims to be a certain company and will send spam emails to thousands of users at once in hopes that someone will click the link to the webpage. Normally these webpages are not what they seem initially they seem like a legit website but, they are not what they seem and are owned by an attacker who are stealing your personal information when you click the website, and in some cases if you give away certain information to the website this is also a huge risk as they will use this information to gain access to your network / emails. Making sure that staff are trained in cybersecurity is very important and will prevent any issues like this in the future. 
[bookmark: _Toc92405709]Security Breach 3 – Disgruntled Employee
Based on what I am seeing this is a huge risk overall. First, the employee who kept their computer on this is a huge risk to the business and a mistake that should not be made. Making sure that staff understand the importance of certain acts and laws is very important for example data protection [7] law this is where you must do everything you can to make sure no one’s information gets leaked and the fines and potential prison sentence that the company could have to deal with because of one simple mistake is drastic to the business. The issue with this was a disgruntled employee decided to access the computer and proceed to place what’s called a .rekt file this file will lock all the data and only the disgruntled employee will have the code to unlock it so this would be a breach of the data protection law I previously talked about, and this is breaking it. There are many ways to prevent this from happening in the future first of all make sure that every staff member is trained on the importance of security and locking their computers. And there are also other preventions assuming he used a USB stick to inject the pc with this software maybe try and lock the computers away to stop anyone having easy access to them in the future. 


[bookmark: _Toc92405710]Task 2
[bookmark: _Toc92405711]What is a threat? 
A threat is something where a hacker will launch software onto a network and then use the software to maliciously figure out information about your network and may potentially make himself a backdoor entrance into the network.  
Different types of Threats
There are different types of threats in a network first you have the issue of an open network normally a business offering public Wi-Fi will use a different network for this so people cannot gain access onto their main network. But sometimes public Wi-Fi can be tapped into, or even duplicated by duplicated I mean them creating a network with the same name and looking at the traffic that comes in and picking out their targets from that.
Significance of threats in a Network
In the network I noticed that there are many different types of social engineering attacks that could have been used, this is a common method and attackers will get friendly with staff then use this against them for example phishing could be used this is where an attacker will make a fake website that requires login information like bank details then send this to an employee them thinking it is a real credible website will put there details in and then will end up giving away sensitive information about the company. [6] 
[bookmark: _Toc92405712]Vulnerabilities
Vulnerabilities are a weakness in a network design that will allow for an intruder to execute commands and view certain information that they should not be able to see [2]. These are common and there are many ways to make sure you stay safe from these types of threats. You will also get Vulnerabilities through the lack of staff training this type of attack normally happen through people using phony emails and managing to lure untrained staff into clicking onto a website that in some cases are not actually the correct website this means they now have the company’s IP address.
Vulnerabilities happen due to staff being untrained and simply not understanding the risks of the online world. These attackers are very smart and know how to make a person feel bad and if your staff don’t understand what is going on then the attacker could use this against them. These can also happen due to poor software choices or not updating the systems or networks on a regular basis. 
Vulnerabilities will happen in a network most the time and it’s about how the attackers manage to persuade people or do certain actions do gain access into the network [3]. One of the main ways how an attacker gets into the computer is by the admin not updating software not updating software allows for your network to be outdated meaning it will have been easy to get into due to people finding ways to get into that version. Making sure you update is crucial to having a fully protected network and or computer. You will also have this issue when staff are inexperienced and don’t understand what the risks of the online world are.
[bookmark: _Toc92405713]Attacks
Attacks on a network are something which means someone is purposely trying to get access into the network or are attempting to corrupt the network. There intentions are to normally different every time but most times it is to steal data and then prevent anyone or even you from being able to view the network and the files that once were on there.
Normally attackers will focus on a network due to the network either looking like it’s an easy target or the network having obvious ways that the attacker could be able to access. The reason why the attackers will do the attack and pick certain targets is because the easier the target is the quicker, they can steal the information and attack the networks infrastructure the better. 
When it comes to attacks to a network the most common type is Distributed Denial of Service more well known as DDoS attack this is simple but one of the most powerful attacks you can do to a network [4]. This works by the attacker making what’s called a botnet this is when he uses thousands of people’s computers who are not aware to give the network as much traffic as they can with the intention to overload the server. 
[bookmark: _Toc92405714].Rekt 
.Rekt is an encryption method used to lock files and also lock them meaning you will need a certain passcode do unlock these files. Encryption is one of the most and always have been the biggest challenge for professionals and researchers do decrypt without a key. [5]
.Rekt is very common type of attack and normally this is done by attackers who have bad intentions overall. This is normally used so that they can lock the computer and then normally demand a certain fee for the decryption key. And normally the fee is very high and it’s also unlikely that they will unlock it for you.
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Devices to ensure the network is safe.
There are many devices to make sure a network is safe, but I will be talking about firewall. Firewalls are one of the best solutions to protect your pc and both network when it comes to an attack from any sort of unauthorised attempts of gaining access onto your network [10]. Firewalls are placed onto a network by an admin or sometimes installed automatically with your router, if you keep it updated then there will be no obvious threats. These prevent any unauthorised access to a network this is by the firewall stopping any traffic that flags as a potential risk 


[bookmark: _Toc92405716]Task 4 
[bookmark: _Toc92405717]Responsible use for digital space
There are many ways to make sure the business keep there security up to date and many ways they can prevent problems like this happening in the future first making sure that the workers using the network understand the risks and understand not to leave devices unattended due to the risks of someone accessing their computer from the public. So, making sure that the computer gets locked could be a very good start to preventing any risks from happening. 
Making sure that all your software is up to date this is very important also and without it you will be missing out on certain security features so making sure the staff check every night if the pc needs updating is important. And, when the network admin is looking through to make sure he updates things like the routers and switches so they can be as up to date as possible to allow for maximum security. [8] 
Also make sure that the users on the Wi-Fi understand the risks of the public Wi-Fi and how to spot a network that could potentially be fake this is key to making sure the network is safe. By this I mean sometimes an attacker will put a WAP (Wireless access point) and proceed to call it something that’s like the main networks Wi-Fi if the customer clicks onto the attackers Wi-Fi the risk them knowing what their information is and the attacker will be able to track the customer.
Another way you can make sure that when it comes to employees, they can be one of the biggest risks to the business and making sure that you have staff that have some knowledge when it comes to IT. The way you could do this is by making all employees do an online course that has to do with internet security this will be a good step towards making sure the business is safe. It may be expensive but in the long run this will be a good solution to the problem. Examples of this could be making sure they are updating their passwords, making sure they don’t stay logged onto a pc after leaving the pc. [9]
User rights making sure that the network admin understands that when people leave on how to remove their access rights, otherwise they will then be able to login from home and look at sensitive information on the home pc. Also, they need to learn about how to set current users access rights for example if a new employee came along and was given the initial role and this role allowed them to view certain folders or access certain emails that they shouldn’t then this will make them a risk to the network as they can access private files that someone that new should not be able to look at. 
Conclusion
Overall I found this to be quit the challenge due to Bruce’s networking lacking in training and both security, I have come up with some good solutions to the problems and also explained how he could successfully expand the network in the future, I had to address multiple issues with the network but after going through them all I feel as though Bruce will be able to implement some of these ideas and use them to his advantage. 
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WAP – Wireless Access Point
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