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1. Introduction
In this assignment worksheet, the author with an extension of the initial worksheet 1. This is to utilise the virtual machine environment created to create an active directory domain, create a number of user accounts and subsequently join a client PC to the domain as well as conducting various observational reflections on the technologies.

2. Implementation evidence
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The author began by changing the name of the server that would assume the role of the domain controller.
[image: ]
Following a reboot of the machine they then validated the name had successfully updated.

[image: ][image: ][image: ]
Following the validation of the name change they then opened server manager and proceeded through the installation of the Active Directory Domain Services Role onto the server, this installation was successful.
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The author then selected the option within server manager to promote the current server to a domain controller, this initiated the domain controller setup wizard.
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The author went through the process of setting up the domain functional levels as well as the DSRM password after configuring the name of the new forest. They made sure to note down the locations of the SYSVOL, database and Log files for future reference. Following the promotion, the server signed out the current user and allowed the author to log back in, instead onto a domain account. Once they had done this, they opened Active Directory Users and Computers.
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Once they had navigated through active directory they used it new user wizard to create a domain administrator failsafe account for the purpose of resilient access should the primary account become compromised, this was successfully created and subsequently added to the Domain Admin group.
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The author then created another, lower privilege account for the purpose as serving as the logon account for the client machine once connected, this account was successfully created and validated as being successfully added to the Domain Users group by default.
[image: ]
Once this was completed the author then restricted the users logon hours to only allow access to be signed in within 8am to 5pm Monday to Thursday and removed their ability to change their password.
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The author then added a computer account into active directory, this would be used to manage the client machine soon to be connecting to the domain.
[image: ]
The author then logged onto the client machine and edited the preferred DNS server address to match the IPv4 address of server1, the one noted in the instructions however was incorrect and was instead the publicnet address not the privatenet1 address.
[image: ]
The author edited the computer name to match the computer account created on the active directory forest and rebooted the machine.
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Once the VM had rebooted the author then added the client machine to the domain which successfully connected they then rebooted the VM.
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They then verified they were able to sign into the client machine on the domain with the credentials they had created, this was successful validating the successful creation of the domain, this was also within the allocated logon hours.
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The author then subsequently tested that they would not be able to logon onto the server as a non-administrator account. This was the case.

3. Observation tasks

a) DNS - explain what it is, how it works (illustrations) and its significance within Active Directory Domain Services. 
DNS (Domain Name System) is a feature of networking that allows users the ability to associate IP addresses to instead have meaningful words, domain names. This functions very similarly to a phonebook as it allows individuals and businesses alike to publish their IP addresses with meaningful, easy to remember addresses that users may be able to remember unlike a whole IP address for each site, these also allow for the culmination of multiple endpoints into one domain name. As this ‘phonebook’ would at this stage of the internet be extremely large, the use of DNS servers which intercommunicate and share this information is necessary. [1] These DNS servers will exchange information about the ‘phonebook’ as it is needed and therefor allow users to access a website that they may not have previously visited or be stored on their first DNS server. When a DNS server finds a matching record for the domain name the host submitted the IP address is returned to the requestor who can then connect to the provided IP address in order to view the website/utilise the service[2], see figure 1.[image: ]
Figure 1 DNS Server query [3]

In terms of Active Directory, DNS is a required feature as it allows client machine to be able to locate domain controllers on the network. As there may be a very large number of domain controllers on one network and having to input these into every computer would be extremely time consuming, it is far more prudent to simply put a list of this on the DNS server where most client machine would need to connect to anyway. [4]

b) AD is one critical ‘Role or Feature based installation’ as part of an enterprise network, identify and provide a brief overview of 2 other critical roles?
DHCP – DHCP (Dynamic Hostname Configuration protocol) is a method for dynamic IP address allocation across computer networks. It functions by allowing administrators to configure pools of IP addresses to be allocated automatically, that can be restricted behind certain pre-requisites within active directory. These pools may be split by the use of VLANs (Virtual Local Area Networks) which are first configured on DHCP and the switch hardware and can then be deployed by configuring switch ports individually.[5]

File and Storage Services - these servers are critical to most businesses as they allow for centralised storage of data in a place that network administrators are able to easy manage, secure and backup. These servers can be configured to use features such as FTP (File transfer Protocol) and SMB (Server Message Block) to easily allow users to access the data required. [6]

c) Explain why it is important to have different levels of access/roles within the ‘Built in’ Network User Account groups (e.g. Domain Admins, DHCP Admins, etc).

Access control is an important feature to be present within the initial accounts on the domains as these groups will most likely be used to some capacity later on in the making of permissions for other groups. As administrators may make child groups that are then added into domain users or domain admins groups to provide permissions and then added to other additional groups to provide further permissions. These groups may also serve as an instruction base for administrator that may be new to configuring active directory environments and can save them time worrying about backend configuration for how the permissions are applied to the default accounts.

It is also important to segment the access to individual areas and functions of the network to not give one account/group too much power should the account become compromised, no role should really encompass using all of these features under one account and being able to divide this access up to much more finer detail does help.

d) Share your ideas in-detail on Microsoft’s recommendations on AGDLP and AGUDLP for assigning permissions. How do you view them in the perspective of a System Administrator in strategizing and implementing within your network?
Whilst both recommendations of RBAC (Role Based Access Control) are sufficient there are certain scenarios that make AGUDLP (Account Global Universal domain local permission) a more viable solution. Whilst AGUDLP does require significantly more administration to setup initially, when implemented correctly it allows the avoidance of scenarios whereby staff members who may need the ability to view information usually secured to marketing staff from another domain would need to be added to strictly marketing groups with AGDLP (Account Global Domain Local Permission) [7], instead will be able to be added to the universal group and bypass the need for this improper active directory management. Whilst this does add another step to the permission process and increase the complexity two-fold this saves on having to backtrack constantly across permissions in order to do access control ‘housekeeping’. [8]

With the above in mind, AGDLP can be far more suited for certain enterprise environments especially those where clients will have little to no access/communication to the business’ network and also may be applicable to much smaller business that have limited scalability in their scope.

[1]        “How DNS Works In Six Steps - Verisign,” Verisign. https://www.verisign.com/en_US/website-presence/online/how-dns-works/index.xhtml (accessed Mar. 11, 2021).
[2]        “What Is DNS? | How DNS Works | Cloudflare,” Cloudflare. https://www.cloudflare.com/learning/dns/what-is-dns/ (accessed Mar. 11, 2021).
[3]        “What is a DNS server and how does it work? - Seobility Wiki.” https://www.seobility.net/en/wiki/DNS_Server (accessed Mar. 11, 2021).
[4]        “DNS and AD DS | Microsoft Docs.” https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/dns-and-ad-ds (accessed Mar. 11, 2021).
[5]        “What is a DHCP Server? | Learn What They Are & How They Work | Infoblox,” infoblox. https://www.infoblox.com/glossary/dhcp-server/ (accessed Mar. 12, 2021).
[6]        “File Server | What is a file server and how does it work? - IONOS,” IONOS, 2019. https://www.ionos.co.uk/digitalguide/server/know-how/file-server/ (accessed Mar. 12, 2021).
[7]        A. Berger, “All About AGDLP Group Scope for Active Directory - Account Permissions,” stealthbits, 2016. https://stealthbits.com/blog/all-about-agdlp-group-scope-for-active-directory-account-global-domain-local-permissions/ (accessed Mar. 12, 2021).
[8]        “About Cross-domain Windows Authentication and AGUDLP.” https://help.zapbi.com/DataHub/CurrentVersion/content/topics/Security/security_about_agudlp.htm (accessed Mar. 12, 2021).
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