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This document consists of my analysis of my research findings related to the discussion of blue team cyber security operations. This document is specifically focussed on cloud security tools, techniques, and strategies. All research is gathered either from conference proceedings, trusted articles, and trusted web sources. All citations are listed on the final pages. 
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In this report I will be researching and analysing advancements and challenges faced by blue team cybersecurity operations. In this report I will be focusing on the blue team operation areas such as cloud security. I will be looking into methodologies, tools and strategies used in these fields. 

A cybersecurity blue team can be defined as a group of cybersecurity professionals whose role is to identify various vulnerabilities in an organization’s infrastructure and applications. The efforts of these teams are used for patching and the implementation of security controls [1, p. 208].
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Current Methodologies:
Many methods have been deployed in attempt to solve issues related to cloud security. One example of these methods is Encryption/key management. When data is in rest or in transit between locations encrypting the data will protect it from unauthorised access in cases such as man-in-the-middle attacks and data tampering. Key management is also a priority in maintaining high security encryption [2, p. 29]. 
 Another example is Identity and Access Management (IAM). IAM solutions are essential for managing user roles, permissions and identities within a cloud-based environment [2, p. 29]. What is IAM? From a web search I was able to find this, “IAM gives secure access to company resources—like emails, databases, data, and applications—to verified entities, ideally with a bare minimum of interference. The goal is to manage access so that the right people can do their jobs and the wrong people, like hackers, are denied entry.”[3]. Through searching web sources, I was able to find that, IAM helps organizations avoid data breaches, theft of identity and unauthorized access to their networks. IAM methods also reduce negative effects brought on by human error via eliminating manual privilege and permission settings on certain clients [4]. Notable challenge that IAM faces is changing regulations. All businesses must follow rules set by regulatory boards such as HIPAA, as these rules evolve over time IAM procedures and practices must evolve and change regularly as well [5]. 

Tools:
The first example of a cloud security tool are encryption algorithms. Due to some algorithms being more secure and reliable than others, organisations are required to use the most up to date algorithms those being Homomorphic encryption AES/DES [6, p. 4]. 
AES is a widely adopted encryption algorithm which is specifically chosen for its enhanced security compared to other algorithms like IDES/3DES [7, p. 9]. AES has advantages such as it being difficult to reverse engineer the encryption process without the correct key, this is because “it involves numerous rounds of intricate mathematical operations involving substitution boxes (S-boxes) and permutation boxes (P-boxes) to jumble the data in a very nonlinear way.” [7, p. 9]. AES also supports 128-, 192- and 256-bit key lengths. This means that if an attacker were to attempt a brute-force attack they would need to try a larger number of key combinations [7, p. 9]. AES also faces limited limitations, those being potentially high licensing costs and its common usage making it a popular target amongst malicious actors [7, p. 9].
DES is a symmetric key block cipher that in the past was widely used but has since been mostly replaced [7, p. 9]. It has the advantage of being very simple to use and understand but is outdated due to its short key lengths which make it insecure and is a reason for why it has generally been replaced with AES [7, p. 9].

Strategies:
The first strategies I will be discussing are Identity and Access Management (IAM) strategies . This section will focus on password policies and authentication methods. 
Firstly, password policies. Password policy refers to a mandatory change to a user’s password after a specified amount of time chosen by a networks administrator [8, p. 12]. Examples of password policy rules include requiring a certain number of characters, requiring numbers and requiring a special character such as “£”. They can also include a limited time for when a password will remain valid before requiring a change upon login from a user. The main advantage to password policies that involve requirements such as special requirements and numbers is that passwords are less likely to be exposed from social engineering attacks [9, p. 6]. A notable drawback to password policies is that increasing the number of rules that a password must follow, yes create secure passwords but cause inconvenience for users in relation to remembering passwords. This then causes them to take steps to remember their passwords which can compromise password security such as writing them down [9, p. 6]. 
When it comes to authentication strategies there are several options. In section we will focus on the EAP authentication methods, MD5, LEAP and TLS.  
First MD5 refers to an authentication method where a user’s password is stored in a way where an administrator can access the full original plaintext password, this means there is a drawback to this method where a malicious actor can possibly access the password without the user’s consent [10, p. 5]. MD5 also does not support mutual authentication which means that only the supplicant is authenticated [10, p. 5].  For these reasons MD5 is not recommended authentication strategies. 
Next LEAP, LEAP stands for Lightweight EAP, in this strategy the authentication server sends an authentication to a client, the client then uses a one-way hash of a user-supplied password to create a response to the radius server, this response is then decrypted by and compared to the challenge. If it’s a match access is granted [10, p. 5].  LEAP can be seen as vulnerable as it makes use of unencrypted challenges and responses [10, p. 5]. However, it has the benefit of dynamically changing security keys which change every session, which prevents an attacker from collecting packets needed for data decoding. 
Finally, TLS (Transport Layer Security). TLS is based around the use of certificates. Essentially TLS public key infrastructure to complete authentication of wireless clients and servers [10, p. 5]. The TLS protocol have positive features such as secure negotiation of shared secret ‘password’, allowing negotiations to be secure by making so that 3rd parties cannot modify the negotiations without being detected and a peer’s identity can be identified symmetric/public key cryptography [10, p. 5]. For these reasons TLS is seen as the best method for use in WLANS with the only drawback being the requirement to use Public Key infrastructure [10, p. 5]. 
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To conclude there are various tools and strategies related to the methodologies of IAM and Cryptography. However, the most effective Cryptography algorithm is AES, and the most effective authentication strategy is TLS. It is also important to have a password policy whilst complex enough to restrict hackers but not cause major inconvenience to users. 
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