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1. INTRODUCTION
[bookmark: _Toc215179047]1.1 Context and Background
The fast growth of the Internet of Things (IoT) has reengineered the contemporary digital environments by permitting the massive connection of sensors, embedded gadgets, and cloud services. The IoT now supports some of the most critical infrastructures, including monitoring of the healthcare sector, automating industries, smart homes, and environmental monitoring, among others. Although it is widely used, IoT is, in fact, limited by a small amount of computational capabilities, small memory, and energy demands, which in combination condition the design of communication mechanisms [1], [2]. In contrast to conventional networks that are based on strong security controls that are costly to maintain, IoT systems commonly renounce heavyweight communication schemes, that is, MQTT and CoAP, to enable real-time, low-bandwidth, and low-resource message-sharing. Although these protocols are more efficient, there are also underlying weaknesses that attract the attention of a great deal of scholarly research and industry participants.
Recent trends in IoT security indicate an additional conflict between the requirements of performances and the protocol-level security issues. On the example of the MQTT, which is one of the most popular publish-subscribe protocols, both encryption and authentication were initially not required. Consequently, it has been shown severally times to have been susceptible to spoofing, replay attacks, unauthorised subscriptions, and denial-of-service (DoS) attacks. On the same note, CoAP, with the overhead-reducing UDP configuration, does not offer inherent protection against message corruption and network inundation (except with extra security protocols like DTLS), [3]. Practically, such defenses are not implemented in a wide variety of commercial IoT systems because of the associated costs, complexity of configuration, or and ignorance on the part of developers. Therefore, protocol-level attacks have been simplified to execute, disruptive and harder to identify.
Respondent actions have included academic activities into the vulnerabilities of their protocols, but a large number of existing papers are still hypothetical or adopt an isolated mechanism approach to attacks, as opposed to full attack simulations. Besides, real IoT hardware is frequently unavailable, which does not allow conducting large-scale empirical research on diverse patterns of attack. These limitations make it difficult to come up with systematic assessments that can show the impact of various attacks on message integrity, latency, throughput, and the stability of normal communication [1], [4]. Lack of holistic, reproducible, and controlled experimentation is a major gap in research when the IoT ecosystems are growing with critical and sensitive areas. To overcome this deficit, the simulation-based methodologies need to be able to model realistic protocol behaviour and analyse the effects of attacks without having to use real IoT devices.

[bookmark: _Toc215179048]1.2 Research Problem
In as much as the introduction of IoT has been gaining rapid pace in the various sectors, the communication protocols on which the communication among the devices and devices to cloud platforms are based have not been adequately guarded against the emerging and forthcoming fast changing cyber threats. Lightweight protocols like MQTT and CoAP were initially developed, not with security in mind, so they do not have much support when it comes to encryption, authentication, message validation, and rate control. Due to this vulnerability, rivals can use these vulnerabilities to carry out replay attacks, spoof devices, payload manipulation, or flood brokers with denial-of-service attacks [5]. These protocol level vulnerabilities do not only undermine data integrity and system reliability but also have the potential of ruining safety-critical applications which makes a systemic examination a rather important objective.
The existing literature on the topic of IoT security has a number of limitations, although significant attention has been paid to this topic. The literature has devoted a large part to describing vulnerabilities in theory, or to the examination of individual attack vectors individually instead of evaluating their joint or relative impact on protocol behaviour. Moreover, the in-the-field testing is bound by the price, technicalities and ethical factors linked with the application of physical internet of things tools in security testing. Consequently, empirical data on the effects of attacks on protocol behavior like delays, packet loss, throughput degradation or strange traffic patterns have been piecemeal and scattered. Most current literature is based on a few sets of data or simplified models that do not capture an actual dynamic communication process.
Hence, in this regard, a definite issue appears: the absence of extensive, regulated, and reproducible simulations, to assess the impact of a number of protocol-level attacks on IoT communication systems. In the absence of analysis, researchers and practitioners will not be able to adequately evaluate weaknesses or evolve an effective compensation plan. Python based simulation framework provides a feasible and ethical way of dealing with this gap through allowing intense experimentation without necessary physical IoT infrastructure.

[bookmark: _Toc215179049]1.3 Research Aim and Objectives
Research Aim
This study is expected to create a Python-based simulation model to assess the susceptibility of IoT-based communication protocols to attacks at the protocol level, and this could be done by examining the effects of protocol-ability attacks like replay, spoofing, and denial-of-service (DoS).
Research Objectives
a) To carry out a critical analysis of existing literature on the subject of IoT communication protocols and discover the major security gaps and issues that are yet to be resolved.
b) To develop and construct a simulated IoT in Python that is realistic with regard to normal communication utilising low-weight protocols, like MQTT or CoAP.
c) To model and implement various protocol-level cyberattacks (such as replay, spoofing and DoS) in the controlled simulation environment.
d) To gather and examine the communication logs and performance indicators under normal condition and attack condition to track anomalies in latency, throughput, message integrity as well as pattern of traffic.
e) To determine the effectiveness of the current protocol-level security features and suggest viable mitigation measures in the form of the simulation results.

[bookmark: _Toc215179050]1.4 Significance of the Research
The relevance of the given research is in the fact that it primarily aims to fill an acute gap in the security analysis of IoT communication protocols. With the ongoing growth of applications of IoT applications in sensitive applications including in the areas of healthcare monitoring, industrial automation and smart-home, it has become critical to verify the robustness of protocol level communication. Nevertheless, there is a significant number of literature investigating security as an abstract concept, or the access to physical devices limits the scope of studies, which lack empirical understanding of how attacks affect real-time communication performance [3]. This research proposes a useful and scalable method of studying the behaviour of lightweight protocols with various attack scenarios by creating a Python-based simulation model.
The study is purposeful because it allows to conduct systematic and reproducible testing of vulnerabilities without expensive or proprietary hardware in the IoT. This does not only make accessibility easier to researchers and practitioners but helps in development of more secure communication architectures as well. It is anticipated that the outcomes will guide protocol hardening practices, inform the developers of the protocol to implement secure settings, and aid the decision-making of industries that are dependent on the IoT infrastructure. In the end, the research can be valuable knowledge that will increase the resiliency of the IoT ecosystem to more advanced cyber attacks.
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Figure 1: Malicious traffic targets broker and devices

[bookmark: _Toc215179051]2. LITERATURE REVIEW
[bookmark: _Toc215179052]2.1 Introduction to the Literature Review
Internet of Things (IoT) devices have grown so fast that modern computing has been redefined and the scope of network connectivity has been extended to numerous physical objects. This growth, nevertheless, presents both major security issues, namely, the limited resource base of most IoT endpoints and the susceptibility of their communication protocols [6]. The essential thing is have a solid knowledge of these security vulnerabilities and analysis of them in terms of simulation has become an important approach to assessing and removing possible threats under a controlled and scalable environment [7]. The literature review is a synthesis of the recent scholarly discussion about IoT communication software, their security issues, the current simulation techniques, and the gap that the current research will hold significant importance.

[bookmark: _Toc215179053]2.2 Thematic Review of IoT Protocols
The IoT communication is described by urgent need of having lightweight communication protocols which can be successfully utilized in the low-power and lossy networks. Message Queuing Telemetry Transport (MQTT) and Constrained Application Protocol (CoAP) are the two most established versions of application-layer protocols in this area [8].
MQTT is a high latency/unreliable publish subscribe protocol. It is very simple and has minimal overhead hence suited in sensor networks. Nonetheless, its default settings tend to be weak in terms of security wherein it uses optional Transport Layer Security (TLS) to encrypt them [9]. Studies by Laghari et al. (2024) and Hintaw et al. (2023) point to the vulnerability to multiple attacks the broker type architecture of MQTT has to, especially in case of weak or no authentication [10], [11].
CoAP is a specialized restrained node and network web transfer protocol frequently called a lightweight iteration of HTTP. It normally employs User datagram Protocol (UDP) and is based on Datagram Transport Layer Security (DTLS) which enables secure communication [12]. Although DTLS is available, its complexity and overhead tend to send developers in favor of deploying CoAP without the necessary security, risking its application to various vulnerabilities, including spoofing and replay attacks [13].
The following table displays the main features and security concerns of these two wide-spread protocols [8], [9], [12].
Table 1: Comparison of Key IoT Communication Protocols
	Protocol
	Transport Layer
	Communication Model
	Security Mechanism
	Key Vulnerability

	MQTT
	TCP
	Publish/Subscribe
	Optional TLS/SSL
	Weak Authentication, Broker Overload

	CoAP
	UDP
	Request/Response
	Optional DTLS
	Spoofing, Replay Attacks



[bookmark: _Toc215179054]2.3 Security Challenges and Attack Models in IoT
IoT networks are highly vulnerable to various cyberattacks due to their peculiarities that include heterogeneity, scale, and resource limitations [14]. According to the literature, numerous different models of pervasive attacks on IoT communication protocols can be identified:
· Replay Attacks: A replay attack refers to an attack in which some valid data is captured and sent out by an attacker at a later stage maliciously. It is especially used with protocols with no strong sequence number or time-stamp system such as CoAP which can be exploited by the user to resend previous, legitimate messages which they are using to crisis operations [13].
· Denial of Service (DoS) Attacks: DoS attacks are developed to create load on scarce resources of the IoT devices or network infrastructure. An attacker in MQTT is able to send the broker with connection requests or unauthenticated messages, which will cause a broker overload and service disruption [11]. In case of CoAP, an overloaded device can be easily overwhelmed by a simple flood of UDP packets [6].
· Spoofing: Identity spoofing is a situation where an attacker poses as an authorized machine or server. This is a serious attack on both MQTT and CoAP, usually utilizing inadequate or absent authentication years to include malicious contents or to exploit the systems without permission [10].
· Man-in-the-Middle (MITM) Attacks: In this attack, the attacker obtains communication between two parties and transmits it secretly to modify and alter it. In MQTT, Fereidouni (2025) adds that the interception of messages with subsequent alteration is possible by using the message board as a means to commit MiTM attacks on it [15]. Likewise, an attacker in CoAP can use limitations of the DTLS handshakes or standard (unsecured communications) to do a MiTM attack [16].
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Figure 2: Man-in-the-middle attack intercepts broker traffic
All these weaknesses in these protocols reflect the importance of extensive security testing beyond theoretical work.
Table 2: IoT Communication Protocol Attack Taxonomy
	Attack Type
	Target Protocol
	Exploitation Mechanism
	Impact Severity

	DoS/DDoS
	MQTT, CoAP
	Connection exhaustion, amplification
	High

	MITM
	MQTT, CoAP
	TLS downgrade, certificate bypass
	Critical

	Replay
	MQTT (QoS 0/1)
	Packet identifier duplication
	Medium

	Spoofing
	MQTT, CoAP
	Weak authentication, IP forgery
	High

	Topic Hijacking
	MQTT
	Authorization bypass
	Medium



[bookmark: _Toc215179055]2.4 Existing Simulation and Evaluation Approaches
Simulation offers a safe and affordable foundation to put security mechanisms and attack conditions to the test but without exposing real-world infrastructure to attack [7]. According to the complete review of the available simulators in the field of IoT, Almutairi et al. (2024) emphasize that despite having numerous tools, one of the main issues is the possibility to consider the complex nature of the real-world IoT deployment, its heterogeneity, and such large-scale nature [17].
What Researchers Model: Current literature tends to model the performance measurements in networks (ex: latency, throughput) when networks are operating in both normal and high-load situations [18]. Simulations related to security are usually based on the modeling of simple DoS attacks or the performance of cryptographic primitives such as TLS/DTLS [19]. Such tools as NS-3 and Cooja and OMNeT++ are a common practice, but may require expertise and are not always intended to perform a protocol-specific security analysis quickly [17].
What They Fail to Test (Gaps): One of the greatest weaknesses of current simulation methods is the lack of ease and dynamism in simulating complex and multi-stage attacks that build on protocol-specific vulnerabilities to opt for Quality of Service (QoS) levels in MQTT or block-wise transfer in CoAP [17]. Additionally, most simulators do not directly, and high-level interface with Python, the programming language of choice of the more modern cybersecurity tools such as Scapy and IoTSploit [20]. This mismatch between network simulation environments and realistic, Python-based security tools puts a big barrier to entry by security researchers.

[bookmark: _Toc215179056]2.5 Literature Gap and Relation to Present Study
The literature makes it very clear how important critical IoT protocols are vulnerable and how simulation can be used to conduct security analysis. Nevertheless, there is a clear discontinuity between network simulation and high-level Python security analysis tools to model and execute protocol-conscious attacks of complex nature [17], [20].
This gap is directly covered by the current study, which suggests a framework of security analysis in the form of simulation in Python. This framework will also use the rich Python ecosystem (e.g. Scapy to build packets, Paho-MQTT to simulate clients) to build an adaptable, repeatable test scenario to explore vulnerabilities of protocols such as MiTM, spoofing and replay attacks in MQTT and CoAP. Rather than just network performance testing, this methodology considers the application-layer security logic, which is a more realistic and practical test of the security of IoT communications.

[bookmark: _Toc215179057]3. RESEARCH DESIGN & METHODOLOGY
[bookmark: _Toc215179058]3.1 Research Design
The research design used in the present study is a simulation based research design and this is suited because of the practical and ethical limitations of testing the vulnerability of a real IoT device. Physical Internet of Things hardware presents the problem of cost, scalability and device specific behaviour, which reduces the ability to generalise the results. By comparison, a simulation architecture can provide controlled, repeatable and configurable testability and permit behaviours at the protocol level to be studied without requiring reliance on proprietary or resource constrained hardware [21]. This is in line with the objective of the study, which is to offer a systematic analysis of lightweight communication protocols in varied attack environment.
The research is designed in the form of an experiment to organize the study of measurable and comparable situations. This enables the research to evaluate the performance of protocols, in a setting where there is a baseline (normal) communication, and compare the performance of the protocols with those of replay, spoofing, and denial-of-service attacks. The experimental method also allows using causal inferences as they can manipulate specific variables of the attack without disturbing environmental factors and provide a greater validity of the experimental method compared to that of the observational research [4], [22].
The reason behind the use of Python as the main environment is its rich ecosystem of networking and simulation as well as cybersecurity libraries, including Paho-MQTT, Scapy, and Asyncio. The tools contribute to the quick creation of IoT communication processes and attack programs. Besides, the readability and scalability of Python help obtain a modular simulation framework that can respond to various protocols [23], [24].
The reason why protocol-level simulation is selected is that IoT system attacks often attack vulnerabilities in communication protocols and not the hardware of the device. The evaluation of protocol behaviour directly provides accurate information on message integrity, authentication vulnerability as well as prone to flooding vulnerability thus consolidating a major research gap in the current IoT security literature.
[bookmark: _Toc215179059]3.2 Research Methods
The research design applied in the study is both quantitative and an experimental research design, given that there is a need to measure the effect of attack scenarios on the performance of communication under specific measures. The quantitative methods can help collect the numerical measurements of the latency, throughput, packet frequency, and message anomaly which are needed to evaluate the effect of protocol-level vulnerabilities. The experimental method enables manipulation of the types of attacks to test the changes in protocol behaviour in suitable conditions.
The identified research design is a simulation-based experiment, which implies the creation of a virtual IoT setting that builds on Python. The strategy will assist in the simulation of the usual IoT communication flows and aims to carry out attacks without the involvement of the actual devices. It also guarantees reproduction capabilities as it is easy to repeat any scripts or settings.
There are three components of the system architecture:
· Virtual IoT devices were introduced (in the form of Python processes producing sensor-like values).
· A broker, like Mosquito, that facilitates a publish-subscribe interaction with MQTT.
· Attacker scripts, for which the type of attack is simulated: replay, spoofing, and denial-of-service attacks.
Every scenario of attack focuses on some protocol vulnerabilities. Replay attacks: In these attacks, the information that has already been sent is heard and retransmitted in order to see duplication and time distortions. The spoofering attacks produce information that is used to evaluate authentication failure by masquerading as devices. DoS attacks are artificial overloads on the frequency of messages to overload the broker in order to slow down performance.
The data analysis will involve evaluation of:
· Latency (time taken between the message transmission and reception)
· Throughput (number of messages that are handled every second)
· The frequency abnormalities of packets (spikes or frequency abnormalities)
· Integrity of messages (detecting corrupted or replicated messages)
To measure the severity of vulnerability, the metrics of evaluation will entail a baseline performance and attack situations. These lessons will be used to make evidence-based protocol hardening and secure configuration recommendations.

[bookmark: _Toc215179060]3.3 Research Materials
The research is based on the data obtained directly within the simulated setting and is composed of the communication logs, timestamped messages, output of errors, and calendar of the performance of the brokers. These logs offer objective data of protocol behaviour in both normal and attack conditions so that it is possible to analyse latency, throughput, message patterns and integrity violations. Due to the controlled nature of the production of the data, it can be fully reproduced and is not vulnerable to third-party interference [25].
The simulation is supported by a number of software resources. The main development environment is Python as it has a wide selection of libraries available. Paho-MQTT library enables the Paho MQTT to use a system of virtual devices to communicate with the broker. Scapy- Scapy is employed to design and resend packets, which can be helpful in spoofing and replay attacks. Asyncio allows the use of asynchronous messages processing in order to replicate real-time patterns of communication. Broker is implemented with the Eclipse Mosquitto, the lightweight and most popular MQTT server that can be utilized to handle the publish-subscribe messages [26]. Python library, Pandas and Matplotlib will be used to log and analyze the data.
The hardware is also minimal since it only requires an ordinary laptop with the ability to execute Python and the broker. No specific networking tools or IoT devices will be required since the study will be purely software-based.
There are few ethical concerns since the study uses simulated data and does not interface with real devices and networks or personal information. The attacks used in the simulation do not have a target to an external system and stay in a locally controlled environment. This would guarantee adherence to ethical principles as defined in the assessment brief especially with regards to responsible experimentation and safe management of digital artefacts. No user data or actual-world effects, which results in a low intensity of ethical concerns, yet provides useful cybersecurity-related data support the methodology.

[bookmark: _Toc215179061]4. EXPECTED OUTCOME
[bookmark: _Toc215179062]4.1 Anticipated Results
The study will likely prove that lightweight IoT communication protocols have performance degradation and behavioural anomalies that can be measured under replay, spoofing, and denial-of-service attack conditions. Under attack conditions, it is expected that latency will go up, throughput will go down and message patterns will become inconsistent. The weaknesses of authentication, message validation, as well as rate-limiting in MQTT-based communication, are likely to be demonstrated in the simulation. The findings must be able to give empirical evidence on how vulnerable protocol-level interactions are especially in a setting where minimal security is applied or inconsistency of security configurations.
[bookmark: _Toc215179063]4.2 Implications
The results will be useful in academic research and practice as they will present evidence-based information on the security drawbacks of IoT communication protocols. The research can help to create better protocol settings, point out the areas that need further hardening, and rationalize practitioners in providing secure communication structures. Moreover, the findings might be used to enhance the news security standards of the IoT in the future and guide researchers to develop simulation frameworks that are more resistant to adversarial conditions that can be the basis of results evaluation.
[bookmark: _Toc215179064]4.3 Limitations
The main weakness of the research is that the experiment based on the simulation might fail to reflect all the aspects complexities of the real-world IoT context including heterogeneous behaviour of devices, network congestion, or variable wireless conditions. The study concentrates on MQTT and may not necessarily do the same thing with other protocols. Besides that, the attacks are limited to those that have been modeled in the framework, such that an attack of a more advanced opponent or a multi-stage attack can go uninvestigated. Lastly, performance measurements are used when there are only controlled lab conditions and not the use of IoT deployments.

[bookmark: _Toc215179065]5. TIMELINE
[bookmark: _Toc215179066]5.1 Narrative Summary of Timeline
The project shall be done on a well-planned schedule of twelve weeks. The first few weeks will be devoted to the literature review and working out the research design. The second step is simulation environment development, then there will be the implementation of attack script. The following weeks are going to entail collection of data and detailed analysis of behaviour of protocol in normal and attack conditions. The last phases will be focused on the results assessment and the development of mitigation proposals, as well as on the finalization of the entire proposal documentation, which should have sufficient time to review and correct.

[bookmark: _Toc215179067]5.2 Timeline Table
Table 3: Development of Python simulation environment
	Week
	Task / Milestone

	1–2
	Literature review and determination of research gap.

	3
	Research design and design finalisation.

	4–5
	Python simulation environment developed.

	6–7
	Replay, spoofing and DoS attacks implementation.

	8
	Normal and attack data collection.

	9–10
	Protocol analysis and evaluation of the performance of the protocol.

	11
	Recommendation and conclusion development.

	12
	Writing of final proposal, editing and submitting the proposal.
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