Using Secure Login Checks
Consider a form to invite potential members to register into a database on a web-site. The form might be of the type:
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The html code for this form is:

<html>

<head>

<title></title>

</head>

<body bgcolor="#c2f8c5" text="#000000">

align="center">Trial Form</h2>

<p><br>

<br>

</p>

<form method="post" action="collect.php">

  <b><p>Title:</b> <input type="radio" name="Title" value="Mr">Mr <input type="radio"

  name="Title" value="Mrs">Mrs <input type="radio" name="Title" value="Miss">Miss <input

  type="radio" name="Title" value="Ms">Ms <br>

  <br>

  <b>Forename(s):</b> <input type="text" size="40" name="Forename"> <br>

  <br>

  <b>Surname:</b> <input type="text" size="40" name="Surname"> <br>

  <br>

  <b>Address:</b> <input type="text" size="40" name="Address"> <br>

  <br>

  <b>Username:</b> <input type="text" size="20" name="Username"> <br>

  <br>

  <b>Password:</b> <input type="password" size="20" name="Password"> <br>

  <br>

  <input type="submit" value="Send"> <input Type="reset" value="Clear Form"> <br>

  <br>

  </p>

</form>

</body>

</html>

The ‘collect.php’ program should then pass (insert) these registration details into a database table (could typically be created as a MySQL table called members).
Once the user has registered, suppose we want to check the credentials for that user, should they wish to login to our web-site at a future date. A basic login form (login.htm) could look like:
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The html code for login.htm is:

<html>

<head>

<title></title>

</head>

<body bgcolor="#c2f8dd" text="#000000">

<form action="check.php" method="post"> 

Username : <input type="text" size="20" name="User"> <br> 

Password : <input type="password" size="20" name="Pass"> <br> 

<p>

<input type="submit" value="Login"> 

</form> 

</body>

</html>

Now to confirm that the user’s details are correct, we would pass (post) the form information into a PHP program (called check.php in the above form) which could test to see whether or not the user login details are within its database. Remember that the database (e.g. a MySQL table) would contain the following member fields corresponding to the membership login form i.e. 

Title char (5)

Forename char(20)

Surname char(20)

Address char(40)

Username char(20)

Password char(20)

This MySQL table could, typically, be called members
This PHP program (check.php) could look like:

<?php 

//declare program variables from the posted form variables


$User=$_POST['User'];


$Pass=$_POST['Pass'];

//connect to members table


mysql_connect ("localhost", "pxxxxxx");


mysql_select_db ("pxxxxxx");

//query to call values from members table


$res=mysql_query ("select * from members where Username= '$User' and Password = '$Pass'");

//check for valid account details


if (mysql_num_rows($res)==0)


{


echo "Username or password is incorrect <br>";


echo 'Click <a href="login.htm">here</a> to try again ';


}


else


{


echo "Your Username and Password is correct, welcome<br>";


echo 'To enter the members area, click <a href="memberspage.htm">here</a>';


}

?>

