Create Groups

QUESTION 1 . Record the command you used to create and verify Groups with the group ID.
Command to create a group
· groupadd [<groupname>]
Command to verify the group
· cat /etc/group (scroll to bottom to see latest added)
Group ID for MGT
· 1006
Group ID for EMPGA
· 1007
Group ID for EMPGB
· 1008
Group ID for EMPGC
· 1009

Verify Users

QUESTION 2. Record the list of users.
In passwd file
[image: ]
In shadow file
[image: ]


Absolute Permissions
Question 3. Print your current working directory.
COMMAND :-	joe@ubuntu:~$ pwd
OUTPUT :-	/home/joe

Question 4. Go back one directory level to the /home directory
COMMAND :-	joe@ubuntu:~$ cd ..
OUTPUT :- 	joe@aubuntu:/home$

Question 5. List all directories and their permissions in the current working directory
COMMAND :-	joe@ubuntu:/home~$ ls-l
OUTPUT :-	total 32
		drwxr-xr-x 18	cisco	cisco	4096	Nov	9	05:19	cisco
		drwxr-xr-x   2	david	david	4096	Nov	9	05:30	david
		drwxr-xr-x   2	ethan	ethan	4096	Nov	9	05:29	jack
		drwxr-xr-x   2	jack	jack	4096	Nov	9	05:29	jack
		drwxr-xr-x   3	jenny	jenny	4096	Nov	9	05:46	jenny
		drwxr-xr--   3	joe	joe	4096	Nov	9	05:47	joe
		drwxr-xr-x   2	mac	mac	4096	Nov	9	05:30	mac
		drwxr-xr-x   2	roy	roy	4096	Nov	9	05:29	roy










FINAL TASK – Complete the following and submit the lab document with all the directory details as required

JENNY (HR Group)
· Permissions applied and view file document content
[image: ]
· Access as Joe (HR Group) and attempt to view file content, proving group and user cannot access
[image: ]

JOE (HR Group)
· Permissions being applied and view file document content
[image: ]
· Access as Jenny (HR Group) and attempt to view file content, proving group can access
[image: ]
· Access as Roy (MGT Group) and attempt to view file content, proving group cannot access
[image: ]

ROY (MGT Group)
· Permissions being applied and view file document content
[image: ]
· Access as Jenny (HR Group) and attempt to view file content, proving others can access
[image: ]

JACK (EMPGA Group)
· Permissions being applied and view file document content
[image: ]
· Access as Jenny (HR Group) and attempt to view file content, proving others can access
[image: ]










ETHAN (EMPGB Group)
· Permissions being applied and view file document content
[image: ]
· Access as Jenny (HR Group) and attempt to view file content, proving others cannot access
[image: ]

MAC (EMPGC Group)
· Permissions being applied and view file document content
[image: ]
· Access as Jenny (HR Group) and attempt to view file content, proving others cannot access
[image: ]
· Access as David (EMPGC Group) and attempt to view file content, proving group can access
[image: ]






DAVID (EMPGC Group)
· Permissions being applied and view file document content
[image: ]
· Access as Jenny (HR Group) and attempt to view file content, proving others cannot access
[image: ]
· Access as Mac (EMPGC Group) and attempt to view file content, proving group cannot access
[image: ]
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o connand ’cnd’ found, but there are 17 sinilar ones
connand not found

| jenny@ubuntu : /home/david$ cat file_dav_c.txt
file_dav_c.txt: Pernission denied

1 mac mac

at: file mac_g.txt: Pernission denied
‘home/mac$ cd .
home$ cd  jack

[ jennyeubuntu : /hone, jackd 1s -1

1 jack EMPGA 8980 Nou 9 05:29 examples.desktop
ruxruxrux 1 jack EMPGA 25 Nou 9 07:52

| jennyeubuntu : home, jack$ cat file_jack.txt

[This is general Document

home$ cd ethan
‘home/ethan$ Is

9 exanples .desktop
1 ethan EMPGB_ 39 Nou 9 07:53
| jennyeubuntu: /home ethan$ cat file_ethan_c.txt
file_ethan_c. txt: Pernission denied
‘home/ethan$ cd

1 roy M6T 8980 Nou 9 05:29 examples.desktop
ruxruxrux 1 roy MGT 25 Nou 9 07:51

| jennyeubuntu : shome roy$ cat file_roy.txt

[This is general Docunent

| iennyeubuntu : home roy$ _
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507 packages can be updated.
14 updates are security updates.

iew release *18.04.5 LTS’ available.
Jun * do-release-upgrade’ to upgrade to it.

1

0 exanples .desktop
1 david david 39 Nou 9 07:54

‘home/david$ cnd file_dav_c.txt
o connand ’cnd’ found, but there are 17 similar ones
nd: connand not found

home/david$ cat file_dav_c.txt

file_dav_c.txt: Pernission denied
:/home/david$ cd

1 mac mac 32 Nov 9 07:54
| jennyeubuntu: shome mac$ cat file_mac_g.txt
file_mac_g.txt: Permission denied

| jennyeubuntu : home /mac$ cd
[jennyeubuntu: shome$ cd_jack
home jack$ 1s -1

1 jack EMPGA 8980 Nou 9 05:29 examples.desktop
ruxruxrux 1 jack EMPGA 25 Nou 9 07:52

| jennyeubuntu : home, jack$ cat file_jack.txt

[This is general Document

| iennyeubuntu : home jack$
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$ecd ..
:/home$ cd david
‘home/david$ s -1

1 david david 8980 Nou 9 05:30 examples.desktop
1 david david 39 Nou 9 07:54
‘home/david$ cnd file_dav_c.txt
o connand ’cnd’ found, but there are 17 similar ones
connand not found
home/david$ cat file_dav_c.txt
.txt: Pernission denied
‘home/david$ cd
home$ cd mac
[ jennyeubuntu :/home mac$ Is —

1 mac mac 8980 Nou 9 05:30 examples.desktop
1 mac mac 32 Nou 9 07:54
‘home/mac$ cat file_mac_g.txt
file_mac_g.txt: Pernission denied

1 jack EMPGA 8980 Nou 9 05:29 examples.desktop
ruxruxrux 1 jack EMPGA 25
jennyeubuntu: Phone. jack$ cat file_jack. txt
[This is general Document

1

1 ethan EMPGB_ 39 Nou 9 07:53
‘home/ethan cat file_ethan_c.txt
at: file_ethan_c.txt: Pernission denied
‘home/ethang _
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lbuntu 16.04 LTS ubuntu ttyl
abuntu login: jenny

Mon Nou 9 07:07:52 CST 2020 on ttyl
jelcone to Ubuntu 16.04 LTS (GNU/Linux 4.4.0-193-generic x86_64)

* Documentation: https://help.ubuntu.con/

507 packages can be updated.
14 updates are security updates.

iew release *18.04.5 LTS’ available.
Jun * do-release-upgrade’ to upgrade to it.

Jiennyeubuntu:$ pud
‘home./ jenny
| iennyeubunt.

0 examples.desktop
1 david david 39 Nov 9 07:54
| jennueubuntu : hone /david$ cnd file_dav_c.txt
o conmand ’cnd’ found, but there are 17 similar ones
comnand not found
| iennyeubuntu : hone /david$ cat file_day_c.txt
file_dav_c.txt: Permission denied

1 mac mac

at: file_mac_g.txt: Permission denied
| iennyeubuntu : home /mac$
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Ubuntu 16.04 LTS ubuntu ttyl

ubuntu login: jenny
Passuord
Last login: Mon Nou 9 07:07:52 CST 2020 on ttyl

Uelcone to Ubuntu 16.04 LTS (GNU/Linux 4.4.0-193-generic x86_64)

* Documentation: https://help.ubuntu.con/

307 packages can be updated.
14 updates are security updates.

Neu release ’18.04.5 LTS’ available.
Run ’do-release-upgrade’ to upgrade to it.

Jjennyeubuntu:"$ pud

hone. jenny

jenmy@ubuntu:$ cd ..

Jennyeubuntu:home$ cd david

Jennyeubuntu : shonedavid$ s -1

total 16

—ru-r—r-—- 1 david david 8980 Nou 9 05:30 exanples.desktop
—rux- 1 david david 39 Nou 9 07:54 file dau_c.txt
jenny@ubuntu: /home/david$ cnd file_dav_c.txt

No connand ’cnd’ found, but there are 17 similar ones
cnd: command not found

Jenny@ubuntu: /home/david$ cat file_dav_c.txt

Cat: file dau_c.txt: Pernission denied
jennyBubuntu : /homedauid$
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1:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
5534:65534:nobody: /nonexistent: /usr/sbin/nologin
[systemd-timesync:x:100:102:systend Time Synchronization,,,:/run/systemd:/bin/false
systend-network:x:161:163:systend Network Management,,,:/run/systend/netif:/bin/false
systend-resolve 104:systend Resolver,,,:/run/systend/resolve: /bin/false
103:105:systemd Bus Proxy,,,:/run/systemd: /bin/false
:164:108: : /home/syslog: /bin/false
_apt:x:105:65534 i /bin/false
messagebus:x:106:116: : /var /run/dbus: /bin/false
uuid 67:111:: /run/uuidd: /bin/false
:Light Display Manager:/var/lib/lightdm:/bin/false
/nonexistent: /bin/false
autoipd:x:110:119:Avahi autoip daemon,,,:/var/lib/avahi-autoipd:/bin/false
11:120:Avahi mDNS daemon, ,,:/var/run/avahi-daemon:/bin/false
dnsmasq:x:112:65534:dnsmasq, , , : /var /1ib/misc: /bin/false
colord olord colour management daemon,,,:/var/lib/colord:/bin/false
speech-dispatcher:x:114:29:Speech Dispatcher,,,:/var/run/speech-dispatcher:/bin/false
hplip:x:115:7:HPLIP system user,,,:/var/run/hplip:/bin/false
5534:Kernel Oops Tracking Daemon,, /bin/false
var/run/pulse: /bin/false

:119:127: : /var/lib/saned: /bin/false
20:46:usbnux daemon, , , : /var/Uib/usbmux: /bin/false
isco, ,, :/home/cisco: /bin/bash
var /run/vboxadd: /bin/false
/nonexistent: /bin/false
var /run/sshd: fusr/sbin/nologin
/home /Alic
ome /Bob:
/home/Eve
home/Eric

joe:x:1006:1011: Joe,101,2354,76699: /home/joe: /bin/bash

007:1012:Roy,100,2355,76616: /home /roy: /bin/bash

013:Jack,1611,2356,76601: /home/jack: /bin/bash

ethan:x:1609:1014:Ethan, 103,2357,76662: /home/ethan: /bin/bash

016:1015:Mac, ,,76603: /home/mac: /bin/bash

011:1016:David, ,,76604: /home/david: /bin/bash

root@ubuntu: /home/cisco# cat etc/shadow
cat: etc/shadow: No such file or directory
root@ubuntu: /home/cisco# cat /etc/shadow

655hNQGag7$CdrAAShcWIUQsbThSYFNHPM jxFyvK51eL00ST80YXtZMKTHUXUWG t8bHS fOtSAOTQIEMHOKSYIXSKGC3HPG K/ 116980:0: 99999

199999:7:: 1
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colord:*:16911:0:99999:7:::
speech-dispatcher:!1:16911:0:99999:7:::
:16911:
*

$16911:0:99999:7:::

cisco:$6$DsLXIPVPScjp6DhAPXDczqsfTiBXeExTnc0l. ruleA2elbc1GqHNbkKs502Z8CpRcdUbhRM30Zz5WEQATQHTIX . 1kZeDoHj1:16967:0:99999:7:::
vboxadd:!:16967::

Eric:$65erKyMrmq$2KfXyaeZ0AvVKE698VKWhz3e2SXDOVaKDOCVOU jpeuDPI6A1buf6cvhzz1hDs fzwUULWKtvsCZU3. J1VhFNXwP/:16968:
jenny:$6SVPACPWUPSNSt84hn77TyLTB/Pr720KDz81CsghpOAWhjDLTNOOGEWBHICu/EnXWkGmpgKOc5sX.YVLGRt.xQzsao3PTz1D0: 1857
joe:$651IpssX0YSKCu7y30d7rPPhP25GqfviHNod. gbkk8ayDGWBtISvpvILFmChCIaAE1dGVvWELHOPai7BDgDain6CDLtaCMalD. :18575:0:99999:7
roy:$6SPfBySUODSSEGVQVAW/T2gznM/0489UDNpSROH10Zr9FDL1 /KFVBC511.369krpgFBTvzm7LXZgXsDrmgjUOR9KGDFMNbi81:18575
jack:$65K8dQOObAS4AVKCL153WFWwXIWCLT6j4MSCopi3b0c7UunIrydmjtGdckTXSQ4rL2xXrCHtkrpuiMeAjpdqOTZrs8DkZFdtN/:1857
ethan:$6SCxmpi0Ow4$1BpIhc/ziermen8BfEM8hHa j8gTM49QQf4Y0QaCPAKIeUIZIOdAGGVTVcajqkl055iUwuie3 . Rez4/opol1cNi0:18575:0:99999:7:

:$6$XR2IRZRr$6nbQQr68RAFqvfa9BDUEGZDIki2T5LTIHV5Y3S1YvX. ubINC6WLCcZSINXZYXI5uvQVoZgFCWRZeL9dtK8GHt. :18575:0:99999:7
david:$6$961yubT/$00z8I1WNgCaXuz80knn6FhbGXMkqAXdHBBSPO8j.A1b2195ZwlW/LB4Lez9. /agC72f /5jMS4wYsL3HhG5W5p4. :18575:0:99999:7:::
root@ubuntu: /home/cisco# I
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rootgubuntu: /hone/mace 1s -1
total 16

rw-r--r-- 1 nac EMPGC 8980 Nov 9 05:30 exanples.desktop
-rwxrwx--- 1 nac EMPGC 32 Nov © 07:54

root@ubuntu: /hone/mac# cd ..

rootgubuntu: /hone# cd jenny

root@ubuntu: /hone/jenny# 1s -1

total 16

-rw-r--r-- 1 jenny HR 8980 Nov © 05:27 examples.desktop
fux------ 1 jenny HR 33 Nov 9 07:49

root@ubuntu: /home/jenny# cat file_jenny_c.txt

This s Confidential HR Docunent

rootgubuntu: /hone/jenny# cd ..

rootgubuntu: /hone# cd joe

root@ubuntu: /hone/joe# s -1

total 16

rw-r--r-- 1 joe HR 8980 Nov 9 05:28 examples.desktop
ruxrwx--- 1 joe HR 25 Nov 9 67:56

rw-ru-r-- 1 Joe HR O Nov 9 05:54 test.txt
root@ubuntu: /hone/joe# cat file_joe_g.txt

This is a group Document

rootgubuntu: /hone/joe# cd ..

root@ubuntu: /hone# cd roy

root@ubuntu: /hone/roy# 1s -1

total 16

ru-r--r-- 1 roy NGT 8980 Nov 9 ©5:29 examples.desktop
-rwxrwxrwx 1 roy MGT 25 Nov 9 07:51

root@ubuntu: /hone/roy# cat file_roy. txt

This s general Document

rootgubuntu: /hone/roy# cd ..

rootgubuntu: /hone# cd jack

rootgubuntu: /hone/Jackit 1s -1

total 16

-rw-r--r-- 1 jack EMPGA 8986 Nov 9 05:29 exanples.desktop
-rwxrwxrwx 1 jack EMPGA 25 Nov 9 07:52

root@ubuntu: /home/jack# cat file_jack. txt

This s general Document

rootgubuntu: /hone/jack# cd ..

rootgubuntu: /hone# cd ethan

root@ubuntu: /hone/ethantt 1s -1

total 16

-rw-r--r-- 1 ethan EMPGB 8986 Nov © 05:29 examples.desktop
-rwx------ 1 ethan EMPGB 39 Nov © 07:53

root@ubuntu: /hone/ethan# cat file_ethan c.txt

This s Confidential Employee Document

rootgubuntu: /hone/ethan# cd ..

root@ubuntu: /hone# cd mac

root@ubuntu: /hone/mac# 1s -1

total 16

-rw-r--r-- 1 nac EMPGC 8980 Nov O 05:36 examples.desktop
rwxrux--- 1 nac EMPGC 32 Nov 9 07:54

root@ubuntu: /hone/mac# cat File_mac_g.txt

This s group Employee Document

rootgubuntu: /hone/mac# cd ..

rootgubuntu: /hone# cd david

root@ubuntu: /hone/davids 1s -1

total 16

-rw-r--r-- 1 david EMPGC 8986 Nov © 05:30 examples.desktop
rux------ 1 david EWPGC 39 Nov 9 67:54

root@ubuntu: /hone/davids cat file_dav_c.txt

This is Confidential Employee Document

rootgubuntu: /hone/david# Il
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jbuntu 16.04 LTS ubuntu ttyl
Jenny

fLast login: Mon Nou 9 08:12:21 CST 2020 on ttyl
jelcone to Ubuntu 16.04 LTS (GNU/Linux 4.4.0-193-generic x86_64)

* Documentation: https://help.ubuntu.con/

507 packages can be updated.
14 updates are security updates.

iew release *18.04.5 LTS’ available.
Jun * do-release-upgrade’ to upgrade to it.

1 joe HR 8980 Nou 9 05:28 examples.desktop
1 joe HR 25 Nou
1 joe HR 0 Nou

| jennyeubuntu: home. joe$ cat file_joe_g.txt

[This is a group Docunent

| iennyeubuntu : home joe$ _
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