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Abstract
Technically, being a digital-first bank, FinSure Bank (FSB) is a cloud-only enterprise, meaning that the bank provides financial services in many jurisdictions. The organisation is now lacking in one security administration, lacks clear risk management processes, and formal compliance control framework. This paper addresses the security frameworks that the majority of people know ITIL 4, COBIT 2019, ISO/IEC 27001, and the NIST Cybersecurity Framework (CSF). It advises a multi-layered, custom Governance, Risk, and Compliance (GRC) architecture which is suited to the FSB operational profile. The paper addresses lay prevention of insider threats, service level management, the compliance with GDPR, the BYOD policy, and backup preparation. It further adds that rules are to be periodically considered to get adjusted to the changing threat environment. The proposed architecture will provide FSB with a systematic way towards an established, effective and conforming information security stance.

1. Introduction
Banking has become one of the most common victims of a cybercriminal attack. Quick digitalization of banking services, the ability to carry out activities across national borders, and the need to use third parties means that malicious actors can work on a significantly larger attack space [1]. The example of such a problem is the cloud-native, global financial institution FinSure Bank (FSB) which provides retail banking services and savings and loans and investment services but does not have a unified system of governance, systematised compliance programme, and plan to manage risk systematically.

Cloud configurations, insider abuse, GDPR breaches, and advanced persistent attacks (APTs) are potential threats to FSB since more than 90 percent of its infrastructure is deployed on the cloud, and most of the employees come to work with their own complements (BYOD). Experimental studies show that the only thing that gives rise to an extended time of detection and increase the cost of breach is a fragmented security system [2]. Therefore, a framework based, systematic GRC method is not only essential but also needed in operations.

The present study reviews the literature sources in academia and business with an offer to create a detailed representation of the applicable security frameworks and models. Second is the flexible framework of governance and compliance of FSB.



2. Review of Security Frameworks and Models
2.1 ISO/IEC 27001 and the ISO 27000 Family
One of the most widely known standards of Information Security Management Systems (ISMS) is ISO/IEC 27001. PlanDoCheckAct (PDCA) cycle of providing a rational framework of implementing risk-based controls of sensitive data is offered [3]. The 93 controls that are defined in Annex A allow organisations to choose the right controls depending on the identified risks and these controls are divided into four domains, namely, organisational, personnel, physical, and technical. Assuming the completion of the ISO 27001 certification, the Financial Services Bank (FSB) would have a point of reference of an authoritative and auditable character in compliance with the existing regulations and the expectations of customers in the sphere of customer confidence. Other provisions like ISO27017 on cloud security and ISO27018 on the security of personally identifiable information in publicly accessible clouds are of critical importance due to the high priority that FSB puts on cloud security [4].

2.2 NIST Cybersecurity Framework (CSF) 2.0.
In order to safeguard vital infrastructure, the NIST Cybersecurity Framework (CSF) was developed voluntarily in 2016. Govern, identify, protect, detect, respond, and recover are its six primary functions. In 2024, the framework was updated to version 2.0 [5]. The Governance role in CSF 2.0 increase organisational responsibility in cybersecurity decision-making and fill in the existing gaps in cybersecurity governance by the Financial Stability Board (FSB). The framework is not very technical and is non-sector specific (making it suitable) to international organisations conducting digital banking.
2.3 COBIT 2019
COBIT 2019 (Control Objectives of Information and Related Technologies) has its priorities on the information technology governance and management in the enterprise and enables aligning the enterprise information technology objectives to the general business objectives [6]. Separating governance (setting direction) and administration (execution), the COBIT framework will permit the executive leadership and board of FSB to possess a clear model that will assist them to be accountable, measure performance and enforce compliance with regulation oversight. Better still, the fact that COBIT is compatible with the ISO 27001 and the ITIL model, makes it an excel plan of governance overlay in the proposed security architecture of FSB.
2.4 ITIL v4
ITIL 4 (Information technology infrastructure library) reexamines IT service management in the scheme of a Service Value System (SVS) encompassing a continuous improvement never-ending, governance, and value co-creation [7]. ITIL is deemed informative in FSB on cloud service management, supplier relationship plans and development of the Service Level Agreement (SLA) with the external cloud providers. In ITIL, SLM will ensure that security requirements, performance objectives, and promises are well written and reviewed on a regular basis. Table 1 below provides a comparison of these frameworks, their scope and their applicability to FSB.

	Framework
	Scope
	Key Focus
	FSB Relevance

	ISO/IEC 27001
	ISMS globally recognised
	Risk management, controls
	Core certification baseline for FSB

	NIST CSF
	US-origin, globally adopted
	Identify, Protect, Detect, Respond, Recover
	Cyber resilience lifecycle

	COBIT 2019
	IT governance & mgmt
	Alignment of IT with business
	Governance structure for FSB board

	ITIL v4
	IT service management
	Service lifecycle, SLAs
	Cloud service & SLA management

	PCI-DSS
	Payment card industry
	Cardholder data security
	Mandatory for FSB financial services


Table 1: Security Framework Comparative Analysis

The suggested layered GRC architecture for FSB, which combines governance, compliance, risk management, security controls, and business continuity into a single model, is shown in Figure 1 below.
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Figure 1: FSB Proposed GRC Architecture (Source: Author's original design, drawing on ISO 27001 [3], NIST CSF 2.0 [5], and COBIT 2019 [6])


3. Proposed GRC Approach for FinSure Bank
3.1 Governance and Strategic Planning
The network of FSB should be guided by a stringent approach of planning all business operations within it and ensuring adherence to the set of rules and regulations. Effective governance relies on a sound organisational framework where there is control on the board level [6]. To facilitate the above, FSB ought to establish an Information Security Governance Committee comprising of the Chief Information security officer (CISO), data protection officer (DPO), Chief risk officer (CRO), and board members. This committee would ensure that the integration of security planning should be in compliance with the COBIT 2019 framework as well as the growth and regulatory demands of FSB. A three lines of defence strategy such as; operational management, risk and compliance, and internal audit are useful in making sure that responsibilities are well defined, accountability is upheld, and independent oversight is present [8].
3.2 Security Policies
As a way of integrating this into practise, FSB should enact the ISO 27001 Annex A controls using a set of practicable policies. These are the Information security policy, BYOD and acceptable Use Policy, Data Classification and handling Policy, Third party and Vendor Management Policy and Incidents Response Policy. All the policies need to be articulate in stating the reason behind it, the person mandated to follow it, the enforcement process, and the frequency of the revised policy [3]. Especially attention should be paid to the BYOD policy. The study by Disturber and Kleiner reveals that personal devices are one of the major sources of data breaches and malware in financial organisations where their usage is not managed [9]. To handle this risk, FSB ought to enforce enrollment of all personal devices in Mobile Device Management (MDM), encryption of all devices, Network Access Control (NAC) to limit access, and bar uncontrolled devices to access sensitive data.
3.3 Risk Management
FSB should use a flexible risk management process that is consistent with ISO 31000 and aligned with NIST CSF 2.0. The process begins with a tiring process of asset enumeration, moves to threat identification, vulnerability analysis, threat likelihood and impact scoring and finally control selection [5]. Having a formal risk register that is reviewed quarterly allows the management to monitor the residual risks and how mitigation measures are progressing.

Table 2 presents a high-level risk register for FSB's most critical information security risks.

	Risk
	Likelihood
	Impact
	Rating
	Mitigation

	BYOD data breach
	High
	Critical
	Extreme
	MDM, endpoint encryption, NAC

	Cloud misconfiguration
	Medium
	High
	High
	Cloud security posture mgmt (CSPM)

	Insider threat
	Medium
	Critical
	High
	UEBA, least privilege, DLP

	GDPR non-compliance
	High
	High
	Extreme
	DPO appointment, PIA, consent mgmt

	Third-party API compromise
	Medium
	High
	High
	Vendor risk assessment, API gateway

	Ransomware / DDoS
	Medium
	Critical
	High
	BCP/DR, immutable backups, WAF


Table 2: FSB Information Security Risk Register (Source: Author's analysis based on ISO 31000 [10] and NIST CSF 2.0 [5])
3.4 Compliance: Laws and Ethics
The multitude of regulatory regimes has to be adhered to by the cross-border activities that FSB has to conduct. According to EU General Data Protection Regulation (GDPR), fair processing of personal information, notification of the breach within 72 hours, and designation of Data Protection Office (DPO) in instances where personal information is contained on a large scale are necessary measures [11]. 

Non-compliance makes the company subject to fines of 4 000 percent of the world turnover annually. Therefore, FSB will have to conduct Privacy Impact Assessments (PIAs) of each new data-processing operation, follow the principles of data minimization, and implement a formally documented consent-management system. Payment Card Industry Data Security Standard (PCI -DSS) v4.0 is used to apply to payments processing activities at FSB that require network segmentation, encryption of cardholder information, multi-factor authentication (MFA), and penetration testing every year [12]. In a moral sense, FSB has a fiduciary duty to its customers to maintain utmost transparency and limit the purposes of biometric, financial and behavioral data.

3.5 Protection Mechanisms
FSB's security architecture should be designed around a defense-in-depth strategy, which means it puts in place multiple layers of protection to mitigate risks. This includes integrating a number of important technologies to defend systems, data, and users.

Role-based access (RBAC), privileged access management (PAM), and multi-factor authentication (MFA) should be utilized for access control, in accordance with, Zero Trust Architecture, to ensure that each access should be validated [13].

Strong encryption (TLS 1.3 for data in transit, AES-256 for the stored data) should be employed to protect all data and customer managed keys (CMK) should be retained in the cloud.

While the use of UEBA helps detect any abnormal behavior and threatened actions, it should be used in conjunction with a SIEM system that detects the logs in real time and stores them for at least a year [14].

Lastly, an application web firewall (WAF) should protect applications and APIs from attack against injection and misuse, while data loss prevention (DLP) technologies should prevent data breaches and.
3.6 Contingency Planning
One of the requirements of ISO 22301 (Business Continuity Management) [15] is that FSB should develop and substantially test a Business Continuity Plan (BCP) and Disaster Recovery Plan (DRP). Each level of service should have recovery goals. An Incident Response Plan (IRP) - consistent with NIST SP 800-61r2 - should include the roles, path(s) of escalation, templates of communication and the procedures of preserving evidence.
3.7 Service Level Agreements
In compliance with ITIL v4's Service Level Management approach, FSB must establish legally binding SLAs with all cloud service providers and third-party API vendors [7]. Data residency limitations, uptime guarantees, incident response schedules, right-to-audit clauses, and breach notification requirements should all be specified in SLAs. Because of regular SLA assessments and automated monitoring dashboards, FSB is able to enforce accountability and identify worsening performance patterns before they become service disruptions.


4. Applied Security Model: NIST CSF 2.0 Lifecycle
A continuous improvement cycle for cyber resilience is created by mapping the NIST CSF 2.0 five-function model onto FSB's operational requirements, as shown in Figure 2.
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Figure 2: FSB Operations Using NIST CSF 2.0 (Source: Adapted from NIST CSF 2.0 [5])



5. Critique: The Importance of Perpetually Changing Regulations and Standards
In a constantly evolving environment of evolving threats, it is helpless to rely on such fixed and static security standards. Regulations and frameworks need to be updated regularly in order to be relevant and effective.
5.1 The mentioned changing threat landscape.
Cyber threats are changing constantly and they out-pace static regulations. The emergence of ransomware-as-a-service (RaaS), AI-driven phishing and supply chain attacks such as SolarWinds cyberattack and MOVEit breach demonstrate that control can easily become outdated [1]. Updated frameworks, for example, updated versions of NIST CSF 2.0 reflect actual cases and help to maintain effective security controls.
5.2 Technological Change
Fast track adoption of cloud computing, IoT, AI and quantum technologies introduces new kinds of vulnerabilities which were not handled in a technically complete way by older standards. Reports from ENISA describe concerns such as misconfiguration of cloud technologies and API vulnerabilities which were considered to be minor issues in the past [16]. Regular updates help organisations such as FSB to have modern, relevant controls.
5.3 Convergence and Harmonization of Regulation.
Operating across multiple regions is a source of compliance issues. New regulations, e.g. DORA, are in line with frameworks such as GDPR in order to bring ICT risk management to a standard [17]. But that comes at the expense of duplication, cost and simplicity in compliance for organisations such as FSB.

5.4 Stakeholder Trust and Ethical Accountability
Regular business defined standards are an indication of a genuine commitment to security to customers, regulators and investors. Research by Bulgurcu et al. shows that when the policies are seen as legitimate, the level of compliance by the employees improves to a great extent [18]. This builds up internal security culture and also trust for external purposes.

5.5 Incident Response and Lessons Learned
Post-incidents reviews- the Equifax data breach, the Colonial Pipeline ransomware attack, for example- have a direct impact on standards and regulations changes. These updates happen to ensure that learning from real incidents is applied to the formation of control in the future, instead of referencing only from theoretical models of at-risk [2]. For FSB, participating in industry information sharing as well as keeping up with updated standards is a way of ensuring continuous improvement and better security practices.

6. Conclusion
A patchwork approach to information security at FinSure Bank has serious operational, legal and strategic issues. Through implementing one, framework-based GRC approach that is based on NIST CSF 2.0, COBIT 2019, ITIL v4, and ISO/IEC 27001, FSB may achieve more security maturity in a clear and defined manner.

Weaknesses like unmanaged BYOD, poor governance, GDPR compliance gaps, cloud security and back-up processes are covered in this tiered approach. FSB can strengthen residual risk management and liberalization of compliance across jurisdictions by establishing the tools such as a risk registry, SLA framework, and appropriate security measures.

Crucially, security governance must be seen as a ongoing process as opposed to a one-time endeavor. Keeping up with the changing risks and regulations means constant development, including frequent risk assessments, framework changes, employee training and third-party audits. While achieving COBIT 2019 governance maturity is a longer-term objective, FSB should be focused on achieving ISO 27001 certification and complying with NIST CSF 2.0 and DORA in the short run.
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