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This paper explores the concepts of smart home technologies and the different connectivity models that apply to them. A number of issues are associated to smart home devices, including data privacy, security, connectivity. This paper explains these vulnerabilities and offers them for consideration before purchasing / installing them in a home environment. Further to this, a suitable design for a smart home installation is provided using different secure connection methods (both local and remote) for the management of the devices. 

[bookmark: _Toc44851929]Introduction
[bookmark: _Toc44851930]What is the Internet of Things (IoT)?
IoT devices are a collection of smart devices that in essence aren’t categorised as computers, but do provide an array of meaningful data for an end user or an organisation[1]. 
By 2025, it is estimated that there will be approximately 21 billion IoT devices communicating various types of data all over the world[2]. Recent developments in high speed wireless network coverage and availability (namely 5G), means that more and more devices can be manufactured to market for customer needs [3]. In 1999, the term IoT was defined by a British technologist Kevin Ashton, who describes IoT as “… a vast network of smart objexts which work together in collecting and analysing data and autonomously performing actions for data analytics”[4].

[bookmark: _Toc44851931]Connectivity models
The internet society defines four connectivity models that explain IoT device connectivity[5]. 
1. Device to Device Communication Model
Typically Devices use Bluetooth to send small amounts of data between each other. A typical device would be an individual with a keen interest in fitness wearing a heart monitor that links to their exercise watch. The distance between the devices is very small, and a low energy connection can be used to send the data from the heart monitor to the watch. After an exercise the individual would use an app to view the data which would advise them of the heart rate zones at particular intervals of the exercise[6]. 

2. Device to Cloud Communications Model
The Hive heating system, provided by British Gas allows a customer to download an App and change heating parameters within their home whilst they are outside of their home network coverage, they could be using a mobile phone on a mobile phone network to view the current temperature and to warm up or cool down their home before they return. The customers hive system installed at home, would only be designed and programmed to communicate with the British Gas servers residing in the Cloud. A user would be given credentials to log into their section of the server that allows them to control their home device[7].

3. Device to Gateway Communications Model
Smarthings[8] is a gateway that sits in a home. Devices that connect to it do not have to use the same protocols, and can be of different vendors. The Smarthings home hub acts as a central gateway for all the devices around the home. Life patterns are learnt by the gateway so it can make intellectual decisions on when to for instance dim lights if a home owner turns their television off, or to automatically lock the front door if all the lights are off at 9pm, suggesting that the homeowners have gone to bed.

4. Back end Data Sharing Model
In this model, a single device connects to a third party so that it can read data from its sensors and collate it and present all the data for the user can review it. An example of this model is the running app Strava. A runners watch syncs with the strava APP, and all segments ran will display a time on the segment, a heart rate, elevation etc. The third party access requires the user to approve its involvement to handle the data. Strava tracks real time location[9].

[bookmark: _Toc44851932]Data Privacy
With all the above listed connectivity models, one of the challenges for manufacturers and designers is the protection of data privacy. As all these devices connect and send information, it is vital that data privacy is adhered to. Poorly designed systems could leave themselves vulnerable to data leaking. Consequently, with IoT devices rapidly increasing in numbers, hackers and cyber criminals are always adapting to exploit system vulnerabilities for personal gain[10].

[bookmark: _Toc44851933]Internet Protocol version 6 (IPv6)
IPv6 caters for the scalability of IoT devices. The address space of IPv6 is 340,282,366,920,938,463,463,374,607,431,758,211,456 addresses. This provides a healthy scope that will not run out anytime soon[11]. IPv6 allows devices to allocate their own IP addresses with a stateless mechanism[12]. In essence every connected device in the world could have its own routable IP address.

[bookmark: _Toc44851934]What is a Smart Home?
"A dwelling incorporating a communications network that connects the key electrical appliances and services, and allows them to be remotely controlled, monitored or accessed.” – The Department of Trade and Industry (DTI) 2003.[13].

[image: ]
Figure 1: image of a smart home from smarthomeenergy.com[13].
Smart homes as we know them today, evolved from the introductions of home networks in the early 2000s, to accompany faster home networks, devices were manufactured that could work over a network. With the upscaling of speed in networks, there has been a real surge in developments when it comes to Smart devices[14].
The principal concept of the smart home is to make things more convenient for the homeowner. Although startup cost for smart home equipment could be expensive, over the long term it is suggested that you could save on energy bills. There are many gadgets on the market on offer, and purchases would reflect a homeowner’s budget. Smart home gadgets aren’t only restricted to the energy market, devices that secure a home are available, entertainment devices, home appliances are also available. As discussed in an earlier section, a homeowner could purchase device to gateway equipment. One example of this is the Amazon Alexa device. Not only can you control heating, you can turn on sockets, lighting, hot water, boil the kettle by saying simple commands that utilise voice recognition. Skills for the device can be purchased, which essentially unlock the protocols for the Amazon Alexa to communicate with them, devices connected to the same home wi-fi network, and commands issued by the user verbally to activate / deactivate various devices[15].

[bookmark: _Toc44851935]The future of Smart Devices in Smart Cities
With developments on the 5G network, the next big developments in IoT is expected to be focussed to create Smart Cities. The car manufacturing business has taken off with the push with electric cars. Electric cars, such as TESLA, have developed software to check availability on charging points around the cities. Smart Cars can also receive information on available parking spaces in the city, immediate traffic updates, the future ambition is to have driverless cars, however this is still in an early development stage. Other IoT technology we could expect to see in Smart Cities include public transport updates, tourism information, better policing capacity. A smart city relies on quick access to data and analytic capabilities[16].
According to the Thales group a successful smart city has the following elements[17]:
1. High speed wireless technology
2. Open Data
3. Trusted security
4. Flexible monetization schemes
In the UK, the fastest growing smart city is Milton Keynes. The city has seen high investments in smart infrastructure and services. A data hub was built for all the smart city devices to centralize the data, the data is anonymized but is available for any approved third party to build applications to assist in the projects. Sensors have been installed throughout the city that provide different functionality.
1. Car park sensors to help attendants find spaces,
2. Sensors to assist the council to combat congestion issues,
3. Pedestrian modelling to understand behaviour
4. System to aide visually impaired individuals
With all the devices that send data back to a source, it is understandable that many vulnerabilities will exist and that hackers and cyber criminals will take measures to exploit them. In the next section we will explore the challenges in Securing IoT devices[18]. 

[bookmark: _Toc44851936]Security issues
In order to protect the IoT Framework, and when addressing any security topics associated to it, as Cyber Security practitioners, we should use the Communication, Integrity and Availability (CIA) Triad Model, to explore how devices should meet the security requirements. As user data is very valuable now days, it is imperative that it is protected[19]. With the increase of the IoT market, we should be asking ourselves how stringent the security of the communication of data is. The convenience of using these IoT devices, certainly provides the users with convenience, impressive data analytic tools, ease of use, but this should not compromise their security.
There are many vulnerabilities associated with IoT as well as consumer awareness that provide cyber criminals to exploit.
· Universal Plug and Play Protocol (UPnP) is a protocol that self-configures when it obtains an IP address. If UPnP is enabled a device does not need to authenticate. Many IoT devices use UPnP for ease of installation. However, cybercriminals can take advantage of the weakness in this protocols security that enables them to retrieve information, carry out attacks.
· Cyber criminals can exploit out of the box passwords to send malicious emails for financial gain or links to harmful software, this targets un-expecting users.
· Sending traffic to the devices that businesses / customers rely upon, and denying them service to the devices, either via a Denial of Service to or from the IoT device.
· Obtaining financial gain from transactional data.[19].

[bookmark: _Toc44851937]Security Recommendations
In order to protect users of IoT devices from any malicious activity from cyber criminals, a layered approach using the Open Systems Interconnections model will be used[20].
Layer 1 – The Physical Layer
A wired connection is preferred over a wireless connection, as wireless networks are more susceptible to attacks, as they broadcast a signal that is visible outside network boundaries, and some of the protocols people use to secure their networks, aren’t of standard (WEP), however it is not always possible to use a cable[21]. If Wireless connection is necessary, then it should connect to a protected network that uses WPA2 encryption. A hidden network to mask the network Service Set Identification (SSID) could also deter attempts from cyber criminals to gain access.
Layer 2 – The Data Link Layer
Virtual Local Area Networks to segregate the IoT device from the rest of the network would be more secure than just connecting the device in a flat network, allowing access from only certain IP addresses. If malicious activity was successful, there’s a good chance that it would be contained only in the VLAN if configured correctly[22].
Layer 3 – The Network Layer
Disable UPnP, this will stop the device from configuring gateway automatically (ie opening ports)[23]. Place a firewall between the outside and inside of the network to act as a gateway with strict rules to lock it down. Place the IoT device in a demilitarized zone, so that it sits outside the network, but with simple access rules can be accessed remotely or from within the network[24]. 

[bookmark: _Toc44851938]Other considerations
Keep up with patching and firmware updates[25]. 

[bookmark: _Toc44851939]Conclusion
Smart devices makes life more convenient for users, from a voice activation or a push of a button, users can control their assets from anywhere in the world. As the technology is rapidly expanding its limitations, network speeds increase, and become available in the remotest parts of our country, there is no doubt that IoT will develop further. Data has become valuable for owners. As data becomes valuable to owners, it also becomes valuable for cyber criminals. It is imperative that IoT devices are secured to protect user data. The recent headlines that google and amazon listen to unsuspecting homeowners conversations[26] is enough to raise suspicion, however, what is stopping criminals gaining entry into the home network and using it for malicious purposes. The shocking tale of a hacker accessing a smart baby monitor and threatening parents to kidnap them until a ransom was paid[27] highlights the lengths criminals will go to exploit IoT devices. Smart Thermometers being used to send Distributed Denial of service attacks to a buildings environmental system displays that financial gain isn’t the only reason for attacks[28].
There are many more examples of IoT devices maliciously used, but these only highlight the importance of Security criteria from protecting the IoT network and application properties.  
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The Smart Home design created by the author is in the form of a packet tracer (.pkt) file, submitted separately. It displays a smart home with various devices and functionalities to assist customers in their everyday lives. The design implemented displays broad interconnecting opportunities and an overview of how the technologies can integrate into any home / business.
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