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For this assignment, we were tasked with creating a brief report on Ransomware in general and discuss what occurred in a case study. This is aimed at a small company, where the managing director will be learning this type of malware and what it could do to their company. It is known that the managing director is intelligent but not necessarily tech savvy, so the report will have enough information to be understood by the managing director.
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[bookmark: _Toc152106596]Defining ransomware
Ransomware will prevent you from accessing your system or important files. To regain access, the threat actor will demand ransom payment in the form of something discrete and untraceable such as cryptocurrency. 

[bookmark: _Toc152106597]First ever ransomware
In 1989, a Harvard biologist by the name of Joseph Popp created the worlds first ransomware attack labelled AIDS. The program essentially spoofed itself as a legitamite source of information about AIDS. In reality, the program ‘encrypted files’ on the victim’s computer, meaning they scrambled the contents making it unreadable to unauthorised users, and requested a fee of ‘$189’ to his PO box [1, pp. 321–327]. This method of disgusing malware as legitamite is known as Trojan virus, which is named after the notorious ‘Trojan Horse’ tactic used by the Greeks during the Trojan War.

[bookmark: _Toc152106598]Evolution of ransomware
Since Popp’s attempt at stealing money through ransomware, there hasn’t been much change in the way criminals attack companies via ransomware. If we look back at Popp’s method, he used a ‘symmetric-key’ encryption [1, pp. 321–327]. This is where only one key is used for both encryption and decryption. The major downside is that the key is a single-point of failure, meaning if it were to be found out, any encrypted files can be decrypted at ease. In 2006, criminals took on a new and improved method called asymmetric, which is where the encryption uses two mathematically linked keys [1, pp. 321–327]. 
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[bookmark: _Toc152106600]Case study – CryptoWall
As time went on and computer science evolved, criminals were improving from their previous attempts. They finally implemented what’s called asymmetric key cryptography into their ransomware attacks. This is where the two keys are cryptographic and generated by a command and control server, used to send unlawful commands to an infected computer, and only the public key is sent to the infected machine without the private key leaving the server. This would effectively cause an ‘impossible to break’ ransomware [2, pp. 14–20]. One of the first to adopt this ransomware is CryptoWall back in 2015. 
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The best way to defend your business’s network is simply by ensuring you are: using up to date antimalware software; have a backup plan; implementing mandatory cyber defense training with your employees (Kaspersky, 2023).
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