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[bookmark: _Toc50969058]

[bookmark: _Toc52193514][bookmark: _Hlk50974625]2.1 Introduction to vulnerability and cybercrimes that exist
[bookmark: _Hlk50974748]This literature review will cover five key topics, which are what is vulnerability/cybercrime that exists, policies that the UK and the Canadian governments have in place to protect vulnerable people, cybercrime, whether equality legislation in the UK and Canada protects vulnerable people,  how the UK & Canadian Governments are looking to protect vulnerable people who may become the victims of cybercrime and vulnerable people case studies (UK & Canada). At the end of the literature review there will be a summary and discussion of emerging issues.
[bookmark: _Toc52193515]2.1.1 Vulnerability
[image: ]There are many forms of cybercrime within the digital world where vulnerable people may fall victim. According to Chesnay & Anderson (2008), vulnerability is defined as a state where a person is likely to be influenced or harmed by particular individual or communities; people who are vulnerable tend to disagree on this because they focus on their strengths rather than their weaknesses. An example of this can be young children/teenagers using the internet because they know how the cyberspace technology works (which is a strength), however within some gaming environments, internet, chat rooms and social media they may not be aware that they are being groomed by someone as they think the person is being kind to them, which can be perceived as a weakness. Figure 1Internet Safety & Digital Piracy

The poster from internet matters (2018) backs up the fact that the children are vulnerable online as they do not understand, the cyberspace works e.g. digital and online grooming. 





[bookmark: _Toc52193516]
2.1.2 Cyber terrorism 
[bookmark: _Hlk51244188]Torok (2010) explains cyber- terrorism and how Al – Qaeda (AQ) recruit people online. In his research, AQ’s strategy is to use a wide range of networks and platforms to reach a worldwide audience. In his explanation of why AQ uses cyberspace platforms, the rationale is that it gives the AQ leaders more control over their “message” (propaganda) compared to using traditional media such as the radio and TV. AQ prefer cyberspace as it allows them to publish propaganda nonstop for their supporters. 
In Torok’s research there are three areas which AQ use to recruit people from online sources known as Hosted sites. Those websites are hosted by AQ themselves, second Non-Hosted sites; AQ will have Facebook groups, Twitter accounts, Myspace and other social platforms. AQ’s third area is the publication of the Inspire magazine which teaches their supporters how to make bombs and other devices. In the UK AQ have been known to target many vulnerable groups of people, especially young adult males at UK universities because they know males are more likely to join their cause, for example back in 2007 four young British males were arrested under terrorism act for planning an attack on the UK during, the police found a huge amount of terrorist propaganda on computer hard drives (Livingstone, 2007).In this important study, Torok makes the interesting point that the greatest threat in cyberterrorism is the recruitment because western governments take the threat of cyberterrorism more seriously than the recruiting process, which has left some western countries at a disadvantage in combatting the recruitment aspect. 
[image: ]There is currently no status on how many social media accounts AQ have at this moment, this line graph shown the growth of how many ISSI accounts there are from past six years, this backups Torok on how AQ uses social media (McCarthy, 2015). Figure 2 ISIS Is Expanding Its Reach On Twitter



Th strength of Torok’s research is that it highlights the three key areas on how terrorist groups such as AQ and other terrorist organisations recruit people and how they are now using the internet and social media platforms to their advantage. He also identifies vulnerable groups within society who are likely to be targeted. Another valid point to his research is that Torok has highlighted weaknesses where various western countries have fallen behind on combatting cyberterrorism recruitment and therefore are not taking the threat seriously.
There are three drawbacks to Torok’s research, the first weakness is that it only examines one terrorist group within his research. This limits the study as it only focuses on one terrorist organisation strategy on cyberterrorism and how they use internet networks and social platforms to recruit people, for example Torok should have included other groups such as ISIS who are well known for recruiting supporters online via social media platforms. A second weakness of the paper is that there is no identified methodology so there is no clarity on how the research was collected. A third issue of the paper is information based on references that were seven years out of date when Torok wrote his published his paper. 
An opportunity for improvement of the paper is that Torok could have included a wider range of terrorist factions, for example he could have compared how AQ and ISIS were recruiting people via online social media platforms. It would have also widened the range of sources and information to compare the two different groups and viewpoints. In addition, the paper could have included a methodology section, which would have improved his research as there would have been a clearer structure regarding research methods and how the data was collected. 
Overall, the research is clear as it refers to the recruitment of university students, but because the paper is from 2010, it is out of date; for example, a lot has happened during the past 10 years. Torok makes a number of valid points like the fact that a number of western countries are falling behind in dealing with the recruiting of people. However, this may no longer be the case as western governments have invested in combatting the issue. 
[bookmark: _Toc52193517]2.1.3 Cyber Extortion
A worrying threat for individuals and organisations is on the increase, for example the NHS WananCry cyber-attack which placed the NHS as organisation and the patients in vulnerable place (Smart, 2018). Cyber Extortion is where hackers will intrude into an individual’s electronic device then withholds the victim's personal data and threatens to release information if they do not produce some form of payment (Simmons & Simmons, 2018).  Newspaper report from the independent from 2020 who have information from National Crime agency (NCA) there has been 9,473 cases of sextortion which is another form of cyber extortion (Oppenheim, 2020). 
[image: ]In analysis of the research carried out by (Johnson, 2020), one of the strengths of the bar graph shown in Fig 3 illustrate  how people would react if they were placed in the situation which 23% of people would be vulnerable at this point and would pay the hackers to reinstate their data without going to the Police to explain their issue. other groups would think about other routes to take first. An additional strength of the research is that it was published in 2020 meaning the research is new. The weakness of the graph is that he did not show the age range from each of charts, only shown was that ages from 15 upwards took part in the research, but this does not give a clear picture of what age group is most vulnerable. An opportunity the researcher could apply to their bar chart could be explaining their findings clearer as this would help another researcher when reviewing their investigation. A threat of the bar graph again it does not give a clear image of the investigator work about their topic.  Figure 3‘How concerned are you about experiencing being asked for a payment in return for getting back control of your device?’

[bookmark: _Toc52193518]2.1.4 Online Cyberstalking
[image: ]Norton (2020) defined online cyberstalking as threatening behaviour and unwanted attention from an individual or a community of people. 
[bookmark: _Hlk51760026]Online cyberstalking has become a new issue for the UK and Canadian governments to consider. A vulnerable group affected by this are females who have been involved in domestic abuse cases (Davidson et al., 2019). Fig.4 displays the age ranges of females who are victims of cyber stalking over a period of four years. The strength of this research is that it illustrates females are more vulnerable to cyberstalking than males. A strength of the research is that it identifies key aspects of cyberstalking, for example Davidson points out the legislation that protects victims. An additional  strength of the report , he suggested more detailed research is needed on the victims e.g. their sex, ethnic  group or whether they have  a disability to provide a better understanding of what female group is likely to be more vulnerable to this kind of behaviour.  A weakness of the bar chart is that it does not show current data or older age groups as it refers to only younger females. There is no methodology within the report explaining how the statistics were collected. Another weakness are the outdated references, for example, Davidson used sources from 2002 which in 2014 is 12 years out of date. An opportunity that the researcher should have undertaken is allowing their work to carry on as they published their report two years later in 2019. A second opportunity to report is that there should be a methodology section to report explain how data was going to be collected and from which sources.  Moreover, the report does not give a clear picture of other age groups who could be victims of cyberstalking (Davidson, et al, 2019). In contrast, Short et al (2015) argue that the vulnerable group is the cyber stalker themselves as most of them are young males in their teens or early twenties, suffering from some form of mental health illness mainly depression, anxiety or stress.  Yet, both authors make strong cases by identifying who is vulnerable, whilst Davidson points out that young females are ones who are mainly the victims of this type of crime. Figure 4 Proportion of women aged 16 to 24 who experienced cyber stalking in the last year

[bookmark: _Toc50969059]
[bookmark: _Toc52193519][bookmark: _Hlk50986824][bookmark: _Hlk50972960][bookmark: _Hlk50974646]2.2 National policies

[bookmark: _Toc52193520]2.2.1 UK NATIONAL CYBERSECURITY STRATEGY 2016-2021

In 2016 the UK government updated the UK National Cybersecurity Strategy 2016-2021, which aims to protect the UK and their citizens from cyberspace (Home Office, 2016).  It states that the UK aims to be at the forefront of the cyberworld.
 In section 2 of the policy: Tackling cybercrime, it identifies that all 43 police forces in England and Wales are trained and assembled into specialist units to deal with local levels of cybercrime - this is a policy strength for vulnerable people as the police can use their known intelligence to help them at a local level. Another strength of the policy is that it highlighted that terrorist factions no longer pose  a threat to UK cyberspace, however it does mention that the UK will monitor  terrorist groups’ activities, this is to ensure that nothing is targeted like key buildings or companies in the UK. Thirdly, this policy has identified vulnerabilities in some areas of cyberspace, for example in ‘Availability of hacking resources’ the UK policy explains that hackers will always have tools ready to attack UK citizens and companies no matter how prepared the UK is for this. This means the UK has acknowledged there will always be a continued threat from hackers. Another positive aspect of the policy is that by 2021, the government has three aims: to deter any threats from other nations; to investigate cybercrime incidents; will also take action to disrupt hostile activity.  This means the UK will try to prevent international and national threats and if needed, will use measures to stop other nations and other groups from damage to the UK infrastructure or putting its citizens into a vulnerable place as mentioned in the WannaCry NHS attack. 
A weakness of the policy is that it does not explain any of the measures that will be put into place for vulnerable people, for example West Yorkshire police force has published guidelines called “A Guide to Cyber Crime and Online Safety”. This information informs readers how to avoid becoming a victim of cybercrime and how to protect themselves. However, it only refers to how the government and other public sector organisations are dealing with cybercrime. A second issue relating to the policy is that it generally focuses on how the UK wants to protect its economy more than its own citizens; the policy provides very limited information about vulnerable people. It appears to concentrate on how government aims to protect UK companies and businesses against cyber-attacks. There are no models that it uses as a starting point. In identifying an opportunity, the policy could have shown future plans like the Canadian government use when they have achieved an objective or are working towards achieving the objectives (Cite this and give more details). Another example is the UK National Crime Agency (NCA) which published a cybercrime strategy to protect vulnerable people, they also published a video explaining the danger of cybercrime, the possible impact on children and young people and their vulnerability to become hackers unknowingly (NCA, 2020). Another opportunity where the policy could improve is by including data showing key areas where cybercrime has increased. A risk is that there will always be incidents where the UK government cannot fully protect its citizens.  
Mori & Goto (2018) review the new government cybersecurity policy for 2016 – 2021; the article mainly talks about the UK’s aims to protect the UK economy. Oath Inc., as cited by Mori & Goto (2018) refers to the accounts hack in 2017 of Yahoo who had had three billion customs accounts compromised. The only accounts affected were those created in 2013. They also highlight that cybercrime attacks can occur anywhere in the world that can affect individuals. To combat the issue, Yahoo told their users to change passwords as the only action necessary. Also, the head of Yahoo cybersecurity was told to stay silent when he first heard about the incident (Dilipraj, 2016). Eventually, when US law enforcement intervened, Yahoo were told that they were obliged to enlist support as the company had broken laws in the US; Yahoo then employed a Cybersecurity company (Esteves el al., 2017).   
The article has merits in that it explains how the government have improved upon its UK Cyber Security Strategy since its publication for 2011 – 2015. In the article, both authors have agreed that the UK government should be doing more to protect its UK citizens from cyberattacks. They believe the policies are good for the government which are mainly to protect the private sector e.g. companies and not the citizens of the UK who are vulnerable. They do suggest that the UK government should increase the protection of vulnerable people.
A weakness of the journal is the methodology, there is no clear method on how the research was carried out for their quotation ‘review national cybersecurity strategies and used it to review the UK cybersecurity’ However they mentioned that, they did use the capability maturity model which is used by software developers to find out results during their research according to Paulk, et al (1993). There are gaps in their research for example they only briefly explained on what the government is doing to protect UK citizens who are vulnerable  from cyberspace, while the mainly focus on how the UK government are going to protect big corporations as their deem more important.
There was an opportunity for the investigator is clearly justify their methodology at the beginning of their research they have given insufficient information on how they gathered there data, a methodology section  would explain to the readers how their research was carried. The researchers could also have  gone into more depth on what the UK government was doing to safeguard vulnerable people who use cyber space e.g. are they going to bring in new policies or legislation in to protect them. 
Overall the journal talks about how the UK only wants to protect private sector, not UK citizens, the journal also  explains how anyone is vulnerable to cyberattack. The journal is Clearly written from the point of view  someone in the IT sector as the journal is filled with many technical terms. 
[bookmark: _Toc52193521]2.2.2 National Cyber Security Strategy (Canada)
The strength of the National Cyber Security strategy for Canada is that the RCMP has more resource to combat cybercrime, this gives the RCMP more cybercrime  teams, more training with dealing with sensitive cases (Government of Canada, 2019) for this is why the citizen of Canada are in safer online. An additional merit of the strategy plan is there is a policy making team, this policy team reviews cyber security and cybercrime cases, for example if there is a rise in the cases of cybercrime in  Canada the policy team can advise the government to bring in new laws this asset should be in place by the end of 2022. An advantage of the strategy for Canada, is the government has laid out when they are going to meet their targets and  when they have achieve them. 
There are however weaknesses of the National Cyber Security Strategy is it only explains how the  Canadian government only wants to protect the interests of private companies as they benefit the government more than vulnerable people (Government of Canada, 2019). The government has not put forth any programs to protect vulnerable people in cyberspace, this means vulnerable are continuously at risk online unaware of what can be done to protect them.   
This could be remedied by the Canadian government amending their strategy plan to included measures on how they will protect vulnerable people such as the united kingdom which has introduced which released a white paper on how they were going to protect vulnerable in cyberspace. The Canadian government could; easily lay out the steps it could take to better regulate cyberspace from harmful content. 
Overall, the policy of National Cyber Security Strategy is clearly laid out with clear tasks and objectives to achieve over the UK government cyber policy however like the UK the Canadian government concern is on protecting private companies over it most vulnerable citizens. 
Research carried out by Roll and Huey (2015) on cyberbullying would disagree with the Canadian  government their research on interview Canadian police officers & school officers on their view on cyberbullying showed a different point of view form the side of law enforcement. There numerous key area the strength the research brings out, first is the paper asks children their point of view on cyberbullying and how they deal with it in their lives which government white papers often ignore. The second strength of paper gives the parents view, asking them how they want cyberbullying to be dealt with. Third strength of the of research is the methodology that was under taken during the course of their investigation both authors used in-depth qualitative interviews with 12 police officers who were currently involved in cyberbullying incident to find out form the point of view of police officer how they wanted cyberbullying to be dealt with. 
There where however serval weaknesses in their methodology, the researchers wrote a letter to the Head of the Canadian police force asking for  interviews with the officers although this good and needed to be done an letter would have taken the researchers awhile to receive a reply , and in that time frame important information could have been forgotten or the officers could have been handpicked to give answers that put the police force in a positive light. The  Second weakness is it does paint the Canadian police officers in negative view, as many officers believed that they could not deal with cyberbullying as they thought it was a pointless task making people be nice towards others.
The first way they could have corrected is to have used email instead of letter to the head of the Canadian police force as it would have meant a quick response from the head of the RCMP. However, a letter would have guaranteed an eventual reply, while a email could be mis-sent, accidentally deleted or blocked.  A second opportunity would be for the researchers to hand pick the officers themselves instead of the head of the RCMP, this would of meant the researcher would have had information from the police point of view on opposing with cyberbullying, instead of the RCMP selecting officers  for what could be their own ends. 
To conclude, the journal clarify the RCMP view on cyberbullying which they believe to be pointless to deal with this type of incident as the RCMP cannot do a lot about cyber bullying  unless serious threats are made towards the victim e.g. death threats. This open up another question should the Canadian government give the RCMP more money to deal with cybercrime if they are not taking cyberbullying seriously. The journal shows the impact of cyberbullying  on young people looking in-depth about the effect cyber bullying has on young people  and who is likely to be vulnerable to cyberbullying. 
[bookmark: _Toc50969060] 
[bookmark: _Toc52193522][bookmark: _Hlk50986858]2.3 Equality legislation in the UK and Canada 
[bookmark: _Toc52193523]2.3.1 UK 
[bookmark: _Hlk52108456]The Equality Act 2010 (UK) brings all previous separate UK legislation under one umbrella. It pays attention to groups of people whose differences are known as ‘Protected Characteristics’. 

	Protected characteristic
	Explanation/Example
	Citation

	Disability
	The Equality Act 2010 covers both physical disability and mental health - the act says that an individual must have affected the person’s everyday life for more than 12 months to become classed as a disability
	[bookmark: _Hlk52188835](Rethink mental illness, 2020).

	Age  
	 Age mainly concerns discrimination in work placements or public places and how employers or other persons cannot discriminate against a person because of their age, for example it is wrong to  discriminate against a person because of their lack of knowledge about technology due to their age.

	(Equality and Human Rights Commission, 2020)

	Marital status
	No one can discriminate against a person being married or in a civil partnership. 

	[bookmark: _Hlk52189153](Warwick, 2018)

	PREGNANCY
	It is against the law to discriminate against another individual who is pregnant or breastfeeding their child in a public or work area
	[bookmark: _Hlk52189504](Citizen advice, 2020).

	Sexuality
	A person cannot discriminate against another because their they are gay, straight, or bisexual

	(Citizen Advice, 2020).


	Gender 
	An employer cannot discriminate against a person because they are male or female  
	[bookmark: _Hlk52190278](Legislation, 2010). 

	Gender Reassignment
	Gender Reassignment is when a person becomes transgender; discrimination of a transgender person is by treating them differently because of their  current gender. 
	[bookmark: _Hlk52190554](Equality and Human Rights Commission, 2020)


	Race 
	This when someone discriminates against another because of their colour, nationality, ethnic background or national origin. In cybercrime terms many individuals who come from different backgrounds are vulnerable to online hate crime, for example BBC reported that hate crime increased by 10% according to UK police, whilst the Home Office said that race hate crime increased by 11% 

	(citizen advice, 2020).
(BBC News, 2019).

	Religion 
	The legislation states that someone cannot discriminate against another person due to their religion beliefs or philosophical belief 
	[bookmark: _Hlk52191291][bookmark: _Hlk52190968](Equality and Human Rights Commission, 2020)


[bookmark: _Hlk52108498]Table 1 shows that these groups of people are protected under Equality law from discrimination, harassment and victimisation in terms of cybercrime there are four groups of particularly vulnerable people who are those with disability (physical or mental health illness), race, age and sex. For example, young children and teenagers will be vulnerable to harassment e.g. cyberbullying and grooming (NSPCC, 2020). People who suffer with a disability are vulnerable to cybercrime as they are unaware of being groomed or someone with mental health issues could find harmful material. An example of this can be the case of Molly Russell who killed herself after finding harmful material online and killed herself, however it is unclear if she suffered with mental health issues (BBC, 2019). As mentioned, people from different ethnic backgrounds will need to deal with a high volume of online hate crime. Regarding gender, many females are vulnerable to online cyberstalking as mentioned earlier in Davison report many females are likely to find themselves as victims to cyberstalking whilst males are likely to be the offender. Transgender people in cybercrime terms are likely to be cyber-bullied compared to other sexes, for example in cyberbullying research undertaken by Patchin, (2011) many victims of cyberbullying were transgender, the responders said their were easy targets for people to bull them as they are vulnerable 
[bookmark: _Toc52193524]2.3.2 Other legislation offering protection
The current legislation that protects vulnerable people in the UK includes, Communications Act 2003, The Crime and Disorder Act 1998, Anti-Social Behaviour Act 2003, Criminal Justice and Immigration Act 2008, Crime and Security Act 2010. 
The strength of the Communications Act 2003 legislation is that if a person is trolling another vulnerable person, they may be arrested straight way under the ‘Improper use of a public electronic communications network’. Anyone who feels vulnerable to online trolls may report it, possibly leading to arrest (Bishop, 2012). A weakness of the Act is that the maximum prison sentence for offenders is currently six months meaning the online troll would be able to reoffend if the penal system has not rehabilitated them properly (Bishop, 2012). 
Victims of Cyberstalking in the UK are protected by section 2A of the Harassment Act 1997; this means that if stalking occurs over a period time and if the police’s repeated warnings to the stalker have been ignored, the police can arrest the stalker. However, in 2012 section 4A was added, which means that if the victim is fearful of violence by the stalker, then the police can make an arrest as the victim is already vulnerable (CPS, 2018).  
[bookmark: _Toc52193525]2.3.3 Canadian Human Rights Act 1985
[bookmark: _Hlk52193160]Like the UK Equality Act 2010 , the Canadian Human Rights Act 1985 brings existing acts together under one section, however the difference between the acts is that the Canadian government only includes discrimination rather than harassment or victimisation (Government of Canada, 2020). The protected characteristics in Canada are Race, their National or Ethnic origin, the colour of their skin, religion they follow, age of the individual, gender of the person , sexual orientation, gender identity or expression, marital status, family status , genetic characteristics, if they have a disability or have a past criminal conviction (Government of Canada, 2020). 
The extra differences between the Canadian Human Rights Act 1985 and the Equality Act 2010  is that the minister of justice in Canada is held responsible for updating the Canadian Human Rights Act whilst in the UK it is Parliament’s responsibility to update the Equality Act 2010. The second difference between the two acts is that the UK Equality Act covers more areas such as harassment and victimisation in public and the workplace. The Canadian Human Rights Act 1985 only talks about discrimination in the workplace and public areas. Both legislations point out what specific vulnerable groups will be exposed to this type of crime happening to them, however neither of the UK nor Canada equality legislation include cybercrime or how both governments will protect those vulnerable groups accordingly. This raises the question whether there needs to be a revision of the legislation in each country.
 


[bookmark: _Toc50969061][bookmark: _Toc52193526]2.4 New Legislation to protect vulnerable people
[image: ]The UK government is hoping to introduce new legislation which benefits vulnerable people & victims of cyberstalking through the ‘Online Harms White Paper’ which will cover a wide range of issues around harmful content, self-harm, online abuse and radicalisation (Home, office , 2020) . In one section of the paper, the government has indicated that it will hold social media companies responsible with penalties (i.e. fines) if they do not resolve issues or report incidents early on (Home Office, 2020).  The only negative side to the Online Harms White paper is that many MPs have argued against the impact upon freedom of expression online, causing a delay in the progress of the paper within the House of Lords (Home Office, 2020).   Figure 5 illustrates an argument between online organisations and online individuals about whether the UK government should do more to protect children online. 
Figure 5 Should the government be doing more to help people manage their own and their children’s online safety and, if so, what? Note: Online portal respondents only.



Like the UK, Canada at this time does not have any legislation relating to cybercrime; however, Canada has added cyberstalking to an updated version of the code 264 of the Criminal Code Act (1985), last amended in September 2020. Within this, the Canadian justice department states that no individual should fear another person following them without their knowledge; the Canadian courts can imprison the offender for ten years maximum or issue a restraining order (Government of Canada, 2020



[bookmark: _Toc52193527]2.5 Vulnerable people Case study (UK & Canada)
[bookmark: _Toc52193528]2.5.1 Case Study One - Breck Bednar
The first example of where an vulnerable child was at risk from online grooming was Breck Bednar   from the UK, Breck regularly played video games with his friends after school and made online communities where he and his friends met other people using a telecom software called Teamspeak (BBC News, 2015). Breck met Lewis Daynes his groomer online in 2013, over time friends and family members started to feel concerned about Breck actions towards them. Lorin LaFave (Bednar Mum) said he stopped attending church gathering on Sunday with family whilst his friends from school told where told no longer intended to game with them as much (BBC News, 2015). It was noted by Surrey Police that in December Lorin LaFave contacted them with concerns about her son’s behaviour since she believed her child was being groomed by Lewis. Later when police entered the scene of the incident, they discovered Lewis had destroyed multiply USBs and hard drives; when the suspect was taken into custody, he would not give officers passwords to any of his devices. With the lead detective saying Lewis wanted to feel that he was in control of the confrontation (Reeves, at el, 2017). 
The results of this case study were numerous, Surrey police was made to compensate Breck parents for their handling of the case as the Independent Police Complaints Commission (IPCC) believed the call handler and their supervisor lack the knowledge of online grooming thus they were not sure where to direct Mrs Bednar for specialist help. The IPPC found Surrey police service guilty of inadequate checks of Lewis Daynes who was registered on the National Police Data Base due to similar case back in 2011 (BBC News, 2016). It should be noted that Surrey Police Force  will review how they can improve their services to help protect children from online threats (MacFarlan, at el, 2017). 
In 2018 Lorin LaFave designed a short film for parents, Teenagers, and young adults on the dangers of online grooming called ‘Breck's Last Game’ on her son murder , which will be shown in multiple schools along  with being televised on the BBC (Surrey Police, 2020).
The Bednar family have also set up a foundation to help other families and friends who may feel someone is vulnerable online, the foundation campaigns to have the government review and update their policies (Breck Foundation, 2020). 


[bookmark: _Toc52193529]2.5.2 Case Study Two - Shamima Begum
Back in 2015 Shamima Begum left the UK to join ISIS alongside two other girls Amira A base and Kadiza Sultana (Loyd, 2019). When interviewed by the BBC on what made her join IS, her reply was  “ I started watching videos of  British hostage being beheaded and the life style that ISIS offered for Muslim people around the world”, during the interview she commented  that she would be happy to come back to UK live to be rehabilitated (BBC, 2019).  Currently Shamima is allowed back to the UK to petition for the return of her UK citizenship which was revoked by the government in 2019 (Grierson, 2020). This case study is good example of how a young teenager can be vulnerable to cybercrime becoming a victim of radical terrorist organization that seeks to groom new members online. 
The case of Shamima Begum shows the failures of  government  in protecting vulnerable people from online threats, it was In 2007 that the  UK government unveiled its Prevent strategy which aimed to prevent a terrorist attack from happening along with stopping having people become radicalised. In 2015 the Prevent Scheme was strengthened by section 26 (1) of the Counter Terrorism act 2006 and Security Act 2015 , which obliges that all institutions of higher education have a duty of care to vulnerable students who are risk of becoming radicalised (Home Office, 2020). Universities boards alongside the Home Office have introduced Relevant Higher Education Bodies (RHEBs) with the aim of RHEBs to protected vulnerable students from becoming radicalised (Robbetts, 2015). 
Even though RHEBs are for university students, in the case of Shamima Begum school should have  picked up on the signs that she was becoming radicalised online and intervened to stop her but because Shamima Begum was not in a university environment she was not on their radar. The UK government could correct this vulnerability by bring in something like the RHEBs for all education faculties which would help schools combat the issue. The government had failed to protect Shamima Begum from becoming radicalised online due to focusing on older ages groups ignoring a large vulnerability within the system that could be exploited by radical groups 


[bookmark: _Toc52193530]2.5.3 Third Case Study - York University cyber attack
In March 2020 York University in Toronto Ontario was victim to a cyber-ransom attack, the hackers were able to gain access to critical servers stealing information on students and research from the university labs. The hackers wanted York university give them a sum of money in return for the hackers ceasing their activities against the university, It is believed that the university was hacked  to  find data on the Covid 19 vaccine research as York University is one of the main research facilities in Canada with a $250,000 fund.  Before the cyber-attack, the US & UK warned to other nations that they saw an increase of cyber-attacks against university and health boards. The cyber-attack on  York university were able to gain access to 6,100 devices, 15 servers and a virtual private network (VPNS) of the human resources (HR) and financial departments during the ransom, the main concern of university of York was it students as they could become vulnerable due to  financial information being stolen form them by the hackers in response the university  sent an email warning of the extra steps to ensure their cyber safety (CBC, 2020).  
The University of York Toronto released a statement on the 3rd of may apologising to student about cyber issues stating to their student that many of the university services would be down for a while because of the hack. Student were advised to update their office 365 passwords including their emails, Zoom accounts, campus Wi-Fi accounts and Moodle accounts (University of York, 2020).  
York University was fortunate not to pay the ransom as they were able to combat the incident internally, they were also fortunate enough that none of their student financial details were taken thanks to the quick action from the university. However, the University of Saskatchewan was a victim to a DOS cyber-attack in February of 2020 year the university of York could have done more to prepare themselves for the cyber-attack.

[bookmark: _Toc50969062][bookmark: _Toc52193531][bookmark: _Hlk50974785]2.6 Summary/emerging issues.
There are many emerging issues that need to be addressed, the first is both governments need to have more polices in place to protect vulnerable people online. Both nations now need to think about what they are doing to aid vulnerable people instead on relying on other services, as first 2 study cases have shown the UK government failing to help their most vulnerable people though Breck Bednar death was in the early days cybercrime where UK government  has little understanding on how online grooming worked. 
[bookmark: _Hlk51165368]Secondly UK & Canada now need to update their legislation on protecting vulnerable individuals in society as both countries have outdated legislation when applying to cybercrime neither has any type cybercrime legislation with both counties using similar legislation to persecute the crime. The UK for example will use ‘misuse of communications act 2003’ and other related legislation depending on the crime, while Canada will use ‘Criminal code of Canada 1985’ on cybercrime cases. Although the UK is bringing the white online harms paper which will hopefully protect vulnerable people once it becomes legislation.
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Figure 18 shows the most recent UK figures for cyberstalking based on data collected
by The Office of National Statistics.

Spitzberg and Hoobler (2002) found that among a study of 235 students almost a third
had reported some form of unwanted online stalking. Paullet et al. (2009) found that 13%
of 302 students had been victims of cyberstalking and Kraft and Wang (2010) found that
9% of 471 students had suffered similarly. The most recent study by Maran and Begott
(2019) found that of 229 college students in ltaly 46.7% had been victims of cyberstalking
and of the 107 respondents affected 61% were female. They also found that most of the
stalkers were male and most likely to be a friend or acquaintance. This study reports
particularly high rates possibly because a very broad definition of cyberstalking was
employed which included any unwanted online sexual advances (p.3).
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Figure 18. Proportion of women aged 16 to 24 who experienced cyber stalking n the last year,
year ending March 2013 to year ending March 2017.

1= Received more than one unwanted email or social network message that was obscene or threatening
and caused fear, alarm or distress in the last year, 2= Had personal, obscene or threatening information
about themselves put on the intemet on more than one occasion, causing fear, alarm or distress in the
last year. However, it is noted that these statistics are only provided for female victims of cyberstalking
between the ages of 16 and 24.

Source: ONS (2018)

5.3 Are certain groups/individuals more likely to be victims than
others?

Most of the studies referred to have found a higher proportion of female victims of
cyberstalking. However, there is very litle research offering any further consideration of
the nature of victimisation and the extent to which any specific groups appear to be at
greater risk. Tjaden and Thonnes (2000) suggest that one reason that females may be
more at risk is that they are more likely to perceive themselves to be victims, while men
do not appear to identify certain types of behaviours as cyberstalking (Sheridan et al
2002, Yanowitz 2006). More research is however needed to substantiate these claims.

Also see the above section discussing online harassment generally as cyberstalking is
covered in part within this section.

5.4 Legislation
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on how to be online safely. Organisations against violence against women and girls >
(VAWG) argued that education for online safety should focus not only on behaviours to
adopt, but also on discouraging adoption of negative behaviours.

Written consultation

22. From those individual respondents using the online portal, there was an almost
even split between those who agreed with the question and those who disagreed (49%
and 51% respectively). Conversely, this result was very different amongst organisations
who responded online, with 95% agreeing that the government should be doing more.

Online Organisations. Online Individual

Figure 6: Should the government be doing more to help people manage their own and
their children’s online safety and, if so, what? Note: Online portal respondents only.

23. 0f those who responded “yes” and provided suggestions forwhat the government
should do more of, the most common response was for the government to provide
quidance, training and resources. Following this, responses focused on the need to
increase education for parents and children. Some responses highlighted other specific
areas for intervention looking at increasing and improving education, for example
providing resources for teachers and implementing media literacy and privacy
education.

24. Other responses included specific suggestions for actions the government should
take, for example implementing age assurance measures and increasing the provision
and use of family-friendly filters.

25. Some tech companies and civil society organisations, including women’s groups
and children’s charities, agreed that there should be a role for the regulator to play in
empowering and educating users. Likewise, many respondents noted that behavioural
changes that prevent the content from coming online i the first place are crucial.
Nevertheless, some cautioned against ‘blaming the victim’, and any empowering
methods that might absolve companies of their duties and liability.

7 Contents 26. Other respondents from children and vulnerable groups’ charities argued that




