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Abstract
As global business is increasingly reliant on cloud infrastructures and remote access technologies, data security, governance, and compliance are hallmark pillars of success for business operations. This report addresses the current challenges faced by NatureGarden (NG), a multinational company with no established cohesive information security strategy. The report examines existing models and standards such as ISO/IEC 27001, ITIL, NIST, and COBIT and proposes a customized security governance framework for the organization based on the outlined models. The framework includes policy management, risk management, BYOD controls, contingency planning, and compliance with global compliance regulatory controls. Also, included is a critical discussion to justify the ongoing update of standards and practices to meet the ever-changing threats in the realm of cybersecurity. The report contains full recommendations for NG to secure its assets while being compliant with regulatory obligations and establishing stakeholder trust.








	

Introduction
The ascension of cloud computing, wireless networking, and Bring Your Own Device (BYOD) workspaces have dramatically altered the way companies do business and provide services. International companies like NatureGarden (NG) that provide health-related products and operate with 95% of their IT systems working wirelessly are facing a more intrusive challenge to provide employees (and customers) access using personal devices. NG currently does not have an information security policy as well as any governance framework which allows for more intrusion (data breaches and reputational damage with potential legal implications). The challenge defined in this report was to identify elements to be integrated into a reference governance and compliance framework for NG to implement information security and a responsible organizational culture to keep pace with their business model and international risk footprint. The report is a practical reference to relevant standards and best practices to meet NG's challenge as well as potential strategies to implement. 










Literature Review
1 ISO/IEC 27000 series
The ISO/IEC 27000 series is an internationally recognized set of standards that establish an information security management system. Specifically, ISO/IEC 27001 provides guidance for the establishment, implementation, management and continual improvement of an Information Security Management System (ISMS) (ISO/IEC, 2018). ISO 27001 considers controls associated with 14 domains, including access control, cryptography, physical and environmental security, and relationships with suppliers. 
2 Information Technology Infrastructure Library (ITIL)
ITIL is a widely accepted framework for IT service management. Its purpose is to align the IT services being delivered with the needs of the business (Axelos, 2020). ITIl uses a service lifecycle that includes service strategy, design, transition, operation, and continual improvement to support organizations with managing IT risks and delivering quality throughout the service.
3 Control Objectives for Information and Related Technologies (COBIT)
ISACA developed GNOs as a governance and management framework for enterprise IT. It works with GNOs and is used by them to reach their objectives for the governance and management of enterprise IT (ISACA, 2019). There are five principles of GNOs: meeting stakeholder needs, covering the enterprise from end-to-end, applying a single integrated framework, enabling a holistic approach, and separating governance from management.
4 National Institute of Standards and Technology (NIST) Cybersecurity Framework
The NIST CSF is a risk-based approach to cybersecurity using five core functions: Identify, Protect, Detect, Respond, and Recover (NIST, 2018). The CSF can be particularly effective for organizations that have complex environments that need to be secured while ensuring compliance.

5 BYOD risks and other wireless security issues
BYOD will allow employees to deliver benefits in productivity to the organization, but it does present other security issues such as unauthorized access, loss of data, and malware. According to Symantec (2022), 59% of organizations lost data due to unsecured personal devices. Wireless networks can add to the security issues including man-in-the-middle attacks and rogue access points (Cisco, 2021).
When comparing these frameworks, ISO/IEC 27001 is viewed as the gold standard for its formal certification process and overall risk management capability, though some criticize its function for the bureaucracy it places on agile environments. NIST CSF has more flexible criteria, and is the most common given its adoption by many organizations in the U.S., despite this difference, it gives a more useful, practical function based framework that suits an emerging environment like NG's. COBIT generally focuses more on governing guidance for an organization and is aligned more so to the 'C' level executive oversight but would likely need some reference implementation from a technical model. ITIL complements these frameworks more-so because it supports service delivery and continual improvement, making it most appropriate for cloud-driven service organizations. NG can use aspects of these models to create a custom tailored, agile, and resilient governance framework. 
NG must navigate geopolitical tensions (e.g., U.S.-China data laws) and disruptive technologies:
· AI Regulations: The EU AI Act (2024) may require NG to audit AI tools for bias if used in customer analytics.
· Quantum Preparedness: NIST’s post-quantum cryptography standards (e.g., CRYSTALS-Kyber) should replace RSA encryption by 2026.
· Vendor Risks: SLAs must mandate compliance with evolving laws (e.g., India’s DPDPA amendments).
Although ISO 27001 has become the certification benchmark, it also can constrain NG's responsiveness to changing threats of AI-based attacks due to its strict documentation requirements. NIST CSF is adaptable to change but is not equivalent to formal certification which could cause distrust for the board. GNOs is most appropriate for board governance but needs ISO or NIST for operational processes. Since NG must rely heavily on wireless infrastructure, a hybrid framework is most effective: ISO 27001 for compliance credibility, coupled with NIST CSF's adaptability to respond to potential threat changes in real-time - all through the governance lens of GNOs (Governance) to align security with business objectives.
To start the process of operationalizing the Security Innovation Lab, NG should:
Simulated Threats: Conduct quarterly red-team offerings specific to deepfake phishing and/or supply-chain attacks.
Pilot Emerging: Experiment with post-quantum encrypted technology, for instance Google's Chrome experiment as an example by Q2 2025.
Regulatory Sandbox: Work with UWTSD's cybersecurity lab to test against and comply with draft AI regulation.








Design Approach for NG 
NG needs a custom framework that incorporates the principles of the standards above to protect its infrastructure. The following works would be in the frame of a custom model: 
1 Governance Structure
To establish a Chief Information Security Officer (CISO)
To establish an Information Security Steering Committee
Define responsibilities and scope for IT staff, HR and business units
· Anticipating Future Threats
Besides regular updates, NG will need to be mindful of geopolitical change (in particular, the EU's AI Act, U.S.-China data localization legislation) and technology disruption. For example, quantum computing may make all existing encryption irrelevant by 2030, so NG must begin to use post-quantum cryptography now. Additionally, AI-powered social engineering attacks means that 'adaptive' policy would include much more than phishing training. A 'future-proof' approach should incorporate:
Yearly horizon-scanning for unresolved applicable laws/regulations (like updates to the DPDP Act in India from 2023). 
Zero-trust pilot and transition from perimeter security levied by the NIST SP 800-207. 
Framing agreements/clauses in supplier SLAs for quantum resistant encryption by 2026.
2 Policy Development
Information Security Policy (ISO/IEC 27001 aligned)
Acceptable Use Policy for staff and customers
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Figure 2: BYOD Policy Implementation Workflow (Source: Author's Design)

3 Risk Management
Risk Identification: Perform asset inventory and threat modelling
Risk Assessment: Assess impact and likelihood using NIST methodology
Risk Treatment: Adopt technical controls, accept or transfer risk.





[image: ]Table 1: Risk Assessment Matrix – Example Based on NIST Guidelines (Source: Author's Compilation)

4. Technical Controls
Network segmentation and firewall rules
WPA3 encryption 
4.1 Framework Overview 
The recommended Information Security, Governance, and Compliance Framework for NatureGarden (NG) adopts recognized frameworks (ISO/IEC 27001, NIST CSF, COBIT, ITIL), creating a hybrid of several models that offers compliance, resilience, quality services, and governance. The framework intends to meet NG's unique characteristics and challenges, including BYOD, the wireless infrastructure, data protection obligations, and new technologies like AI and quantum.
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The following are the core components of the framework:
· Governance Structure – Executive accountability and strategic alignment (COBIT).
· Policy Management – AUP, BYOD, MDM, etc, policies aligned with ISO.
· Risk Management – NIST risk assessment and treatment plans.
· Technical Controls – Zero-trust architecture, multi-user multi-factor (MFA), intrusion detection and prevention system (IDPS), and data encryption.
· Compliance and Legal Alignment – GDPR, HIPAA, California Consumer Privacy Act (CCPA), and data protection developement process agreement (DPDPA).
· Continuity Planning – Business continuity plan (BCP), disaster recovery plan (DRP), and regular trials.
· Security Awareness – Security awareness training and phishing simulation campaigns.
· Third Party Risk – Service-level agreement (SLA) clauses and vendor compliance monitoring.
· Innovation Monitoring – Security Innovation Lab to test new ideas and then adapt to new threats and risks.
The proposed layered, modular approach enables NG to maintain a secure operation while being agile in the regulatory and threat landscape. All domains of the framework foster a security-by-design culture for the protection of NG's data, people, and digital health service.

4.2 Zero-Trust Pilot
· Implement micro-segmentation for wireless networks to limit lateral movement.
· Deploy continuous authentication (e.g., behavioral biometrics) for BYOD devices.
3.4.2 AI Threat Mitigation
· Use AI-powered anomaly detection (e.g., Darktrace) to identify deepfake phishing attempts.
· Train staff on AI-generated social engineering (e.g., voice cloning).

Multi-factor authentication (MFA)
Intrusion detection and prevention systems (IDPS).
Organizations, such as Microsoft and Amazon make two-factor authentication (2FA) or multi-factor authentication (MFA) a default option for employees and vendors, and this significantly reduces an attack surface. NG should require MFA as a standard for privileged accounts. When designing intrusion detection systems, alerts should be set for anomalous behavior such as logiing in after hours or transferring large amounts of data. Any alerts should be monitored by a Security Operations Centre (SOC) or a managed security services provider (MSSP) to provide incident response 24/7.

5 Data Protection
Encrypt sensitive data at rest and in transit
Role-based access control (RBAC)
Regular data backups and offsite storage

6 Compliance
GDPR for European customers
HIPAA (if applicable for health data)
Regular internal and external audits.
Aside from compliance with GDPR and HIPAA, NG will want to manage compliance with new frameworks like the California Consumer Privacy Act (CCPA) if on the continent of North America or under India’s Digital Personal Data Protection Act. The company will need to create a regulatory compliance matrix that maps the company's data flows, regulatory obligations, and audit checkpoints through the process to ensure not only regulatory compliance but also to minimize the financial risks of non-compliance penalties which could amount to millions in fines.

7 Business Continuity and Contingency Planning
- Create a Business Continuity Plan (BCP) and Disaster Recovery Plan (DRP).
- Execute regular simulation drills and change the plans accordingly.

8 Security Awareness and Training
- Mandatory training for all employees.
- Phishing simulation testing.
- Monthly security news letters.

9 Service Level Agreements (SLA)
- Define security requirements in third-party SLAs
- Monitor vendor adherence against KPIs and audits.
Appendix A: Sample SLA for Cloud Vendors
Security Requirements:
· Data encryption (AES-256) at rest/transit.
· Mandatory MFA for all vendor access.
· Quarterly penetration testing reports.
· Notification of breaches within 1 hour.
Penalties: 5% contract reduction per compliance failure.
Quantum Resilience Clause: Vendors must adopt NIST-approved post-quantum algorithms by 2026. Penalty: 10% contract reduction for non-compliance.

Appendix B: Audit Checklist (Excerpt)
	Control
	Frequency
	Responsible Party

	BYOD policy compliance
	Quarterly
	IT Security Team

	Wireless AP vulnerability scans
	Monthly
	SOC



AI Tool Audit (Biases/Transparency): Annually – Legal Team














Importance of Regulatory updates 
The Importance of Periodic Regulatory Updates Related to Data Security, Governance, and Compliance
Regulatory updates are important to organizations such as NatureGarden (NG) for formalizing their security posture, meeting legal requirements and addressing risk. Here is a fuller explanation of the importance of periodic regulatory updates you can use in your report: 
1. Changing Cyber Threat Landscape
Changing Threats- Cyber threats (e.g., AI driven attacks, quantum computing threats, etc), evolve at a much greater rate than static policies. Here are some good examples: 
AI Regulations- EU AI Act (2024) will require significant bias audits of any AI tools used for customer analytics. NG will need to amend their policies to govern the use of AI generated deep fake phishing.
Quantum Risks- NIST standards for post-quantum cryptography (e.g., CRYSTALS-Kyber) mandate that RSA encryption for sensitive communication will have a phase duration until 2026, which contrarily we mitigate the risks of being in possession of sensitive data to decipher.  
Example- ENISA (2023) says 60% of breaches happen because of ineffective controls/outdated policies. Security defenses need to keep up with evolving cyber threats and require periodic revision to remain relevant. 
2. Legal and Financial Repercussions
Repercussions of Non-Compliance: 
GDPR- up to €20M, or 4% of global revenue for violations (e.g. not having a sufficient data protection process).
CCPA/DPDPA- recent revisions of these laws (DPDPA in India - 2023) elevate consumers rights requiring NG to amend their policies& procedures regarding their data practices; 
Reputation- longer-term breaches that due to policies being dated (e.g. Equifax - 2017) can erode the trust of stakeholders. 
3. Global Regulatory Fragmentation
Jurisdictional Complexity: NG does business in many regions with conflicting regulation:
U.S.-China Data Laws: Data flows across borders is highly regulated (e.g. China’s Data Security Law), necessitating data storage in an approved local data centre.
Sector-Specific Laws: Data must be regulated according to regulations such as HIPAA (health data) and PCI-DSS (payment data), for which requirements can vary greatly.
Solution: A regulatory compliance matrix (set out in your report) will help track the obligations regionally. 
4. Technology and Business Alignment 
BYOD/Wireless Issues/Regulations: New BYOD regulations must include:
Mobile Device Management (MDM): Managing MDM must employ either encryption (e.g., WPA3 for wireless) and however restrict authority from wasted data through assumptions it is fine. Implement first steps of a zero-trust pilot per NIST SP 800-207.
Vendor Service Level Agreements: Contracts for cloud services must include quantum-resistance encryption (e.g., Appendix A).
Agility: There are standards, such as NIST CSF, which provide a compliance framework more so than documentation control that are inflexible such as ISO 27001.
5. Proactive Governance  
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NG Information Security Implementation Roadmap
Strategic Direction:
Horizon Scanning: Review draft laws every year as part of its own monitoring and review process (e.g., EU revising their AI Act).
Security Innovation Lab: This is to test whether your policies are adequate, there are many new and non-traditional means of being attacked (e.g., supply-chain attack, or being deniable as a nation-state led framework).
Accountability: Your board of directors are 100% accountable provided their oversight, direction, and compensation are regulated via reporting and KPIs (e.g. take your time to patch vulnerabilities based on CIVIL assurances etc).
6. Competitive Advantage  
Public Trust: Certifications of compliance (e.g., ISO 27001) let clients know you can be trusted.
Innovation owners: Waiting until after the fact can cost millions in lost market cap, early stages in a new compliance programme or adoption of post quantum encryption followed by AI auditing there can be role as a leader in the sector.














Discussion
The rapidly evolving nature of cyber threats requires continual updating of security frameworks and practices. Traditional controls may not be able to address modern threats such as cloud misconfigurations, AI-powered attacks, and insider threats. According to ENISA (2023), over sixty percent of organizations that experienced a breach had either outdated or poorly configured security controls.
As NG has no structured policies, it is highly vulnerable to internal and external threats. A well-defined framework that is based on ISO 27001 and NIST CSF not only provides protections but also aligns with key business objectives.
Additionally, a governance-centered approach such as COBIT establishes accountability for stakeholders and performance monitoring while the convergence of this framework with ITIL assists with continuous service improvement for IT. All these models enhance an organization holistically to respond to resilience and agency to change.
An IBM study (2023) found that the average cost of a data breach has jumped up to $4.45 million on average globally, with the healthcare and retail sectors being some of the hardest hit. Given NG's health-inspired products and reliance on digital marketing, any sort of data breach could really undermine trust and confidence. Companies like Equifax and Marriott faced sustained reputational damage for failing to advance their security posture. For this reason, auditing and improvement needs to be before the fact, i.e., incorporated into the process in alignment with the ITIL and ISO. Additionally, policy effectiveness needs to be reported periodically via KPIs— time to find the breach, time to determine what to do next, and compliance scorecards: to ensure alignment with company strategies.
Most importantly, regular updates to legislation or regulations, for example, the changes to GDPR or possible legislation regarding issues surrounding AI, will require flexible mechanisms of regulatory compliance. This means that mechanism for change and policy review must be incorporated into the above framework since static policies will not suffice.















Conclusion
Based on the information regarding the current climate for global business development and reliance on technology, NatureGarden (NG) will need a well-defined information security governance structure using best practices like ISO/IEC 27001, NIST CSF, COBIT and/or ITIL. The implementation of a governance structure will assist NG in properly managing BYOD threats, settled vulnerabilities of wireless technologies, reasoned regulatory compliance, and interchangeable compliance to develop a culture of security. The information governance structure will need to sustain recognized policies, executive sponsorship to sustain accountability, continuous risk assessment, support training for all levels of staff, and ongoing relationships with security vendors, authorities, or compliance specialists. In consideration of the vulnerability to emerging risks, the development of a 'Security Innovation Lab' will be pivotal in proactively assessing deepfake social engineering attacks, supply chain and evolving coordinated challenges. Each of these steps will assure secure and globally compliant operations while establishing NG as a pioneer in global digital health ecosystems.
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