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	The aim of this project was to create a room management system that could control, monitor and automate the rooms temperature and lights. The project is broken down into four main sections. The first section is the literature review, this is all about background research and discussions on previously conducted experiments, of which share similarities with this project. The methodology is the section, this is all about how the experiment will be conducted and what data collection methods, will be used to achieve the end goal. The experimental section of this paper is split into two different experiments, a simulated system and a practically implemented system. The final section of this paper will discuss and analyse what has been obtained from the undertaken experiments, it will look at temperature monitoring, remote access capabilities and the delay of the control between the sending and receiving nodes. This project successfully simulated and implemented a solution to control a room, using wireless technologies. This report concludes on what has been learnt from undergoing this project along with the recommendations for future work and research within this area.
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[bookmark: _Toc480842427][bookmark: _Toc480947052][bookmark: _Toc481053723]Introduction
	This project was undertaken to see if a fully operational, smart wireless sensors network system. The proposed network will have the capability to monitor, control and automatically adjust to the surrounding environment. The end goal will be to construct two different scenarios of the proposed wireless sensor network, one element will be having a fully converged smart home system, this will be simulated in appropriate and adequate networking software.  The second element is to practically implement a controllable wireless sensor network into a room. The purpose of this, is to prove the concepts that a room can be automatically controlled with the combination of wireless sensor technologies and the integration of daily used tasks, this will also prove that if the technology was to be fully implemented into a household it would reduce energy costs, along with giving people the ability to control their home from any location in the world. 
	The project report is broken down into several different chapters. The first and second chapter will be based upon the previously written papers and projects that were conducted in this area. This will start at the origins of the topic, such as why and when the first wireless sensor networks were developed. The section will also look at the fundamental concepts of wireless sensor networks and how they operate. 
	The literature review will look at the practical applications and uses for wireless sensor networks in modern society. It will look at both consumer and business scale implementations, and how they have benefited the user’s needs. The accessibility for users to their system is also a heavily focused area in this project, this due to the nature of the growth in popularity with regards to the Internet of Things (IoT). 
	The project report contains a chapter on all the methodologies that were used when carrying out this project. This will look at the layers of the research onion concept. This chapter does primarily focus on why and how the author has carried out the project. 
   	An online web application will also be used, so that a user’s can remotely manage and control their smart home wireless sensor network. The application itself will be simple and have several basic features; this will vary from simple on/off switches to control the lights, to a thermostat feature to control the temperature of the room/building.

[bookmark: _Toc481053724]Aim

[bookmark: _Toc266447526][bookmark: _Toc371255530]To Create a fully operation Wireless Sensor Network, that can control, manage and monitor the lights and temperature in a room. 

[bookmark: _Toc481053725]Objectives

· Implement a test a wireless sensor network in a physical environment, so that it can control light and heating systems.
· Configure and demonstrate remote access to the smart network in both practical and simulated experiments. 
· Research previously conducted work and evaluate it in comparison to the WSN that the author has created.
· Create a simulation of the wireless sensor network, following the same blueprints of the physical design, so that fair comparison of results can be obtained.
· Create a management device for the wireless sensor network, by using an appropriate electronic device.
· Implement a two-phased experimental approach, so that single and dual channel scenario findings can be evaluated and compared.
· Record all finding and create both visual and written accounts of which are compared in the final section of the report.
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	This project is broken down into three different sections. The first section will highlight and discuss on the related topics to the project itself, this will mainly focus on prior written literature and projects carried out in the past. 
The second section of this project will discuss the methodology that the author will use when carrying out the said project, along with how the final data is going to be discussed and exported into a readable format.
The third and final area of this project is going to be the key area of this paper, as it will show a full break down of the simulated implementation that the author has carried out to prove that a working Internet of Things project can be completed in the proposed software. This section will show every design aspect of the system along with all testing phases that were conducted.

Chapter one – The section is an overview of the project, it gives the reader a brief introduction to the Internet of Things, and highlights what outcomes wish to be achieved when the projected is completed.

Chapter two – This section concentrates on the literature of the report and will discuss every area that the author believes is necessary, in relation to the project.  

Chapter three details the research approach and design that will ultimately discuss and prove the proposed solution

Chapter four reviews all the conducted experiments, it highlights how and why they were done.

Chapter five evaluates the project, in this section the author discusses the good and the bad points of the project.

Chapter six focuses upon the conclusions that can be drawn from undertaking this project. This section will also state any future work/research, that can continue from this project.

[bookmark: _Toc481053727]Chapter 2 – Research and Literature Review

1. [bookmark: _Toc480842429][bookmark: _Toc480947054][bookmark: _Toc481053728]The History and Origins of Wireless Sensor Networks.

	The first Wireless Sensor Network (WSN) was created by the Americans back in the 1950’s. The WSN itself was a Sound Surveillance System (SOSUS), that was designed to track and detect soviet submarines [1].  After the success of the SOSUS the American governments started investing into the United States Defence Advanced Research Projects Agency (DARPA). DARPA in the 1980’s pioneered a Distributed Sensor Network (DSN), from this the advancement and research with regards to the WSN field grew exponentially [1] [2].  
The actual sensors used in WSN’s are broken down into three classifications. A “Physical Sensor”, this is the genre of sensor which is going to be used in the proposed project. A physical type of sensor has many different sub factors, for example, temperature monitoring, calculating the amount of applied pressure and measuring the moisture content of an area [3]. The second type of sensor is known as a “Chemical Sensor”. The most widely used chemical sensors, are for applications such as monitoring the pH level of water, measuring how conductive a material is; in relation to electrical conductivity. Also chemical sensors can be used for measuring the amount of dissolved oxygen in water [3]. The third type of sensor is known as “Biological Sensor”, such as CANARY Bioelectronics Sensor [4]. Biological sensors are the newest type of sensor that has been created, they are still in early days of research and development, their primary application is going to be for medical purposes, such as, fighting bacterial microorganisms and also to slow release medication into the human body [2][3][4]. 
British Gas’s Hive Active Heating Product, is similar an implementation to the proposed project; with relation to the temperature control [5]. Hive has 3 main components to its design, a “Wireless Thermostat”; this is the master control of the system. The second component of the system is the “Hub”; this connects directly into the router. The hub is what manages the convergence of communication between the three components, so essentially is the brain of the system. The final component of the system is the “Receiver”; this bit of hardware is what is connected to the boiler.  This module is what communicates with the wireless thermostat, so that the temperature amendments can be made [2] [6]. 
British Gas since releasing Active Heating, also created a second product within its family, this is known as “Hive Active Lights” [7]. The purpose for this technology is that, it allows people to remotely control the lights at home, through the medium of an application for a smart device (IOS, ANDROID, WINDOWS10) [7]. This technology is not exclusive to Hive, as many different concepts for a light management systems have been written. The technology is known by the ter m “Smart light Bulbs”. Smart light bulbs are simply a light bulb, with a built in wireless transmission module. The module is connected to the main “Hub”, the Hub then controls the brightness, colour and power cycle of bulb  [2] [8]. 

[bookmark: _Toc481053729]The Introduction of IPv6 with the Emerging Growth of the IoT.

	The IoT is a rapidly growing field within the IT and engineering industry. It is a combination of many technologies, this range’s from networking systems such as the internet, to newly designed wireless sensor networks. The IoT integrates everyday objects into the technological world; it can also be referred to as the IoE (Internet of Everything). The IoT takes advantages of the major evolution of modern day computing power and global network infrastructure. The end goal of the integration of the IoT with modern society is to completely change how everyday people interact with their day to day lifestyle activities. This can vary from menial tasks such as operating their household appliances, to how business/corporations manage their offices/buildings. The IoT allows for complete automation of building management systems, and will help reduce energy usage by optimising the efficiency of how power allocation is distributed out, to all components that make up a modern day infrastructure [9], [10]. 
	The main difference between a common network and an IoT network is that an IoT network is heterogeneous. In computing term “heterogeneous” means that the components that make up the system differ greatly in their capabilities, this can be variances in RAM, CPU power and routing efficiencies [9]. This argument can be satisfied due to the large variety of objects that construct an IoT network, for example, in smart home network a temperature sensor will transmit a small size data packet back to the gateway, this will mainly consist of the data field including the readings it has taken, whereas a smart light will be sending back information based upon its current state; on/off [9].  
	Chilipirea’s paper proposes that a method for devising an IoT system model so that is energy efficient and robust, it states that it is imperative that the IoT network must know each device’s overlap in capability. The overlap in performance must be predefined and identified, this is so that rules can be embedded in the managing device so that power allocation can be distributed appropriately and where/when needed [9].  This point is argued well in this paper, the example given relates to fault tolerance, it states that if a security camera were to fail, you wouldn’t then go and replace it with “non-obvious” choices, such as a Wi-Fi scanner and a temperature sensor [9]. 
	All IoT network still route data on the same transmission method as your standard every day network, this is known by the term “Packet Switched”. However due to the nature of IoT sensor networks, the devices themselves are battery powered and transmit data with far less MTU (Maximum Transmission Unit) and transmission values, this then has a direct effect on the size of the packets [11]. This is an immediate complication that needs to be considered when designing the protocol suite for a WSN. One of main solutions for this problem, is that in your standard IPv4 Ethernet network you will have 3 different transmission types, Unicast, Multicast and Broadcast, along with in IPv6 networks broadcast is replaced with Anycast [12]. If these casting techniques were to be used with a WSN, it would have a great drain on the network’ resources, such as battery power and bandwidth contention. The WSN will adopt a unicast method only and will transmit data via multiple hops and will change the mode of each sleeping node into a listening state, each device then will return back to a sleeping state until this process is replicated again, on an as of when needed basis [11].
	The design of IPv6 is tailor made to the modern-day internet environment and supports communication with all end devices. IPv6 works on a total different addressing scheme to that of IPv4. IPv6 uses hexadecimal notation rather that IPv4 dotted decimal format. The justification behind this change is due to IPv4’s saturation of public IP address, IPv6 can hold 340 undecillion address due to its 128 bit format [12]. IPv6 operates on each interface having two separate IP address, these are known by the terms ‘Global Unicast’ and ‘Link Local’. The Link local address works on a similar principle to that of a MAC (Media Access Control) address, however it allows devices to automatically configure an IP address on a network without the need for DHCP, this process is known as SLAAC (Stateless Auto configuration) [13]. The Global Unicast address is most significant part of IPv6, with relation to this project, this is due to the principle theory of the global unicast addressing capability. 
	The problem with the TCP/IP model arrives directly at the network layer; in regards to the OSI Model [14]. Especially with IPv6, is that when it is integrated with a WSN. The minimum MTU value is supported starts at 1280 bytes [10]. This relates back to the point made previously in this section with regards to WSN being low bandwidth network.  The solution that has been designed with this problematic formula in mind is that an adaption mechanism is implemented. This mechanism resides between the data link and network layer. This operates on two fundamental principles header compression and link fragmentation.
	 IPv6 header compression works on the principle that is strips out traffic class and flow label from with its packet field and deduces the payload to the lower layers, this will reduce the overall packet size. The hop count will be predefined by the source address, this enables a higher level of compression within the IPv6 the packet header, henceforth reducing the size of the packet [15].
	Link fragmentation operates by scaling down the payload of an IPv6 data packet, to accommodate for IEEE 802.15.4 wireless sensor transmission size. It does this by compressing all payloads into a single frame, this adapts the basic requirements of IPv6 minimum MTU values but also allows WSN communication to operate effectively [16].
	The global unicast address is the most fundamental area of IPv6 of which caters for the integration of the IoT into the everyday world that we live in. The underlying principle of why the IPv6 spectrum of addressing scheme was split into to two different segments is that the Global Unicast address will allows every single IP compatible device to have its own unique IPv6 address. This will allow access to any device from any geographical location, providing an internet service is available. The major advantage of this technology is that it will reduce the need for a NAT (Network Address Translation), this will enable a true end to end model in terms of connectivity. This point will give WSN’s a far greater performance index, when looking at metrics such as end-to-end delay, network throughput and remote access [17], [18].

[bookmark: _Toc481053730]The Fundamentals of Wireless Sensor Networks

	A wireless sensor network is a group of nodes (devices) all interconnected with one another. These devices will collect data based on the purpose of what the administrator has preconfigured them to do, this information then gets sent back to a sink node; the sink node[s] are shown in Figure 1 as the black circles with number “1” and “2”. The Sink node acts similarly to a gateway in a standard network topology, the sink node will be connected to a server so that the information that it has received can be collated together and exported in a readable format for the end user.  The number of nodes can vary depending on the requirements and purpose of the WSN. The more nodes in the network, the more hops that are required to reach the sink node. Depending on the design multiple sink nodes can be deployed to overcome high hop count limitations [19], This is illustrated in Figure 1.1 below.

[image: WSN design]
Figure 1.1 – Wireless Sensor Network Design [19]

	For the data to travel on the most efficient path across the WSN, a routing protocol needs to be implemented. Same as packet switched networks, WSN’s have routing protocol tailor made to their design, the protocols that are used will vary on the nature of the WSN itself [19].
	In networks where nodes are mobile different approaches are used. The main technology used is a MANET (Mobile ad-hoc Network) approach, these types of networks allows for moving nodes and will automatically reroute the data via a different path if a transmission fails. MANET’s nodes will self-configure themselves when nodes are moving and allow for rapidly changing network topologies. The research and project’s devoted to improving the MANET style has been heavily looked into over the last 30 years; however not a lot of practical applications of the protocol itself have been obtained, due to the heavy research within this topic, the aggregation of WSN and MANET technologies has been extracted in the process of said experiments [20].
	 With mobile WSN’s a mesh design approach is used. Mesh networks are when every node within the network relays information to one another. The two types of communication principles that are used are known by the terms ‘Flooding’ and ‘Routing’. Flooding is like layer two switch communications’, where information is sent out of every connected port except the one it has received the information from. There are two types of flooding techniques in computer networks, delaminated by the terms ‘controlled’ and ‘uncontrolled’ flooding[21]. In mesh WSN’s controlled flooding is used, due to the low powered nodes and small bandwidth connection; as if uncontrolled flooding occurs the network will crash due not being able to cope with the number of packets on the network. Controlled flooding is when the flooding algorithm is pre-set within the network rules and ACK packets are used to allow the packets to be forwarded out to the recipient nodes, so that only relevant and needed data is broadcasted [21]. 
	
2.1 
2.2 
2.3 
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	Within wireless sensor networks, different approaches can be undertaken for it comes to the wireless communication process. The three main communication principles will be discussed in the following section, this then will be concluded by which technology will be used in the experiment.

	The first being ZigBee. ZigBee is a low powered, cost and bandwidth type wireless sensor network; it operates on the same frequency as the clear majority of one’s home Wi-Fi networks; which is 2.4Ghz. Its transmission rate is between 10 – 250 kbps, and its distance can go well over 100m between the actual sensors themselves. ZigBee uses the 802.15.4 IEEE standard, of which operates at the MAC and Physical layer, with relation to the OSI reference model [22],[14]. The maximum length for a data field with in a transmitting packet is at 127 bytes of data, each data packet is also incorporates a 16 bit CRC value [23]. The Cyclic Redundancy Codes (CRC), is a field of which is included within majority of packets sent across any given network; not just wireless sensor networks. The purpose of this packet is to check the integrity of the data, by comparing said value at both ends of the communication process [24] . Alongside using the IEEE standard it also can use a reply type packet, of which responds to the transmitting device with an Acknowledgement to confirm the frame has been received [23]. 
	Figure 1.2 is showing a basic comparison of technological factors between ZigBee and other types of WSN technologies.

[image: Zigbee comparison table]
Figure 1.2 – Comparison Wireless sensor technologies [23]

	When one uses ZigBee Technology, the system design supports three different types of topology layouts, these Cluster Tree, Star and Mesh like networks. The star topology works on the basis that there is one central node, which will act as the main beacon for transmitting information to the end nodes. Also, to note that each end node will not communicate with one another, but will directly feed information back to the sink node of which will decide where the information will be sent to. There are several drawbacks with Star like topologies is that the maximum number of nodes is set at 65535, and due to their only being one sink node, it will have a heavy strain on its resources which could lead to network performance issues [23]. The Cluster Tree approach is an extended version of the Star like topology, however it has the capability to cover a larger surface area due to it having a router added to its design. The router allows the network to host varies child nodes, also the router acts as a gateway for WAN integration. The Cluster Tree approach is used more than the star topology due to the rapid growth in integration of the real world and IoT technologies. The Mesh network topology is the most redundant in comparison to the other two topologies in mention, this is down to its self-correction mechanism it has in its build. It can also choose the best available path for information to travel on, this will have a positive effect on the network by improving the quality of the links [23]. Figure 1.3 is illustrating a comparison of the three network topologies in mention [25].

[image: mesh pic]
Figure 1.3 – Topology design comparison [25]


	In modern day communication principles ‘Wi-Fi’ is the most widely used as an everyday connection method. This is due to the clear majority of electronic manufactures adding Wi-Fi communication capabilities to all their devises. Traditional Wi-Fi communications operate on the 2.4 GHz frequency, however in newer devices Wi-Fi can be modulated on the 5 GHz frequency also.
	In 2006 IBM created a smart grid network which utilised wireless sensors. The purpose of this project was to manage and monitor the USA’s power grid, it was referred to as “the central nerve system” [26]. When the ‘Smart Grid’ was completed, the electricity companies could utilise the information that was getting sent back from the wireless sensors and complete the following actions; optimize grid performance, this allowed the companies to effectively distribute power out to the more used pylons so that the correct amount of power was being allocated to the right areas of the country. The sensors also allowed the power companies to reduce the amount of power outages across the country, as if there were any errors within the power grid, the network would alert the operators on the exact location of the malfunctioning equipment, this feature was done with a combination of the WSN, analysis tools and network monitoring software’s. The ‘Smart Grid’ project was highly successful in the USA and the majority of countries took on this idea and implemented it into their own power grids [26]. 
	The University of Islam Indonesia, conducted a research experiment for using a combination of ZigBee and Wi-Fi, for the application of microclimate telemonitoring. The system design itself was broken down into three different sections, the first section consisted of five sensor nodes, all running the Z-WSN; this is the protocol for ZigBee wireless sensor networks. The purpose of the first section was to monitor air temperature and humidity, from the surrounding environment. The design is illustrated in Figure 1.4 below [27]. The second part consisted of a ZigBee and Wi-Fi interface, this section of the design operated similarly, to what a kernel operates with regards to hardware and software; to translate the ZigBee data into a format that a Wi-Fi interface could understand. The third element of this design was the Wi-Fi transceiver, this communicated the frequency from the WSN to a receiving unit, which the author believes to be running a system that a human can understand, and interact with [27].

[image: UNI OF INDON ZIGB DES]
Figure 1.4 – ZigBee WSN Topology Design [27]

Within the five-node topology, the design acts on a star style architecture, with regards to Figure 1.3. Node ‘A’ delaminated in the picture above is sink node of the WSN and all information is sent to this node.
[bookmark: _Toc481036572]
[bookmark: _Toc481053732]The Application of Bluetooth Enabled Data Collection for Wireless Sensor Networks 

	The generic build of a wireless sensor network includes a node solely responsible for storing all the information captured by the listening nodes. The storage method itself can vary from a simple MicroSD memory card to a high-performance storage cloud, the purpose of this is so that the obtained data can be transferred to the user for analysis [28]. It can also be used to update a control relay based on the predefined conditions within the system, the relay will then react accordingly, for example, it will turn on heater if temperature monitor falls below 15 Degrees Celsius. 
	The application of a Bluetooth communication can be added to the relay of information back to the main storage hardware. This will reduce strain on memory components due to the nature of the communication method being wireless, therefore there will not be any moving of components as the main hard-drives will remain in a fixed position, whilst the information is sent back to an android power device in this scenario, this will allow then the information to be sent back from the android to the main servers for the data to be handled accordingly [28].
The experiment conducted by the Federal University of Rio was designed based on a star type topology, same as the ZigBee experiment in the previous section of this paper. The difference between the two is that this experiment used Bluetooth as the communication principle rather that the ZigBee protocol. The Bluetooth communication packet in this experiment only uses two packet types, ‘Command’ and ‘Data’ Packets [28]. The Command Packet is made up of four different 1 byte fields, this is illustrated below in figure 1.5 [28].

[image: ]
Figure 1.5 – Bluetooth Command Packet Build-up [28]

	The first field in the command packet dictates what type of packet it is. The second field highlights it is a “Command” Packet. The Value field is only used when it is applicable to the communication process, so for example, if the communication is between a sensor and an android powered device, this field will contain a response command. The final field is self-explanatory and shows the end of the packet [28].
	The “Data” packet build-up is different to the command packet, solely due to the size of each field, as the data packets purpose is for sending recorded information, this is regarding the data the sensors have obtained from the surrounding environment. The “Data” Packet fields are illustrated below in Figure 1.6 [28].

[image: ]
Figure 1.6 – Bluetooth Data Packet Build-up [28] 

	The “Packet Type” field is the same as the “Packet type” field in the command packet. The “Packet Size” Field alerts the receiving device on how big in size the overall packet is in terms of Bytes, the maximum size of a data packet is 4100 Bytes [28]. The Data field is where the packet payload is held, this field is up to 4096 in file size; this is where all the information from the sensors is stored [28].
	The Android application for this experiment was coded in Java. The application itself one has 4 main features, these all execute 4 different actions. These are “Connect to Collector”, this button is a “Command” Packet and is responsible for connecting nodes to the Android device.  The second button is a “Request File size”, this is also a command packet which will be sent to the data collecting node and will require a “Data” packet in response with the information containing how big the overall packet size is. The third button is “Download File” this will simply download the file from the data collection node to the memory storage device. The Final button is “Delete File”, this will delete the chosen file in the system [28].
	The practical experiment that was conducted was broken down into three phases. The First phase’s purpose was to compare the relationship between file size and the data collection time. This part of the experiment was carried out five times with all runs using different file sizes; this is so a trend between the two variables could be obtained. The results from this phase concluded as expected, that the greater the file size, the greater the data collection time; in terms of seconds [28], [29]. 
	The aim of the second phase was to look at the amount of overhead occurred from the read/write process between the MicroSD card and the Android device. These tests were run over a period of one week. The results showed that there was  an “mean file transfer size of 185KB’s” and the average transfer time was “21.4 seconds” [28]. Whereas with the application of Bluetooth transfer system the average transfer time was “17.6 seconds”, this concludes that with the Bluetooth application there is a reduce by roughly 20% in transfer overhead [28].
	The purpose of the final phase was to measure the effect that the distance between nodes had on time it took for the files to transfer. The test was conducted outside to reduce the amount of inference from any other radio frequencies. The results obtained from this test also displayed in a linear fashion. The further away the devices got the longer the average transfer time between collection node and the Android device [28]. 

[bookmark: _Toc481053733]The University Queensland’s Building Automation Project

	The University of Southern Queensland, conducted a research proposal on the implementation of an “Intelligent Building Automation System” [27]. This dissertation identifies on how this system could be created. In relation to the light management system, how the proposed design is going to work is by it being linked to a main Hub, the hub then will work on a switch based mechanism (On/Off), the Hub will have a manual override so that user interaction can still be catered for [2].
	 The main process itself will work off a schedule, this is so after working hours the clear majority, of the lights are turned off to conserve energy [27].  The temperature system of the building is managed by two linked components. These are a “Variable Air Volume (VAV)” module and a “Fan Coil Unit (FCU). The VAV is what will be linked to a thermostat so that a manual override can be implemented. The automation aspect of the VAV is that it is linked to temperature sensor, so that the buildings heating information can be analysed. The FCU then will adjust in accord to the readings of the VAV, the purpose behind for this system, is that the buildings temperature can remain consistent throughout, regardless of what room is entered [27]. The dissertation also highlights that if the system were to be implemented, it would have a possibility to save up to 40% of the building energy consumption [2][27]. 

[bookmark: _Toc481053734]Conclusion of the Literature Review
	To conclude the literature review chapter, the author feels that the amount of research towards the IoT and WSN’ has grown in a linear fashion with comparison to the technologies themselves. There are many similarities between this project and projects that have been conducted previously by other entities. The main areas of focus within the literature review are on the practical based projects and the design architecture of Wireless sensor networks. 
	The First one in mention is that of the ZigBee protocol design, this area of research is crucial to the design for the clear majority of modern day sensor networks, this is due to the huge market share it has in this specific technological industry. The ZigBee protocol seems like the most plausible protocol to use in the experimental part of this project due to is long life and low cost attributes [23]. 
	The topology design architectures are another key point to relate back to. There are several different designs discussed in this chapter, the conclusion that can be made from this research is that, each topology has its strengths and weaknesses; however the application of any chosen topology is based on needs and requirements of the given system. This can range from the total number of nodes that make up the network, to the size of the information that is needed to be transmitted across all links (bandwidth) [30].
	Most WSN will use a combination of at least two WSN protocols, these are usually Wi-Fi and ZigBee, this is because of the overall compatibility with modern day electronics. Wi-Fi is such a daily used technology it would be fool proof not to have an element of the technology within a network, especially when it comes to WSN [30]. This doesn’t have to be the actual transmission type the sensors use, but can be how the user gains access to the gateway device or even just general network access. 
	IBM’s smart grid project was an interesting topic of research, the author believes this because it pin points the imperative application a WSN can have on an entire countries energy supplying infrastructure [26]. This report showed the potential that implementing WSN in to any industry can have great advantages; this was a key area which made the author choose to conduct this project.
	The literature review covers enough areas, so that a viable understanding of what is needed to be done can be achieved. 
[bookmark: _Toc480842430][bookmark: _Toc480947055][bookmark: _Toc481053735]Chapter 3 - Research and Development Methodology

1. [bookmark: _Toc481053736]Introduction

	This section of the report is to highlight and discuss the key methodologies that are used by the author when conducting the proposed experiment.  The project experiment will be conducted of two different phases. A simulation will be done first, this will incorporate all goals set in the first chapter of this report. The simulation software that will be used is Cisco Packet Tracer 7.0 [31]. This software allows the construction of IoT style networks, along with the capability to collaborate it with an ISP and a cellular network. The main reason this capability is imperative to the project is that, the software will allow a clear demonstration of remote access; which was one of the aims set out before undertaking this project.  Both experiments will be run and results on the operation of the networks will be analysed in the chapters ahead.
	The purpose of the practical implementation is to prove that control can be achieved by using a wireless senor via the medium of an ISP. iMonnit will be the hardware vendor for the components of the WSN [32]. The backbone network will be run through a cisco switch, which will be connected to the universities backbone network; this is so external network access can be obtained. There are five components to the build of the WSN, they are the Ethernet Gateway, iMonnit Temperature sensor, iMonnit Motion Detector, iMonnit Control Relay and a chocolate blow with an LED and battery power source connected to it [32].
	
[bookmark: _Toc481053737]Research Overview
	
	The Overall aim of the research is to identify the differences between simulated wireless sensor network and a practical wireless sensor network. The hypothesis of this project is to compare the features that can be simulated, to what can be practically implemented into a room. The two main areas that are looked at are, heating monitoring and management, and lighting monitoring and management. Both systems need to be accessible from the outside world via an internet connection; also both networks need to have a manual and automated feature to their design.

[bookmark: _Toc481053738]Research Philosophy
All aspects of the research philosophy will be focussed around Peeling Saunders’s “Research Onion” model [33]. This is a model constructed to ensure that a thorough and detailed research approach is applied for when a project is carried out. An illustration of the “Research Onion” model is shown in Figure 1.7 below [34].
[image: ]
Figure 1.7 – The Research Onion [34].
	This projects research philosophy has an element of both deductive and inductive research. This is due to that the general hypothesis of this project is broad and open to interpretation. The inductive element of the research is aimed at the comparison of simulated and practical smart WSN’s features, as this area of hasn’t been conducted before; this is assumed as the author could not find any published material on this specific topic. The deductive element is aimed at the remote access, as this concept has been done is various projects. An example of this is the Smart Grid implementation that IBM conducted which was reviewed in chapter 2 of this paper [26].
	The data collection method that will be used when obtaining the results of this experiment will operate on both qualitative and quantitative approaches. The qualitative data will focus on the features of what can be done between both the practical and simulation. The results for this section will be analysed based on what can and can’t be achieved with both approaches. The quantitative data approach will focus on the delay time between the user executing an action on the network and how long it takes the device to respond to the command. 
	
[bookmark: _Toc481053739]How the Experiment Will be Conducted (Simulation)

	The experiment itself is conducted five times, with each an hour long, this is to show variations in the environment and results. A mean of all the results that are obtained will then be shown in the testing section of this report. There are several outcomes that will be displayed in the testing section of this report; these are as follows, the delay in manual control time. This will look at how long it takes for a IoT device to respond from when the user click the on/off button in the web app. The second will be response time of the automated devices, this will look at how long it takes (in terms of time) for the pre-programmed nodes take to adjust based on the monitoring nodes feeding information back to the server. The third testing element of the simulation is to assess the integration off all components on the network and how they interact with each other. This will look at how well the home gateway interacts and connects with all “Things” within the software. It will also address the compatibility of the smart home network with all external devices, this will be the mobile phone and the tablet which are connected to the cellular network.  This will be imperative to the results due to it being one of the mission critical goals of the project.

[bookmark: _Toc481053740]How the Experiment Will be Conducted (Practical)

	The practical experiment will be conducted by firstly installing a wireless sensor system in to the Cisco laboratory within the university, this project will utilise the motion detection sensor for detecting movement, this then will trigger a notification and send a command to the light control relay to turn on the LED light. This rule will be configured via the iMonnit online web portal. The temperature sensor will also be taking reading of the room’s temperature in terms of degrees Celsius. The temperature sensor will then send a command to control relay and activate the battery powered fan. This will show that both lighting and heating control can be done via the application of a WSN through a web application. The second phase of this experiment is to manually control the LED light and fan via the web portal to show remote manual control of the WSN. The time taken for each device to respond to the command will be noted and be put into the results section of this paper. 

[bookmark: _Toc481053741]The Development Tools

[bookmark: _Toc481053742]Cisco Packet Tracer

	As mentioned in the introduction to this chapter Cisco Packet Tracer 7.0 is the simulation software that is being used for the first experiment. This software supports IoT style WSN’s and allows for the user to configure near enough any element of the IoT they require. The software even lets you customize down to the bare code of each “Thing”. It allows for a variety of programming languages such as, Python, Java and Visual C. The only programming that the author configured when creating this simulation was in the motion sensors, and the lights. The motion sensor “deactivate timer” was increased from 5 seconds to 60 seconds and the light “delay” time was reduced from 5000 milliseconds to 1000 milliseconds. 
	In regard to the web application for the IoT network, all the user needed to do was to create a “IoE registration server” , the web application was automatically created from within the confinements of the packet tracer software [31]. Packet tracer allows you to configure all the IoT objects with wireless interfaces, this is a much need feature as the project is based around wireless networks. 

[bookmark: _Toc481053743]iMonnit

	iMonnit is a proprietary wireless sensor network control and monitoring software. It was developed by the Monnit Corporation in 2009 as an application to run on the ZigBee based WSN’s. All the sensors in their networks operate on the 900 MHz channel. The major disadvantage with their software is that it is locked down and cannot be customised outside its pre-set boundaries. They do this to stop their users adding third party devices on to their networks [32]. 
	The software will be set up and the devices will be registered to it. All the access to the network is done via the iMonnit web portal, these range from setting alerts notifications for when reading change, to controlling the devices manually. The manual control can be for purposes such as how long the heartbeat timers last; time between communication between senor and gateway device.
	
	 
[bookmark: _Toc481053744]Conclusion
	In conclusion for this chapter, if the methodology process is followed as planned, a working simulation and practical implementation will be achieved.  The method of a two-stage approach to the experiment is a feasible design, this will enable a comparison of two sets of results to be analysed and a clear understanding of the proposed hypothesis to be extracted.
	The major advantage of this projects research philosophy is that it combines both qualitive and quantitative collection methods. This factor will greatly aid in the analysis of the undertaken experiments, by providing two different outlooks and views on the wireless sensor network construction methodology.	
	The Cisco Packet tracer simulation will be the key area of focus for this report, due to the various functionalities it supports. The simulation should be able to show a full working smart home system, with the integration of an ISP. A screen recorded demonstration will be done to illustrate how the network operates; the software that will be used to capture this is called Open Broadcast.
	The iMonnit Wireless sensor network will be the most difficult plan to follow, with regards to hitting every aim of the proposed implementation. The hardware and system components that have been ordered are more intended for monitoring and alert sending purposes. This will cause issues for when conducting the experiment as the research aim of this project is more focussed at device control rather than 24/7 monitoring. The author will try to create the closest possible experiments so that valid and reliable results can be obtained. 
[bookmark: _Toc480842431][bookmark: _Toc480947056][bookmark: _Toc481053745]Chapter 4 – Design and Implementation

1. [bookmark: _Toc480842432][bookmark: _Toc480947057][bookmark: _Toc481053746]Introduction

	The design implementation of this project is conducted in Cisco Packet Tracer 7.0 This is a network simulation software which supports IoT networks. The author has chosen to use this software, due to the practical application attributes it can do. The IoT network simulates a real-life scenario of a network. It is broken down into three different sections, the first section is for the IoT devices themselves, this is dubbed in the practical as the ‘Smart home network’. The second section is the ISP (Internet Service Provider), this section is the most imperative, due to It connecting all three section of the IoT network together. The third section is the cellular data network; this segment of the network is to illustrate the ability to control the smart home network from any geographical location.
	The control and monitoring of the home network can be done through any end device existing in the network, with the assumption it has a connection the ISP, this action can be achieved through the Internet browser. For the user to interact with the devices a default web application is created by the Packet Tracer software, and is done via an interactive GUI. 

[bookmark: _Toc480842433][bookmark: _Toc480947058][bookmark: _Toc481053747]Overall System Design
	The overall system design was split into two different sub sections, this is as mentioned previously, the practical and the simulation. Both systems will be implemented and tested, this is so several criteria can be assessed and to verify the pre-set aim’s stated have been achieved.  The key metrics that are going to be looked at are, The capability of remote access, the consistency of the temperature readings within a room, the automation aspect of the lights and heating, along with the manual control function. The final metric that will be looked at is the only quantitative result, this is the delay between the command being sent and executed.
	. 

[bookmark: _Toc480842434][bookmark: _Toc480947059][bookmark: _Toc481053748]Software Implementation Design Overview
	The simulation element was designed based upon a star like topology; in relation to figure 1.3 of this report [25]. This was for the IoT style network that was created for the connection of all the wireless sensor nodes. All nodes were connected to a central gateway, of which allocated each device a private IPv4 address. The gateway also had an outside facing public IPv4 address; this was connected to a Modem, the modem then was connected to an ISP via DSL technology. This was done due to within the UK the ISP with the highest market share it BT (British Telecoms); according to Ofcom’s statistics as of end of year 2016 [35]. BT’s network architecture is highly based upon DSL leased line technologies, so the author though this would be the most lifelike comparison for the outgoing connection. The speed of the connection from the ISP to the home network modem was set at 10 megabits per second.  The communication method that the sensors operated on in the simulation design in the 2.4 GHz frequency (Wi-Fi), the reason for choosing this application is that when building the simulated network, by adapting this technology the author could implement the automation feature for the network a lot better and with greater effectiveness to the surrounding environment. The second reason WiFi sensors were used is that if an Arduino board and sensors were to be used, there was a lot more programming involved, the justification behind this is that due to the nature of this project being more control orientated. 
	This topic of discussion relates back to the literature review element of this report, as with the use of WiFi sensors there are a lot of advantages to using said technology. The first being the transmission rate of the nodes, In Wi-Fi networks where nodes are running the latest standard of Wi-Fi communications “ac”, the maximum transmission rate is up to 5.3Gb/s; according to Netgear’s paper on the new standard [35]. This is a much higher rate than when compared to ZigBee where the transmission speeds are 256Kb/s [23]. the author understands that there is a trade of with WSN, when it comes to performance vs. battery life, however due to the nature of this experiment battery life was not a key factor to when designing the network infrastructure [22], [23], [26], [27]. 



[bookmark: _Toc481053749]Simulation User Interface

	Figure 1.8 below is the highest-level of the design hierarchy, and gives a complete overview of the experiment. This section shows all three connected network segments.
[image: ]
Figure 1.8 - Network Overview

[bookmark: _Toc481053750]IoT section of the Network
	This section will show and explain the IoT network of the simulation.
	Figure 1.9 is the smart home segment of the overall network; this section’s purpose is to interconnect all IoT devices to the home gateway.
[image: ]
Figure 1.9 – Smart IoT Network overview

	Figure 1.9 is split into four different segments, the automated section which appears at the top of Figure 1.9. The remote light control, this resides within the box with the lamp inside in Figure 1.9 above. The Remote heating control and that is the bottom right side box with the A/C unit and Radiator inside of it. The final section is show in figure 1.10 and 1.11 below. This is the server rack room.

[image: ]
Figure 1.10 – Rack cluster overview

[image: ]
Figure 1.11 – Server room

	Within the sever room there are three racks of routers, a wireless temperature monitor above the rack and two fans with wireless NIC’s built within them. The three IoT devices are connected back to the wireless “IoT Gateway”. The temperature monitor’s purpose in this section is to monitor the temperature of the network racks and relay the information back to the “IoT Gateway”. The Fans in the figure above purpose is to activate dependent on the information that has been sent to them by the gateway device.
	In Figure 1.12 below the automation element of the IoT network is being illustrated. 

[image: ]
Figure 1.12 – Automation Section of the IoT Simulation

	This section is constructed of 8 nodes in total, the temperature monitor and fan are used for the same purpose as discussed in the previous paragraph, this is regarding the sever room.  The first node to mention in this section is the room thermostat. This is one of the most mission critical devices in this simulations architecture, it purpose is to maintain the rooms temperature to an optimum level and to also react to sudden environmental changes. It has two elements connected to these are logical devices and is what allows the thermostat to amend the rooms temperature accordingly. 
	The second device in mention is the motion detector; this device’s purpose is to transmit data back to the gateway so that it can monitor any physical movements in the room. There are two of these in the design; the reason for this will be explained in one of the following sections. The lamps in Figure 1.12 are to emulate the rooms lighting system. These will be controlled based on the wireless commands that are transmitted to and  the from the “IoT Gateway”.  The final object to the automation side of the network is the “Room Door” this is displayed as the very last item on the right-hand side of Figure 1.12. The door will send information back to the gateway based upon its currents status, these are, Open, Closed, Locked and unlocked; it can have one or more status, e.g. “Closed” and “Locked”. 

[image: ]
Figure 1.13 – Manual control section.

	Figure 1.13 above is showing the manual control element of the simulation. This section is responsible to prove the concept that the IoT can be remotely accessible. The light node works upon the same basis as discussed in the previous paragraph. The box on the right-hand side of Figure 1.13 is for the room heating control. The two nodes in this section is the “A/C unit”; this is to cool the room down when its sent the command. The “Radiator” is to heat the room up if is sent the command. 

[bookmark: _Toc481053751]ISP & Cellular Section of the Network 

	This section will show the ISP element of the network simulation.
	Figure 1.14 is showing the ISP backbone, it also shows what networks it is connected to within the topology. 
 
[image: ]
Figure 1.14 – ISP Backbone

	This section of the network is the core backbone to the simulation’s network infrastructure, this section will route traffic between the design networks within this simulation. Within figure 1.14 is also illustrates the ISP server farm cluster.

[image: ]
Figure 1.15 – ISP Server Farm

	Figure 1.15 shows what’s inside of the ISP server cluster illustrated in figure 1.14. Within this cluster holds a standard cisco switch and 2 servers. The first server is the DNS server. This server’s sole purpose is to translate the IP address of the “IoE Server”, so that users can simply enter a text base URL into their browser from their device. The second server in Figure 1.15 is the brain of the IoT network, this server holds all the component information, along with allowing control and monitoring to the network via the Web based application it hosts. It also runs the “IoE Registration” service.  

[image: ]
Figure 1.16 – Cellular Network

Above in Figure 1.16 it shows the cellular network of the simulation. This area of the network was created to prove two concepts; the first is that the home network can be controlled from any other network type. The second is to prove that the home network can be accessed from any geographical location, based on the assumption that it has a working internet connection. The two smart devices are connected to the mast via a 3g/4g connection. The mast then has a coaxial link back to the core network servers/routers.

[bookmark: _Toc481053752]The Creation and operation of the IoT Network Simulation 

	
	The IoT network operation is all based around the “IoT Gateway” and the “IoE Registration” Server. How this was configured was by first enabling the IoE registration service on the server unit, then to connecting to the sever, via its IPv4 address; in an internet capable devices internet browser. When the connection was established, the author had to crate the web portal for the sensors to connect to. In the initial setup process a username and password had to be created for obvious security purposes. When this step was completed the author entered in the login credentials and was taken to the portal homepage, this is the section where all devices, once registered can be managed. The devices all had to be configured manually through their global setting tab within the simulation software. The server IPv4 address and login credentials, this is shown in Figure 1.17 below. 

[image: ]
Figure 1.17 – Connecting IoT devices to IoT server.

	When all the devices were established connection with the IoT server, the homepage device management portal populates. Within this portal each devices name, purpose and status is displayed. This is shown in Figure 1.18 below. 
[image: ] 
Figure 1.18 –  IoT Sever Device registration page.

	Now all the devices are added the automation features of the network can be created. This is done through the “Conditions” Tab located in the top right corner displayed in Figure 1.18.
	
[image: ]
Figure 1.19 – Conditions Tab

The “Conditions” tab is shown below in figure 1.19. The statement can be configured by simply clicking add and then inputting the rules appropriately.
	All these rules in the figure above, are the automation features critical to how the IoT network operates, this ranges from the lights to the room temperature management. 


[bookmark: _Toc481053753]Automated System Design
	In this section of the chapter, the principles and results of the automatic control of the network will be shown and proven that they operate as intended. 

[bookmark: _Toc481053754]Lighting automation

	The first automation feature of the system that will be addressed is the automatic control of the lighting system. The principle on how the light work is based upon two different fundamentals, the first is if the door is opened. When the door is unlocked, and then opened, the front of room light will turn on at a dim level setting, for a short spell of time. The purpose of this is if someone is checking a room the front light will turn on so that they can check the room. This then leads on to the second light automation rule, so say for instance that person was to walk in to the room, the first motion detector will activate and the front light would change to a brighter setting and stay on for 5 minutes, with the grounds that the motion detector isn’t activated again, if this happens the timer will restart. The five minute deactivate timer is the only code that has been changed from the default value in the construction of this simulation. 	The purpose for this sensor is that if the room is in use by a person, movement will always occur. There is also a second motion sensor in the room and that is located at the back, this is for the second light, this works on the same principle as the first motion detector/light automation process. The reason why a second sensor has been implemented into the simulation is so that if the room starts to fill up the second light will turn on, it has also been done so that if only the front of the room is being used, the back lights will stay turned off, this will reduce the amount energy the building is using, by saving electricity.
	These rules are shown and highlighted in Figure 1.20 below.
[image: ]
Figure 1.20 – Light control statements

[bookmark: _Toc481053755]Room and Network Stack Temperature Control Automation

	The control automatic control of the temperature is done through the combination of three components of the IoT network. The temperature monitors, the thermostat and the fans. The principle of how the system works is as following; first the temperature monitors will detect the surrounding environments temperature, this information will be sent back to the gateway to be analysed. Once the data has been analysed the Gateway will send different commands to different devises. The fan control works by the following rules; 
· If the room between 60 and 75 degrees’ Fahrenheit turn fan on to low setting.
· If the room is over 75.1 degrees’ Fahrenheit turn fan on to a high setting.

These statements are shown in Figure 1.21 below.
[image: ]
Figure 1.21 – Fan control statements


	The fans are implemented to assist the room’s automation feature for cooling down. The original design did have an automated radiator device within the network, however, the speed that the room would heat up with the radiator, was far too intense for this simulation.
	The thermostat has 4 different settings to its design, “Off”, “Auto Cool”, “Auto Heat” and “Auto”. The device needs to be set to “Auto” initially for it to start working, once it is enabled it will switch between the two operating modes based on the reading of the temperature senor. The following rules were set for the operation of the thermostat;
· If the room’s temperature is less than 55 degrees Fahrenheit, then set thermostat to auto heat.
· If the room’s temperature is greater than degrees Fahrenheit, then set thermostat to auto cool.
· If door is unlocked and opened and first motion sensor is activated, set thermostat to auto
· If door is locked, and both motion detectors aren’t activated turn off room.

These statements are shown in Figure 1.21 below.
[image: ]
Figure 1.22 – Thermostat Control Statements



	The final statement for the statement is a generic rule for all devices. This rule is to turn off the entire room if the door is locked and no motion is detected. The reason for inputting this conditional rule is to save energy when the room is not in use. 
[bookmark: _Toc481053756]Manual Control System Design and Testing

	The manual control element of the experiment is one of the objectives set in the first chapter of this report. This section will show how the manual control was configured, along with screenshots to show that is operational.
	The manual control was set up in a different section of the experiment. This was done due to a conflict with the automation statement. In the first phases of the experiment a combination of the two systems was tested, when this was done, as soon as the author tried to override an automated function the system would simply revert to the automated process. Figure 1.13 above shows the area of the network where the manually controllable nodes reside. The manually controllable nodes do not have any conditions to how they work. The nodes are simply added to the registration server and can be interacted with via the IoT web portal. 
	Figure 1.23 below shows how they appear in the web portal.

[image: ]
Figure 1.23 – Remotely controllable nodes in Web portal.

	For the light control, the user simply clicks upon the setting they want to apply and the device will act accordingly to the command. Figure 1.24, 1.25 and 1.26 below demonstrate a user remotely connecting to the IoT server, logging in, accessing the device management page. This connection will be established through a cellular network, this is done to emulate that the user can connect from any geographical location. 

[image: ]
Figure 1.24 – Remote connection to IoT server via Cell Network


[image: ]
Figure 1.25 – Remote Light Control Menu

	Now the user has connected and toggled the on switch, the remote-control light in the IoT network, will be turned on. This is demonstrated in Figure 1.26 below.

[image: ]
Figure 1.26 – Remote Light Control

	The connection steps will remain the same for the temperature control, however the process on how they are controlled has an extra step, this is that the user must first turn off the thermostat. This is because if the device is left on the automation process will affect the manual controls. In the real-life scenario, that this application would be used, the author assumes no one would be using the room. In this case the door would be locked and thermostat would be turned off by the conditional statement.
	With the room temperature control the user can simply toggle the radiator/ AC unit, dependant on what affect they wanted for the environment of the IoT network surroundings. 
	Figures 1.27, 1.28 and 12.9 will show a demonstration of the effects of the temperature control. This will include a live change in temperature which is viewable through the web portal.

[image: ]Figure 1.27 – Current Temperature and Radiator Status

	Figure 1.27 is showing that the current temperature is 0.3 degrees Celsius and the Radiator is turner off.
[image: ]
Figure 1.28 – Radiator on and increase in temperature
	
	Figure 1.28 is showing that the radiator has been enabled and the temperature has increased exponentially. 
	The A/C unit which can cool the room down works on the exact same principle.

[bookmark: _Toc481053757]Simulation Statistical Results

	As mentioned in the methodology chapter of this report, the only quantitative result that was going to recorded was the temperature readings throughout the course of a day. The experiment was run over a day and the results are shown in the graph below. 





Ambient Temperature (Day 1)  
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Figure 1.29 –  Change in Temperature throughout a 24-Hour Period (°C).



Ambient Temperature (Day 2)
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Figure 1.30 –  Change in Temperature throughout a 24-Hour Period (°C).







Ambient Temperature (Day 3)
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Figure 1.31 –  Change in Temperature throughout a 24-Hour Period (°C).

	The results over the three-day testing period, showed that there was a consistent change in temperature throughout the course of each day. The graphs show that the temperature generally varied between 15°C and 25°C. This was expected due to the automatic limits set in the thermostats configuration. The major anomaly appeared at midday in day three, where the temperature spiked to nearly 30°C. 
	The author predicts that when the results are obtained from the practical implementation, there will be a great similarity between the two. This is because the environment that the both experiments will be conducted in are near enough identical, this is with regards to the equipment that is surrounding each device along with  

[bookmark: _Toc481053758]Practical Implementation Design

	The overall aim for the design purposes, for the practical implementation was to create a wireless sensor network which monitored temperature and motion, along with having the ability to control/automate the nodes within it (Heating, Lighting). 
	The hardware components that were used in this experiment all fell under one vendor, iMonnit. The components that made up the system are a Motion Detection Sensor, A Temperature Sensor, a Control relay device and a PoE Gateway device. 
	The layout of the network was constructed on a Star like topology, similarly to the simulation. The topology is based up the literature that was reviewed in chapter 2 [23], [26] and illustrated in Figure 1.3 [25]. The communication principal on which the sensors communicate with the Gateway device uses a tweaked version of the ZigBee protocol, the frequency band they use the 900 MHz channel. The design of the network regulates with the IEEE 802.15.4 standard for Low-Rate WPAN’s, this is due to the sensors design purposes if for long scale environmental monitoring [22].  As already discussed the sensors work similarly to ZigBee, this also applies to all there characterises, with relation back to Figure 1.2, every attribute of the ZigBee column in that table applies to this WSN, with exception to not having the capability operate on the 2.4GHz frequency [23]. 
	
[bookmark: _Toc481053759]Practical Implementation Configuration & Operation
	
	The first step is installing the sensor network; this step is all done via the iMonnit web portal. The user must first create their account; this will entail a username and password. The next step is to create their network name; in this case both were just the author’s name. Once logged in the user navigates to the “Manage” Tab. This is shown below in Figure 1.32.
[image: ]
Figure 1.32 – Adding devices to your WSN.

	In the figure above you can see that the devices are already added, but for demonstration purposes the author will show how the system is used.
	The first device you add is your Ethernet gateway, as this is essentially the sink node of the network, this node is in charge of sending all sensor data from the WSN, to the iMonnit online Web portal; this can be related back to section 3 of the literature review [19].  To add the PoE Gateway you select the “Add Gateway” button which is highlighted in Figure 1.32 above. 
	The next step is to enter the gateway credentials which appear on the underneath of the physical device, along with the network you want to add the gateway to.  This is shown in Figure 1.33 below.
[image: ]
Figure 1.33 – Gateway Information 

	Once this step is completed you will have a confirmation message, stating the “Gateway has been added to your network”.
	The next step in the setup process is to add the required sensors. This follows the same method as adding the gateway. 
	When these steps are complete and all sensors are added, the network is now ready to operate. Figures 1.34 and 1.35 below show the overview of when all of the sensors and the gateway are added.
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Figure 1.34 – Sensor Overview
[image: ]
Figure 1.35 – Gateway Overview

	

The principle on how the network will operate will be broken down into two sections, the first will be the Automation element of the experiment and the second will be the manual control. 

[bookmark: _Toc481053760]Practical Automation
	
	This was the step of the experiment where time constraints affected what the author wanted to conduct. Due to the sensor’s arriving later than expected, the temperature control automation phase could not be carried out. 
	The only automation feature that was conducted in this experiment was for the lighting control. This worked by a configuration set within the web portal which stated;

· If the motion detector activates, then send alert to light control relay to turn on LED.

This condition is shown in figure 1.37 below.

[image: ]
Figure 1.36 – Light Automation control step 1.

	Figure 1.36 above shows the first step in configuring the automation feature for the lighting control. The box highlighted in the figure above, is where you enter Sensor ID of the motion detector, this creates the first link between the two nodes; pairs the two nodes.

[image: ]
Figure 1.37 – Setting up the notification between the motion detector and the relay.
	
	Figure 1.37 above shows the command to activate the light for when the motion detector activates.

	This element of the experiment worked as expected.  When the motion detector active the LED did turn on, however due to as previously mentioned that this WSN technology is better suited to monitoring purposes rather than control, the time delay between when the motion detector activated and the light turn on was at 4 minutes.
	If the experiment had gone to plan, the temperature automation control would have operated on the same principle as the lights, with the difference that it would have been linked to the temperature readings rather than the motion detection. 

[bookmark: _Toc481053761]
Manual Control
	The light manual control also worked as expected. This process operated on the principle that the user clicks upon the Light control relay, then selects edit and final changed the option on the default state to the outcome that is wanted (On/Off). This function faced the same problem as the automated control and had a 4-minute delay, from when the button was clicked, to when the LED changed state.

[bookmark: _Toc481053762]Practical Implementation Results

	The section below will display all the recorded results from the practical implementation. 


[image: ]
Figure 1.38 – Temperature Sensor Readings

	The temperature readings from the practical experiment fluctuated greatly over the cours of the 3 day test. This was an expected result. The main point to obtain from this graph is that the peak in temerpature happened at midday on of the third run. The assumbed reason behind this, is that at this point in time, a class was being held in the cisco room and a mixture of rack usage and body heat caused the spike in temperature.
[image: ]
Figure 1.39 – Motion Detector Readings

	The results shown above in the graph were as expected, due to the two activations of the motion detector was the author. This is when the light automation tests were being conducted and the movement were purposely done.

[image: ]
Figure 1.40 - Light Control Relay Readings.

	The results shown in this graph correspond with the experimental testing. This due to twice the relay was activated. The first time was for the automation control and the second for the manual control. 
	All evidence of this implementation is video documented. Please see appendices 3 in chapter 8 of this report. 

[bookmark: _Toc481053763]Comparison of the two experiments

	From the two experiments, several conclusions can be drawn from the cross comparison in results. The first point in mention is regarding the delay of the control mechanism. The simulation far bettered the practical application in the field, this was an unexpected result, the author anticipated the simulation to be quicker, but not by the amount the results presented. The research that was done on this topic clearly portrayed that a Wi-Fi commutation protocol had a better transmission speed in comparison to ZigBee [23], but for a margin for of close on 4 minutes this was not perceived in the literature. This was a real anomaly of the concluded results. For this area to be a more accurate, the experiment would need to be run with similar technologies. The solution to achieve this in future work would be to have greater understanding of the components that are being ordered.  
	The second result in mention was the capability of both networks. They both allowed for manual and automated controls; however the practical implementation succeeded more on this element. This is due to it allowing an integration of both manual and automated features mapped to one node, whereas the simulation did not. 
	The Third result in mention is for the comparison of the two-temperature sensor monitoring experiments. The results that were obtained were similar as expected; the both spiked at peak times and gave a consistent pattern. The author believes this was the best area of results for the project.

[bookmark: _Toc481053764]Limitations of the Simulated Experiment

	After crating the network, the author discovered that there are a couple of limitations with the software. The first one in mention has already been discussed, that is the inability to integrate the manual and automated controls. This was a significant drawback that occurred when conducting the simulation. 
	The second limitation with the software was the lack of control that one could have on the surrounding environment, the software did allow the author to change this but the actual effect it had was negligible to what was needed. The only environmental changes that could be made were to change the environment of where the network was located.



[bookmark: _Toc481053765]Practical Implementation Limitations

	There were several limitations faced when conducting the practical experiment. The first limitation was that the Ethernet gateway was completely locked down, and none of its values could be changed. This caused issues when it can to acquiring the appropriate results, based upon the aims of this project. The main function that the author wanted to change was the operating frequency, as to get a better comparison between the simulation and the practical implementation, it would have been to great benefit if the frequencies could have been toggled between the ZigBee operating channel and Wi-Fi’s operating channel. This then could have given a better analysis of the two experiments; it would have highlighted the major differences in performance; if there were any. 
	The second limitation with the practical was that the heartbeat intervals between the sensor and the gateway couldn’t be reduced to less than 10 minutes; this caused problems in the testing element of the practical experiment. It also affected the number of runs that the author could conduct of each stage, as there was not enough time. 



[bookmark: _Toc481053766]Overall Conclusion for the both Experiments
		
	From the simulated experiment that was undertaken, all the but one of the initial set requirement was hit. The author learnt that from creating this simulation that wireless sensors systems can be easily integrated into our everyday life, relating back to Section 2 in the literature review chapter, the IoT will be a key fundamental of the way we live, this is shown in the simulation with regards to the easy implementation of an automated building management control system. If this were to be integrated into homes/institutions, the amount of power consumption that one uses would be reduced significantly, due to if lights and heating systems were only be used when necessary, the amount of wasted energy would be lower. 
     The Software proved to be viable for cause and delivered upon near enough every area that the author required. The advanced features of the software really benefited the overall design and simulation.  
	The physical experiment didn’t go to plan, however it still provided a proof of concept so that the aims and objectives of this project were accomplished. 

[bookmark: _Toc481053767]Chapter 5 – Evaluation of the Project 

[bookmark: _Toc481053768]Project Evaluation

	When comparing, what was originally set out when undertaking this project, most of the aims and objectives that were set, were achieved. The aim of the project was “to Create a fully operation Wireless Sensor Network, that can control, manage and monitor the lights and temperature in a room”. This was hit across the two experiments. The simulation catered for both the automation and control of the lighting and heating, and was the stronger of the two experiments. The practical element on the other hand did cater for a singular integrated room management system. The major downfall with the practical was that the temperature automation objective was not hit. 
	The remote access objective was the highest success in completely hitting and objective, as this was achieved to detail in both experiments. This even went on to allowing remote access through a “smart” device. This is done in the simulation using a phone via cellular network and achieved with a physical phone in the practical experiment.
	The research on network design, within the literature review that was conducted, was practically applied to both experiments. It highlighted key research topics and compared this project to similar projects conducted by other previous researches. 
	The main criticism that the author has with regards to the literature review, is that more interrelations could have been made between the experiments and completed literature review. 
	The objective regarding creating a management device was hit to a certain degree as in both experiments, a management solution was implemented. In the simulation, the “IoT Gateway” and the “IoT Registration Server” acted as the management consoles for the room. In the Practical the iMonnit software acted as the management device for the implemented system.
	Overall the results that were obtained were not as good a set in the objectives. If the components would have arrived in time, I believe better findings would have been obtained. This is a learning curve for future work.
	If this project were to be carried out again, I would want to finish the written element at an earlier stage so that more time could have been spent on the experiments. Another thing I would do differently, if I were to conduct this project again would be to choose a different vendor for the supply of the sensors. The main difference that I would look for in a new vendor’s hardware is that it would be open source, so that more customisation could be accomplished.
[bookmark: _Toc481053769]Chapter 6 – Conclusion & Future Recommendations

1. [bookmark: _Toc481053770]Conclusion
	In summary, this report has covered multiple areas of research, when it comes to Wireless Sensor Network technologies. The literature review covered from the base level up. The first few sections covered the fundamentals of wireless sensor technologies, this discussed what approaches can be used when deploying sensor networks. It covered their basics design architecture and how they communicate.  The next key topic for the literature review was on The IoT and why is it rapidly evolving. This section key in telling the reader what applications the IoT has, and why this project is necessary to undertake [19], [36]–[38]. 
	The literature carried on in discussing similar project to this one and what work had been done in the past. The main project that this was based upon was Liu’s paper, titled, “Design of intelligent warehouse Measure and Control System Based on ZigBee WSN” [23]. These two projects had a lot of similar key fundamentality’s. The main areas of this paper that assisted the author in the literature review, were the overall design concept, the system architecture and the results [23].
	The methodology chapter focused on this projects research hypothesis, the hardware/software tools that were used and the data collection methods. This chapter was also based around the research onion model, this area highlighted what type of results were expected, how the results were analysed and the experimental approach scheme [33], [34]. This section concluded on the authenticity of my results. 
	The design and implementation chapter, was key to the success of this project, without this section none of the surrounding chapters would have been relevant. The first section of this chapter was based around the software simulation, in Cisco’s Packet tracer software [31].  The simulation element of this project was the most successful are of the report. The system itself hit 80% of the relevant objectives that were set in chapter 1 of this report. The only element that let the simulation down, was the fact that a segregation between the automation and manual control systems, had to be implemented into its design, so that it would operate correctly. If a combined system were to be created and implemented into a real-life scenario, the underlying hypothesis of the report would be proven.
	The practical implementation did not go to plan. The reason behind this was that the components arrived past there expected delivery time. This had a direct effect on the work that the author could produce; it restricted the practical to only being able to cover 3 out of 4 initial set objectives. The results that were obtained from a combination of both practical and simulation did however prove that the project objectives were met. Taking the previous statement into account this concludes this report to its final point. The author set out originally to create a room management system, a room management system was created, henceforth proving the project a success.

[bookmark: _Toc481053771]Future work and Recommendations
	The major benefit that is to be taken from this project is that a fully integrated smart home system can be devised in Cisco’s packet tracer, and then if enough time is spent, a real-world implementation can be achieved to mimic both performance and functionality.
	In regards to any future work that could be done to continue from this project, the first area to re-work would be the practical implementation. If this section could be fine-tuned to provide the same functionalities and features as the simulation, a much truer and improved comparison of the two systems could be achieved.

[bookmark: _Toc481053772]Chapter 7 – Reflection of the Project

[bookmark: _Toc481053773]The Author’s Reflection of this Project.

	Reflecting on the project undertaken, I feel like have grown my knowledge on WSN implementations greatly. This varies from the literature on what people have done before and the topics and terminology around the subject. The literature review was one of the most interesting parts of the project; this is due to my great interest of the subject. The appeal that the IoT has on me has grown significantly from conducting this project. I firmly believe that within the forthcoming year I will work in a role that is highly IoT orientated. If I were to conduct the literature in future I would fine tune it more to one networking technology; either WSN or Just Wireless implementations. This section of the report has been a massive learning curve on how one should conduct research; this is due to the vast amount of literature that is needed for such a large project. The amount of work that was required of me to just to complete the literature review is inconsequential to what I have done in the past. 
	The methodology of this paper I feel was the section that let me down more than anything else. The reason that I am saying this is that, this section I understood the least, and only completed it with some perseverance and hard work. If I were to complete this section again in future, I would like to have a better understanding on what is requested of me for the section in mention. The methodologies that I discussed I found that I would have done without thinking, as it’s like what I have done in the past when completing smaller scale projects. This section changed me as person by forcing me to understand the research methods that are needed for when one conducts a large-scale project like this one.
	The design and implementation chapter of this report, I feel I did strongest, this due to that my greatest skill is always the practical element, when comparing it to work I have done in the past. Even though I feel that I did the strongest in this section, it is the section of the report that disappointed me the most. I feel like this because of the short time frame I had to work to with the practical implementation; only to fault of my own. I feel like I could have done a lot more and delivered a much stronger product. I have learnt more from this element of the of the project more than any other, this is regarding the way I handled the situation for ordering the components. Due to me leaving the ordering to last minute I was rushed and didn’t get to the full working concept that I originally planned. If I were to do this again in the future, I would have ordered the hardware with enough time to cater for any delivery issues. I would have researched the components I needed a lot more, before deciding to place the order, this as it cost me greatly for when I received the parts and came to the realisation, that I was limited to what I could do with them.
	Overall, I feel the project was a moderate success and made me realise why there is such a large time scale, to developing systems in the working world. The project changed me as a person, mainly due to my organisation and time management skills, I feel like the skills that I have gained from this will transfer with me for when I move into the working world.
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