


Introduction of a Network Access Control (NAC) System and Strategy for the deployment throughout Public Health Wales (PHW)
Research Proposal
Christopher Pace (1708232)


Contents
1. Introduction
2. Background to the Proposed Research
3. Aims & Objectives
4. Research Methods
	4.1 Philosophy
	4.2 Strategy
	4.3 Risks & Limitations
5. Resources & Planning
	5.1 Resources Required
	5.2 Gantt Chart
6. Bibliography


Figures

· Cisco ISE Features
· Strategy Diagram
Tables

· Tests - Why Appropriate
· Tests - Expected Outcomes
· Gantt Chart




1. Introduction

Traditionally, connecting into the corporate network involved plugging an Ethernet cable into a wall port, connecting the other end into a laptop or PC and away you go. Nowadays, accessing the network is much more flexible; users can connect wirelessly or even via a VPN connection either company provided equipment or their device (BYOD). This flexibility has come at a price; the variety of devices joining the network are creating a real security threat.
This is where Network Access Control (NAC) comes in, NAC  is a system of ensuring that only known devices are allowed to connect to your network and that they meet your network’s requirements before they are granted access. NAC keeps un-trusted and unauthorised devices off the network, so it defends your network against wireless threats or an unprotected network port.
This type of protection is the basis for any NAC system, but NAC systems have been improved from this basic solution in recent years. Additional functionality has been added to current NAC solutions available on the market today.
Additional NAC system functionality may include:
· Network Access Control - authenticating devices are wishing to access the network and granting or denying them access.
· Restrictive network use -  controlling where users can go and what resources they can use once they get on the network, based on identity, time of day, location, and application.
· Grouping users - segmenting users into groups, for instance, trusted and un-trusted or accounting and non-accounting.
· Threat Control - making sure network devices meet organisational standards- including software updates and virus control to make sure the network isn’t compromised by problem devices.
· Quarantine - routing unknown devices or legitimate devices that are out of compliance onto a separate restricted IP network or VLAN.
· Remediation and patch management - providing tools that enable users to bring their devices into compliance.
· Monitoring network activity and preventing suspicious activity-potentially preventing zero-day attacks on vulnerabilities for which patches are not yet available.
· Real-time Visibility- providing a real-time overview of what devices are connected and what their status is.
· Regulatory compliance - keeping records to document compliance with standards
· Device Administration - controlling and auditing configuration of network devices.
Although an extensive array of NAC functionality exists, the core function of NAC is always to control who can access the network.
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2. Background to the Proposed Research

Public Health Wales (PHW) is the national public health agency in Wales and exists to protect and improve health and wellbeing and reduce health inequalities for people in Wales. They are part of the NHS and report to the Cabinet Secretary for Health, Well-being and Sport in the Welsh Government.
With circa 1,700 staff based in over 8 PHW sites and 18 Non-PHW Sites across Wales, the organisation employs the majority of the specialist public health resource in Wales. 
They provide advice, expertise and specialist services to Welsh Government (working across departments), the seven health boards, two NHS Trusts, 22 local authorities, other agencies and to the population of Wales.
Each PHW site currently consists of a traditional Cisco Three Tier architecture, Cisco Firewalls and Cisco Wireless, connecting on the edge of each to the Public Service Broadband Aggregate (PSBA). The PSBA connects public sector organisations in the country to a private secure Information and Communications Technology (ICT) Wide Area Network (WAN). As well as traditional Firewalling capability at each site, all firewalls have added functionality configured, such as Intrusion Prevention System, Advanced Malware Protection and Security Intelligence.
PHW also have a small amount of staff based on non PHW sites, where they connect into the local network and traverse the PSBA to access PHW resources. 
Although PHW have a robust security architecture in place at present, it was decided that this needed to be improved to keep abreast of the current security threats being exploited in the wild. After consultation with numerous Security Consultants to discuss the current security risks identified within PHW, the following risks were identified: - 
· Wall Ports in shared buildings could not be fully protected, allowing rogue devices to be able to connect into the network;
· Due to the nature of work in PHW, some staff would not receive updates on remote devices as they were used offline for long periods;
· To improve productivity, the use of personal devices has become more apparent, opening up security risks from these unmanaged security devices;
· Device administration currently uses RADIUS for AAA, the ability to use TACACS+ to control AAA for better administration was desired;
· The ability to remove devices that are currently threatening the network was a manual process, reliant upon qualified staff to identify them;
· Staff that moved around offices needed to access the same resources, resulting in numerous firewall changes to give access;
· No current view on what devices were actually connected to the network;
Therefore, after this initial consultation the best suited solution to eradicate these issues was to introduce a NAC solution into the PHW Infrastructure.
Numerous vendors for a NAC solution were investigated, and after a lengthy tender process and the availability of funds to improve security throughout NHS Wales it was decided to implement a Cisco ISE Solution. Licensing was purchased to be able to implement the required capabilities.
All the Cisco ISE Features can be seen in the below diagram: - 
[image: ]
Cisco ISE Features[2]

This Research Project is based around the Introduction of Cisco ISE and the strategy for the deployment throughout Public Health Wales (PHW), finally implementing a POC in a chosen site in monitoring mode.


3. Aims & Objectives

The project aims to perform a thorough literature review, construct a Low-Level Design and Proof of Concept (POC) on how to implement a Cisco ISE solution within PHW. 
Due to time constraints and complexity of the implementation, it will only be focusing on deploying the following NAC features: -
· Access Control
· Asset Visibility
· Device Admin
· Threat Control
The following tests have been composed to outline the desired Aims and Objectives of the Project: - 
	Tests
	Why Appropriate

	The trusted device connects onto the network
	This tests the Access control capability of the NAC System

	The un-trusted device connects onto the network 
	This tests the Access control capability of the NAC System

	The trusted un-patched device connects onto the network
	This tests the Policy enforcement capability of the NAC System.

	The quarantined device connects onto the network
	This tests the Remediation and patch management capability of the NAC System.

	Device actively attacking network connects onto the network 
	This tests the Threat Control capability of the NAC System.

	The identified user connects onto the network
	This tests the Restrictive network use capability of the NAC System.

	Identification the number and type of devices connected to the network
	This tests the Real-time Visibility capability of the NAC System.

	Tracking of configuration changes to network devices
	This tests the Device Administration capability of the NAC System.



Using these questions and analysing the results of the test against the expected outcomes will allow for the identification of whether the project is a success or not.
	Tests
	Expected outcomes

	The trusted device connects onto the network
	The device is correctly assigned VLAN and appropriate access given to resources.

	The un-trusted device connects ontothe network 
	The device is correctly assigned VLAN and device is quarantined appropriately.

	The trusted un-patched device connects onto the network
	The device is correctly assigned VLAN and device is quarantined appropriately.

	The quarantined device connects onto the network
	The device is correctly assigned VLAN, once patched assigned VLAN and appropriate access given to resources.

	Device actively attacking network connects onto the network 
	The device is quarantined appropriately.

	The identified user connects onto the network
	User is assigned appropriate access to required resources.

	Identification the number and type of devices connected to the network
	Ability to view a number of devices and their current version etc. is available in the dashboard.

	Tracking of configuration changes to network devices
	All configuration changes can be viewed within the dashboard.



It is expected that the project will: -
· Eradicate the security issues identified in the Annual Security Report
· Allow moving from a POC to a full PHW wide solution of Cisco ISE
· Provide a basis for adding additional Cisco ISE features in the future

4. Research Methods

4.1 Philosophy
Within my project I will be taking a positivist approach as I will be using my experiences from implementing the POC, I will observe the outcomes of different experiments when attaching equipment to the network and adjusting the configuration appropriately.
Therefore I will be using a deductive approach to hypothesise if the configuration of the NAC features eradicates the issues identified by our Security Consultants.
4.2 Strategy
My strategy will consist of both experimental and document analysis as well as some cross-sectional research.
My strategy is split up into several different sections, as can be seen in the below chart: - 

Strategy Diagram
· Literature Review/Cisco ISE Course 
During this stage, a thorough document analysis of the most up to date Cisco ISE information will be completed. Attendance on the Implementing and Configuring Cisco Identity Services Engine (SISE) Instructor Led will also be completed.
· Preliminary Low-Level Design (LLD) 

During this stage there will be some cross-sectional research, interviewing existing staff members from the chosen POC site to gather the required current/future access control arrangements. A thorough investigation with other team members will be arranged to identify what posture checking variables will be used during the POC.

Analysis of the current IP based security (i.e. firewall rules, ACLs, logs) to assist in collating the access control configuration of the POC.

· Review Preliminary LLD 

During this stage a thorough review of the LLD that has been produced will be made, making sure that this has met all the requirements gathered in the Preliminary Low-Level Design, any additional information identified will be added to the LLD.

· Final LLD 
Once we are happy that the LLD is suitable, the LLD will be finalised and passed to senior management for sign off.
· Proof of Concept (POC) at PHW Site 
After sign off of the LLD, a Proof of Concept following the LLD requirements will be implemented in the chosen site.
· NAC Feature Testing 
On completion of the configuration of the POC, some experimental testing of the implemented Cisco ISE Features will be done, collecting any relevant data for inclusion in the report.
· Report on Findings 
A report will be compiled to commenting on all the previous stages, making recommendations for the rollout of the POC throughout PHW.

4.3 Risks & Limitations

With Software being continually updated, the project runs the risk of being out-dated shortly after completion or even during the project. I will not be paying attention to any of the newest updates and will be using the latest version of Cisco ISE available at the start of the project, currently 2.4.
Potentially, the project scope could be amended by PHW during the project if any further security risks are identified which could potentially affect PHW. If this does happen then these amendments will be added into the project and documented accordingly.
Due to other work commitments, the scheduled timescales may slip, resulting in not all of the suggested Cisco ISE features being deployed.
The project is limited to a POC of a single PHW site, at present this has not been decided, although the LLD will be based on deploying the design throughout PHW.


5. Resources & Planning
5.1 Resources Required

As PHW have already purchased Cisco ISE, they will be no associated costs for the product purchase.
All work will be carried out on PHW equipment, and training costs for the Implementing and Configuring Cisco Identity Services Engine (SISE) will be covered by PHW.
Any hardware/software purchase costs related to the POC will be covered by PHW.
5.2 Gantt Chart

[image: ]
Gantt Chart
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