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	Survey
	Review
	Experiment
	Development

	1.Engagement with Literature Skills
	
	
	
	

	Introduction
	/5
	/5
	4/5
	/5

	Literature Review
	/20
	/35
	16/20
	/15

	Comments:
The introduction provides a strong contextual overview of phishing as a cybersecurity threat and clearly establishes the relevance of machine learning approaches for phishing URL detection. The student demonstrates good understanding of phishing attacks, traditional detection limitations, and the importance of zero-day detection capabilities. The project aim and objectives are clearly stated and logically aligned with the proposed implementation. The writing flows reasonably well and introduces the reader effectively to the technical focus of the project. The discussion around lexical feature extraction and real-world deployment considerations is particularly relevant. However, while the introduction is well-structured, some sections remain slightly descriptive rather than academically analytical. There are also several grammatical and sentence structure issues throughout the chapter, including awkward phrasing and inconsistent academic tone. Greater use of stronger academic referencing and more concise writing would improve the overall quality further. Overall, this is a strong Level 6 introduction with good technical focus and project justification.

The literature review demonstrates good breadth of research into phishing detection techniques, machine learning approaches, feature engineering, and dataset considerations. It appropriately discusses traditional blacklist and heuristic methods before transitioning into supervised machine learning approaches such as Logistic Regression, Decision Trees, Random Forest, and SVMs. The review also shows awareness of modern deep learning developments and discusses strengths and limitations of various approaches. The discussion of lexical feature engineering is particularly relevant to the project aims and demonstrates good technical understanding. The inclusion of domain-based splitting and discussion of data leakage later in the report shows Cai engaged with more realistic evaluation approaches than many undergraduate projects. However, the literature review remains largely descriptive throughout. There is limited critical comparison between authors, methodologies, datasets, or conflicting findings. Much of the review explains technologies rather than critically evaluating the literature. Some references also appear to rely on websites and secondary sources rather than deeper peer-reviewed academic research. Additionally, there are noticeable grammatical issues, repetitive phrasing, and formatting inconsistencies throughout the chapter. Stronger academic critique and deeper synthesis between studies would improve the scholarly depth significantly. Nevertheless, this is a good literature review demonstrating solid technical understanding and relevant research coverage.




	 
	Survey
	Review
	Experiment
	Development

	2. Knowledge and Understanding Skills
	
	
	
	

	Methodology
	/5
	/5
	4/5
	/5

	Survey Design
	/15
	 -
	 -
	 -

	Requirements/Design
	 -
	 -
	 -
	/5

	Comments:
The methodology chapter is well structured and demonstrates clear understanding of quantitative machine learning research methods. The student appropriately justifies the use of positivism, deductive research, quantitative evaluation, and prototyping methodology. The methodology is logically linked to the aims of the project and clearly explains dataset collection, preprocessing, feature extraction, train/test splitting, evaluation metrics, and development tools. The inclusion of GroupShuffleSplit and discussion around domain overlap and data leakage demonstrates particularly strong methodological awareness for an undergraduate project. Ethical considerations, validity, reliability, and reproducibility are also reasonably addressed. However, some sections become overly descriptive and could benefit from stronger academic justification and deeper discussion of why particular methodological decisions were made. There are also some repeated ideas and grammatical issues throughout the chapter. Despite this, the methodology demonstrates strong planning, technical understanding, and good alignment with the research objectives.





	 
	Survey
	Review
	Experiment
	Development

	3. Cognitive and Intellectual Skills
	
	
	
	

	Results & Discussions
	/25
	/25
	20/25
	/25

	Conclusions and Recommendations 
	/10
	/10
	8/10
	/10

	Comments:
This is one of the strongest sections of the report. The implementation and evaluation chapters demonstrate clear evidence of substantial practical work, including preprocessing pipelines, feature engineering, model development, evaluation metrics, backend API integration, and frontend deployment. Cai demonstrates good understanding of machine learning workflows and provides appropriate explanation of model configurations and evaluation metrics. The use of multiple classifiers and consistent evaluation frameworks is commendable. The discussion surrounding GroupShuffleSplit and domain leakage is particularly strong and shows awareness of realistic evaluation conditions that many undergraduate projects overlook. The confusion matrix analysis and comparison between interpretability and predictive performance are also well handled. The integration of Flask backend deployment and frontend user interface further strengthens the practical application aspect of the project. However, although the results are technically strong, the discussion still lacks deeper academic critical analysis in some areas. Statistical validation, hyperparameter optimisation, cross-validation, or comparison against benchmark studies could have improved the evaluation further. Some claims regarding model superiority are accepted too readily without deeper critical scrutiny. There are also occasional grammatical and writing clarity issues throughout the section. Nevertheless, this represents a strong Level 6 implementation and evaluation with very good practical depth.

The conclusion effectively summarises the overall project aims, methodology, results, and key findings. The project clearly demonstrates that the project objectives were achieved and appropriately identifies Random Forest as the strongest performing model while acknowledging the trade-off between interpretability and performance. The discussion regarding domain-based splitting improving realism strengthens the validity of the conclusions. The project also appropriately identifies several realistic limitations including reliance on lexical features only, static datasets, scalability concerns, and reduced adaptability to evolving phishing techniques. Recommendations for future development such as richer datasets, continuous retraining pipelines, and real-world integration are highly relevant and demonstrate good awareness of future research directions. However, the conclusion could be strengthened further through deeper critical reflection on experimental limitations and more explicit linkage back to literature findings. Some repetition from earlier chapters is also present. Overall, this is a strong conclusion demonstrating good technical and research understanding.


	 
	Survey
	Review
	Experiment
	Development

	4. Practical Skills
	
	
	
	

	Development
	 -
	 -
	 -
	/15

	Experimental Design
	 -
	 -
	13/15
	 -

	Comments:
The practical implementation of the project is very strong and demonstrates good technical competency across multiple stages of development. The student successfully implemented a complete machine learning pipeline including preprocessing, lexical feature extraction, model training, evaluation, backend deployment, and frontend integration. The feature extraction design is logical, relevant, and aligned with phishing detection literature. The decision to use GroupShuffleSplit to prevent domain leakage significantly strengthens the realism of the experiment and demonstrates particularly good methodological awareness. The implementation of a Flask API and user-friendly frontend interface further enhances the applied nature of the project and demonstrates software engineering capability beyond simple notebook experimentation. The inclusion of full source code in the appendix also strengthens reproducibility and evidences the student’s independent development work. However, the experiment remains limited to lexical features only, with no dynamic analysis, webpage content analysis, or deep learning experimentation. Hyperparameter tuning and optimisation are also limited. Despite these limitations, the technical implementation is highly competent for undergraduate level and demonstrates strong practical skills.



	 
	Survey
	Review
	Experiment
	Development

	5. Transferable Skills for Life and Professional Practice
	
	
	
	

	Reflection
	/10
	/10
	6/10
	/10

	Quality of Report
	/10
	/10
	7/10
	/10

	Comments:
Some reflective thinking is evident throughout the report, particularly regarding trade-offs between interpretability and performance, dataset limitations, and scalability concerns. Cai demonstrates awareness of practical deployment challenges, risks associated with static datasets, and the limitations of lexical-only feature engineering. However, there is no clearly defined standalone reflective evaluation section, and much of the reflective content is embedded indirectly within the discussion chapter. The report would benefit from a more explicit reflective discussion around project management, technical challenges faced during development, lessons learned, problem-solving processes, and personal skill development. Greater depth of critical self-reflection would strengthen this area considerably. Overall, there is evidence of reflective awareness, but it lacks the depth and personal evaluation expected for higher marks in reflective practice.

The report is well structured, logically organised, and professionally presented overall. The inclusion of diagrams, graphs, confusion matrices, tables, screenshots, and full appendices significantly improves the readability and technical quality of the submission. The report demonstrates substantial independent work and follows a clear academic structure throughout. The technical explanations are generally understandable and appropriate for undergraduate level. The appendices containing the full implementation code are particularly strong and demonstrate transparency and reproducibility. However, there are still noticeable weaknesses in academic writing quality. Numerous grammatical issues, awkward sentence structures, inconsistent wording, spelling errors, and repetitive phrasing reduce the overall professionalism of the report. Some figure references and captions are inconsistent, and there are occasional formatting issues throughout. Additionally, while referencing is generally acceptable, stronger use of peer-reviewed academic sources and more consistent citation formatting would improve academic quality further. Despite these weaknesses, the report overall demonstrates a good standard of presentation and technical communication.








