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[bookmark: _Toc229483033]Abstract
Cybersecurity has become a major concern for organisations, particularly in the financial sector where large amounts of sensitive data are handled daily. Vigilant Trust & Asset Management (VTAM) has recently experienced security incidents, including a phishing attack and an attempted ransomware infection, which shows that its current security approach may not be strong enough. This report looks at the types of modern threats the company is likely to face and suggests a more up-to-date security strategy based on a Zero Trust model. It also explores practical controls, monitoring approaches, and staff training, with reference to recognised frameworks such as NIST and ISO 27001. Overall, the aim is to improve the company’s ability to prevent, detect, and respond to cyber threats.
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Cybersecurity has become a major issue for financial organisations due to the increasing number of sophisticated cyberattacks. Companies such as VTAM are attractive targets because they store valuable financial and personal data. Recent incidents involving phishing and attempted ransomware attacks suggest that traditional security measures are no longer enough on their own.
At the same time, hybrid working and increased use of cloud services have made security more difficult to manage. Employees now access systems from different locations and devices, which increases the overall attack surface and creates more opportunities for attackers.
Because of this, many organisations are adopting a Zero Trust approach, where users and devices are continuously verified before access is granted. This report examines the modern threats facing VTAM and discusses security policies, technical controls, monitoring strategies, and staff awareness measures that could improve the organisation’s overall cybersecurity posture.
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One thing that stands out when looking at current threats is that they are not just more technical, but also more accessible to attackers.
A good example of this is Ransomware-as-a-Service (RaaS). [1] In the past, carrying out a ransomware attack required a certain level of skill, but now attackers can effectively “buy” the tools they need. This has led to a big increase in ransomware incidents, particularly in sectors like finance.
Another issue that seems to be growing quite quickly is AI-driven social engineering. Phishing emails are no longer full of obvious mistakes, in many cases they are well-written and personalised. There have also been cases of voice-based attacks (vishing), where attackers use AI to imitate senior staff. This makes attacks more convincing. [2]
Supply chain attacks are also worth mentioning, mainly because they can affect multiple organisations at once. Instead of attacking a company directly, attackers target a third-party system that the company trusts. This makes them difficult to detect early on.
Cloud systems introduce a different type of risk. They are generally secure in terms of infrastructure, but misconfiguration is a common problem. [2]  For example, leaving storage publicly accessible or not setting proper access controls can expose sensitive data without the company realising.
It would also be a mistake to ignore internal threats. Not all incidents come from external attackers sometimes it is simply human error, like clicking on a phishing link or using weak passwords. In other cases, employees may misuse their access privileges, either intentionally or unintentionally.
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To improve its overall security, VTAM would need to move away from relying mainly on traditional perimeter security and instead adopt a Zero Trust approach. [4]  The idea behind Zero Trust is fairly simple: nobody should automatically be trusted, even if they are already inside the company network. Every user, device, and request should be verified continuously.
One policy that would probably have the biggest impact is stronger identity and access management. A lot of attacks now start with stolen passwords, especially through phishing emails, so controlling access properly is essential. VTAM should introduce Multi-Factor Authentication (MFA) across all accounts, particularly for remote workers and cloud systems. It significantly reduces the chance of attackers gaining access using stolen credentials.
The company should also apply the principle of least privilege. Employees should only have access to the systems they need. If an account becomes compromised, the attacker’s access would also be limited, which reduces the overall damage.
Data protection policies would also need updating. Since VTAM deals with financial information, not all data should be treated the same way. More sensitive data should have stricter controls around it, including encryption and restricted access. This becomes especially important when employees are working remotely or accessing cloud-based systems.
Endpoint security also needs attention because hybrid working has made device management more difficult. VTAM should ensure devices connecting to company systems meet basic security requirements such as updated software and antivirus protection.
Cloud security is another challenge because many incidents happen due to misconfigured systems. Publicly exposed storage or weak access controls can easily lead to sensitive data being exposed.
Patch management is probably one of the less exciting areas of cybersecurity, but it is still one of the most important. Many attacks happen because organisations delay updates or ignore known vulnerabilities. VTAM should prioritise patching systems that are listed in the CISA Known Exploited Vulnerabilities catalogue, since these are vulnerabilities already being actively targeted by attackers.
The company would also benefit from having a clearer incident response policy. If staff are unsure what to do during a cyberattack, valuable time can be lost. A proper response plan would help employees know how to report incidents quickly and reduce confusion during a real attack.
	User or Device

	       ↓

	Identity Verification (MFA)

	       ↓

	Access Policies Applied

	       ↓

	Limited Access Granted

	       ↓

	Continuous Monitoring



Figure 1 shows how the Zero Trust model continuously verifies users and devices before access is granted to company resources.
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Even with strong security controls in place, VTAM would still need continuous monitoring because cyber threats can never be removed completely. This is where tools such as SIEM (Security Information and Event Management) and SOAR (Security Orchestration, Automation, and Response) become useful. [5]
A SIEM system would allow VTAM to collect and monitor security events from across the organisation, making suspicious activity easier to detect.
	User Activity / Logs

	          ↓

	        SIEM

	   (Threat Detection)

	          ↓

	        SOAR

	 (Automated Response)

	          ↓

	    Security Team



SOAR can automate certain responses, such as isolating a device if ransomware activity is detected.
VTAM should also have a clear incident response process in place. In the event of a ransomware attack, infected systems should be isolated immediately to stop the spread. After containment, systems could then be restored using secure backups. Regular testing of the response plan would also be important to make sure staff know what to do during a real incident.

Figure 2 demonstrates how security events can be monitored and responded to more efficiently through SIEM and SOAR integration.
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One of the biggest weaknesses in cybersecurity is still human error, which means employee awareness is extremely important. Annual training sessions alone are probably no longer enough because attack methods change too quickly.
VTAM should instead introduce continuous awareness training throughout the year. This could include phishing simulations, short awareness sessions, and role-specific training for employees who handle sensitive information. Simulated phishing attacks would help staff recognise suspicious emails in a more realistic way rather than simply reading about them in training videos.
Creating a stronger security culture is also important. Employees should feel comfortable reporting mistakes or suspicious activity without worrying about blame, as early reporting can prevent a small issue from becoming a much larger incident.
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	NIST Function
	Example Used by VTAM

	Identify
	Asset and risk management

	Protect
	MFA, encryption, least privilege

	Detect
	SIEM Monitoring

	Respond
	Incident response procedures

	Recover
	Immutable backups
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Overall, the threats facing VTAM reflect the wider cybersecurity challenges currently affecting financial organisations. Traditional security approaches are becoming less effective against modern threats such as ransomware, AI-driven phishing, and supply chain attacks. Adopting a Zero Trust approach would allow VTAM to improve security by continuously verifying users and reducing unnecessary access across the network.
Although no organisation can remove cyber risk completely, combining stronger technical controls with continuous monitoring and staff awareness would significantly improve VTAM’s ability to prevent and respond to attacks. In the long term, cybersecurity should be viewed as an ongoing process rather than a one-time solution.
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